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A Case of Vidar Infostealer - Part 1 (Unpacking)
Published: 2022-03-27 - Archived: 2026-04-05 19:04:55 UTC

Hi, in this post, I’ll be unpacking and analyzing Vidar infostealer from my BSides Islamabad 2021 talk. Initial
stage sample comes as .xll file which is Excel Add-in file extension. It allows third party applications to add extra
functionality to Excel using Excel-DNA, a tool or library that is used to write .INET Excel add-ins. In this case, xIl
file embeds malicious downloader dll which further drops packed Vidar infostealer executable on victim machine,
investigating whole infection chain is out of scope for this post, however I’ll be digging deep the dropped

executable (Packed Vidar) in Part1 of this blogpost and final infostealer payload in Part2.

SHA256: 5cd0759c1e566b6e74ef3f29a49a34a08ded2dc44408fccd41b5a9845573a34c

Technical Analysis

I usually start unpacking general malware packers/loaders by looking it first into basic static analysis tools, then
opening it into IDA and taking a bird’s eye view of different sections for variables with possible encrypted strings,
keys, imports or other global variables containing important information, checking if it has any crypto signatures
identified and then start debugging it. After loading it into x64dbg, I first put breakpoint on memory allocation
APIs such as LocalAlloc, GlobalAlloc, Virtual Alloc and memory protection API: VirtualProtect, and hit run
button to see if any of the breakpoints hits. If yes, then it is fairly simple to unpack it and extract next stage
payload, otherwise it might require in-depth static and dynamic analysis. Let’s hit run button to see where it takes

us next.
Shellcode Extraction

Here we go, the first breakpoint hits in this case, is VirtualProtect, being called on a stack memory region of size

0x28A to grant it Execute Read Write (0x40) protection, strange enough right!
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3 07563 cadbdacddfeBe550f15ab356402.exe - PID: 116C - Medule: kemel32.dll - Thread: Main Thread D30 - x32dbg [Elevated]

File

SDE =0

View Debug Trace Plugins

Favourites Options Help Jan 20 2019

tawi talo=s@hs .6 BE

lr=f-=]

oy |

S Toreads | %) Snowman | @ Handes | 7 Tiak)

mov edi,edi
push ebp

BBEC mov ebp,esp
5D pop ebp

~ E9 SECDFFFF jmp <IMP.&VirtualProtects
BBOE mov ecx,dword pt
8908 mov dword ptr ds:[eax],ecx
8B4E 04
8948 04

>

E9 F1EAFFFF
BBES DOFEFFFF

»

E9 43EAFFFF

E8 OBD1FFFF €all <kernel3z.RegkrnGetGlobalstatesx
v E9 DIC60300 jmp kernel32.76860A5F
20 nop
90 nop
90 nop
20 nop
20 nop
BEBFF mov_ed FlushInstructioncac
55 push ebp
8BEC mov ebp, esp
3 push esi
FF75 10 push dword ptr ss:[febp+10] [ebp+10] :&L"LECTED"
33F6 xor esi,esi
FF75 0OC push dword ptr ss:[Jebp+C]
16 inc esi
FF75 08 push dword ptr =s:[febp+g
FF15 DCO48276 €a11 dword ptr ds:[<&NTFlushInstructionCachex]

m ]

mov ecx,dword ptr ds:[esi+4]
mov dword ptr ds:[eaxts],eck
imp kernel3z.76827E6A

mov eax,dword ptr ss:[Jebp-130]
jmp_kernelz2.768220C7

VirtualProtect

r ds:[esi]

© Graph | [Jtog | [fnotes | @ Breakpoints | 8 MemoryMap | (1) CallStack | Smsed | [of seript | @ symbols | <> Source | & References
EEEEEEE seFF

-

3

edi=0

.text:7682435F kernel32.d11:$1435F #475F <VirtualProtect>

Wybump1 | 8%Dump2 | Wyoump3 | WDump4 | W4 Dumps

8 Watch 1| bellocals | struct |

Figurel

001EF5AC || 0018FCIC

0018580 | 00000284
Lidliiees | [z “Stll *| oo1grss4 || oooooo4n
0018FCSC |E9 90 00 00|00 55 8B EC |56 8B 75 DB|BA 24 0D 00|&.... 001B8FSES || 001BFC4
0018FCAC |00 57 EB OE|8B CA D1 ES|C1 E1 07 46|0B C8 03 CF we ENeAa E. E ill shellcoed on 0018Fsec || 0000000
0018FCBC |03 D1 OF BE|3E 88 C2 85 |FF 75 E9 5F|5E 5D €3 55| .R.%>.A.yué_AJAU k 001E8FC0 | 000D000A
0018FCCC | 8B EC 51 51(53 56 57 8B|7D 08 33 F6|8B 47 3C 88 1qq5vw } 3u Ge. | sta SoTRE 4| |k EED e
0018FCDC | 44 38 78 03|C7 88 50 20|88 58 1C 03|D7 < oorzrece | 00690068
0018FCEC | 03 DF 88 40|18 02 CF 85|55 FC 89 40|F8 2 0018F5CC || OOEBOOBA
0018FCFC | 85 CO 74 1A[8B 04 B2 03|C7 50 EB 96|FF a012re00 || 00eDO0EE
D018FDOC | 3B 45 OC 74(12 88 55 FC |46 3B 75 08|72 00127504 | 00BFOOEE
0018FDIC |5F SE 58 8B|E5S 5D C3 88|45 F8 OF B7|04 oo1zrepes | 00710070
0018FD2C | 83 03 C7 EB[EB 55 8B EC |81 EC 24 04|00 oo1zrsoc | 00730072
0018FD3C |57 64 A1 30(00 00 00 BB |40 OC 88 40|0C g 0018FSED || 00750074
001BFD4C (00 8B 40 18(8E FO 33 DB|68 3E GE 55|6E 56 89 5 530h>nunv j oo0igFze4 || 00770076

1
2
3: [esp+C] 00000040
4
5

Hide FFU

EAX  0018FC24
EBX  7EFDEOOO
ECX  0018FCSC
EDX 00000000
EBP  0018FF3C
ESP  0018F5A8
ESI  0000000A
EDI 00000000
EIP  7682435F <kernelz2.virtualProtect>
EFLAGS 00000300

ZF 0 PFO AF O
OF 0 SF O DFO
CFO TF1 IF1

LastError 00000000 (ERROR_SUCCESS)
LasTSTatus C0000000 (STATUS_INVALID_PARAMETER)

GS 0D2E  F5 0053
ES 0028 DS 0028
C5 0023 55 002B

~| 5 [ [0 unlocked

: [esp+4] 001BFCSC
: [esp+8] 0000028A

VirtualProtect list

: [esp+10] oo1sFc24 | of parameters

: [esp+14] 00000000

cddfeses50f15ab356402. 0041F8E ,

first few opcodes E9, 55, 8B in dumped data on stack correspond to jmp, push and mov instructions respectively,

so it can be assumed it is shellcode being pushed on stack and then granted Execute protection to later execute it,

If T hit execute till return button on VirtualProtect and trace back from it into disassembler, I can see shellcode

stored as stack strings right before VirtualProtect call and list of arguments are pushed as shown in the figure

below

0041FFES
0041F7ESD
O041FFED
O041F7F1
O041F7FG
O041F7F9
0041F7FD
0041FB801
0041F 805
0041F 809
0041F 80D
0041F811
0041F815
0041F819
0O041FB1D
0041FB21
0041F 825
0041FB29
0041F 82D
0041FB821
0041FB35
0041FB839
0041F 83D
0041F 841
0041F 845
0041F 849
0041FB4D
0041FB51
0041FBLE
0041FB59
0041FBED
0041FB61
0041FB6E
0041FB869
0041F 86D
0041F 87 4
0041F87A
O041FBTE
O041FBTD
0041FB82
0041FBEE
0041FBE9

Ca45
Ce45s
Ce45
Ce45
Ce45
Ce45
C645
C&e45
C&45
CGe45
Ca45
Ca45
Ca45
Ce45s
Ce45
Ce45
Ce45
Ce45
C645
C&e45
C&45
CGe45
Ca45
Ca45
Ce45s
Ce45s
Ce45
Ce45
Ce45
C645
C&e45
C&e45
C&45
CGe45
C745
BDEBS
50
6A 40
68 BAOD20000
BDEBD &OFDFFFF
51

FF15 04F04200

c8
c9
CA
CB
CC
D
CE
CF
Do
D1
D2
D3
D4
D5
D&
D7
(v}
09
DA
DE
DC
DD
DE
DF
EOQ
E1
EZ2
EZ
E4
ES
E&
E7
EB
ED 00

FC 00000000
ESFCFFFF

5B
55
10
BL
D2
74
15
BE
4D
08
56
5B
75
oC
2B
F1
BA
o4
DE
BE
o1
41
53
EA
01
75
F&
13
LD
C3
oo
oo
oo

g

YLD PLI S0 e oy =5
mov byte ptr ss:lflebp-37Q,55
mov byte ptr ss:ijflebp-3&),10
mov byte ptr ss:febp-35], 35
mov byte ptr ss:|flebp-340,D2
mov byte ptr ss:flebp-330,7
mov byte ptr ss:lflebp-32J,15
mov byte ptr ss:|lebp-31)),EE
mov byte ptr ss:|llebp-30{, 4D
mov byte ptr ss:flebp-2FQ), s
mov byte ptr ss:|lebp-zgl,56
mov byte ptr ss:|lebp-zDi, 5B
mov byte ptr ss:lflebp-zCll,75
mov byte ptr ss:fiebp-2eJ,C
mov byte ptr ss:ilflebp-zAl,2ZE
mov byte ptr ss:|flebp-z9),F1
mov byte ptr ss:|lebp-z&8J, 8A
mov byte ptr ss:flebp-z270, 4
mov byte ptr ss:flebp-26l,E
mov byte ptr ss:|lebp-25)), 88
mov byte ptr ssi:fiebp-244,1
mov byte ptr ss:llebp-23],41
mov byte ptr ss:|lebp-zz|, 53
mov byte ptr ss:|lebp-z1),EA
mov byte ptr ssifiebp-200,1
mov byte ptr ss:lflebp-1FQ, 75
mov byte ptr ss:lflebp-1El,F5
mov byte ptr ss:|lebp-1DW,5E
mov byte ptr ss:|flebp-1Cl,5D
mov byte ptr ss:|lebp-1EJ,C3
mov byte ptr ss:fiebp-1a§,0
mov byte ptr ss:febp-199,0
mov byte ptr ss:fiebp-18§,0
mov byte ptr ss:febp-17Q,0
mov dword ptr ss:|[febp-43,0
lea eax, dwurd ptr ss: [ehp—71a]
push 4D

push z5A

Tea ecx,dword ptr ss:[lebp-za0]
push ecx
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call dword ptr ds:[<&irtualProtect=]

55"y’
T4:'t"
4D: "M’
SE: "Y'
75:"u"

HEAS
2B "+"
41: A"
5 u"
CE:"A'
ED:"]"
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following few statements are preparing to execute shellcode on stack by retrieving a handle to a device context
(DC) object and passing this handle to GrayStringA to execute shellcode from stack (ptr value in eax taken from

Figurel)

0041F 859 FF15 0Q4F04200 call dword ptr ds: [<&VirtualProtect>]
6A 00 push 0

OD41F891 &A 00 push 0

0041F 833 &4 00 push 0

OD41F 835 &A 00 push 0

0041F 897 &4 00 push 0

0041F 899 8035 BCF&FFFF Tea edx,dword ptr ss:[lebp-374]

0041F89F 52 push edx

0041F8AD 8DE85 GOFDFFFF Tea San, g Pebp-za0]]

0041F8AG 50 push eax | 0x0012FCOC | ptr to shellcode on

OD41FBAT &A 00 push 0

DD41FBA &A OO0 push o stack

0041F8A FF15 18F14200 call dword ptr ds: [<&GetDC=]

0041F8E1 50 push eax

0041F8EZ FF15 14F14200 call dword ptr ds: [«&GraysStringa=]

0041FBES SB4D 10 mov ecx,dword ptr ss:|febp+10{ [ebp+10]:

MANAICoD D c4 ek arw

let’s now start exploring the shellcode.
Debugging shellcode to extract final payload

As soon as, GrayStringA executes, it hits on VirtualAlloc breakpoint set in the debugger, which is being called
to reserver/commit 0xAA3CE size of memory with MEM_COMMIT | MEM_RESERVE (0x3000) memory

allocation type

¥ 07f63cadbdacddfeBe550f15ab356402 exe - PID: 12C8 - Module: kernel32.dll - Threadk: Main Thread 17C - x32dbg [Elevated]

== o =

File Wiew Debug Trace Plugins Favourites Options Help Jan 20 2013
EELIEY ST EEYN P2 F Ty Y i
B cru | Boaph | [itog [ motes | @ Breakponts | M8 memorymep | [ calistack | Susen | L) sapt | @ symboks | <2 source | /0 References | S Threads | < Snowman | o Handes | 7 Tiadt]
EE— BBEFF mov_edi,edi VirtualAlloc +|[ Ride FPU ]
o [7ea21858 55 push ebp i
SEEC mov ebp,esp [l eax oooaazce
5D pop ebp . EEX 00000000
~ EB 05 jmp <IMP.&virtualallocs o3 Grreree
30 nop
30 e EDX  DO0SE3CE
30 nop EBP  DO18F514
30 nop ESP  DO18FODD
90 nop ESI 76810000 kernel32.76810000
~ FF25 08098276 jmp dword ptr ds:[<&Virtualallocs] IMP.&virtualalloc EDI  D00AA3CE
30 nop
30 nop EIP 76821856 <kernelsz.virtualalloc>
20 nop
2] Ko EFLAGS 00000315
2 (T ZF 0 PF1 AF 1
8BFF mov edi,edi virtualFree
EE o= nYebp) OF 0 SF O DF 0
8BEC mov ebp,esp CF1 TF1 IF1
5D pop ebp
~ EB 05 Jmp <IMP.&virtualFrees LastError 00000000 (ERROR_SUCCESS)
30 nop LastStatus 0000000 (STATUS_INVALID_PARAMETER)
30 nop
30 nop GS 002B FS 0053
30 nop ES 0028 DS 0028
20 nop _ ) CS 0023 S5 002B
~ FF25 10098276 jmp dword ptr ds:[<&VirtualFree=] IMP.&VirtualFree
o = ST(0) 0000DO00D00000000000 X87r0 Empty O.0000000000
=) roﬁ ST(1) 0DO0ODOOOD00O000000000 X87r1 EMPTy O.0000000000
30 nop sT(2) 0D00ODO00D00000000000 X87r2 EMPTy O.0000000000
30 nop ST(3) 000ODO0000000D000000 X87r3 Empty O.0000000000(
3BFF mov edi,edi DuplicateHandle ST(4) 0000DOO0D0D00000000D X87r4 Empty O.0000000000
55 push ebp ST(5) 0DO0DDOOOD00O000000000 X875 EMPTy 0.0000000000
SBEC mov ebp,esp ST(6) 0D000DO00D00000000000 X87r6 EMPTy 0.0000000000(
8B45 0C mov eax,dword ptr ss:[febp+Cl ST(7) 000ODO00000000000000 X87r7 Empty O.0000000000(
83F8 F4 cmp eax,FFFFFFF4
”””” s Emoe dmp Canoriciiees oot xaTTagqword FPFE
=== ~ OF84 30330300 je kEI"I’lé'lSZ.TBSSQBDD ﬁg;mfg ; nggggg ::g;m?; ; Eémgigg
83F8 F6 cmp eax,FFFFFFFE — -

<

OF84 13330300
8BCE

je kernel32.76854BBC
mov ecx,eax

x87TW_4 3 (Empty)
X87TW_& 3 (Empty)

XB7TW_5 3 (Empty)
X87TW_7 3 (Empty)

21E1 03000010 and ecx,10000003

2B 23F3 032 cmp ecx, 3

' 7RE218RA nERa 2F330300 ie kernel2?. 7RRS4RER
i o . | ’

5 XKETStatusWord 0000 L

Default (stdeall v |5 3] [ Unlocked

¢

edi=AA3CE

ESprE

[esp+C] 00003000

. text:76821856 kernel32.d11:§11856 #1C56 <virtualalloc> TTTESOTIOT DUUTUTD
5: [esp+14] 00000010

o '001BFDF8| return to OD18FDF& from 277 P
@oump1 | @0ump2 | @Ypump3 | @doump4 | EDumps 8 watch 1 | lx= Locals | # struct ‘ 0018FOD4. rnnnnnnnn
ASCII ~ || vo1sFoo [ 000AASCE
04[cC €2 04 00[CC 90 €3 90[cC C3 90 90|LDs. TA. . T.A.TA.. | SS}EESEU 88883332 B
90(50 S0 30 30(30 30 30 90|30 90 50 90.... . B Il e a
28 & & HE 00187028 | 76334F70| gdi22.76334F70
00|00 00 BA 20 0018F0=C || 00000000 i
00|00 00 58 @D |7 ~| <] n | 8

returning control from VirtualAlloc and stepping over one more time from ret, leads us to the shellcode, next few
statements after VirtualAlloc call are pushing pointer to newly created buffer, size of the buffer and the file handle

for currently loaded process on stack to call ReadFile
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ﬁCPU | QGraph | | #Log | |4 Notes. ® Breakpoints | 88 Memory Map | 1l call Stack | =7 SEH | 1#2| Seript | E\]Symbols | <2 Source 4 References | % Threads
®| DDO1BFDFB BEFD mov esi,eax -

| 0018FDFA 85F& test esi,esi idesERl
---------- ®| 0018FDFC| ~ 0OFB4 FE000000 i &
EAX  OOL8F500
| D01EFED2 53 push ebx EEX 00000000
®( 0018FED3 8D45 EC lea eax,dword ptr ss:|[febp-14])
e[ no1srE0E 50 push eax ECX  AQGCOOBO
e/ oo1sFEOT 57 push edi (Ek3  EERETEEED
®| 0O18FEOS 56 push esi EBE 0018F514
®| 001BFE0S FF75 FC push dword ptr ss:[ebp-4] ESP 0018F0D0
| 0013FEQC FF55 FO call dword ptr ss:[ebp-10] ESI 00230000
| DDLEFEOF 85C0 test eax,eax EDI 000AA3CE
-------- ®| 0018FE11| ~ OFB4 E3000000 i
e oo1sFEL7 8B46 3C 5 Q3 s EIF  0O18FEOC
| O0OLBFELA 03CE add eax,esi
®( 0018FELC OFE748 06 movzx ecx,word ptr ds:[eax+6] EFLAGS 00000206
®( 0018FE20 8B50 54 mow edx,di;'ur‘d ptr ds:[eax+54] ZE O PE 1 AF O
e 0018FE23 8955 FC mov dword ptr ss:[Jebp-4],edx s & o o
®| oo1sFEZ6 85C3 Test ecx,ecx
—————— e/ oo1sFE2E| -~ 74 19 je 18FE43 CF O TFO IF1
@/ D01BFE2A OFB750 14 movzx edx,word ptr ds:[eax+14]
™ E 83C2 28 add edx,z2g LastError 00000000
. 03C2 add eax,edx Laststatus CO00000D
. 8B55 FC mov edx,dword ptr ss:[[ebp-s]
0’310 add edx,dword ptr ds:[eax] G5 002B FS 0053
Type Name Handle Eg gg:g gg gg:g
~| Desktop Default 050
. ST(0) 00000000000000
D!rechory KnownDlls 0x3 ST(1) 0000000000000
Directory KnownDlis32 Oxc 5T(2) 00000000000000
Directory KnownDlls32 0x18 ggi% gggggggggggggg
Directory \Sessions\1\BaseMNamedObjects 0x7c ST(5) 0000000000000
it [ Ci\sersy \Desktop\7f63cado4acddfede550f15ab356402.exe [oxsc ] [SELel2e000000000000
m | " Default (stdcal

1: [esp] 0000008C
2: [esp+4] 00220000
parameters 3: [esp+8] DODAA3CE
4: [esp+C] 0018F500
53

[esp+10] 00000000

dword ptr [ebp-10]=[0018F504 <&ReadFile>]=<kernel32.ReadFile> ReadFile list of

D018FEDC

which reads 0xAA3CE bytes of data from parent process image into the buffer, let’s say it bufferl

=

oumpl | §oump5s | EDump2 | E4Dump3 | U4 Dump 4 | G5 watch 1 | [x=| Locals |‘

L Fe

Hex ASCII

0022000040 A 90 00[02 OO0 00 00|04 OO0 OO OO|FF FF OO0 OO|MZ....oen... V. .
00230010 B8 00 OO0 0O|00 OO0 00 00|40 OO0 OO0 00|00 00 00 00| _vuvereeBieeesns
goz2002000 00 OO 0OO|00 OO OO0 00|00 OO0 OO0 00|00 00 00 00| «uueeeeenenennn.
oo230030j00 00 OO 0OO|00 OO0 OO0 00|00 OO0 OO0 00(10 01 00 D0| «ee e enenenennn.

00230040| 0OE 1F BA OE|00 B4 09 CD|21 BS 01 4C|CD 21 54 &8|..e.. .%Ir .LI'Th
0023005069 73 20 70|72 6F &7 72|61 6D 20 63|61 GE &E &F|is program canno
00230060 74 20 62 65|20 72 75 GE|20 69 6E 20|44 4F 53 20|t be run in DOS
0023007060 6F &4 65|2E OD OD OA|24 00 OO 00|00 OO OO0 OO|mode....%.......
00230080 6F 86 1F E9|2E E7 71 BA|2B E7 71 BA|2B E7 71 O..8+C0%+CO+0g°
00z30090) 3F 8C T7Z BE #ngF 8C 74 BB|B& EF 71 T.re>Cq°7. tr Y00
002300480 3F 8C 75 EBE 9 92 75 BB|3A E7 71 7. uslCQey. Us: COe
38 EF 71 BA
E7 71

002300BOY 72 92 72 BB 79 92 74 BEB|67 EF 71

V. r»8¢q°y. t»0¢q°

SPEERERE

002300C0| 3F 8C 70 BE|22 BA|ZB E7 70 BA|AA E7 71 7. pe"COo+CpT g

002300D0Y 7D 92 74 BB |22 EF 71 BA|7D 92 BE BA|ZA EF 71 F-t2"cge}..e=CqQe

D02300E0| 2B E7 E6 BA|2A E7 71 BA|7D 92 73 BE|2A E7 71 +CRS Qe ). SeTpg°
00Z2300F0Q052 69 63 65 |2B EF 71 BA|0OO 00 OO OO|00 OO OO Rich+Cg®........ -
' i | b

further execution again hits at VirtualAllec breakpoint, this time allocating 0x14F0 bytes of memory, I’ll now put
a write breakpoint in the memory region reserved/committed by second VirtualAlloc API call to see what and how
data gets dumped into second buffer, buffer2. Hitting Run button once more will break at instruction shown in the

figure below

Page 4 of 12



https://xer0xe9.github.io/A-Case-of-Vidar-Infostealer-Part-1-(-Unpacking-)/

O]

1

s || 0018FFO2 B8BEC mov ebp,esp Hide FPU
e |( DO18FFO4 B8B55 10 mov edx,dword ptr ss:[Jebp+10]
0018FFO7 8502 test edx,edx
0018FFO3| v 74 15 je 18FF20 EAX 34005 buff
D018FFOB 8B4D 08 mov ecx,dword ptr ss:[ebp+s]] uffer2
0018FFOE 56 push esi ;
D018FFOF 8B75 0OC mov esi,dword ptr ss:[febp+C]) size
Q018FF1Z ZEFL sub esi,ecx = HULsFULY
0018FF14 BAD40E mov al,byte ptr ds:[esi+ecx] ESP  0018F0CC
8201 mov byte ptr ds:[ecx],al ESI FFFOZEOQD
0018FF13 41 inc ecx EDI  000350DE
O018FF1A B3EA 01 sub edx,1
0018FFiD| ~ 75 FS jne 1BFF14 EIP  DOD18FF17
0018FF1F 5E pop esi
T SERZD) ST pop ebp EFLAGS 00010237
0018FF21 3 ret ZF 0 PF 1 AF O
O018FF22 0000 add byte ptr ds:[eax],al OF 0 SF 1 DEO
D018FF24 0000 add byte ptr ds:[eax],al
DO1BFF: 0000 add byte ptr ds:[eax],al CF1 TFO IF1
D018FF28 0000 add byte ptr ds:[eax],al
0018FFZA 0000 add byte ptr ds:[eax],al LastError 00000000 (ERROR_SUCCESS)
0018FF2C BC F5180078 mov_esp,780018F5 LasTSTatus CO00000D (STATUS_INVALID_PARAMETER)
0018FF31 FF18 galfar fword ptr ds:[eax]
0018FF33 00CA add dl,cl G5 002B F5 0053
0018FF35 ED in eax,dx ES 00ZE D5 00ZB
0018FF. 42 inc edx CS 0022 55 0DOZEB
DO018FF. 0000 add byte ptr ds:[eax],al
ggigigig gggg FE1800CD ggg %ES gg g:; {::;!;SEFETM] ST(D) 00000000000000000000 X87r0 EMPTy 0.0000000
3 E 3 7 5
ODLEFF4L 1442 00 sbb al,byte ptr ds:[edx] ST(1) 00000000000000000000 X87r1 EMPTy O.0000000
0018FF44 0000 add byte prr ds:[eax],al 5T(2) 00000000000000000000 X87r2 Empty O.0000000f
0018FF46 20 inc eax 5T(3) 00000000000000000000 XE87r3 Empty 0.0000000f
0018FF47 0000 add byte ptr ds:[eax],al 5T(4) 00000000000000000000 X87r4 Empty O.0000000
0018FF43 0000 add byte ptr ds:[eax],al ST(5) 00000000000000000000 X87r5 Empty 0O.0000000
D018FF4B 00DO add al,d1 [ sT(s) £00DO000000D00D00D00O XE7KE EMPLy 0.0000000
0018FF4D 27 daa ST(7) 00000000000000000000 X87r7 EMPTy O.0000000(
0018FF4E 5E pop esi . ]
AnimEEaE nnna add_hute ntr de:Fadvl 1

al=E9 "’

0018FF14

byte ptr [esi+ecx=1]=[002A3E00]=E9 'é&"

|
Default (stdcal) v |5 |2 [ unlocked

1: [esp+4] 0O018F514
2: [esp+B] OO1BFEGA

3: [esp+C]
002A3EOQD|

4: [esp+10

buffer1 offset

this loop is copying 0x14F0 bytes of data from a certain offset of bufferl into buffer2, next few statements are

agaian calling VirtualAlloc to allocate another 0x350DE bytes of memory say buffer3, pushing returned buffer

address along with an offset from buffer1 on stack to copy 0x350DE bytes of data from buffer1 into buffer3

e[ 001BFESE 0375 FC add esi,dword ptr ssillebp-40 Hide FPU
o | Do18FESE &8 FO140000 pusn 14F0
e 0o18FESD 56 ush esi
|| DD1BFEEL 50 gushdeaxd . - Eﬁ buffer3
e [ oo1sFES2 8945 FO mov_dword ptr ss:[febp-10f, eax
o 0013FEES EE 57000000 catn iarrod ? ' ECK buffer1 offset
e — = EDX  TOUEEICE
e oo1sFEED 6A 40 push 40 EEF  0018F514
® | DO18FEGF 68 00300000 push 3000 0olsFODE
o 0o18FETS 57 pusu egf ESI “ e Er o
®( D018FE7S 53 ush ebx . EDI _DDDESDDE 5ize OoT da eing copi
ol 0018FE7E FEss Fg GaT1 dword pir ssifebo_=) | VirtualAlloc el
P T— p ' EIF  DO18FESS
e 0o18FETA SDEE FO140000 lea ecx,dword ptr_ds:[esi+14F0]
. DDlgFE-:g 8945 F4 mov dword ptr ss:|[lebp-C[,eax EFLAGS 00000246
e[ 001BFES3 51 push ecx ZF 1 PE 1 AF O
| DD1BFES4 50 push eax OF O SFO DF O
g [T EB 77000000 call 1sFFol CoOpy
® [ 0018FESA 8B55 FO mov edx,dword ptr ss:|febp-10f EF @ e I i
e | 0o18FESD 83C4 OC add esp,C
e ooisFESD SA0413 mov al,byte ptr ds: [ebx+edx] LastError 00000000 (ERROR_SUCCESS)
o [ oo18FES3 Bl 43 mov cl,43 a3:"C’ LastStatus CO00000D (STATUS_INVALID PARAMETER)
o | Do18FESS 34 88 xor al,sg
o | oo18FES? FEDO not al G5 00ZE FS 0053
o 0018FESS 2aC2 sub al,bl ES 0028 DS 0028
o | 0018FESE FEDO not al Cs 0023 53 D028
e | 0o18FESD coco 03 rol al,z
|| pan xon ::II s ST(0) 00000D00000000000000 XB7rD Empty 0.0000000!
= |sshEEee = =) ol ST(1) 00000D000000000000000 XE7rl Empty 0.0000000
=| e e add a1.p1 ST(2) 0D0DODODOO0D00DOODDO0 XE7rZ Empty 0.0000000
o 001zFEAE FED0 = & ST(2) 0D0D0D0D000000DO00DO0 XE7r3 Empty 0.0000000
o 0o18FEAS 02c3 add a1,b1 ST(4) D0D0ODOOOO0DODDDOODDO XB7r4 Empty O.0000000
& [ D01BFEAC 34 E3 xor al,E2 — || sT({5) 00000000000000000000 X87r5 EmMpPTy 0O.00000001
e | Do18FEAE Coc8 02 ror al,z |_l| sT¢e) ooooooonoono000ODOOD x87rE Empty 0.0000000
o | D018FEBL 2ACE sub al,bl ST(7) 0000D000000000000000 XE7r7 Empty 0.0000000
®( D018FEB3 34 B4 xor al,B4 E&
=| = 55 e Fen oaln

4

1

0018FFO1

D018FESS

1
|5 = [ unlodked

1: [esp] 00
2: [esp+4]
25048

3B0000
00ZASZFO
000350DE

loop in the following figure is decrypting data copied to buffer2, next push instruction is pushing the buffer3

pointer on stack as an argument of the routine being called from buffer2 address in edx which is supposed to

process buffer3 contents
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figure below is showing final buffer2 decrypted contents

0018FEF7

slloniace 200000

T UUlaH—_&ﬁ 34 5 -

e || 0018FESD 83C4 0C add esp,C

--»e | 0O18FE90 BAD413 mav a'l byte ptr ds:[ebx+edx]

®| 0018FES3 Bl 43 mowv

®| O01SFESS 34 88 xaor a'l,oo

®| 0018FES7 FEDO not al

®|| 0018FE99 2AC3 sub al,bl

®| O018FESE FEDO not al

e || 0018FESD €0Co 03 rol al,3

®| O01SFEAQ 34 57 xor al,s7

[ ] DDicFE- 02C3 add al,bl

. A4 34 B4 xor a'l,cA

. 022 add al,bl

. FEDO0 not al

. 022 add al,bl

. 34 E3 xor al,E3

®| O01SFEAE COCE 02 ror al,2z

e || 0018FEB1 2AC3 sub al,bl

®| O01SFEE3 34 B4 xor al,B4

®| OO18FEES 2C 24 sub al,z4

®| O01SFEET 32C3 xor al,bl

®| O018FEES 2C 43 sub al, 43

®|| 0018FEBB C0cs 02 ror al,2

®| O018FEEE 32C3 xor al,bl

®|| 0018FECD DoCo rol al,1

®| 0018FEC2 2ACE sub cl,al

®| 0018FEC4 BAC3 mov al,bl

®| O018FECE 32CE xor c1,b1

®| 0O018FECS Doc1 rol cl,1

®| O018FECA FEC1 inc ¢

®| 0018FECC 02CE add c1,bl

®|| 0018FECE 3208 xor c1,bl

®| 0018FEDO BOEZ 49 sub cl,43

®|| 0018FED3 F6D1 not ¢

®| O01SFEDS 2ACE sub c1,b1

®| O018FED7 €ocl 03 rol cl,2

®| O01SFEDA BOF1 41 xor cl,41

®| 0018FEDD FED1 not

®|| 0018FEDF 2ACB sub c1,bl

®| O018FEE1 B80F1 &7 xor c1,67

®|| 0018FEE4 2AC1 sub al,cl

®| O01SFEEE 32C3 xor al,bl

Bl 0018FEES 880413 mov byte ptr ds:[ebx+edx],al

®( 0O18FEEE 43 inc ebx

® (| 0018FEEC 81FE FO0140000 cmp ebx,14F0
oo . = TP

loop decrypting
buffer2 contents

execute buffer2

= || Hide FPU

EAX
EBX

ESE
ESI
EDI

EIP

ZF 0
oF 0

a
Epx 00340000 )| buffer2

EFLAGS

CF O TF1 IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus CO00000D (STATUS_INVALID_PARAMETER])

GS 002B FS 0053
ES 002B DS 0028
Cs 0023 g5 0028

x87Tagword FFFF

X87TW_0 3 (Empty) X87TW_1 3 (Empty)
X87TW_2 3 (Empty) X87TW_3 3 (Empty)
x87Tw_4 3 (Empty) xX87TW_5 3 (Empty)
X87TW_& 3 (Empty) X87TW_7 3 (Empty)

x87statusword 0000
|| x87Sw_B 0 x87SW_C3 O XB7SW.C2 O

002E000F
00000012

DD18F DE‘I

Q00350DE size

0Q018FEES

00000304
PF 1 AF O
SF 0 DF O

00000000000000000000 XE7r0 EmpLly 0.0000000
00000000000000000000 X87rl1 EmpLly 0.0000000
00000000000000000000 X87r2 EmpLy 0.0000000
00000000000000000000 X87r3 Empty O.0000000
00000000000000000000 xX87r4 Empty O.0000000
00000000000000000000 X87r5 Empty O.0000000
00000000000000000000 X87r6 EMPTY O.0000000f
00000000000000000000 X87r7 EMPTY O.0000000f

| | xa7sw 1 0 x87sw co 0 x8B7SW ES 0 R

= || Default (stdcall)

v |5 2] (7] Unlocked

decrypted buffer2

(=4

E3 04 B0 &0|DC E3 11 &E(0E 36 C3 44|19 E5 C5 20| E.. UA.h.sAD. aA-
11 EO &2 15(A7 DD 93 E9|19 &5 &8 76|01 46 E6 23| .ab.§Y.&.ehv.Fe
7D 5% 9F E1(2D 9C Bl C7 (29 FD 79 14|04 0A ED 08| }Y.a-.+C)yy...1.
00 22 C4 44|E6 2D OD 28|9C 4B 1A BF |36 06 02 FE|."AD®-.[.K.i6.. E
87 45 9E AB|ES BFY 41 &C|5B BS5 8B 0OB|90 3B 53 CB8|.E. &.AT[Y...;5
48 BA C0O 1D|15 43 25 39|2D FE 13 09 |FC B9 1D 39| H=A. C%g—m..u‘ ]
B5 AZ FB ES|BF D5 43 AF|F4 E9 96 B5|CE 14 AE 95 ¢ua¢ﬁc dé. . E.=.
2F DE 4B B5|8C 58 52 25|44 4B 4C 22(32 FA 7E 92| /PKu. XR (DKL 20~,
TE EE 21 4E|AF 82 9D 19|38 BA 0D AB|DD &E BO GA|~TIN ...B%.&¥n*j
iF 2E 8C D3 |26 12 C1 2ZF|CC F4 1E EF|B& BE 45 37 LO&, ﬁfIE.]ﬂ E.
D7 9C D7 67 |2F C2 8D C1|7F AF 9D C5|26 8C C3 6C|x. xg;h A, A& Al
AC 35 D6 AB|G1 09 5D 24|38 DS 83 70|C7 4C 96 S5F|-cdea.]=sd.

26 E3 C5 EB|D1 55 C2 72|75 28 62 F9|FE &7 43 18 &aneﬁulru{bupgc
C6& 03 C3 EF|A7 9D 3F 35|E1 F8 12 22|53 2C S5E 2z |£.Af§.7548."5,"
E7 54 92 A1(BA 1E 44 40|F6 84 10 1B(02 7F 1B 35|(T.ji® D@D...L..S
C& F1L C1 AF|C& 58 53 AE|57 40 &2 DD|CEB 82 87 &3 |4£nA ﬁgSEhﬁi?E..i
46 E4 63 20|0C CF F4 1D |47 89 E9 EE|51 37 GE OF|Fac .Id.G.&71Q7n.
84 8D 62 GE(7A 1E 64 B2|33 CO 3B EF|3D 2C 63 35|..bnz.d=3A;i=,c5
4C 04 33 DC|AZ 9C 395 5c 61 BE 62 18|0F 95 2C 7z |L.3Ue¢.. a%b...,r
75 7F D1 BC|G4 13 EB CB|52 D4 Bl B&|33 83 AD 20| u.Rsj.8ERO+T3. -
c4 0§ ZE 99[22 p§ 0o ﬁ; DE AQ 70 FFIFE 00 B9 AFli.+."@, ¢p Tyvh, =

encrypted buffer2

Lil=9 Do Ll
ES BO 0OA 00|00 55 8B EC|83 EC 40 53|56 57 83 &5 [e*...U.1.185WW. e
FO 00 OF 57|C0O &6 OF 13|45 EO OF 57 |CO &6 OF 13 |0..wAT..Ea.wAT..
45 ES 83 65|F8 00 C7 45 |FC 28 00 00|00 83 &5 F4|Ek.ed.CEU(....=20
00 FF 75 OC|FF 75 10 8D |45 F8 50 ES|FD 00 00 00|.yu.yu..EsPey...
89 45 D8 89|55 DC FF 75|0C FF 75 10|80 45 F8 50| .E@.Ulyu.vu..EBP
ES ES8 00 00|00 89 45 DO|89 55 D4 FF|75 0OC FF 75| 22....ED.Udvu.vu
10 8D 45 F8|(50 EB D3 00|00 OO0 89 45|C8 89 55 CC|..EBPE0....EE.UI
FF 75 OC FF|75 10 EBD 45 |(F8 50 EZ BE|00 00 OO0 89|¥U.VU..EBPBX....
45 CO 89 55|C4 83 7D 10|04 76 3A GA|08 58 6B CO|EA.UA.}..w:j.XkA
03 03 45 0OC|(99 89 45 EO|83 55 E4 SBB|45 10 83 EB|..E...Ed.U&.E..E
04 33 C9 B9 |45 EB B9 4D |EC BB 45 EB|8B 4D FC BD|.3E.EE.MI.EB.MI.
04 C1 33 DZ|64 10 59 F7|F1 8B 45 E8|03 55 FC 8D | .A30j.v=n.EE. V.
04 C2 89 45 |FC 57 56 89|65 F4 83 E4(F0 6A 33 E8|.A.ElwV.ed.adjie
00 00 00 00|83 04 24 05 |CB 2B 65 FC|FF 75 D8 59| ...... £, E+elyuay
FF 75 DO SA|FF 75 C8 41|58 FF 75 CO|41 53 FF 75 yuﬂZquAquhAqu
EQ 5F FF 75 |E8 SE 85 F&(74 10 &7 48|8B OC F7 &7 |a_yuer,dt.gH..<g
48 89 4C F4(20 83 EE 01|75 FO FF 75|D8 41 5A BB|H.LG .1. uayuﬁaz
45 0B OF 05|89 45 FO 03|65 FC ES 00|00 00 0O C7|E....EQ. eie, ...C
44 24 04 23|00 00 00 83|04 24 0D CB|8B 65 F4 SE(D$.#..... f.E. 2084
SF BB 45 FO|5F S5E 5B B8B|E5 50 C2 0OC |00 55 BB EC .Ea A[.AJA..U.A
51 51 OF crlco es OF 13|45 F8 BB 40|08 8B 00 3E :
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stepping into edx starts executing buffer?2 contents, where it seems to push stack strings for kernel32.dll first and

then retrieves kernel32.dll handle by parsing PEB (Process Environment Block) structure

& | D0ZADAAT SEB45 FO mov eax,dword ptr ss:|[febp-10{

& (| 00ZADAAS OFB7F 0470 movzx eax,word ptr ds: [eax+esi=z]
@ (| O0ZADAAE S8BOD483 mov eax,dword ptr ds:[ebx+eax+4]
& | D03ADAEL 03C7 add eax,edi

-@ (| 0OZADAES ~ EB EB Jjmp 3A0AAD

& (| 00ZADABS LG push ebp

& (| O0ZADABS SBEC mov ebp,esp

@ || O0ZA0AEE B3IEC 50 sub esp,50

@ || O0ZAODAEE G6A 53 push 53

e (| 003A0ABD 58 pop eax

@ (| O0ZADABE 66: 8945 D8 mov word ptr ss:[lebp-238], ax

@ || DO3ADACZ 64 &8 push &3

e 003ADACS 58 pop eax

& (| 00zADACS 66: 8945 DA mov word ptr ss:[lebp-26], ax

® || O0ZA0ACS 6A &C push &c

e 003ADACE 58 pop eax

& | D0O3A0ACC 66:8945 DC mov word ptr ss:|lebp-z4], ax

& || O0O3A0ADD BA 77 push 77

e 003A04D2 4] pop eax

®| D03ADADS 66: 8945 DE mov word ptr ss:|lebp-z2[], ax

@ (| 00ZADADT 6A 61 push &1

# (| 003A04DS 4] pop eax

& (| O0ZADADA 66: 58945 EO mov word ptr ssilffebp-20§,ax

& || O0Z3A0ADE 6A 70O push 70

# || 003A0DAED 58 pop eax

& 00ZADAEDL 66: 5945 EZ mov word ptr ssilebp-1E[, ax

@ || O03A0AES G6A &9 push &9

® || DOZADAET 58 pop eax

@ (| O0ZADAES 66: 5945 E4 mov word ptr ss:febp-1C[, ax

& || O0ZA0AEC 6A 2E push 2E

e (| 003ADAEE 1) pop eax

@ (| O0ZADAEF 66: 8945 E& mov word ptr ss:|lebp-1al), ax

@ || O0ZA0AF3 6A &4 push &4

e (| 003404F5 58 pop eax

@ (| O0ZADAFEG 66: 8945 EB mov word ptr ss:[lebp-138[,ax

& || DDZADAFA 64 &C push &C

e (| 003ADAFC 58 pop eax

& (| O0ZADAFD 66: 8945 EA mov word ptr ss:[lebp-16], ax

® || O0ZA0BD1 6A &C push &c

e 003A0B03 58 pop eax

®| 00ZA0BO4 66:8945 EC mov word ptr ss:|lebp-14f], ax

& || OO3AO0BOE 33C0 KOr eax,eax

& (| O0ZAOBDA 66: 8945 EE mov word ptr ss:[lebp-12[, ax -
& | DO3ADBOE C745 FE CF500300 mov dword ptr ss:|febp-gl 2 parsin PEB structure
@ (| 003ADB1S E8 BS5FEFFFF call <kernel3z_handle= §mov £3x, r :
& o0ZAOB1IA 8945 FC mov dword ptr ss:ffebp-#mov eax,dword ptr ds:[eax+l]

mov eax,dword ptr ds:[eax+C]
mov eax,dword ptr ds: [eax]
mov eax,dword ptr ds:[eax]
mov eax,dword ptr ds:[eax+18]

retrieved kernel32.dll handle is passed to next call along with another argument with constant FF7F721A value, a
quick Google search for this constant results in some public sandbox links but not clear what is this exactly about.
Let’s dig into it further, stepping over this routine 0x0A4E results in GetModuleFileNameW API’s resolved

address from Kernel32.dll stored in eax which means this routine is meant to resolve hashed APIs

& || D03ADAFE 6615945 EB mov word ptr ssifebp-13[, ax -~ =
e || 00zADAFA A 6C push &C [ Lide FEY
e || 00zADAFC cg pop eax 5
® || 003ADAFD 66:5945 EA mov word ptr ss:febp-1sl,ax @ 3333:3?—3 -:I-cerne'l32.GetModu1eF11eNamew>|
e || 00zA0B0L A 6C push &C ECX  BFFFD198
e || 00zA0BOZ cg pop eax
|| 003A0B04 66: 8945 EC mov word ptr ss:|[febp-14],ax EDX  FF7F721A
#|| nozAa0BOS 33C0 XOr eax,eax EEE  O0018FOD&
e || ooza0BOA 6618945 EE mov word ptr ss:lfebp-12[,ax ESP  OO018F0&8
e || D0ZADEOE C745 F8 CF500300 mov_dword ptr ss:|febp-s],350CF ESI 00ZA3EQD
e || 00340B15 E8 B5FEFFFF €all <kernel3z_handle= EDI 000350DE
e || 00zADBLA 8945 FC R =
@ || D0ZA0B1D BA 1AT27FFF mov edx,FFFF721A EIP 003A0BZA
e || DO3ADEZ2Z BE4D FC mov_ecx,dword ptr ss:|febp-4]
e || 00zA0B25 E8 24FFFFFF £all 3A0A4E EFLAGS 00000206
»e 8945 FO : : ZF O PF 1 AF O
. BA FBAD91TF mov edx,7F31A078 —loF @ sFo bF o
. BE4D FC mov_ecx,dword ptr ss:|febp-4] |=|
. EB 14FFFFFF €3l 3ADA4E SlcFo TFO IF21
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similarly second call resolves 7F91A078 hash value to ExitProcess API, wrapper routine 0x0A4E iterates over
library exports and routine 0x097A is computing hash against input export name parameter. Shellcode seems to be
using a custom algorithm to hash API, computed hash value is retuned back into eax which is compared to the

input hash value stored at [ebp-4], if both hash values are equal, API is resolved and its address is stored in eax

Busn g [ wide rru ]
mov ebp,esp
sub esp,10 Eax [Frirrz1a] computed hash value
push ebx EBX  GECFAZE kernel32.768CFAZE
::;E & ECX  BFFFD193
v edi,ecx ecx: "AcquireSRWLockExclusive” EDX) ;;ifgﬁ{s
mov dword ptr ss:[ebp-s, edx EsE e
el ESP  0Q01EF064 .
mov eax,dword ptr ds:[edi+3c] [ECI QR0 L'a
mov eax,dword ptr ds:[eax+edi+7g] EDI 76810000 kernel22.76810000
add eax,edi
mov edx,dword ptr eax+20] edx: "K/\F" EIP  001COAA:
mov ebx,dword ptr ds:feax:ic]
add edx, §ﬂ1 d 81 T KA - EFLAGS 00000344
mov ecx,dword ptr ds:[eax+24 ACquireSRWLOCKEXCTusive 1 1 o
add ebx,edi E 5 % s PS
mov eax,dword ptr ds:[eax+12] o T 11
add ecx,edi eSRWLockExclusive"
mov dword ptr Ehp Clll, edx AT
mov nora pre u].ecx LastError 00000000 (ERROR_SUCCESS)
oot 2= LastStatus CO00000D (STATUS_INVALID_PARAMETER)
llhnn's list of exports @ ETD =3 e
MoV eCx,aword ptr ds:[edxiesi 4 , edxresizar"i/\F" ES 0028 DS 0028
add_ecx,edi cs 00z 55 0028
call 3a0574
mp_eax,dword ptr ebp-4]) d ST(0) 00000000000000000000 XS7r0 EmMpTy 0.00000000000000
HE 3Agﬂﬂé 4 pr " ov esi,ecx ST(1) 00000000000000000000 X87rl EmpLy 0.00000000000000
L3 Sl it by =58 BT mov edx,2326 ST(2) 00000000000000000000 X87r2 Empty O.00000000000000
emp &5t duord prr 332 [ebp-o] ) e ST(3) 00000000000000000000 X87r3 EMPTy 0.00000000000000
b’ 3anA : L S ST(4) 00000000000D00000000 X87r4 EMPty O0.00000000000000
o M. — a5 == ST(5) 00000000000000000000 X87F5 EMPLY 0.00000000000000
pop edi e &0 ST(6) 00000000000000000000 X87r6 EMPLY 0.00000000000000
pop esi ecx, eax ST(7) 00000000000000000000 XE7r7 EMPTY 0.00000000000000
pop ebx add ec, =di
mov esp,ebp add edx x87Tagword FFFF
pop ebp ovsx =4t ,byte per ds:[est] XB7TW_0 2 (EMPty) XE7TW_1 2 (EmPTy)
rar mov_eax,edx X87TW_2 3 (EMpTy) XB7TW_3 2 (EMPTy)
2352?255"52% ;rr e EL ces eReheas X87TW_4 3 (EMpTy) XB7TW_5 2 (EMPTY)
- ne
mov eax,dword ptr ds: [ebx eax 4] SE 0 241 XBTTW.6 3 (EWPTY)  XBTTW.7 3 (EMPTy)
e ;ﬂsﬂsg‘ S pae =1 x87Statusword 0000
o A 87SW_CZ 0 xBTSW_CZ O
dword ptr [ebp-4]=[DD18FO7C]=FF7F721A XB75wW C1 0 x875W.CO 0O XSTSWES O -
0010490
1
pefault (stdcall *]'s [2][C] Unlocked

Hiunumm ‘ 84 Dump 5 I_uiunumpz | g Dump 3 | 44 Dump 4 | @ watch 1 | I*=] Locals
|ebp-4]

Address Ly [esp+4a] DD563E0D

[esp+8] D00014F0

0018F07C} BC 00 00 00
0018F08C [esptc] 76802440 kernel32.768024A0
OO RO S [esp+10] 768D0FE4 "K/\F"

0018F0AC 00 70 0O [esp+14] 0000054F

0018FOBC 32 90 00 00

0018FOCC
AndREANC

V.
Anzy

Fhoar =2 7aliin

next few instructions write some junk data on stack followed by pushing pointer to buffer3 and total size of
buffer3 contents (0x350C0) on stack and execute routine 0x0BE9 for decryption - this custom decryption scheme
works by processing each byte from buffer3 using repetitive neg, sub, add, sar, shl, not, or and xor set of

instructions with hard-coded values in multiple layers, intermediate result is stored in [ebp-1]
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moVvZX eax,byte ptr ss:flebp-1
XOr eax,74

mov byte ptr ss:[febp-1J,al
movzx eax,byte ptr ss:|ebp-1i]
sar eax,z

movZy ecx,byte ptr ss:|[flebp-1]
shl ecx,&

or edx,ecx

mov byte ptr ss:|flebp-1],al
mMoOVZX eax,byte ptr ss:|febp-1]
neg eax

mov byte ptr ss:|[febp-1,al
moOVZX eax,byte ptr ss:|febp-1]
sub eax,dword ptr ss:[lebp-:j
mov byte ptr ssiflebp-1J,al
movZX eax,byte ptr ss:|febp-1]
not eax

mov byte ptr ssilebp-1J,al
moVvZX eax,byte ptr ss:|flebp-1]
add eax,sD

mov byte ptr ss:lebp-1J,al

Y T
xor eax,dword ptr ss:febp-:2]
mov byte ptr ss:[ebp-1J,al
movzx eax,byte ptr ss:|lebp-1]
sub eax,dword ptr ss:|febp-:]
mov byte ptr ss:[febp-1J,al
movzx eax,byte ptr ss:|ebp-1i]
neg eax

mMoOVZX eax,byte ptr ss:|febp-1]
xor eax,dword ptr ss:|ebp-:j
mov byte ptr ss:|[febp-1J,al
MoOVZX eax,byte ptr ss:febp-1]
add eax,dword ptr ss:|ebp-:j
mov byte ptr ss:|[febp-1],al
moOVZX eax,byte ptr ss:|febp-1]
neg eax

mov byte ptr ssiflebp-1J,al
movZX eax,byte ptr ss:|flebp-1]
add eax,FS

mov byte ptr ssilebp-1J,al
moVZX eax,byte ptr ss:|flebp-1]
sar eax,G6

moOVZX ecx,byte ptr ss:|[ebp-1]
shl ecx,2

or eax,ecx

mov byte ptr ss:[ebp-1J,al
movzx eax,byte ptr ss:|lebp-1]
sub eax,dword ptr ss:|febp-:]
mov byte ptr ss:[febp-1J,al
mov eax,dword ptr ss:[[ebp+s]
add eax,dword ptr ss:|febp-3]
mov €1,byte ptr ss:|[lebp-1]

imn FNORFR

and final value overwrites the corresponding buffer3 value at [eax] offset
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Hex ASCIT

11 37 82 7F|C4 52 OC 37|97 OE 0D AF|53 B8E E6 CB|h...8R.7...55.%E
FE 74 CE AZ|EC 90 B1 C2|F1 B8 37 22|C0O 74 59 99 SEI£1 .HAR 7FTATY.
Dz F7 B4 FC|5D E2 13 B2|0E 1B OC B8B|53 04 6E 4C|0='{(J&.'....S. nL
18 7A 49 83|5D B1 85 2F (91 85 3C 3C(4C E9 &6F AB|.zI.] .{..quen
53 &C E3 BF|79 FB 27 D9|7C 29 &8 3B|30 &4 35 50|51a-yl'U|)h;0dsP
2D BG6 35 BA|C2 EA 1D AD|15 FA BF 9C |19 DF 17 2A|-18°E&, .u;..m =
ED 01 GE 4E|85 AB EA B7|9B 22 EE AB|09 A3 BA FE|a.kN.z&.."1 .£f.p
AD 1B &5 3E|1D CE 3F ED|F9 3D 57 OC|&6F 22 88 31| .h=. Iv1u—w "1
35 43 61 AC|E3Z 8D E4 9A(5D Bl 91 84|EA DD 49 EC|5Ca-a.4.]+..8&YI1
34 01 D4 14|A7 71 AB 46|74 CO E5 SD|FO F5 19 &A|4.0.5q "FtA&] Do, j
3z 4F FC &5(29 FD 41 E9|7D Bl AS D5 |AD 50 DB OF 2Gue9yAe}i¥ﬁ PO.
1C 86 08 77 |BC AC &6 DE|24 03 E2 EB|&F EBE FE 0Z|...w4~TD4.380.0.
0D 55 DO AA|0B CC D7 CD|C4 &E DO 2D |4A E& 17 9C|.xB2. IxIAnb-IJ=.
B4 758 19 2C|0C F1 12 59(C2 EC 84 5F|A3 73 EF 2C| "x.,.fA.YAd. £51,

BC 98 15 19(8B CE 99 O7(F4 15 FC 52(7D F3 3D 49(%....E..0.0R}&6= I
B2 50 AF D1|4B 27 2C 11|15 EE AB OE|(C2 AD 50 F9| =P FIK'.',..? . Pl
BE AC 4C 7F |95 52 04 3E |81 F5 3A AF|8D 4C 15 CB .h.EI-:§.L E
CD C& CE A3Z|EC 90 B1 C2|66 FA 37 22(C0O C2 59 99 +AFO7"AAY.

D2 2 9E FC|5D E2 BS B9 |DE 47 OC BB(S53 BC &E 4C ..|;'|=a|..| «G. . SHNL

— _;ncr'f;:_tea EUﬁEFE

Hex ASCIT

4D 54 90 0Q(03 00 00 00|04 OO0 OO0 OO|FF FF OO0 OO (MZ......c..u. W¥. .
B8 00 00 00|00 00 00 00|40 OO0 00 00|00 00 00 00| ....... [
00 00 00 00|00 OO0 OO0 Q0|00 OO0 00 00|00 00 00 00| v ueereeennnnnnss
Q0 00 00 00|00 OO0 OO0 00|00 OO0 00 OO|FO 00 00 00| .« .eereeeenan

OE 1F BA OE|00 B4 0% CD |21 B8 01 4C|CD 21 54 &68|..=.. .11 .LflTh

69 73 20 70|72 6F 67 72|61 6D 20 63|61 BE GE &F|is prngram canno
74 20 62 65|20 72 75 GE|9B 22 EE AB|09 A3 BA FE|t be run.”™i .£.p
AD 1B &8 3E|1D CE 3F ED|F9 3D 57 OC|&F 22 88 31| .he=.I7ilu=w.0".1
35 43 61 AC|E3Z 8D E4 9A(5D Bl 91 84|EA DD 49 EC|5Ca-a.4.]+..8&YI1
34 01 D4 14|A7 71 AB 46|74 CO ES5 SD|FO F5 19 &A|4.6.8q FTAa]ad. ]
32 4F FC 65|39 FD 41 E9|7D Bl AS DS |AD 50 DB OF | 20ledvactz¥d PO,
1C 86 08 77 |BC AC &6 DE|34 03 E2 EB|6F 8E FB 02|...ww~T04.aB0.0.
0D 58 DO AA|OB CC D7 CD|C4 &E DO 2D |4A E6 17 9C|.XB2. IxIAnb-IJ=.
B4 78 19 2C|0C F1 12 59(C2 EC 84 5F|A3 73 EF 2C| "x.,.R.YAY. £51,
BC 98 15 19|88 CB 99 07 |F4 15 FC 52|70 F3 3D 49|%....E..8.0R}6=1
EZ 50 AF D1|4B 27 2C 11|15 EE A8 0OB|C9 AD 50 F3|=*F RK',..i1 .E.PL
T T = = 1 AT Y S =L Al - T~ e R i - 2 Y - hdtﬁ b
buffer3 in processing

once buffer3 contents are decrypted, it continues to resolve other important APIs in next routine 0x0FB6

mov dword ptr ss:[ebp-C],eax

mov edx,FF7F721A > GetMnduleFlleNameW
mov ecx,dword ptr ss:|lebp-Cj}

call 23IJA4E

mov dword ptr ss:iffeb

mowv edx,ngze?gc [ %reﬁkéﬁ%ncessvu
mov ecx,dword ptr ss:|[[ebp-Cj

call 230A4E

mov dword ptr ss:|febp-s80§,eax

mov edx,7FALF393 -» GetThreadContext
mov ecx,dword ptr ss:|febp-Cj

call 2z0a4E

mov dword ptr ss:

e der,pngFGE [ghﬁeaJPrnEEEEMemnw
mov ecx,dword ptr ssilfebp-Cj

call 230A4E

mov dword ptr ss:|febp-58],eax

mov edx,7FEL1F1FE . C*n eHandle

mov ecx,dword ptr ssi -e'rl!:Ir:I—-CafI

call 2z0a4E

mov dword ptr ss:febp-1CJ,eax

mov edx,FF31EF16 ->» WowbB4SetThreadContext
mov ecx,dword ptr ssilfebp-Cj

call 230A4E

mov dword ptr ss:|[febp-30),eax

mov edx,7FESCI05 - GetCommandLineW
mov ecx,dword ptr ss:llebp-Cj)

call 2z0a4E

mov dword ptr ss:|febp- ‘C],eax

mov edx,7FE7FSCO > T rE1u1 teProcess
mov ecx,dword ptr ss.fe a

call 230A4E

mov dword ptr ss:|[febp-34],eax
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I wrote a simple POC python script for hashing algorithm implemented by decrypted shellcode which can be

found here

22]: apis = [

23 api apis:
seed =
C api:
shr = seed >>
shl = seed <<
bitwiseor = shr|shl
add char = bitwiseor +

new seed = add char+seed
seed = new seed
(seed)
[:-1]
[-8:]

7fe2736¢
7fa3efbe
7fb6c9@5

after all required APIs have been resolved, it proceeds to create a new process

and dword ptr ss:|ffebp-708,0
mov eax,dword ptr ss:[lebp-70{
mov dword ptr ssilffebp-3C),eax
push 103

lea eax,dword ptr ss:|lebp-7EC

call dword ptr ss:[ebp-78] GetModuleFileNameW |
|, ——— LI.A.l L.

jne F1igs

XOr eax,eax

inc eax

jmp F14E7

mov dword ptr ss:jfebp-aCf,1
Tea eax,dword ptr ss:[lebp-324]
push eax

Tea eax,dword ptr ss:[ebp-EO
push eax

push 0

push 0

push s000004

push 0

push 0

=t iT— =

€all dword ptr s=:[ebp-7Ci ée‘tCnmmandLiner

push 2ax
lea eax,dword ptr ss:[Jebp-7Ec]

==

cdll dword ptr ss:[lebp-20 CreatePrncessUU|
TCSL Con, caX

jne F1iA0D

imp F149B

using CreateProcessW in suspended mode

-\ «32dbg exe 0.28 65,216 K 2348 x64dbg
= [m | 076 Icadbdacddiee550F15ab 356402 axe 0.02 1844 K 3348

- s 2K
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and then final payload is injected into newly created process using SetThreadContext API, CONTEXT structure
for remote thread is set up with ContextFlag and required memory buffers and SetThreadContext API is called

with current thread handle and remote thread CONTEXT structure for code injection

b

(1] 0763 cadbd acddfeBe550f15ab356402.exe (4684) Properties (=@ ][=]
| General I Statistics | Performance | Threads | Token I Modules | Memary | Environment | Handles | GPU | Disk and Network Comment|
[7] Hide free regions [ Strings... ] [ Refresh ]
Base address Type Size Protect... Use Total ws Private WS Shareable WS Shared W5
> 010000 Private 128kB RW 12kB 12kB
> 030000 Frivate 12kB RW 12kB 12kB
> 040000 Image 4kB  WCX C:\Windows\System32\apisetschem. .. 4kB 4kB 4kB
> 050000 Mapped 1Bk R 16 kB 16 kB 16 kB
> 0x60000 Mapped 4kB R 4kB 4kB 4kB
> 070000 Private 4kB RW 4kB 4kB
» Oxa0000 Frivate 256 kB RW Stack (thread 4168) 3kB 3kB
> 0x 130000 Private 1,024kB RW Stack 32-bit (thread 4168) 4kB 4kB
4 0400000 Mapped 224kB  RWX 32kB 32kB 32kB
0400000 Maﬁd: Com... 224 kB RWX 32kB 32kB 32kB
A kB 24kB 16 kB
7 | 0763 cadbd acddfe8eS50f15ab356402.exe (4684) (0x400000 - 0:438000) =[5 ][] ks 168 BB
kB 20kB 12kB
0002b630 37 45 &3 3d 00 00 00 00 &6 37 &4 4d 39 55 32 49 TEc=....I7dMaUZI - biE 32k 33 k8
0002640 51 53 48 2b 6f 45 66 2f Ta &f &7 49 &b &2 44 3d QSH+ocELf/zoglkbM= N
0002650 00 00 00 00 &6 37 63 38 39 55 33 34 51 53 47 42 ....f7c83U34Q5GE pka 1248
0002b660 &£ 45 65 61 7a 6f 68 74 6b 62 4d 3d 00 00 00 00 oEeazochtkbM=.... [t kB 4k

0002B670 44 34 63 &7 32 55 30 3d 00 00 00 00 48 70 &£ 77 h kB 4kB
0002b620 &7 47 58 &d 50 51 3d 3d 00 00 00 00 &6 37 &3 &2
00026630 33 55 30 3d 00 00 00 00 43 Sa 77 6c 68 48 37 6d|9U0=..
0002b6a0 42 &b 57 43 32 57 36 73 69 4a 35 64 T8 37 €9 4f [NKWC2We3iJ5dx7i0
0002k6b0 72 &£ 7a 73 51 70 78 69 &3 4b 52 41 36 32 49 4e|zozsQpxicKRA&2IN| baseb4 gncrvpted
0002b6c0 77 54 58 4£ 34 55 38 72 47 46 65 2b 2 78 63 78 [WIKO4USrGFe+/xcx| strings
0002b6d40 74 35 57 36 59 45 70 39 74 56 59 37 38 56 31 2f |CSWEYEPSTVYTEVL/
0002B620 77 €7 3d 3d 00 00 00 00 48 72 6f 51 6F 45 58 47 Jwg==....HroQoEXG
0002b6£0 48 51 75 2£ 36 45 59 3d 00 00 00 00 48 72 &£ 51 HQu/oEI=....HCon
00026700 6 45 58 47 48 52 4F 37 39 31 43 73 68 49 49 3d oEXGHROT91CshII=
0002B710 00 00 00 00 &6 36 42 47 74 41 3d 3d 00 00 00 00 ....f6BGTRA==....
00026720 €3 00 &d 00 &1 00 &7 00 &5 00 2£ 00 &z 00 70 00fi.m.&.g.2./.3.P
00026730 65 00 67 00 00 00 00 00 73 00 63 00 72 00 65 00fe.g..... 3.c.r.E.

3

D4cgolo=. ...

0002k740 &5 00 &e 00 73 00 &8 00 6L 00 74 00 2e 00 &a 00je.n.s.h.o.t...]
0002B750 70 00 &7 00 00 00 00 00 64 62 42 44 70 45 éa 55|p.g..... dbBOpET]
0002b760 44 79 36 33 36 55 2f 6c 78 4a 78 62 30 50 66 4e Dy636U/1xJIxbOPIN
0002b770 33 76 43 57 4e 5a 42 2b 64 62 68 53 75 42 73 69 3vCWNZB+dbh3uBsi (I}
0002b780 6f &4 61 63 77 57 35 éc 51 31 4c 37 6f 6a 56 34 omacwWS1Q1LTojvé
00020790 22 59 69 36 59 44 55 Ta 2b €8 €7 T4 2f 56 56 &e /Yi6YDUz+hgt/VWn

L] 0002b7a0 00 00 00 00 4f 62 34 48 2f 6b 7a 66 41 51 3d 3d ....Ob4H/kzfAQ==

L] 0002k7b0 OO0 00 00 00 &1 35 45 &4 6c 68 6e &d 55 58 4b 63 ....aSEmlhnmUXEKc
0002b7c0 77 42 4c 30 32 36 70 32 &7 4L 48 66 2b 77 3d 3d wBLO2ép2glHIitw==

0002b740 00 00 00 00 47 &2 77 4e 70 45 Ta 4a 45 47 69 61 ....GbwNpEzJEGia

AAAYRTAA 27 A& 42 21 £8 A= 20 €7 77 da 2£ A% 21 AF 71 E1 TET Tk T SE1 M

main process terminates right after launching this process, we can now take a dump of this process to extract final

payload.

That’s it for unpacking! see you soon in the next blogpost covering detailed analysis of Vidar infostealer.

Source: https://xer0xe9.github.io/A-Case-of-Vidar-Infostealer-Part-1-(-Unpacking-)/
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