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 Tool: NewCT2

Names NewCT2

Category Malware

Type Backdoor, Downloader

Description
(FireEye) The implant has persistence mechanisms and contains functionality to perform
command and control communication. This backdoor also has functionality to load additional

plugins from the command and control server.

Information
<https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-

operation-quantum-entanglement.pdf>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool NewCT2

Changed Name Country Observed

APT groups

  Moafee 2014  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=7defb084-1d68-4adf-b6fd-f9efb1bbfc8a
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