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AvosLocker enters the ransomware scene, asks for partners

By Mark Stockley
Published: 2021-07-22 - Archived: 2026-04-05 16:34:40 UTC

This blog post was authored by Hasherezade

In mid-July we responded to an incident that involved an attack on a Microsoft Exchange server. The threat actor

used this entry point to get into a Domain Controller and then leveraged it as a springboard to deploy ransomware.

While examining the ransomware payload, we noticed it was a new variant which we had not heard of before. In
this blog we will take a look at AvosLocker a solid, yet not too fancy new ransomware family that has already

claimed several victims.

Article continues below this ad.

This type of ransomware attack is unfortunately all too common these days and has wreaked havoc across many
industries. With the disappearance of the infamous REvil, it is possible new threat actors are actively looking to
fill the void.

New ransomware, looking for partners

Avos is a relatively new ransomware, that was observed in late June and early July. Its authors started searching
for affiliates through various underground forums. They announced a recruitment for “pentesters with Active
Directory network experience” and “access brokers” which suggests that they want to cooperate with people who

have remote access to hacked infrastructure.
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In the other advert they describe the product they offer: a multi-threaded ransomware written in C++:

/d/malware

All About Malware & Forensics

AvoslLocker - Ransomware [ACCEPTING AFFILIATES]
by /u/avos - 0 votes - 3 weeks ago

AvosLocker Ransomware is looking for new affiliates.

Features:

- Encrypt all drives & network shares (hidden or not)

- Multi-threaded encryption process

- Fail-proof

- Overwrite files instead of creating copies:

Files are encrypted & overwritten in blocks, causing no memory issues while proving to be way more efficient, as the original files do not need to be
overwritten before deletion.

- Delete shadow copies/backups

- Proper memory cleaning of cryptography keys:

Memory is cleansed of any keys that may be used in decryption right after each file is encrypted. No trace of decryption keys will be found in memory.
- Written in C++

- Low detection rates

- Compatible with all crypters/evading methods

- Other applications interfering with encryption are terminated instantly

- Large file support

After you infect the target, we take care of negotiation, hosting of leaks, publishing it on our blog and so on. Payments are strictly done through Monero.

Qur services (affiliate panel, payment, blog) are strictly hosted in Tor.

They offer not only the malware, but also help in managing the communication with the victim, and hosting of the

data stolen during the operation. Soon, some victims of this ransomware started to emerge.

Behavioral Analysis

Page 2 of 21


https://www.bleepingcomputer.com/forums/t/754311/avoslocker-ransomware-avos-support-topic/

https://blog.malwarebytes.com /threat-analysis/2021 /07 /avoslocker-enters-the-ransomware-scene-asks-for-partners/

AvosLocker is ran manually by the attacker who remotely accessed the machine. For this reason, it is not trying to
be stealthy during its run. In default mode, it works as a console application reporting details about its progress on

screen.

1 ChUsersitester\Desktop\AvosLocker.exe E\@

pped YES -
Encrypting GC:s_pinssourcestoolzssTestsscorrect_winapp_runs_pin_cmdline_.cpp — ext
cpp — capped YES

Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting

GCis_pinssource~toolzsTestssdetach.cpp — ext cpp — capped YES
C:n_pinssourcestoolssTestswdf _flag utils.asm — ext asm — capped YES
GCis_pinssource~toolzsTestssea_verifier.cpp — ext cpp — capped YES
C:s_pinssourcestoolssTests\empty_str_app.c — ext ¢ — capped YES
GCis_pinssource~toolzsTezstssemu.cpp — ext cpp — capped YES
C=n_pinssourcestoolssTestssexitProcess.cpp — ext cpp — capped YES
GCis_pinssource~toolzsTestssexitProcessApp.c — ext ¢ — capped YES
C:x_pinssourcestoolssTestswFiniRemove.cpp — ext cpp — capped YES
C:s_pinssource~toolzsTests~foobar.c — ext ¢ — capped YES
C:x_pinssourcestoolssTestsshello.cpp — ext cpp — capped YES
C:x_pinssourcestoolswTests\IARGList . .cpp — ext cpp — capped YES
C=x_pinssourcestoolssTestssicountl.cpp — ext cpp — capped YES
C=x_pinssourcestoolsnTests\icount2 . cpp ext cpp capped YES
C:n_pinssourcestoolssTests\icount3.cpp ext cpp capped YES
C=x_pinssourcestoolsnTests\icount4d.cpp ext cpp capped YES
C:n_pinssourcestoolssTests\icounth.cpp ext cpp capped YES
C:x_pinssourcestoolsnTestssicountcheck.cpp — ext cpp — capped YES
C:x_pinssourcestoolssTestswifuncmemcpy.cpp — ext cpp — capped YES
C:x_pinssourcestoolsnTestssifunc_tst.cpp — ext cpp — capped YES
C:x_pinssourcestoolssTestswillegalEnvp_app.c — ext ¢ — capped YES
C:x_pinssourcestoolsnTestssimageLoad.cpp — ext cpp — capped YES

|E|

A sample log from the run (shortened):

drive: C: drive: D: Threads init Map: C: Searching files on: C:* file: C:autoexec.bat Map: D:
Looking at the log, we can see that the ransomware first “maps” the accessible drives by listing all their files.

After that it goes to the encryption. The files are selected for encryption depending on their extensions.

The files that have been encrypted by AvosLocker can be identified with .avos extension appended to the original

filename. While the content is unreadable, at the end we find a Base64-encoded block added:
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& squarel . bmp.avos

Cffset(h) 00 01 02 03 04 05 06 O7 OB 0% 0O& OB OC OD OE OF

00022F30 84 4E 07 B6 AY 54 93 09 9C E3 CC 61 FA B6 21 49 3N.9@2%.33Fad)!'I
00022FA0 CB 24 SE 33 8D 38 21 EB 52 A9 2E DE 08 FB 20 48 Es~3Te'ere.T.4 K
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00023050 [B 49 41 T4 6B TA 51 5T 4D 50 73 56 TR 2B 4C 39 ENASdRUiuisr gt u e
00023060 |E 4B 31 T9 54 &7 TA 64 6A 63 TA 55 6B 34 6B 69 phelrspdehlarail .ol
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00023080 (7 eA 47 TS5 47 63 T3 63 Te 31 35 Te 6RA 45 4F of pelerleal-laaReioghity]
00023080 [0 70 4B 46 6E 76 6B TE& 4B TA 62 35 32 3T 4B 32 malAdeile o] J P
00023080 [& 75 30 58 &C T4 6D 75 49 38 2B 6B 6D 51 70 723 guelk@kabRRE il
000230B0 M3 T1 7T 55 71 35 2F 44 2B 38 78 36 46 52 47 44 |[May 3
000230C0 MF 51 4B 51 &3 2B T2 42 &F 55 77 6F &9 T2 77 74
00023000 MWE 65 54 50 37 42 6F T1 45 73 6h 6D 2F 33 ZE a7 RENNcEi=llspl-iyhi
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We can assume that this Base64-encoded data contains RSA-protected AES key that was used for encrypting this
file. Each attacked directory has a ransom note dropped in it, named GET_YOUR_FILES_BACK.txt:

L ; GET_YOUR_FILES_BACK bxt - Notepad s

File Edit Format View Help

lattention!

Your files have been encrypted using AES-256.

we highly suggest not shutting down your computer in case encryption process is not finished, as your files may get corrupted.
In order to gecrypt your files, you must pay for the decryption key & application.

You may do so by visiting us at http://avos2fujeolpex3e.onion.

This is an onion address that you may access using Tor Browser which you may download at https://www.torproject.org/download/

Details such as pricing, how long before the price increases and such will be available to you once you enter your ID presente
Hurry up, as the price may increase in the foll:'lowin days. If you fail to respond in a swift manner, we will leak your files it
Message from agent: we have exfiltrated confidential documents, passports scans, social security numbers and financial documemnt

Your ID:

Interestingly, the ID is not generated during the deployment, but hardcoded in the sample (which we can see easily

by viewing the sample strings). This may mean that the distributors generate a sample per victim.

The link given in the ransom note guides to the Onion website, requesting the ID, that was also in the note:
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# AvoslLocker X g

&« @ @ avos2fujolp6x36.onion - % 0O ¥

AvoslLocker

Your network and hard drives were encrypted using AES-256 military grade
encryption.

AvosLocker will aid you in the recovery and restoration of the files affected.
Please enter your ID (presented to you in the note) in order to continue.
Failure to contact us in due time might incur additional charges and damages.

We publish our data leaks in our press release blog

Your ID

4

Upon the ID submission, the victim is presented with the individual panel:
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&« @ | @ avos2fujbolp6x36.onion B - % O ¥ ':0

payment = AvosLocker

Your network and hard drives were encrypted using AES-256 military grade encryption.
The only method of restoration for your files is using our decryptor. You may buy it for the
quoted price below.

You are an enterprise client of ours, thus we will be providing you live-chat support throughout
the process.

AvosLocker is not involved in any attacks itself and it acts merely as an arbitrator. It's in our
interest that both parties are satisfied with our service.

Note from our affiliate

We have exfiltrated confidential documents, passports scans, social security
numbers and financial documents. All data will be leaked if you do not cooperate!

Countdown

The price will increase to $100,000.00 USD in

1 days 21 hours 15 minutes

Test decryption

You may test our decryption process by uploading a single encrypted image file
(.PNG, .JPG, .JPEG) less than 1 MB in size.

Browse... No file selected.

In addition to the casual threats about increasing the price after the deadline has passed, this ransomware adds
blackmail by doxing. The additional website titled “Press releases” is provided to prove that those aren’t just

empty threats:
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AvosLocker Press Release

AvosLocker
Press Release read more

1! Recent
Public Service

Announcements

Published: Sun, 18 Jul 2021

w

URI
A law firm in UK with offices located in Norwich, Gt Yarmouth,
King's Lynn, Stowmarket.

read more

Published: Wed, 14 Jul 2021

il Recent Leaks

il
MRSS UR
Visual analysis

Visualizing the content of the encrypted files shows their high entropy. No patterns from the original file content

were preserved. Example:
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Those properties suggest that a strong encryption algorithm was used, probably in a CBC mode (Cipher Block
Chaining).

Also, the same plaintext files have been encrypted into different ciphertext output. This suggests that for each file

a new key (or at least a new initialization vector) was generated.

Inside

This ransomware is dedicated to be deployed by the attacker manually on the hacked machines. This purpose is
reflected in the design. In contrast to most malware, AvosLocker comes without any protective (crypter) layer. Yet,
it’s not completely defenseless: all the strings, and some of the APIs, are obfuscated in order to evade static
detection. Yet, during its execution, it yells out on the console the logs of the performed actions, so that the

attacker could observe in the real time what the program is doing.
Execution flow

The execution starts in the main function:
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1 [int _ cdecl main(int argc, const char **argv, const char **envp)

2 f

3| unsigned int i; // ecx

4| clock t start_time; // edi

5| CHAR vS; // cl

6| int ve; // eax

7| _Thrd_t *v7; //f esi

8| dint vB; // eax

9| clock_t finish_time; // eax

18 | CHAR Name[16]; // [esp+28h] [ebp-24h] BYREF

11| _ intle w12; // [esp+3@h] [ebp-14h]

12 | int v13; // [esp+48h] [ebp-4h]

13

14 | if { argc »= 2 )

15 check_parameters((char *)argv[1]); // parse commandline parameters
16 | *({_OWORD *)Name = *(_OWORD *)&enc_name;

17 | wiz = 91;

13| for (1 =8; 1 < @xle; ++i )

19 Mame[i + 1] ~= Name[@];

20 | HIBYTE(v12) = @;

21 | if ( CreateMutexA(®, 1, &Name[1l]) && GetLastError() !'= 8xB7 )// is ransomware already running?
2| {

23 start_time = time_check();

24 if ( strlen(aBeginPublicKey) <= 5 ) // does it have a valid Public RSA Key hardcoded?
25

26 g_isHardcodedRSAPub = @; [/ if not: generate a new RSA key
27 make_client rsa_key();

28 import_generated();

29

38 else

31 {

32 g_RSAPub = (BYTE *)aBeginPublicKey; // if yes: use the hardcoded RSA Public key
33 g_isHardcodedRSAPub = 1;

34

35 if { !'g_SkipNetworkResources )

36 {

37 vi3 = 8;

38 encrypt_network_rescurces(@); // run encryption of network resources
3g vii = -1;

10 }

11 kncrypt_drives(); // run encryption of drives

a9 whE — Gwl2e

First, the malware checks if it was provided with the optional commandline arguments. By supplying them, the

attacker can enable/disable some of the features.

Then, the mutex name is decoded (“ievah8eVki3Ho400”), and its presence is checked. It is done in order to
prevent the ransomware from being run more than once at the time. If the mutex already exists, the execution

terminates.

This malware may come with a hardcoded RSA Public Key of the attacker. This key will be further used for
encrypting individual AES keys, used for encrypting files. Yet, the presence of the Public Key is optional. In case

if it wasn’t provided, the application will generate a new key pair.

After this preparation, the malware proceeds to encrypt files. Depending on the argument given, it may encrypt

network resources. Then, unconditionally, it encrypts drives. The encryption operations are run in new threads.
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After the encryption was done, it prints information for the attacker. Then, all the running threads are finalized. At

}

}
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encrypt drives(); // run encryption of drives
v = Bx13;

strepy(Mame, "\x13G{avrw 3z}zg\x19");
vh o= @8;
while ( 1 )

{

Name[wve + 1] "= w5;
if ( (unsigned int)+HvE = BxD )
break;

v5 = Name[@];
¥
Name[14] = @;
out_debug_string(&Name[1]);

7 = (_Thrd_t *)g_ThreadsListBgn;

// join all the threads

M -

v8 = g_ThreadsListEnd;
if ( g_ThreadsListBgn != (void *)g_ThreadsListEnd )
{
do
{
if ( lw7-»_Id )
std::_Throw_Cpp_error(l);
if ( v7-> _Id == GetCurrentThreadId() )
std:: _Throw Cpp_error(5);
if { _Thrd_join(*w7, @) )
std::_Throw_Cpp_error(2);
v7-»_Hnd = 8;
v7-3> Id = @;

I= {_Thrd_t *)g_ThreadsListEnd );
w7 = (_Thrd_t *)g_ThreadsListBgn;

sub_4BATDI(v7, vE);
g_ThreadsListEnd = (int)g_ThreadsListBgn;
if ( g_ThreadsListBgn != (void *)dword_ 462028 )
sub_484A7A1(&g ThreadsListBgn);
out_debug string("Done!!Yn"); // print the stats
finish_time = time_check();

out_debug string("%f seconds\n", (double)}({finish_time - start _time) / 1006.8);

return 8;

the end the malware prints the summary about how long it took to encrypt available resources.

Arguments

By default it runs as a console application, yet the console can be hidden by supplying a specific commandline

argument: ‘h’ (hide). There is also a commandline argument allowing to opt out encryption of network resources:

‘n’ (network).
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1 woid _ thiscall check_parameters(char *argl)

2 |t

3| unsigned int wv2; // ecx

4 HWND ConsoleWindow; // eax

5| unsigned int w4; // ecx

6| _BYTE v5[24]; // [esp+ah] [ebp-18h] BYREF

7

8| if ( argl && strlen(argl) )

o| {

18 if ({ strchr{argl, "h") ) // hide the console?
11 {

12 vl = @;

13 *( OWORD *)&S[8] = *( OWORD *)&byte 458210;
14 do

15 vS[vZ++ + 9] ~= vs[8];

16 while { v2 < @xE };

17 vs[23] = 8;

18 cut_debug_string(&vs[2]);

19 ConsclelWindow = GetConsoleWindow();

28 ShowWindow(ConsclelWindow, @);

21

22 if { strchr({argl, "'n"} ) /! skip the network resources?
23 7

24 vl = @;

25 *(_OWORD *)vS = *(_OWORD *)&byte ASBAE@;
26 *( QWORD *)&S[16] = @xB6F776C672269164;
27 do

28 vS[++va] ~= vs[e];

29 while ( v4 < 8x16 );

30 vs[23] = @;

31 cut_debug_string(&vs[1]);

32 g_SkipNetworkResources = 1;

33 }

34| 3

35 |}

String obfuscation

As mentioned before, Avos uses string obfuscation. All the strings are obfuscated by XOR with the given key, and
deobfuscated just before use. Although the algorithm is simple, the way it implements it is especially tedious to
counteract. Rather than having one, central deobfuscating function, each of such operations is done inline.
Examples:

*(_OWORD *)Mame = *{ OWORD *)&enc_name;

w12 = 91;

for ( i =8; i < 8x18; ++i )

Neme[i + 1] ~= Name[e];

HIBYTE(v12) = @8;
if ( CreateMutexa(®, 1, &Name=[1]) &1 GetlLastError() != @xB7 )
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vE = Bx13;
strcpy(Mame, "\x13G{avrw 3z} zgix19");
vE = @;
while ( 1 )
1
Mame[ve + 1] ~= w5;
if { (unsigned int}4vE >= @xD )
break;
v5 = Mame[@];
I
Mame[14] = @;
out_debug string(&Mam=[1]);

API obfuscation

As well as the strings, some of the APIs used by the malware are obfuscated. Functions are retrieved by their
checksums, which is a common trick used by malware, in order to avoid hardcoding names of the functions which

may rise suspicions. Which is lesser common though, is that the function resolving the API is also used as an

inline.
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/i fetch Kernel32.dll from lcaded DLLs

for ( L = (LDR_MODULE *)NtCurrentPeb()->Ldr->InLoadOrderModulelist.Flink;

Kl

i = (LDR_MODULE *)i-»InLoadOrderModulelist.Flink )

BaseAddress = (int)i->BaseAddress;
data_dir =

*{_DWORD *)(*(_DWORD *)(BaseAddress + @x3C) + BaseAddress + @x78);

exp = (_IMAGE_EXPORT_DIRECTORY *)}(data_dir + BaseAddress});

val = (char *)}(data_dir + BaseAddress);
if { data_dir + BaseAddress != BaseAddress )
{
names_count = exp->NumberOfNames;
if ( names_count )
break;

check _next:

El

}

name_rva = {_DWORD *)(BaseAddress + exp->AddressOfNames + 4 * names_count});

while ( 1 )

i
--name_rvaj;
--names_count;

/f search through the exported names

func_name_ptr = (char *)}(Basefddress + *name_rva);

w19 = @x8L1LCODC5;
next_char = *func_name_ptr;
_next_char_ptr = func_name_ptr + 1;
if { next_char )
1

checksum = v19;

do

1

checksum = @x1888193 * (checksum * next_char);

next_char = *_next_char_ptri+;

while ( next_char );
v19 = checksum;
is_match = checksum == @x2D954288;
BaseAddress = {int)i->BaseAddress;
if ( is_match )

break;

if { !names_count )
gotoe check_next;

result = (_DWORD *}(({int (*)(void)}(BaseAddres
*}(BaseAddress

+ *(_DWORD

/i call the retrieved function:
sf/ kernel32.GetlogicalDrives()

+ *((_DWORD *)val + 7)

+ 4

* *({unsigned __intl6e *)}(BaseAddress
+ *(({_DWORD *)}val + 9)
+ 2 * names_count)})})();

This way of obfuscating API calls not only hides the used functions, but also adds volume to the code, making it

more unreadable and difficult to follow.

Yet, it is easy to reveal the used function names with the help of tracing and tagging. Example — the above

obfuscated function resolved to GetLogicalDrives:
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Ltext:Be4av1sD
Ltewt: 88487150 loc 48715D:
Ltewt: 88487150 mov eax, [ebptval]
Ltext:0e487168 mov ecx, [eax+lCh]
Ltext:eed4e7163 mov eax, [eax+24h]
Ltext:8e487166 add ecx, esi
Jtext: 88487168 add eax, esi
Jtext:@a487164A movix  eax, word ptr [eaxtedi*2]
Ltext:8848716E mov eax, [ecxteax®4]
Jtext: 808487171 add eax, esi
Ltewt: 88487173 call eax 3 kernel32.GetlogicalDrives
Ltext: 88487175 mowv ebx, eax

Attacked targets

The ransomware encrypts all attached drives.

x

69 result = (_DWORD *}{(int (*)(void))}(Basefddress// kernel32.GetlLogicalDrives()

78 + *(_DWORD *)(BaseAddress

71 + *((_DWORD *Yval + 7)

72 + 4

73 * *(unsigned _ intle *){BaseAddress

74 + *((_DWORD *jval + 9)
75 + 2 * names_count)}}}}();
76 w12

= (unsigned int}result;
77| for ( j

= 8; 7 < exlA; +7 )
78| {
79 if { ((1 << 4) & vi2) =8 )
e
81 _driv = (char *)allec_mem{4u);
82 val = drive id;
83 snprintf(_drive_id, 4u, "¥c:", § + "A");
84 out_debug_string("drive: ¥s\n", drive id);
85 enc_thread = run_encrypting thread2(v17, w15, (char *)}&val);
86 vIe = 8
87 result = append_to_threads_list(enc_thread);
88 V2B = -1;
89 if { vi7[1] )
90 cleanup();
a1 }
92 | }

a3 return result;

Additionally, unless the argument (‘n”) was given from the commandline, the ransomware proceeds to encrypt

network shares. Available resources are being enumerated in a loop:
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33| cCount[®] = -1;

34 | dwBytes = 30008;

35 | if { WMNetOpenEnumA(2u, lu, @, this, &hEnum) )

36 return 8;

37| wl = {const char **)alobalalloc(@x48u, dwBytes);
38| if ( !vl )

39 return 8;

48 | while ( 1 )

a1| {

42 memset(vl, @, dwBytes);

43 if { WNetEnumResourced&(hEnum, (LPDWORD)cCount, vl, &dwBytes) )
44 break;

a5 vl o= 8;

46 if { cCount[e] )

47 {

43 w3 o= vl + 5;

49 do

58

51 if { *(v3 - B) == (const char *)1

52 && *(v3 - 2) == (const char *)1

53 &R !'WNetAddConnection2A((LPNETRESOURCEA)(v3 - 5), @, @, 4u) )
54 {

The accessible network shares are getting encrypted:

83 if ( *share_str && strlen(*share_str) > 2 & (*share_str)[1] == "\\" )

a4

85 vie = 41;

86 strepy(v2e, ")\a\alaltzjhg#");

87 Vil = @8;

88 while ( 1 )

89 7

2 v2G[vIl + 1] *= vie;

91 if ( (unsigned int)++vll »= 9 )

a2 break;

93 vie = v26[8];

a4

a5 vIE[18] = @;

96 cut_debug string(&v26[1]);

a7 net_share = (void *}((int (__stdcall *}({char *})copy_string)(({char *}*share_str);
98 v3ie = 8;

a9 th = run_encrypting_threadl(v21, v13, net_share);// encrypt network share
168 LOBYTE(v3B) = 1;

181 append_to_threads_list(th};

From each medium, the files are first added to the list. Then, the created list is processed by the encryption

routine.

Files with the following extensions are being attacked:

ndoc docx xls xlsx ppt pptx pst ost msg eml vsd vsdx txt csv rtf wks wk1 pdf dwg onetoc2 snt jpeg jp

How the encryption works

Avos uses two strong encryption algorithms. Symmetric: AES — to encrypt files, and asymmetric: RSA —to
encrypt the generated AES keys. This is a very common combo which provides strong data protection. It is also

often used by variety of ransomware.

The RSA Key
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As mentioned before, the RSA Public key may be hardcoded in the Avos sample. In the analyzed case, the
following Public Key was hardcoded:

db "MIIBIjANEBgkghkiGIwBBAQEFAADCAQBAMIIBCEKCAQEAL2MIWTADAWKTIOSUhGDET ", BAK
db "FQUIGNhRQxdfkiQ4rhaxwlHFnfdThLpFm8wQqsgSEK1IwtScazTANYOC8sByzi7p”,8Ah
db "0S55ZnGnGFE4wn3wYhB1i2FKIHyKoc+cQIlLz jul+ZXvnABILLi0BUGk/avPpjHTHE ", @A
db "nllvdcBjl cNb+ydZfsFaQHWasnHZhRTFF411iwl2XusaXtiomlplloCo6sg " ,8Ah
db "ZB7yuwikFFallosazVfylr5jn@pxSsiin ridRbXFhISe@tIAE4damx+6hT2V" , B4
db "xyGPVn3Riy+zy09JsNmQoADmc 7wl7blKvEo/iIToVI/21pD/HfZeTHi7uBPYzBkg " ,8Ah

db "twIDAQAB',Bah
db "----- END PUBLIC KEY----- ',8
align 1@h

In case of lack of thereof, a new keypair is generated. The Public Key is stored for the further use, and the private

key is logged on the screen, as the information for the attacker.

B Ch\Usershtester\Desktophavos_exe.exe
The operation completed successfullw.

The operation completed successfullwy.
The operation completed successfullwy.

i _prza_priv: BEGIM REA PRIVATE KEY
MI I Eowl BAAKCAQEAvHPS11 3. vuderdMbkpPhmfl +RFBFnS ~cWl+aKEbKJBUukQT 1w
A 1punSEN63? Iuf 76 J0gY nar3ESA7LANAWCP: KILEZhGtABg7HBH 1AG=RUt S jEARY
+LdewibchCnsu? +hA21QJAbGkrnL? BKKe +RKrHuwo ?QDAIHM 1R i pCl 38xGEZYe 12E
0 iBnuETAB40NoGehzNDu jxZ9P1 Lt hgD1REZ2QTPaSa=Byg., juumo S ZFPdnJ 75 IN=G
1Hp 5+ QEHugD? +RU jHPscBafEH3c Ke B ?GCFFHuAs S v+l JRBOI 03 D3 wlco2 1
TDnTQRFEQubel BSvHAWZenymZ2oxJgQs=z50HavwI DAGABA0 I BAF=z42 jHPeMB2 Chuk
s BIMnNN +mCz1UWPhT 20?RPBUgnZAjo jB +QXJ?chZvRsAF Y CETht jygLT dyNNcE~ 2
UnLvKsI28Mn5QudCdide jiggAvuT 00z Ey@JENE4BbUnNjk?WnUSf dd JgD=oBf KI B
[17J1 iwPcuwE ol CEQARECAEZkcvwzbRY igJNZb1I 72 7q24I RA1ZHyOO10GI Add OGO
HUlePkuEzs5LAFKi4Wx PO oxNZ juoP3IEHypAPeGOp5PUdscTU=zYaP1BREUwBndobd
azN?GkEGmgue jaLB6nEEBHHR gr84ouv Al whosAldWChleDEBPe Y6 PG 0uDU JdEHS
+nBxu4dECgYEA 181 xiEngys Kt +towdMLS e +JW7JLInaBuQMY +Fhud 3K +cmllhhEQ?T
gecle2QsKhyi?yELZ2 yrh?vruFgMpmuw +HHdh3UHY 1Hw13UFaDbhLDU hs QR Bmgo CUO-N
o 7xLuwy+DLGDiwvdzuxl 1 QEREMJf ol gDxnmh2 ¥ Le5=5UNKuZSHAFI 06 CgYEAvall

SDf dzpoGl - yChCUF +u LEYU1 o3 DAdOJMABGE 0 aa2 kBNt 4xEc ?m¥ o UR2 8 c d yHHAWK'?
Goh7P4TAjhdag Y= GDAd1IMEK jmMz5gRP4ygHI SgiPysHFn I p?@JamnB4miNFU g +CCh2
Mg+7hhzabtEbQEWA-HT g¥ lvCZzg+plx dbiHE6 vkCqgY¥ BgHbY FLEZgU X 8-NEenvBbg
53Uzc+uBH§ERHGJEUqEIfngN?EIEJHTtPDmEqBquxBU?11EIuEuE4inEOEugu

2ZuCI FHzoWEUPACxixil 6Bt ~sNUN3nYMEKLHEIHLiYUYB I ZQf Uv(
seal FCET pwFHs"nDf gf 1ESQKByG? yuus FuBMtuJugxB6ET? iBUxuhTHUBAKEYuasSpm
2D1PRyliG6ksYuHe2 1k4UY Js2hsrPhkeglpf WaPrd4Wiv ?Ls jDs 3ax+ I FMxtoETAclg
QOmpsthegPZUzbh?bKu?GEq?Z3AibDWe 2t Yo rZNbQ Y1 =f EzyMrTIdT 1105 uo
JcbRAcGBANJLLBbApeS tBnUQES v UZg3WY Ub002 x IntWcE je TFUKgSHY w+?HT 3t U
SHIiSrgASd1iSKENAKCFfPAzo3QhP1ujSzBaNgl 7f +Jme 18 22xuGE pEQxz lusohht s
nGCoFhDEOFNoZnop3f ACZFGE?N: 13YAZKPUnl1 God4F - P4AdYeUT =
END RSA PRIUATE KEY

CryptDecodedbjectEx 1 failed. Err: 80893182
ERROR: ASH1L unexpected end of data.

Threads init
Map:

The same Private Key is also dumped in each ransom note, instead of the ID:
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File Edit Format View Help

Attention! -
your files have been encrypted using AES-256.

We hﬁghWy suggest not shutting down your computer in case encryption process is not finishec
In order to decrypt your files, you must pay for the decryption key & application.

You may do so by wisiting us at tp://avos2fujéolp6x36. onion.

This is an onion address that you may access using Tor Browser which wou may download at htt
petails such as pricing, how Tong before the price increases and such will be available to y
Hurry up, as the price may increase in the following days. If you fail to respond in a swifit
Message from agent: we have exfiltrated confidential documents, passports scans, social seci

Your ID: EEEEss 3EG 5 J KEY-—————
IITEOWIBAAKCAQEAVHPS1I 3 /wwderdMbkpPbmA+RFEFNS/ Cw+aKEbKIBVVKQT
11puusBNﬁBQyBuf?ﬁJDanarBESO?LDWDHCPSKBLZbGtAEg?HBH1OGZRWtSjBAR?
Lx¥ewibcbCm/ u9+hA21Q1DbukrnLQEhL«+RLth09QDO;MM1R1pc1‘0\u229v12E
0jBNVETAO40NoGsbzNDUjxZ9P 1L thqDIRB2QTPaS azEvg JvymoSZFPdnl7 5INZG
1Mp,/ / 5+WfQSXugD9+RVjHPSCBAaAEHICKeB7 GCFFMuAs SIvy+WjRBOI03D3wIco2 1
DNTQRFXQuUEelBSVHOWZenym20x1gQszs \FHa\."In'IDAQAEAClIEAFZAIZ]MPHMEZChhk
raD;MnNn+mCZlVWPhT;DQRPE¥gn2A]O]5+QA39LhZ\RaAf\CFThtjﬂLTdyNNLE 3
/NLVK,/Iz5Mn5QydCdixe]iqgavuTo0sEy0IBNE4ABbWNNjk7wWmU ST ddI1gDzoBTKIB
11731 iwPcwsoxCEqAhECT8ZkovvzbRY1gINZb1172 724 IRAT9HY00T0GIddoGO
HUePKUEZS5LAFKT4WxPQ,/ 0XNZ jvP 3XMypAPeGOp5SPUdscTUZYaP1BREUW,/8mQo6d
azZN9GkXGmgve ] aL BGNEEOHNXGr 840uvQATwhosAldwCh1vDEBPeY67 GOWDY IdXM1
nBXUdECE\EA "181x1 EUQQSKT+OWAML Se+IW7 JL 3uaBvoMY+Fbud3Kk+cmuhbEQ7 T
gc1620skhyi 7yE T 2yrhovruFgvpme+HNdh3VvMY1Hw 1 3UF aDbL DvhsQXRmgoCUu0 /N
Q7 xLuwy+DLGDTw4d zux11QEREMITovgDxnmh2XL € 5z 5VNKUZ SHAFIO6CCgYEAVaB]
sDfdzpoGl fYChCVF+VLSYWLXv3Dd0oIMADQX0aa2kONT4 XECOmXovR2 BcdyHMOwWk 7
Ggb7P4T0jbdag? sGDd IMKKjmMzs gRP4VEHISg1Pg;HFnI 903Jame4miNFvg+CCh2
1g+7 hhza6tEbQsw,/HTqYTvCZzg+p1x/dblHS6ykCgYBgHDYFLZQV,/X0/NEENVEG]
58VvZc+wBWB2ZRXCISVQOITgpKNIE WTtPDquEVUJxva11E10E0541vc0000gw
GknyHgotnd 7 2ZuCIFMzoWIEUPACX1x116BT /sNUN3NYNEKLMEIHL i YUYBIZQfvvD
xal7CETpwFMs7nDf gf 1ESQKBGGIYUUS FUBMTUIUgX06XTS1 0vxvbTNUOkSYuaspm
2DTPRy 1X6ksYuH62 1kdUYIs2hsr7kzglpfWaPr4NxXv7Ls jDs3ax+IFMxtoETACUg
QOmp,/thsgqPZUzb9bKu9GEQ7Z 3ATbDWeWjQ2tYorZNbQ,/ Y1zfEsyMr TIdT,/11QXuo
jcﬁRAoGEANJblﬁbApEStDmWQEk\UZgJWowDDZKJthJcEjsTFVKgSHYw+9MT3tV
SMisr ASdlSKNchfPDzoath1v1 SZBONQI7T+Imeis2zxuGXpEQxzlusohbtswW]
NGCoF bDXOFNoZnop3TAC2FEETNS 1 3YA3KPVNLGEd4F /PAADYEVTS

————— END R5A FRIVATE KEY-----

This suggests that this mode was created only for testing purposes, and it not intended to be used on victims. Only

the mode with the Public Key hardcoded is usable in real attack scenarios.
File encryption

Before the malware proceeds to encrypt particular file, it first retrieves a list of associated processes, that may be

blocking the access:

Jtextiaededsas ;0 try |

Ltext:8e484383 mov byte ptr [ebptvar 4], 8
Ltext:@e4843087 call kill assecciated processes
Ltext:B848438C add esp, 18h

Ltewt:BA48438F mov ecx, [ebptvar_Bl4]

Jtext: 88484315 add ecx, esi

Ltext:8ed4ed4317 mov [ebp+var_125C], ecx
Ltext:eeded3ld call encypt_file content
dextieadadi22 xor BeCx, ecx I
Jtext: 88484324 test al, al

text: 88484326 jnz loc_ 484529

The list is retrieved with the help of RmGetList:
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55 memset(vS3, @, @x42u);

56 | if { IRmStartSession(&pSessionHandle, @, wS3) )

57| {

58 v7 = (const WCHAR *)&al;

59 if ( a6 »=8)

68 v7 = alj;

61 rgsFileNames = v7;

62 if ( !'RmRegisterResources(pSessionHandle, 1lu, &rgsFileNames, @, @, @, @) )
63

64 pnProcInfo = 1@;

65 if ( !RmeetlList({psSessionHandle, &pnProcInfoNeeded, &pnProcInfo, w52, &dwRebocotReasons) )
66 {

If any processes has been found, they are being terminated. Then the malware proceeds with encryption.

For each file, an AES key generated by a previously deployed routine is retrieved and used to initialize AES

context.

Jtextieedas2CE

Ltewt:884882CE loc 4BB2CE:

Ltewt:B84832CE lea edx, [ebptaes_key]
Ltext:8e488204 lea ecx, [ebptaes_ctx]
Ltext:8e48s8204 call aes_init

After that, the AES encryption is applied on the file content.

471 | while ( 1 )

472

473 chunk_size = @;

474 viegs = @;

475 HIDWORD(v97) = size;

476 chunk_ptr = next_chunk;

477 if ( size == 1562500 && !next_chunk &R !¥lag )

478 {

479 out_debug_string("blocksw!!");

438 ((woid (_ stdcall *)(wvoid *, _DWORD, _DWORD, int)}SetFilePointer)({hFile, @, @, 2};

431 ((void (_ stdcall *)(veid *, int, int, int *, _DWORD))WriteFile)(hFile, vi1@s, @x158, &v189, @);
432 goto crypt_finish;

483

434 ({void (_ stdcall *)(void *, char *, int, unsigned int *, _DWORD))Val)(hFile, buf, 64, &chunk_size, 8);// ReadFile
485 ({void (_ stdcall *)(void *, unsigned int, _DWORD, int))SetFilePointer)(hFile, -chunk size, @, 1};// SetFilePointer
486 if ( chunk_size < 64 )

487 break;

433 aes_crypt((int)aes_ctx, buf);

439 ({void (_ stdcall *)(void *, char *, int, int *, _DWORD))WriteFile)(hFile, buf, 64, &v189, @);// WriteFile
498 next_chunk = (_LIST_ENTRY *)((__ PAIR64_ ((unsigned int)chunk_ptr, HIDWORD(v27)} + 1) »»> 32);

491 size = HIDWORD(v37) + 1;

452

493 | if ( chunk_size )

494 | {

495 LOBYTE(Val) = 64 - (chunk size & @x3F);

496 if ( (unsigned _ int8)val + chunk_size <= 64 8 (_BYTE)val )

497 memset(&buf[chunk_size], Val, (unsigned _ int8)val);

498 aes_crypt((int)aes_ctx, buf);

499 ((void (_ stdcall *)(veid *, char *, int, int *, _DWORD))wWriteFile)}(hFile, buf, 64, &v109, 8);
See

5@l ((wvoid (_ stdcall *)(wvoid *, int, int, int *, DWORD))WriteFile)}(hFile, w105, @x158, &v1e9, @);
582 |crypt_finish:

583 | CloseHandle{hFile};:

The file is encrypted in-place (without creating additional copy), in 64-byte long chunks. A chunk of a plaintext is

read, encrypted, and written back to the original file.

As we observed during the behavioral analysis, the block with the RSA encrypted, base64-encoded AES key is

written at the end.
AES key generation

The generation of random keys is deployed in the function enumerating the files of a particular directory, prior to

the encryption. For each listed file a new key and Initialization Vector are generated, and stored for further use.
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As default, the cryptographically strong random generator is used. However, if for some reason this strong

generator fails, it falls back to the naive generator (based on the standard rand() function).

51 | *this = {char *)malloc(@x4lu};

52 | this[1] = (char *)malloc(@x21lu);

53 | phProv = 8;

4| w2 = 512;

55 | if { CryptécquireContextA(&phProv, @, @, lu, @xFeseeed4a) )
56

57 if { !CryptGenRandom{phProv, 512u, pbBuffer) )
58

59 w3 = (wold *)}{(int (_ thiscall *}(int))naive_rand}(512);
68 memmove (pbBuffer, w3, 512u};

51 vAE = 83

52 wi = 512;

63 w5 = w3;

64 do

65 7

66 St = @

57 -

&8 }

69 while ( w4 });

70 sub_4292DE(v3);

71 1

72 CryptReleaseContext(phProv, @);

73| 1}

74| else

75| {

76 wvE = (wodid *}{(int (_ thiscall ”}{int}}naidgjﬁnd}[Elzjj
77 memmove (pbBuffer, wa, 512u);

78 vAE = @3

79 w7 = 512;

88 B = vb;

81 do

82 {

83 G4+ = B

84 -7

85 }

86 while { v7 );

a7 sub 4292DE(vE);

gz | }

This may render a flaw in the full encryption scheme. However, the chance of the strong random generator failing

is too small to consider worth the attention in real life scenarios.

The malware fetches a buffer of 512 random bytes per each file, and then generates out of this a 64-character long

string for the key, and a 32-characters long string for the Initialization Vector.

—+&( 00408153 push 40
= |( 004081395 push dword ptr ds:[edi] [edi]:"&6584cd273625e21212330a981cc0421T1d312356c9cccdbs2932earaads3ar3l”
e | 00408197 Tea eax,dword ptr ss:|[[ebp-E0f
e | 00405130 push eax eax: "E™B"
o« [EEEGERER cdll <avos_exe._memmoves copy the key
®| 00408143 push 20
@ || 004081A5 push dword ptr ds:[edi+4] [edi+4] :"cfOc2513b62074267484d204a1653222"
e | 004058148 lea eax,dword ptr ss:[lebp-30J
e | D04081AB push eax eax: "E™B"
= | DO40B1AC €all <avos_exe._memmoves copy the IV
e ( 004081E1 and dword ptr ss:[lebp-4aCl,o0
e | 004081E8 lea edx,dword ptr ss:|[[ebp-4ach
e | 004081BE add esp,1s8
e/ 004081C1 mov ecx,edi edi:&"6584cd273625ee1212330a981cc04e1T1d312356c9cccdbs2932earaads 32731
= [DD40B1C3 €all <avos_exe.protect_the_key=

This key and the initialization vector are further passed to a function initializing AES context. Although the

created key is 64 bytes long, we must note that only 32 first characters are going to be used. Similarly, in the case
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of the Initialization Vector, only first 16 bytes matter. Both strings are treated as ASCII.

Preview of the file encrypted with the presented key/IV set:

Eﬂ PinToolsslnavos

Cffset(h) 00 01 02 03 04 05 06 O7 08 09 OA OB OC OD OE OF

00000000 95 62 C4 98 74 A3 BE BY 50 14 35 &4 CE8 86 E4 3D +bA.tE9aP.s5dCta=
00000010 57 AS DF 91 DC CA 92 83 3F C7 F9 BO DC EE 6B 52 WABRUE'.?CA°U8kR
00000020 55 5F 04 EO F8 AC 32 6B 7TE 14 07 F3 5C F4 4B ES U_.ffﬁ2k~..ﬁ\ﬁKi
00000030 53 AC A2 35 87 51 &C Eg 73 71 RE 3B Al 6&F 38 2D S5~ 5#Qlé=g®; "oB8-
00000040 04 8F C1 D7 7B D4 07 €4 22 7F DA DA BE E4 79 9B .ZA={8.d".0U0,av»
Q0000050 e2 37 AZ 48 34 23 40 F8 &8 8 70 CA 2ZA ED 77 4F b7 H:#@Y HpE*iwQ
00000060 F9 9D OD EC 38 3L 46 65 3B OC ER A1 07 26 87 EF 4At.&8:Fe;.e”.&3d
Q0000070 37 ET EE EF F1 44 70 FD 0D Ceo 72 21 4D 01 6B 24 ?gidﬁJp?.ﬁr!H.k$
Q00000080 1D 8B 37 FC 10 C1 22 B3 ES 64 BE 3B 30 Fe &6E & L»TELVATEET , r08RE
00000090 F4 AE 18 65 91 42 37 11 93 E9 &6 29 7C C5 3F 75 4&@.e B7."&f) |L7u

Example — a ChyberChief recipe decrypting the aforementioned file, using the key and initialization vector
dumped from the memory:

. —_ Start: 3647  janocn. 3647 —
Recipe S Input Lenit: S + O3 § =
~ 95 62 C4 98 74 A3 B6 B9 50 14 35 64 CB 86 E4 3D 57 AS DF 91 DC CA 92
AES Decrypt Qn
83 3F C7 F9 Bo DC E8 6B 52 55 5F ©4 E@ F8 AC 32 6B 7E 14 07 F3 5C F4
Key 4B E5 53 AC A2 35 87 51 6C E8 73 71 AE 3B Al 6F 38 2D 04 8F C1 D7 7B
6g840d2?35258612193396981{:(:@4811:‘ LATINL ~ D4 ©7 64 22 7F DA DA B8 E4 79 9B 62 37 A2 48 3A 23 40 F8 85 48 70 CA

2A ED 77 4F F9 9D @D EC 38 3A 46 65 3B OC EA Al 67 26 87 EF 37 E7 EE
v EF F1 4A 70 FD BD C6 72 21 4D ©1 6B 24 1D 9B 37 FC 10 C1 22 B3 E9 GA
cfOc2513b6e074267484d204a1653222 LATINT~ B8 3B 30 F6 6E 8F F4 AE 18 65 91 42 37 11 93 E9 66 29 7C C5 3F 75 73
38 47 67 FO BA BB 6E 96 31 21 DD 05 B3 3A 3A FC 17 55 73 51 6A C5 B3
Mode Input Output 90 62 BD 92 73 F5 19 49 83 E1 4A A3 47 43 49 CB 56 3A F2 53 3E B4 7B
CBC Hex Raw 94 A8 21 B3 7C 6B 54 78 D3 AG F8 B7 E7 A2 SE 8A Bl 20 08 CF E7 60 13
45 30 70 9A B4 9B 11 30 Al 1D C1 61 7E E1 35 59 65 81 4E D1 AF 03 CE
. time: 2ms oG
Output #- - o @ 0 0 o
ing
Microsoft Visual Studio Solution File, Format Version 9.80
# Visual Studio 2005

Project("{BBCICEBS-B8B4A-11DB-8D11-BOABCI1BCI42}") = "PinTools",
"PinTools.vcproj”, "{7DD5604A-5559-4BBA-BB1@-FB8184A16FOB}"
EndProject

Global

GlobalSection(SolutionCenfigurationPlatforms) = preSolution
Debug|Win32 = Debug|Win32
Debug|x64 = Debug|x64
Release|Win32 = Release|Win32
Release|x64 = Release|x64
EndGlobalSection
GlobalSection(ProjectConfigurationPlatforms) = postSolution
{7DD5604A-5559- 4BBA-B810-
FB88184A16F0B} .Debug|Win32.ActiveCfg = Debug|Win32
{7DD5604A-5559 - 4BBA-BB810-
F868184A16F0B}.Debug|Win32.Build.® = Debug|Win32

Valid implementation, unimpressive design

AvosLocker does not distinguish itself much from other ransomware (apart from being unusually noisy). All its
features are average. Its encryption scheme seems implemented correctly, so recovering the data is not possible
without obtaining the original Private Key for a particular sample. It also uses a well-established pair of
algorithms: RSA and AES. Although it contains some inconsistencies in the implementation, they do not impact

the main goals of this malware.

We didn’t find in the sample any routines responsible for uploading the stolen files. Yet, since the model of the

delivery of this ransomware assumes manual access, it is possible that the data exfiltration is done manually by the
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attackers.

AvosLocker meets its objective by being a simple tool assisting in the manual attacks, and creating the expected

damage.

Protection and recommendations

o Keep software up-to-date and turn on automatic updates whenever possible
» Enforce strong password policies and multi-factor authentication (MFA)

e Perform backups and periodically test restoring them

e Reduce attack surface by removing unused or unnecessary services

» Mitigate brute-force attacks (this is a feature in our Nebula product)

» Enable tamper protection to prevent attackers from uninstalling your security software (this is a feature in

our Nebula product)

AvosLocker is detected without specific signatures by Malwarebytes’ anti-ransomware technology:

Il Dashboard

= "/ Detections
k= Endpoints

1
» ey Showing 190 of 190.

Drag column headers here to group results

¥ Detections h

1] Quarantine D Threat name T Action taken T Category T Type h i Location

= Malwarebytes = Nebula

= Active Block Rules D Malware.Ransom.Agent.Generic Quarantined Ransomware File C-\MBLabs\Avoslocker.exe

Indicators of Compromise

43b7a60c0ef8b4af001f45a0c57410b7374b1d75a6811e0dfc86e4d60f503856

Source: https://blog.malwarebytes.com/threat-analysis/2021/07/avoslocker-enters-the-ransomware-scene-asks-for-partners/
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