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To protect our customers, users will no longer be able to enable macros obtained from the internet.

","body":"

Updated July 20, 2022:

\n

We’re resuming the rollout of this change in Current Channel. Based on our review of customer feedback, we’ve made
updates to both our end user and our IT admin documentation to make clearer what options you have for different scenarios.

For example, what to do if you have files on SharePoint or files on a network share. Please refer to the following
documentation:

\n

•            For end users, A potentially dangerous macro has been blocked 

\n

•            For IT admins, Macros from the internet will be blocked by default in Office

\n\n

If you ever enabled or disabled the Block macros from running in Office files from the Internet policy, your organization will

not be affected by this change.

\n\n

Update July 8, 2022:

\n

Following user feedback, we have rolled back this change temporarily while we make some additional changes to enhance

usability. This is a temporary change, and we are fully committed to making the default change for all users. 

\n\n

Regardless of the default setting, customers can block internet macros through the Group Policy settings described in this

article. 

\n\n

We will provide additional details on timeline in the upcoming weeks.

\n\n

It’s a challenging time in software security; migration to the modern cloud, the largest number of remote workers ever, and a

global pandemic impacting staffing and supply chains all contribute to changes in organizations. Unfortunately, these
changes also give bad actors opportunities to exploit organizations:

\n\n\n\n\n\n\n\n
\n

“Cybercriminals are targeting and attacking all sectors of critical infrastructure, including healthcare and public health,

information technology (IT), financial services, and energy sectors. Ransomware attacks are increasingly successful,
crippling governments and businesses, and the profits from these attacks are soaring.”

\n

- Microsoft Digital Defense Report, Oct 2021

\n

\n\n

For years Microsoft Office has shipped powerful automation capabilities called active content, the most common kind are
macros. While we provided a notification bar to warn users about these macros, users could still decide to enable the macros

by clicking a button. Bad actors send macros in Office files to end users who unknowingly enable them, malicious payloads
are delivered, and the impact can be severe including malware, compromised identity, data loss, and remote access. See

more in this blog post.
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\n\n\n\n\n\n\n\n
\n

\"A wide range of threat actors continue to target our customers by sending documents and luring them into enabling
malicious macro code.  Usually, the malicious code is part of a document that originates from the internet (email

attachment, link, internet download, etc.).  Once enabled, the malicious code gains access to the identity, documents, and
network of the person who enabled it.\"

\n

- Tom Gallagher, Partner Group Engineering Manager, Office Security

\n

\n\n

For the protection of our customers, we need to make it more difficult to enable macros in files obtained from the internet.

\n\n\n

We’re introducing a default change for five Office apps that run macros:

\n\n

VBA macros obtained from the internet will now be blocked by default.

\n\n

For macros in files obtained from the internet, users will no longer be able to enable content with a click of a button. A
message bar will appear for users notifying them with a button to learn more. The default is more secure and is expected to
keep more users safe including home users and information workers in managed organizations.

\n\n\n\n\n\n\n\n
\n

\"We will continue to adjust our user experience for macros, as we’ve done here, to make it more difficult to trick users into
running malicious code via social engineering while maintaining a path for legitimate macros to be enabled where
appropriate via Trusted Publishers and/or Trusted Locations.”

\n

- Tristan Davis, Partner Group Program Manager, Office Platform

\n
\n\n

This change only affects Office on devices running Windows and only affects the following applications: Access, Excel,

PowerPoint, Visio, and Word. The change will begin rolling out in Version 2203, starting with Current Channel (Preview) in
early April 2022. Later, the change will be available in the other update channels, such as Current Channel, Monthly

Enterprise Channel, and Semi-Annual Enterprise Channel.

\n\n

At a future date to be determined, we also plan to make this change to Office LTSC, Office 2021, Office 2019, Office 2016,

and Office 2013.

\n\n\n

Once a user opens an attachment or downloads from the internet an untrusted Office file containing macros, a message bar
displays a Security Risk that the file contains Visual Basic for Applications (VBA) macros obtained from the internet with a

Learn More button.

\n\n

A message bar displays a Security Risk showing blocked VBA macros from the internet

\n\n

The Learn More button goes to an article for end users and information workers that contains information about the

security risk of bad actors using macros, safe practices to prevent phishing & malware, and instructions on how to enable
these macros by saving the file and removing the Mark of the Web (MOTW).
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\n\n\n

The MOTW is an attribute added to files by Windows when it is sourced from an untrusted location (Internet or Restricted
Zone). The files must be saved to a NTFS file system, the MOTW is not added to files on FAT32 formatted devices.

\n\n\n

This chart shows the evaluation flow for Office files with VBA macros and MOTW:

\n

Evaluation flow for Office files with VBA macros and MOTW

\n

Organizations can use the “Block macros from running in Office files from the Internet” policy to prevent users from
inadvertently opening files from the internet that contain macros. Microsoft recommends enabling this policy, and if you

do enable it, your organization won’t be affected by this default change.

\n\n\n\n\n\n\n\n
\n

“Setting policy is a powerful tool for IT Admins to protect their organizations. For years we’ve recommended blocking
macros obtained from the internet in our security baselines, and many customers have done so. I’m pleased Microsoft is

taking the next step to securing everyone with this policy by default!”

\n

- Hani Saliba, Partner Director of Engineering, Office Calc

\n
\n\n

Additionally, there are two other options to know your files are safe:

\n

\n

Opening files from a Trusted Location
\n

Opening files with digitally signed macros and providing the certificate to the user, who then installs it as a Trusted
Publisher on their local machine
\n

\n

To learn more about how to get ready for this change and recommendations for managing VBA macros in Office files, read
this article for Office admins.

\n\n

Thank you,

\n

Office Product Group

VBA Team & Office Security Team

\n\n\n

\n
The growing threat of ransomware, Microsoft \"On the Issues\" blog post on July 20, 2021
\n

Rapidly protect against ransomware and extortion
\n

2021 Microsoft Digital Defense Report (see pages 10-19)
\n
Learn about threat analytics in Microsoft 365 Defender

\n
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Microsoft’s DART ransomware approach and best practices
\n

Microsoft DART ransomware case study
\n

\n\n

Continue the conversation by joining us in the Microsoft 365 Tech Community! Whether you have product questions or just
want to stay informed with the latest updates on new releases, tools, and blogs, Microsoft 365 Tech Community is your go-

to resource to stay connected!

","body@stringLength":"18321","rawBody":"

Updated July 20, 2022:

\n

We’re resuming the rollout of this change in Current Channel. Based on our review of customer feedback, we’ve made

updates to both our end user and our IT admin documentation to make clearer what options you have for different scenarios.
For example, what to do if you have files on SharePoint or files on a network share. Please refer to the following
documentation:

\n

•            For end users, A potentially dangerous macro has been blocked 

\n

•            For IT admins, Macros from the internet will be blocked by default in Office

\n\n

If you ever enabled or disabled the Block macros from running in Office files from the Internet policy, your organization will
not be affected by this change.

\n\n

Update July 8, 2022:

\n

Following user feedback, we have rolled back this change temporarily while we make some additional changes to enhance
usability. This is a temporary change, and we are fully committed to making the default change for all users. 

\n\n

Regardless of the default setting, customers can block internet macros through the Group Policy settings described in this
article. 

\n\n

We will provide additional details on timeline in the upcoming weeks.

\n\n

It’s a challenging time in software security; migration to the modern cloud, the largest number of remote workers ever, and a
global pandemic impacting staffing and supply chains all contribute to changes in organizations. Unfortunately, these

changes also give bad actors opportunities to exploit organizations:

\n\n\n\n\n\n\n\n
\n

“Cybercriminals are targeting and attacking all sectors of critical infrastructure, including healthcare and public health,
information technology (IT), financial services, and energy sectors. Ransomware attacks are increasingly successful,

crippling governments and businesses, and the profits from these attacks are soaring.”

\n

- Microsoft Digital Defense Report, Oct 2021

\n
\n\n
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For years Microsoft Office has shipped powerful automation capabilities called active content, the most common kind are
macros. While we provided a notification bar to warn users about these macros, users could still decide to enable the macros

by clicking a button. Bad actors send macros in Office files to end users who unknowingly enable them, malicious payloads
are delivered, and the impact can be severe including malware, compromised identity, data loss, and remote access. See

more in this blog post.

\n\n\n\n\n\n\n\n
\n

\"A wide range of threat actors continue to target our customers by sending documents and luring them into enabling
malicious macro code.  Usually, the malicious code is part of a document that originates from the internet (email

attachment, link, internet download, etc.).  Once enabled, the malicious code gains access to the identity, documents, and
network of the person who enabled it.\"

\n

- Tom Gallagher, Partner Group Engineering Manager, Office Security

\n
\n\n

For the protection of our customers, we need to make it more difficult to enable macros in files obtained from the internet.

\n\n

Changing Default Behavior

\n

We’re introducing a default change for five Office apps that run macros:

\n\n

VBA macros obtained from the internet will now be blocked by default.

\n\n

For macros in files obtained from the internet, users will no longer be able to enable content with a click of a button. A

message bar will appear for users notifying them with a button to learn more. The default is more secure and is expected to
keep more users safe including home users and information workers in managed organizations.

\n\n\n\n\n\n\n\n

\n

\"We will continue to adjust our user experience for macros, as we’ve done here, to make it more difficult to trick users into

running malicious code via social engineering while maintaining a path for legitimate macros to be enabled where
appropriate via Trusted Publishers and/or Trusted Locations.”

\n

- Tristan Davis, Partner Group Program Manager, Office Platform

\n

\n\n

This change only affects Office on devices running Windows and only affects the following applications: Access, Excel,
PowerPoint, Visio, and Word. The change will begin rolling out in Version 2203, starting with Current Channel (Preview) in

early April 2022. Later, the change will be available in the other update channels, such as Current Channel, Monthly
Enterprise Channel, and Semi-Annual Enterprise Channel.

\n\n

At a future date to be determined, we also plan to make this change to Office LTSC, Office 2021, Office 2019, Office 2016,
and Office 2013.

\n\n

End User Experience

\n
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Once a user opens an attachment or downloads from the internet an untrusted Office file containing macros, a message bar

displays a Security Risk that the file contains Visual Basic for Applications (VBA) macros obtained from the internet with a
Learn More button.

\n\n

A message bar displays a Security Risk showing blocked VBA macros from the internet

\n\n

The Learn More button goes to an article for end users and information workers that contains information about the
security risk of bad actors using macros, safe practices to prevent phishing & malware, and instructions on how to enable

these macros by saving the file and removing the Mark of the Web (MOTW).

\n\n

What is Mark of the Web (MOTW)?

\n

The MOTW is an attribute added to files by Windows when it is sourced from an untrusted location (Internet or Restricted

Zone). The files must be saved to a NTFS file system, the MOTW is not added to files on FAT32 formatted devices.

\n\n

IT Administrator Options

\n

This chart shows the evaluation flow for Office files with VBA macros and MOTW:

\n

Evaluation flow for Office files with VBA macros and MOTW

\n

Organizations can use the “Block macros from running in Office files from the Internet” policy to prevent users from

inadvertently opening files from the internet that contain macros. Microsoft recommends enabling this policy, and if you
do enable it, your organization won’t be affected by this default change.

\n\n\n\n\n\n\n\n
\n

“Setting policy is a powerful tool for IT Admins to protect their organizations. For years we’ve recommended blocking

macros obtained from the internet in our security baselines, and many customers have done so. I’m pleased Microsoft is
taking the next step to securing everyone with this policy by default!”

\n

- Hani Saliba, Partner Director of Engineering, Office Calc

\n

\n\n

Additionally, there are two other options to know your files are safe:

\n

\n
Opening files from a Trusted Location

\n
Opening files with digitally signed macros and providing the certificate to the user, who then installs it as a Trusted
Publisher on their local machine

\n

\n

To learn more about how to get ready for this change and recommendations for managing VBA macros in Office files, read
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this article for Office admins.

\n\n

Thank you,

\n

Office Product Group
VBA Team & Office Security Team

\n\n

More helpful information on the threats of Ransomware:

\n

\n

The growing threat of ransomware, Microsoft \"On the Issues\" blog post on July 20, 2021
\n

Rapidly protect against ransomware and extortion
\n
2021 Microsoft Digital Defense Report (see pages 10-19)

\n
Learn about threat analytics in Microsoft 365 Defender

\n
Microsoft’s DART ransomware approach and best practices
\n

Microsoft DART ransomware case study
\n

\n\n

Continue the conversation by joining us in the Microsoft 365 Tech Community! Whether you have product questions or just
want to stay informed with the latest updates on new releases, tools, and blogs, Microsoft 365 Tech Community is your go-

to resource to stay connected!
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{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":

en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.ChatbotWidget-en-us-
1775106678626","value":{"component":{"id":"custom.widget.ChatbotWidget","template":

{"id":"ChatbotWidget","markupLanguage":"REACT","style":null,"texts":{"chatbot.references.title":"Related
Articles","chatbot.welcome.title":"Welcome!","chatbot.welcome.description":"I'm here to help you explore and discover
great content.","chatbot.welcome.prompt":"Ask me a question or choose a suggestion below to get

started:","chatbot.welcome.cta":"Let's dive in—what would you like to discover today?","chatbot.status.typing":"Assistant
is typing…","chatbot.status.error":"error","chatbot.error.response":"Failed to get response. Please try
again.","chatbot.error.processing":"There was an error processing your message.","chatbot.error.configuration":"API URL

not configured","chatbot.error.network":"Network error occurred. Please check your connection and try
again.","chatbot.error.timeout":"Request timed out. Please try again.","chatbot.error.emptyResponse":"I couldn't generate a

response. Please try rephrasing your question.","chatbot.buttons.send":"Send","chatbot.buttons.close":"Close
chat","chatbot.buttons.newChat":"Start new chat","chatbot.buttons.collapse":"Collapse chat
panel","chatbot.buttons.expand":"Expand chat panel","chatbot.buttons.fullscreen":"Enter

fullscreen","chatbot.buttons.exitFullscreen":"Exit fullscreen","chatbot.buttons.like":"Like this
response","chatbot.buttons.dislike":"Dislike this response","chatbot.buttons.removeLike":"Remove

like","chatbot.buttons.removeDislike":"Remove dislike","chatbot.aria.chatInput":"Chat
input","chatbot.aria.sendMessage":"Send message","chatbot.aria.openChat":"Open chat
assistant","chatbot.aria.closeChat":"Close chat assistant","chatbot.defaults.title":"Ask Tech

Community","chatbot.defaults.subtitle":"Ask questions – get answers","chatbot.defaults.entryHeading":"Find
answers","chatbot.defaults.entrySubtext":"Ask the agent","chatbot.defaults.placeholder":"Type your

message…","chatbot.defaults.initialMessage":"Hi! I'm your assistant. Ask me something or pick a suggestion above to
begin.","chatbot.suggestions.findBlogs":"Find insightful blogs","chatbot.suggestions.exploreEvents":"Explore upcoming
events","chatbot.suggestions.startJourney":"Start your journey with something new","chatbot.dialog.endConversation":"End

conversation","chatbot.dialog.confirmEndConversation":"Do you want to end this conversation and start
over?","chatbot.dialog.endConversationButton":"End

conversation","chatbot.dialog.cancel":"Cancel","chatbot.error.genericServiceUnavailable":"The service is currently
unavailable. Please try again later.","chatbot.error.noResults":"We could not find any information related to your query. Try
rephrasing your query."},"defaults":{"config":{"applicablePages":

[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.ChatbotWidget","form":null,"config":null,"props":

[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":
en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.HeroBanner-en-us-
1775106678626","value":{"component":{"id":"custom.widget.HeroBanner","template":

{"id":"HeroBanner","markupLanguage":"REACT","style":null,"texts":{"searchPlaceholderText":"Search this
community","followActionText":"Follow","unfollowActionText":"Following","searchOnHoverText":"Please enter your

search term(s) and then press return key to complete a search.","blogs.sidebar.pagetitle":"Latest Blogs | Microsoft Tech
Community","followThisNode":"Follow this node","unfollowThisNode":"Unfollow this
node","customField.teamsLink.title":"Microsoft teams link","customField.teamsLink.label":"Teams meeting

url"},"defaults":{"config":{"applicablePages":
[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label":"Max Items","description":"The
maximum number of items to display in the
carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.HeroBanner","form":{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":null,"possi

{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"descripti

{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max

Items","description":"The maximum number of items to display in the
carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
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[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},

{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu

{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu
[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":

{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label":"Max Items","description":"The
maximum number of items to display in the

carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"form":
{"fields":

[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":null,"possi
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"description":nul

{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description

{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max
Items","description":"The maximum number of items to display in the

carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":

[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":null,"to

{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"

{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"
{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu

{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description

{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":null,"possi
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"descripti

{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":n

{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max
Items","description":"The maximum number of items to display in the
carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":

{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu

{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu
en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.UnregisteredCTAWidget-en-us-

1775106678626","value":{"component":{"id":"custom.widget.UnregisteredCTAWidget","template":
{"id":"UnregisteredCTAWidget","markupLanguage":"REACT","style":null,"texts":{"register.communityHub":"Welcome to

the {name} Community Hub. Sign in to like, participate, or start a conversation.","register.category":"Welcome to the
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{name} Community Hub. Sign in to like, participate, or start a conversation.","register.discussionBoard":"Welcome to the
{name} space. Sign in to like, reply, or start a discussion.","register.blogSpace":"Welcome to the {name} space. Sign in to

like or comment on articles in this space.","register.eventSpace":"Welcome to the {name} space. Sign in to RSVP, add
events to your calendar, and join the conversation.","register.ideaSpace":"Welcome to the {name} space. Sign in to vote,

comment, or submit your own feedback.","buttonRegister":"Sign in","register.discussionBoardArticle":"Have a question or
insight to share? Sign in to join the discussion.","register.blogSpaceArticle":"Enjoying the article? Sign in to share your
thoughts.","register.eventSpaceArticle":"Don’t just watch - take part. Sign in to RSVP, ask questions, and join the

discussion.","register.ideaSpaceArticle":"Sign in to submit ideas, upvote ideas, and join the conversation."},"defaults":
{"config":{"applicablePages":

[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.UnregisteredCTAWidget","form":null,"config":null,"props":

[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":

en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.SocialSharing-en-us-
1775106678626","value":{"component":{"id":"custom.widget.SocialSharing","template":

{"id":"SocialSharing","markupLanguage":"HANDLEBARS","style":".sharePage {\n display: flex;\n justify-content:
center;\n background: #d7d7d7;\n padding: 0px;\n height: 60px;\n}\n.singleSocialIcons {\n display: flex;\n gap: 12px;\n list-
style-type: none;\n padding: 0px;\n margin: 0;\n}\n.containers {\n display: flex;\n gap: 30px;\n}\n\n.listIcon {\n align-

content: center;\n}\n.headingShare {\n display: inline;\n margin-right: 25px;\n margin-bottom: 0px;\n font-size: 20px;\n
font-weight: 550;\n align-content: center;\n}\n\n@media (max-width: 990px) {\n .sharePage {\n display: flex;\n justify-

content: center;\n }\n\n .containers {\n display: inline-block;\n justify-content: center;\n align-content: center;\n align-items:
center;\n }\n .headingShare {\n display: flex;\n justify-content: center;\n }\n .singleSocialIcons {\n
}\n}\n","texts":null,"defaults":{"config":{"applicablePages":[],"description":"Adds buttons to share to various social media

websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.SocialSharing","form":null,"config":null,"props":
[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"Adds buttons to share to various social media

websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":

{"css":".custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n background:
#d7d7d7;\n padding: 0;\n height: 3.75rem;\n}\n.custom_widget_SocialSharing_singleSocialIcons_6x3n8_8 {\n display:
flex;\n gap: 0.75rem;\n list-style-type: none;\n padding: 0;\n margin:

0;\n}\n.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: flex;\n gap:
1.875rem;\n}\n.custom_widget_SocialSharing_listIcon_6x3n8_20 {\n align-content:
center;\n}\n.custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: inline;\n margin-right: 1.5625rem;\n

margin-bottom: 0;\n font-size: 1.25rem;\n font-weight: 550;\n align-content: center;\n}\n@media (max-width: 990px) {\n
.custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n }\n\n

.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: inline-block;\n justify-content: center;\n align-content:
center;\n align-items: center;\n }\n .custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: flex;\n justify-
content: center;\n }\n .custom_widget_SocialSharing_singleSocialIcons_6x3n8_8 {\n }\n}\n","tokens":

{"sharePage":"custom_widget_SocialSharing_sharePage_6x3n8_1","singleSocialIcons":"custom_widget_SocialSharing_singleSocialIcons_6x3n8_8","co
en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.MicrosoftFooter-en-us-

1775106678626","value":{"component":{"id":"custom.widget.MicrosoftFooter","template":
{"id":"MicrosoftFooter","markupLanguage":"HANDLEBARS","style":".context-uhf {\r\n min-width: 280px;\r\n font-size:
15px;\r\n box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *,\r\n &

*:before,\r\n & *:after {\r\n box-sizing: inherit;\r\n }\r\n a.c-uhff-link {\r\n color: #616161;\r\n word-break: break-word;\r\n
text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n &a:visited {\r\n text-decoration:

none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UI', SegoeUI, 'Helvetica Neue', Helvetica, Arial, sans-
serif;\r\n }\r\n}\r\n.c-uhff {\r\n background: #f2f2f2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.c-uhff-
nav {\r\n margin: 0 auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n &:before,\r\n

&:after {\r\n content: ' ';\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
padding-left: 12px;\r\n }\r\n .c-heading-4 {\r\n color: #616161;\r\n word-break: break-word;\r\n font-size: 15px;\r\n line-
height: 20px;\r\n padding: 36px 0 4px;\r\n font-weight: 600;\r\n }\r\n .c-uhff-nav-row {\r\n .c-uhff-nav-group {\r\n display:

block;\r\n float: left;\r\n min-height: 1px;\r\n vertical-align: text-top;\r\n padding: 0 12px;\r\n width: 100%;\r\n zoom: 1;\r\n
&:first-child {\r\n padding-left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 12px;\r\n }\r\n }\r\n

@media only screen and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only
screen and (min-width: 1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.c-list.f-bare {\r\n font-size: 11px;\r\n line-height:
16px;\r\n margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-

word;\r\n padding: 8px 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.c-uhff-base {\r\n background: #f2f2f2;\r\n margin: 0
auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 30px 5% 16px;\r\n &:before,\r\n &:after {\r\n content: ' ';\r\n

display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n a.c-uhff-ccpa,\r\n a.c-uhff-consumer {\r\n display: flex;\r\n float:
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left;\r\n font-size: 11px;\r\n line-height: 16px;\r\n padding: 4px 24px 0 0;\r\n }\r\n a.c-uhff-ccpa:hover,\r\n a.c-uhff-
consumer:hover {\r\n text-decoration: underline;\r\n }\r\n ul.c-list {\r\n font-size: 11px;\r\n line-height: 16px;\r\n float:

right;\r\n margin: 3px 0;\r\n color: #616161;\r\n li {\r\n padding: 0 24px 4px 0;\r\n display: inline-block;\r\n }\r\n }\r\n .c-
list.f-bare {\r\n padding-left: 0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n

display: flex;\r\n flex-wrap: wrap;\r\n padding: 30px 24px 16px;\r\n }\r\n}\r\n\r\n.social-share {\r\n position: fixed;\r\n top:
60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index: 1000;\r\n}\r\n\r\n.sharing-options {\r\n list-style: none;\r\n
padding: 0;\r\n margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 50px;\r\n

border-radius: 0px 7px 7px 0px;\r\n}\r\n.linkedin-icon {\r\n border-top-right-radius: 7px;\r\n}\r\n.linkedin-icon:hover {\r\n
border-radius: 0;\r\n}\r\n\r\n.social-share-email-image:hover {\r\n border-radius: 0;\r\n}\r\n\r\n.social-link-footer:hover

.linkedin-icon {\r\n border-radius: 0;\r\n}\r\n.social-link-footer:hover .social-share-email-image {\r\n border-radius:
0;\r\n}\r\n\r\n.social-link-footer img {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s ease;\r\n}\r\n\r\n.social-
share-list {\r\n width: 50px;\r\n}\r\n.social-share-rss-image {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s

ease;\r\n}\r\n.sharing-options li {\r\n width: 50px;\r\n height: 50px;\r\n padding: 8px;\r\n box-sizing: border-box;\r\n border:
2px solid white;\r\n display: inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border
0.3s ease; /* Smooth transition effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last

item */\r\n}\r\n\r\n.social-share-list-linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius: 5px; /* Rounded
top right corner of first item*/\r\n}\r\n.social-share-list-facebook {\r\n background-color: #3c5c9c;\r\n}\r\n.social-share-list-

xicon {\r\n background-color: #000;\r\n}\r\n.social-share-list-reddit {\r\n background-color: #fc4404;\r\n}\r\n.social-share-
list-bluesky {\r\n background-color: #f0f2f5;\r\n}\r\n.social-share-list-rss {\r\n background-color: #ec7b1c;\r\n}\r\n.social-
share-list-mail {\r\n background-color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last

item*/\r\n}\r\n.sharing-options li.social-share-list-mail {\r\n border-bottom: 2px solid white; /* Add bottom border only to
the last item */\r\n height: 52px; /* Increase last child height to make in align with the hover label */\r\n}\r\n.x-icon {\r\n

filter: invert(100%);\r\n transition: filter 0.3s ease;\r\n width: 20px !important;\r\n height: auto;\r\n padding-top: 5px
!important;\r\n}\r\n.bluesky-icon {\r\n filter: invert(20%) sepia(100%) saturate(3000%) hue-rotate(180deg);\r\n transition:
filter 0.3s ease;\r\n padding-top: 5px !important;\r\n width: 25px !important;\r\n}\r\n\r\n.share-icon {\r\n border: 2px solid

transparent;\r\n display: inline-block;\r\n position: relative;\r\n}\r\n\r\n.sharing-options li:hover {\r\n border: 2px solid
white;\r\n border-left: none;\r\n border-bottom: none;\r\n border-radius: 0px;\r\n}\r\n.sharing-options li.social-share-list-

mail:hover {\r\n border-bottom: 2px solid white; /* Add bottom border only to the last item */\r\n}\r\n\r\n.sharing-options
li:hover .label {\r\n opacity: 1;\r\n visibility: visible;\r\n border: 2px solid white;\r\n box-sizing: border-box;\r\n border-left:
none;\r\n}\r\n\r\n.label {\r\n position: absolute;\r\n left: 100%;\r\n white-space: nowrap;\r\n opacity: 0;\r\n visibility:
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