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Introduction

Elastic Security Labs recently observed a new intrusion set targeting Chinese-speaking regions, tracked as REF3864. These
organized campaigns target victims by masquerading as legitimate software such as web browsers or social media
messaging services. The threat group behind these campaigns shows a moderate degree of versatility in delivering malware
across multiple platforms such as Linux, Windows, and Android. During this investigation, our team discovered a unique
Windows infection chain with a custom loader we call SADBRIDGE. This loader deploys a Golang-based reimplementation
of QUASAR, which we refer to as GOSAR. This is our team’s first time observing a rewrite of QUASAR in the Golang

programming language.
Key takeaways

» Ongoing campaigns targeting Chinese language speakers with malicious installers masquerading as legitimate
software like Telegram and the Opera web browser

 Infection chains employ injection and DLL side-loading using a custom loader (SADBRIDGE)

* SADBRIDGE deploys a newly-discovered variant of the QUASAR backdoor written in Golang (GOSAR)

* GOSAR is a multi-functional backdoor under active development with incomplete features and iterations of
improved features observed over time

» Elastic Security provides comprehensive prevention and detection capabilities against this attack chain

REF3864 Campaign Overview

In November, the Elastic Security Labs team observed a unique infection chain when detonating several different samples
uploaded to VirusTotal. These different samples were hosted via landing pages masquerading as legitimate software such as

Telegram or the Opera GX browser.
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During this investigation, we uncovered multiple infection chains involving similar techniques:

e Trojanized MSI installers with low detections

e Masquerading using legitimate software bundled with malicious DLLs
e Custom SADBRIDGE loader deployed

» Final stage GOSAR loaded

We believe these campaigns have flown under the radar due to multiple levels of abstraction. Typically, the first phase
involves opening an archive file (ZIP) that includes an MST installer. Legitimate software like the Windows x64dbg.exe
debugging application is used behind-the-scenes to load a malicious, patched DLL ( x64bridge.dll ). This DLL kicks off a
new legitimate program ( MonitoringHost.exe ) where it side-loads another malicious DLL ( HealthServiceRuntime.dll ),

ultimately performing injection and loading the GOSAR implant in memory via injection.

Malware researchers extracted SADBRIDGE configurations that reveal adversary-designated campaign dates, and indicate
operations with similar TTP’s have been ongoing since at least December 2023. The command-and-control (C2)
infrastructure for GOSAR often masquerades under trusted services or software to appear benign and conform to victim
expectations for software installers. Throughout the execution chain, there is a focus centered around enumerating Chinese
AV products such as 360tray.exe , along with firewall rule names and descriptions in Chinese. Due to these customizations
we believe this threat is geared towards targeting Chinese language speakers. Additionally, extensive usage of Chinese

language logging indicates the attackers are also Chinese language speakers.

QUASAR has previously been used in state-sponsored espionage, non-state hacktivism, and criminal financially motivated
attacks since 2017 (Qualys, Evolution of Quasar RAT), including by China-linked APT10. A rewrite in Golang might
capitalize on institutional knowledge gained over this period, allowing for additional capabilities without extensive

retraining of previously effective TTPs.

GOSAR extends QUASAR with additional information-gathering capabilities, multi-OS support, and improved evasion
against anti-virus products and malware classifiers. However, the generic lure websites, and lack of additional targeting

information, or actions on the objective, leave us with insufficient evidence to identify attacker motivation(s).
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SADBRIDGE Execution Chain resulting in GOSAR infection
SADBRIDGE Introduction

The SADBRIDGE malware loader is packaged as an MSI executable for delivery and uses DLL side-loading with various
injection techniques to execute malicious payloads. SADBRIDGE abuses legitimate applications such as x64dbg.exe and
MonitoringHost.exe to load malicious DLLs like x64bridge.dll and HealthServiceRuntime.dll , which leads to

subsequent stages and shellcodes.

Persistence is achieved through service creation and registry modifications. Privilege escalation to Administrator occurs
silently using a UAC bypass technique that abuses the ICMLualUtil COM interface. In addition, SADBRIDGE incorporates
a privilege escalation bypass through Windows Task Scheduler to execute its main payload with SYSTEM level privileges.

The SADBRIDGE configuration is encrypted using a simple subtraction of 0x1 on each byte of the configuration string.
The encrypted stages are all appended with a .log extension, and decrypted during runtime using XOR and the LZNT1

decompression algorithm.

SADBRIDGE employs PoolParty, APC queues, and token manipulation techniques for process injection. To avoid sandbox
analysis, it uses long Sleep API calls. Another defense evasion technique involves API patching to disable Windows

security mechanisms such as the Antimalware Scan Interface (AMSI) and Event Tracing for Windows (ETW).

The following deep dive is structured to explore the execution chain, providing a step-by-step walkthrough of the
capabilities and functionalities of significant files and stages, based on the configuration of the analyzed sample. The

analysis aims to highlight the interaction between each component and their roles in reaching the final payload.

SADBRIDGE Code Analysis
MSI Analysis

The initial files are packaged in an MSI using Advanced Installer, the main files of interest are x64dbg.exe and
x64bridge.dll .
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[ Mame Date modified Type Size
msvep120.dll 10/24/2021 1:24 AM Application exten... 645 KB
msver120.dIl 10/24/2021 1:24 AM Application exten... 941 KB
ﬂ MetFxRepairTool.exe 9/4/2024 4:55 AM Application 1,228 KB
[8 updateplatform.arm6b4fre_a765cabedeeb25h4f38985d519b3f16b6bOTShT2.exe 9/4/2024 2:15 AM Application 14,814 KB
xBdbridge.dil 9/11/2024 1:24 AM Application exten... 12,606 KB
b3 xB4dbg.exe 10/4/2022 6:36 AM Application 60 KB

Significant files inside the MSI installer

By using MSI tooling (lessmsi), we can see the LaunchApp entrypointin aicustact.dll is configured to execute the file

path specified in the AI_APP_FILE property.

ﬂ Less MSlérables
File Edit About

File: | C\Users\REM\Desktop'20092693391\6b3ab0.msi

Extract Files Table View Surmmary Streams

Table | CustomAction

Action (s72) E‘z';}e Source (572) Target (50) E’fit]e”de‘”yp
Al_SET_ADMIN 51 Al_ADMIN 1 -2147483648
Al_InstallModeCheck 1 aicustact.dll UpdatelnstallMade -2147483648

» Al_LaunchApp aicustact.dll LaunchApp
Al_SHOW_LOG 65 aicustact.dll LaunchLogFile -2147433648
Al_DpiContentScale 1 aicustact.dll DpiContentScale -2147483648
Al_EnableDebugleg 321 aicustact.dll EnableDebugleg -2147483648
Al_BACKUP_AI_SETUPEXEPATH |51 Al_SETUPEXEPATH_ORIGINAL | [Al_SETUPEXEPATH] 2147433648
Al_DOWNGRADE 19 4010 2147483648
Al_PREPARE_UPGRADE 65 aicustact.dll PrepareUpgrade -2147483648
Al_RESTORE_AI_SETUPEXEPATH |51 Al_SETUPEXEPATH [AI_SETUPEXEPATH_ORIGINAL] -2147483648

Custom actions configured using Advanced Installer

If we navigate to this AI_APP_FILE property, we can see the file tied to this configuration is x64dbg.exe . This represents

the file that will be executed after the installation is completed, the legitimate NetFxRepairTool.exe is never executed.

Extract Files TableView Summary Streams

Tahle Propert}-

Property (s72)  Value (10}

3 Al_APP_FILE [#x64dbg.exe]
Al_BITMAP_DISPLAY_MODE 0
Al_BOOTSTRAPPERLANGS 1033;

AI_APP_FILE property configured to launch x64dbg.exe
x64bridge.dll Side-loading

When x64dbg.exe gets executed, it calls the BridgeInit export from x64bridge.dll . BridgeInit is a wrapper for the

BridgeStart function.
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B =

WinMain proc near
Src= gword ptr -38h
var_28= gword ptr -2@h
var_l8= qword ptr -18h

5 _unwind { J/

push rbx

sub rsp, 58h

mov rax, €s:__security_cookie
xor rax, rsp

mov [rsp+58h+var_18], rax

call sub_l4n@al3ee
call cs:Bridgelnit

mov rbx, rax
test rax, rax
jz short leoc_l4808287F

3 int _ stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int nShowCmd)

Control flow diagram showing call to BridgeStart

Y
B a7
loc_l4p8@287F:
call cs:BridgeStart
mow rbx, rax
test rax, rax
jz short loc_l4@862694

Similar to techniques observed with BLISTER, SADBRIDGE patches the export of a legitimate DLL.

eStart()

if ( !_dbg_dbginit || !_gui guiinit )
return L"\"_dbg_dbginit\" || \"_gui_guiinit\" was not loaded yet, call BridgeInit!";
_dbg_sendnessage (DBG_INITIALIZE_LOCKS, OLL, OLL);
“gui_guiinit(e, OLL);
if ( IBridgeSettingFlush() )
return L"Failed to save settings!";
_dbg_sendnessage (DBG_DEINITIALIZE_LOCKS, OLL, OLL);
De! rit ion(&esIni);
De! rit
return OLL;

ion(&csTranslate);

x64bridge.dll (Legitimate)

Comparison of BridgeStart export from x64bridge.dll

mi_init();
4 ExitProcess();
5}

x64bridge.dil (Malicious)

During the malware initialization routine, SADBRIDGE begins with generating a hash using the hostname and a magic seed

0x4E67C6A7 . This hash is used as a directory name for storing the encrypted configuration file. The encrypted configuration

is written to C:\Users\Public\Documents\<hostname_hash>\edbtmp.log . This file contains the attributes
FILE_ATTRIBUTE_SYSTEM, FILE_ATTRIBUTE_READONLY, FILE_ATTRIBUTE_HIDDEN to hide itself from an

ordinary directory listing.

1
1
1

= | BIESE4AD

Home Share View

X

-

[0 Mame

7 Quick access
[ Desktop
4 Downloads

Configuration file hidden from users
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Decrypting the configuration is straightforward, the encrypted chunks are separated with null bytes. For each byte within the

encrypted chunks, we can increment them by 0x1 .
The configuration consists of:

» Possible campaign date

Strings to be used for creating services

» New name for MonitoringHost.exe ( DevQueryBroker.exe )

e DLL name for the DLL to be sideloaded by MonitoringHost.exe ( HealthServiceRuntime.dll )
e Absolute paths for additional stages ( .log files)

e The primary injection target for hosting GOSAR ( svchost.exe )

20240910

DevQueryBrokerService

DevQuery Background Discovery Broker Service

Enables apps to discover devices with a background task.
C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker
DevQueryBroker.exe

HealthServiceRuntime.dll

C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker\DevQueryBroker.log
C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker\DevQueryBrokerCore.log
C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker\DevQueryBrokerService.log
20240911002404

msverl2e.dll
C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker\DevQueryBrokerPre.log
svchost.exe

SADBRIDGE configuration

The DevQueryBroker directory ( C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker\ ) contains
all of the encrypted stages ( .log files) that are decrypted at runtime. The file ( DevQueryBroker.exe ) is a renamed copy of

Microsoft legitimate application ( MonitoringHost.exe ).

(e = | DevQueryBroker
“ Home Share View
« v P » ThisPC » LocalDisk (C:) » ProgramData » Microsoft » DeviceSync » Device » Stage » Data » DevQueryBroker

~
[1 Mame Date modified Type Size

3 Quick access

[85] DevQueryBroker.exe

Application
[ Desktop - PP
15| DevQueryBrokerlog Motepad++ Docu..,
i’ Duhloads [#5] DevQueryBrokerCore.log Motepad++ Docu..,
i Documents [5] DevCQueryBrokerPre.log Notepad++ Docu...
Program Files “| HealthServiceRuntime.dll Application extens... 957 KB
Program Files (x86) % msver!20.dil Application extens... S41 KB
Roaming

File listing of the DevQueryBroker folder

Finally, it creates a process to run DevQueryBroker.exe which side-loads the malicious HealthServiceRuntime.dll in the

same folder.

HealthServiceRuntime.dll

This module drops both an encrypted and partially decrypted shellcode in the User’s %TEMP% directory. The file name for
the shellcode follows the format: log<random_string>.tmp . Each byte of the partially decrypted shellcode is then

decremented by 0x10 to fully decrypt. The shellcode is executed in a new thread of the same process.
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57 p_PartiallyDecryptedShellcode = OLL;

58 Size = @;

59 mw_DropEncryptedShellcode(&p_PartiallyDecryptedShellcode, &Size);
60 v1i9 = @;

61 for ( j =0; ] != 100000000; ++j )

62 {

63 ve = j + v19;

64 v19 = v6;

65 }

66 v7 = Size;

67 v8 = (char *)p_PartiallyDecryptedShellcode;

68 if ( Size )

69 {

70 v9 = (char *)p_PartiallyDecryptedShellcode + Size;
71 do

72 *v8++ -= 0x10;

73 while ( v9 != v8 );

74 v7 = Size;

75 1

Decryption of a shellcode in HealthServiceRuntime.dll

The malware leverages API hashing using the same algorithm in research published by SonicWall, the hashing algorithm is
listed in the Appendix section. The shellcode decrypts DevQueryBroker.log into a PE file then performs a simple XOR

operation with a single byte ( 0x42) in the first third of the file where then it decompresses the result using the LZNT1

algorithm.

}

p_final_uncompressed_size = @;

VirtualAlloc = mw::ResolveAPIHashes(kernel32_dl1_VirtualAlloc);

p_de VirtualAlloc(®LL, 4 * file size, @x3@06LL, 4LL);

R sBuffer = mw::ResolveAPIHashes(ntdll dll RtlDecompressBuffer);

R sBuffer(2LL, p_decompressed, 4 * file s dev_query_broker_log, file size, &p_final_uncompressed size);
* col p_final_uncompresse

* p_mem2 = p_d

VirtualFree = mw::ResolveAPIHashes(kernel32_dl1_VirtualFree);
VirtualFree(dev_query_broker_log, @OLL, 8x800@LL);
return 1LL;

Shellcode decrypting DevQueryBroker.log file

The shellcode then unmaps any existing mappings at the PE file's preferred base address using NtUnmapViewOfSection ,
ensuring that a call to VirtualAlloc will allocate memory starting at the preferred base address. Finally, it maps the
decrypted PE file to this allocated memory and transfers execution to its entry point. All shellcodes identified and executed
by SADBRIDGE share an identical code structure, differing only in the specific .log files they reference for decryption

and execution.
DevQueryBroker.log

The malware dynamically loads amsi.dll to disable critical security mechanisms in Windows. It patches

AmsiScanBuffer in amsi.dll by inserting instructions to modify the return value to 0x80070057 , the standardized
Microsoft error code E_INVALIDARG indicating invalid arguments, and returning prematurely, to effectively bypass the
scanning logic. Similarly, it patches AmsiOpenSession to always return the same error code E_INVALIDARG . Additionally, it
patches EtwEventWrite in ntdll.dll , replacing the first instruction with a ret instruction to disable Event Tracing for

Windows (ETW), suppressing any logging of malicious activity.
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8| CurrentProcess = GetCurrentProcess();

9| LibraryA = LoadLibraryA("amsi.dll");

10| if ( GetProcAddress(LibraryA, "AmsiScanBuffer") )
1] {

12 mw_WrapperNtProtectVirtualMemory();

13 mw_WrapperNtWriteVirtualMemory();

14 mw_WrapperNtProtectVirtualMemory();

15| }

16| v2 = LoadlLibraryA("amsi.dl1l");

17| if ( GetProcAddress(v2, "AmsiOpenSession") )
18| {

19 mw_WrapperNtProtectVirtualMemory();

20 mw_WrapperNtWriteVirtualMemory();

21 mw_WrapperNtProtectVirtualMemory();

22| }

23| ModuleHandleW = GetModuleHandleW(L"ntdll.d11");
24| if ( GetProcAddress(ModuleHandleW, "EtwEventWrite") )
25| {

26 mw_WrapperNtProtectVirtualMemory();

27 mw_WrapperNtWriteVirtualMemory();

28 mw_WrapperNtProtectVirtualMemory();

29 3
30| return CloseHandle(CurrentProcess);
31}

Patching AmsiScanBuffer, AmsiOpenSession and EtwEventWrite APIs

Following the patching, an encrypted shellcode is written to temp.ini at path

( C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker\temp.ini ).

The malware checks the current process token’s group membership to determine its privilege level. It verifies if the process

belongs to the LocalSystem account by initializing a SID with the SECURITY_LOCAL_SYSTEM_RID and calling
CheckTokenMembership . If not, it attempts to check for membership in the Administrators group by creating a SID using
SECURITY_BUILTIN_DOMAIN_RID and DOMAIN_ALIAS_RID_ADMINS and performing a similar token membership check.

If the current process does not have LocalSystem or Administrator privileges, privileges are first elevated to Administrator
through a UAC bypass mechanism by leveraging the ICMLuaUtil COM interface. It crafts a moniker string
"Elevation:Administrator!new:{3E5FC7F9-9A51-4367-9063-A120244FBEC7}" to create an instance of the CMSTPLUA object

with Administrator privileges. Once the object is created and the ICMLuaUtil interface is obtained, the malware uses the

exposed ShellExec method of the interface to run DevQueryBroker.exe .
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370| if ( !SIDCheck ) // If process is not running under LocalSystem or Administrator
371 {

372 sub_140003380();

373 v59 = CoInitializeEx(OLL, 2u);

374 wescpy (&cmstplua_obj_moniker[1], L"Elevation:Administrator!new:");

375 pICMLuaUtil = OLL;

376 memset(&pBindOptions, @, sizeof(pBindOptions));

377 v60 = cmstplua_obj_moniker;

378 pBindOptions.cbStruct = 0x30;

379 pBindOptions.dwClassContext = 4;

380 do

381 {

382 V6 = v60[1] == 0;
383 ++v60;

384 }

385 while ( !v6 );
386 *(_OWORD *)v60 = *(_OWORD *)xmmword_140038960;// CLSID = {3E5FC7F9-9A51-4367-9063367-9063FBEC7}
387 *((_OWORD *)v60 + 1) = xmmword_140038970;
388 *((_OWORD *)Vv60 + xmmword_140038980;
389 *((_OWORD *)v6@ + 3) = xmmword_140038990;
+
+

390 *((_QWORD *)v60 + 8) = Ox43004500420046LL;
301 *((_DWORD *)v60 + 18) = @x7DOO37;

392 v60[38] = 0;

393 Object = CoGetObject(&cmstplua_obj_moniker[1], (BIND_OPTS *)&pBindOptions, &icmluautil_iid, (void **)&pICMLuaUtil);
394 pICMLuaUtil_2 = pICMLuaUtil;

395 if ( Object )

396 {

397 if ( !pICMLuaUtil )

398 goto LABEL_83;

399 }

400 else

401

402 if ( !pICMLuaUtil )

403 goto LABEL_83;

404 ((void (__fastcall *)(CCMLuaUtil *, WCHAR *, _QWORD, _QWORD, _DWORD, MACRO_SW))pICMLuaUtil->vtable->ShellExec)(
405 pICMLuaUtil,

406 str_pathToDevQueryBrokerEXE,
407 oLL,

408 oLL,

409 o,

410 SW_SHOW) ;

411

}
412 ((void (__fastcall *)(CCMLuaUtil *))pICMLuaUtil_2->vtable->Release)(pICMLuaUtil 2);

Privilege Escalation via ICMLuaUtil COM interface

If a task or a service is not created to run DevQueryBroker.exe routinely, the malware checks if the Anti-Virus process
360tray.exe isrunning. If it is not running, a service is created for privilege escalation to SYSTEM, with the following

properties:

» Service name: DevQueryBrokerService
Binary path name:
“C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker\DevQueryBroker.exe -svc”.
e Display name: DevQuery Background Discovery Broker Service
e Description: Enables apps to discover devices with a background task.
o Start type: Automatically at system boot

 Privileges: LocalSystem

If 360tray.exe is detected running, the malware writes an encrypted PE file to DevQueryBrokerService.log , then maps a

next-stage PE file (Stage 1) into the current process memory, transferring execution to it.

Once DevQueryBroker.exe is re-triggered with SYSTEM level privileges and reaches this part of the chain, the malware
checks the Windows version. For systems running Vista or later (excluding Windows 7), it maps another next-stage (Stage

2) into memory and transfers execution there.

On Windows 7, however, it executes a shellcode, which decrypts and runs the DevQueryBrokerPre.log file.
Stage 1 Injection (explorer.exe)

SADBRIDGE utilizes PoolParty Variant 7 to inject shellcode into explorer.exe by targeting its thread pool’s /O
completion queue. It first duplicates a handle to the target process's I/O completion queue. It then allocates memory within

explorer.exe to store the shellcode. Additional memory is allocated to store a crafted TP_DIRECT structure, which
includes the base address of the shellcode as the callback address. Finally, it calls ZwSetIoCompletion , passing a pointer to
the TP_DIRECT structure to queue a packet to the I/O completion queue of the target process's worker factory (worker

threads manager), effectively triggering the execution of the injected shellcode.
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100 h_IoCompletion = (_ int64)TargetHandle;

1e1 v = VirtualAllocEx(::h_proc_explorer_exe, OLL, nSize, 0x3000u, 0x40u);

102 if (ve)

103 {

104 p_baseAddrShellcode = (__ int64)ve;

105 LODWORD(Vv®) = WriteProcessMemory(::h_proc_explorer_exe, v@, shellcode, nSize, OLL);

106 if ( (_DWORD)vO )

107

108 v17 = GetModuleHandleA("ntdl1l.d11");

109 ZwSetIoCompletion = GetProcAddress(vl7, "ZwSetIoCompletion™);

110 *(_QWORD *)&Buffer[56] = p_baseAddrShellcode;

111 memset (Buffer, @, 56);

112 ZwSetIoCompletion_1 = (__int64 (__ fastcall *)(_QWORD, _QWORD, _QWORD, _QWORD, _QWORD))ZwSetIoCompletion;
113 *(_QWORD *)&Buffer[64] = OLL;

114 RemoteDirectAddress = VirtualAllocEx(::h_proc_explorer_exe, OLL, ©x48ulLlL, ©x3000u, 4u);
115 WriteProcessMemory(::h_proc_explorer_exe, RemoteDirectAddress, Buffer, @x48uLL, OLL);
116 LODWORD(Vv@) = ZwSetIoCompletion 1(h_IoCompletion, RemoteDirectAddress, OLL, OLL, OLL);
117 }

118 }

/0O Completion Port Shellcode Injection

This shellcode decrypts the DevQueryBrokerService.log file, unmaps any memory regions occupying its preferred base
address, maps the PE file to that address, and then executes its entry point. This behavior mirrors the previously observed
shellcode.

Stage 2 Injection (spoolsv.exe/lsass.exe)

For Stage 2, SADBRIDGE injects shellcode into spoolsv.exe , or lsass.exe if spoolsv.exe is unavailable, using the
same injection technique as in Stage 1. The shellcode exhibits similar behavior to the earlier stages: it decrypts
DevQueryBrokerPre.log into a PE file, unmaps any regions occupying its preferred base address, maps the PE file, and

then transfers execution to its entry point.
DevQueryBrokerService.log

The shellcode decrypted from DevQueryBrokerService.log as mentioned in the previous section leverages a privilege
escalation technique using the Windows Task Scheduler. SADBRIDGE integrates a public UAC bypass technique using the
IElevatedFactorySever COM object to indirectly create the scheduled task. This task is configured to run

DevQueryBroker.exe on a daily basis with SYSTEM level privileges using the task name DevQueryBrokerService .

H

CLSIDFromString(L"{A6BFEAA3-5@1F -456F -A845-983D3ADTBEFO}", &pclsid);
*&pBindOptions[4] = 6LL;

V113 = BLL;

if ( CoGetObject(L"Elevation:Administrator!new:{A6BFEA43-581F-456F-A845-983D3AD7B8F@}", pBindOptions, &riid, &ppv) < @ )

GUID in Scheduled Task Creation (Virtual Factory for MaintenanceUT)

In order to cover its tracks, the malware spoofs the image path and command-line by modifying the Process Environment

Block (PEB) directly, likely in an attempt to disguise the COM service as coming from explorer.exe .
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i DevQueryBrokerService_decrypted.exe:3252 Properties — d X
GPU Graph Threads TCP/TP Security Environment Job Strings
Image Performance Performance Graph Disk and Metwork

Image File

Windows Explorer
|
Version: 10.0,16299,243
Build Time: Sun Apr 3 23:54:51 1933
Path:
|C:\,‘n’u’indmvs‘n,explorer.exe | Explore

Command line:
| C:\WINDOWS\explorer. exe |

Current directory:

| C:\Windows'\System32Y |
Autostart Location:

| HKLM\SOFTWARE WMicrosoft\Windows NT‘n,Current‘u‘ersion\,‘;’u’inlogon‘n,she| Explore

DevQueryBrokerService.log Spoofed Image Command-Line
DevQueryBrokerPre.log

SADBRIDGE creates a service named DevQueryBrokerServiceSvc under the registry subkey

SYSTEM\CurrentControlSet\Services\DevQueryBrokerServiceSvc with the following attributes:

» Description: Enables apps to discover devices with a background task.
» DisplayName: DevQuery Background Discovery Broker Service
¢ ErrorControl: 1
o ImagePath: %systemRoot%\system32\svchost.exe -k netsvcs
¢ ObjectName: LocalSystem
e Start: 2 (auto-start)
e Type: 16.
» Failure Actions:
o Resets failure count every 24 hours.

o Executes three restart attempts: a 20ms delay for the first, and a 1-minute delay for the second and third.

The service parameters specify the ServiceDl1l located at C:\Program Files (x86)\Common Files\Microsoft
Shared\Stationery\<hostname_hash>\DevQueryBrokerService.dll . If the DLL file does not exist, it will be dropped to disk
right after.

DevQueryBrokerService.dll has a similar code structure as HealthServiceRuntime.dll , which is seen in the earlier
stages of the execution chain. It is responsible for decrypting DevQueryBroker.log and running it. The ServiceDll will

be loaded and executed by svchost.exe when the service starts.

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DevQueryBrokerServiceSvc\Parameters

clr_optimization 2050727 32 A Name Tpe Dats

cli_optimization_v2.0.50727_64 o8| Defout) REG.57 (alue not set)

clr_optimization_v4.0.30319_32 EY ServiceDIl REG_EXPANDSZ  CA\Program Files (x86)\Common Files\Microsoft 1BOCOSC\Dev edil
clr_optimization_v40.30319_64

svchost.exe’s malicious ServiceDLL parameter

Additionally, it modifies the SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost\netsvcs key to include an entry
for DevQueryBrokerServiceSvc to integrate the newly created service into the group of services managed by the netsvcs

service host group.
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| B Regis
| File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost
v Swchost A
AarSvc

appmodel Value rame:
AssignedAccessManag
autotimesvc

Edit Multi-String x
]

[netsves pry EntAppSvc WalletService camsve

BeastDVRUserService Vae data i

btagsenvice fooiio e ~| [essManagersve

BthAppGroup UsaSvc

Camera YboxGipSve

ClipboardSveGroup Nﬂf‘ﬁ‘ﬁmnager rService

defragsve Dambve ErService

DevicesFlow

diagnestics

DialogBlockingService

GraphicsPerfSvcGroup ¥ | Irokerinfrastructure PlugPlay DcomLaunch SystemEventsBroker Devicelnstall

ICService

LocalService Cancel JationBrokerSve DevicesFlowUserSve ConsentUxUserSve DevicePickerUserSvc

LocalServiceAndMelm — -

LocalServiceittp 38 DialogBlockingService  REG_MULTI SZ DislogBlockingService

LocalServiceNetworkR || i) GraphiceperfSveGroup  REG_MULTI SZ GraphicsPerfSve

LocalServiceNetworkR || ay) cqqryice REG_MULTI5Z micheartbeat vmicrdy

LocalServiceNoNetwor | ;10 REG_MULTL_SZ Stisve

tz:::z:z;::z::;ﬁ b LocalService REG_MULTISZ nsi WaiServiceHost w32time EventSystem RemoteRegistry SstpSvc netprofm litdsvc FontCache fdphost bthsery CDPSve bthavctpsvc ..
MepMomagementser, || “LocolSendceandNolm.. REG MULTLSZ SSDPSRY upnphost SCardSvr BthHFSrv QWAVE fdrespub wencsve SenstSve

netoics 28] LocalServiceNetworkR... REG_MULTLSZ TimeBrokerSve WarpITove eventlog AudioSr WinHitpAutoPraxySve wscsve LmHosts AppIDSve DusmSve vmictimesync VacSve WFD...
NetworkService 2] LocalServiceNoNetwork  REG_MULTISZ DPS PLA NedAutoSetup CoreMessagingRegistrar

NetworkServiceDnshle || 2] LocalServiceNoNetwar... REG_MULTISZ BFE mpssvc

NetworkServiceRemet || 2%l LocalServicePeerNet  REG_MULTISZ PNRPSve pZpimsvc p2psvc PrrpAutoReg

NetworkServiceRemot || %] LocalSystemNetworkR... REG_MULTISZ HvHost WiSystemHost ScDeviceEnum WiaRpe triewks Builder hidserv dot3sve UmRdpService DsSve fhsve vmickvpex...
print 28] McphanagementServi... REG_MULTISZ McphansgementService

PrintWarkflow ) netsves REG_MULTLSZ CertPropSve SCPolicySve lanmanserver gpsve IKEEXT iphipsve seclogon msiscsi EapHost schedule winmgmt ProfSuc SessionEny werc...
rdrgroup 2] NetworkService REG_MULTLSZ CryptSve nlasve lanmanwerkstation WinRM WECSVC dosve MapsBroker DHCP TermService DNSCache Tapisry

Modifies the netsvc registry key to add DevQueryBrokerServiceSvc

SADBRIDGE then deletes the scheduled task and service created previously by removing the registry subkeys
SOFTWAREN\Microsoft\\Windows NT\\CurrentVersion\\Schedule\\TaskCache\\Tree\\DevQueryBrokerService and
SYSTEM\\CurrentControlSet\\Services\\DevQueryBrokerService .

Finally, it removes the files DevQueryBroker.exe and HealthServiceRuntime.dll in the
C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker folder, as the new persistence mechanism is

in place.
GOSAR Injection

In the latter half of the code, SADBRIDGE enumerates all active sessions on the local machine using the
WTSEnumerateSessionsA API.

If sessions are found, it iterates through each session:

» For each session, it attempts to retrieve the username ( WTSUserName ) using WTSQuerySessionInformationA . If the
query fails, it moves to the next session.

o If WTSUserName is not empty, the code targets svchost.exe , passing its path, the session ID, and the content of the
loader configuration to a subroutine that injects the final stage.

o If WTSUserName is empty but the session's WinStationName is "Services" (indicating a service session), it targets

dllhost.exe instead, passing the same parameters to the final stage injection subroutine.

If no sessions are found, it enters an infinite loop to repeatedly enumerate sessions and invoke the subroutine for injecting

the final stage, while performing checks to avoid redundant injections.

Logged-in sessions target svchost.exe , while service sessions or sessions without a logged-in user target dllhost.exe .
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60| WTSEnumerateSessionsA(@LL, @, 1u, &ppSessionInfo, &pCount);

61| if ( !pCount )

62| { // If no sessions found
63|LABEL_18:

64 WTSFreeMemory (ppSessionInfo);

65 while (1)

66 { // infinite loop

67 mw_nextstage_wrapper(

68 (LPCSTR) (p_EDBTmp + OXF3C),

69 str_pathToSvcHostExe,

70 str_dllhostExe,

71 str_pathToDllhostExe,

72 (BYTE *)p_EDBTmp); // p_EDBTmp[@xF3C] = svchost.exe
73 Sleep(300000u);

74

750 }

76| while (1)

77 |

78 v8 = session_ctr;

79 if ( WTSQuerySessionInformationA(@LL, ppSessionInfo[v8].SessionId, WTSUserName, &iTSUserName, &pBytesReturned) )
80 break; // fallthrough if query fails
81|LABEL_17:

82 if ( ++session_ctr >= pCount ) // check if all sessions have been processed
83 goto LABEL_18;

84| 1}

85| if ( lstrcmpiA(WTSUserName, empty_string) )

86| { // if WTSUserName is not empty
87 Sleep(@xBB8u);

88 FileAttributesA = GetFileAttributesA(str_pathToSvcHostExe);

89 str_pathToD1lhostOrSvchost = str_pathToSvcHostExe;

90 Sessionld = ppSessionInfo[v8].SessionId;

91 if ( FileAttributesA I= -1 )

92 {

93|LABEL_15:

94 mw_nextstage(str_pathToDllhostOrSvchost, SessionId, (BYTE *)p_EDBTmp);
95 goto LABEL_16;

96 ¥

97| }

98| else

99| { // if WTSUserName is empty
Leo if ( lstrcmpiA(ppSessionInfo[v8].pWinStationName, str_Services) )

le1

L@2|LABEL_16:

L83 WTSFreeMemory (WTSUserName) ;

04 goto LABEL_17;

105 ¥

Le6 Sleep(@xBB8u);

Le7 Sessionld = ppSessionInfo[v8].SessionId;

Le8

1@9| str_pathToDllhostOrSvchost = str_pathToDllhostExe;

10| goto LABEL_15;

111y

Enumeration of active sessions

If a session ID is available, the code attempts to duplicate the user token for that session and elevate the duplicated token's
integrity level to S-1-16-12288 (System integrity). It then uses the elevated token to create a child process ( svchost.exe
or dllhost.exe )via CreateProcessAsUserA .

136 strepy((char *)&v66, "S-1-16-12288");

137 LibraryA = LoadlLibraryA("Advapi32.dll");

138 ConvertStringSidToSidA = (BOOL (__stdcall *)(LPCSTR, PSID *))GetProcAddress(LibraryA, "ConvertStringSidToSidA");
139 if ( ((unsigned int (__fastcall *)(LPVOID *, PSID *))ConvertStringSidToSidA)(&v66, &pSid) )
140 {

141 V60 = pSid;

142 v6l = 32;

143 LengthSid = GetLengthSid(pSid);

144 SetTokenInformation(TokenHandle, TokenIntegritylLevel, &v60, LengthSid + 16);

145 dwCreationFlags = 0x2000034;

146 v23 = LoadLibraryA("Userenv.dll");

147 CreateEnvironmentBlock = (BOOL (__stdcall *)(LPVOID *, HANDLE, BOOL))GetProcAddress(

148 v23,

149 "CreateEnvironmentBlock");
150 if ( ((unsigned int (__fastcall *)(LPVOID *, HANDLE, _ int64))CreateEnvironmentBlock)(&v57, TokenHandle, 1LL) )
151

152 1pEnvironment = v57;

153 dwCreationFlags = 0x2000434;

154 }

155 else

156 {

157 1pEnvironment = OLL;

158 v57 = OLL;

159 }

160 ProcessAsUserA = CreateProcessAsUserA(

161 TokenHandle,

162 oLL,

163 str_pathToDllhostOrSvchost,

164 oLL,

165 oLL,

166 o,

167 dwCreationFlags,

168 1pEnvironment,

169 oLL,

170 1pStartupInfo,

171 1pProcessInformation);

Duplication of user token and elevating token privileges
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If token manipulation fails or no session ID is available (system processes can have a session ID of 0), it falls back to

creating a process without a token using CreateProcessA .

The encrypted shellcode C:\ProgramData\Microsoft\DeviceSync\Device\Stage\Data\DevQueryBroker\temp.ini is
decrypted using the same XOR and LZNT1 decompression technique seen previously to decrypt .log files, and APC

injection is used to queue the shellcode for execution in the newly created process’s thread.

250 TokenInformation_1 = (unsigned int)TokenInformation;

251 TokenInformation_2 = (LPVOID)(unsigned int)TokenInformation;

252 pSid = @LL;

253 v4l = LoadLibraryA("ntdll.d11");

254 NtAllocateVirtualMemory = GetProcAddress(v4l, "NtAllocateVirtualMemory");

255 ((void (__fastcall *)(HANDLE, PSID *, _QWORD, LPVOID *, int, int))NtAllocateVirtualMemory)(

256 hProcess,

257 &pSid,

258 oLL,

259 &TokenInformation_2,
260 0x3000,

261 0x40);

262 v43 = LoadLibraryA("ntdll.d11");
263 NtWriteVirtualMemory = GetProcAddress(v43, "NtWriteVirtualMemory");
264 ((void (__fastcall *)(HANDLE, PSID, LPVOID, _QWORD, _QWORD))NtWriteVirtualMemory)(

265 hProcess,

266 pSid,

267 UncompressedTempINI,
268 TokenInformation_1,
269 oLL);

270 v45 = LoadlLibraryA("ntd1ll.d11");

271 NtQueueApcThread = GetProcAddress(v45, “"NtQueueApcThread");

272 ((void (__fastcall *)(PLUID, PSID, PSID, _QWORD, _QWORD))NtQueueApcThread)(h_Thread, pSid, pSid, @LL, @LL);
273 v47 = LoadLibraryA("ntdll.d11");

274 NtResumeThread = GetProcAddress(v47, "NtResumeThread");

275 ((void (__fastcall *)(PLUID, _QWORD))NtResumeThread)(h_Thread, OLL);

APC injection to run GOSAR

Finally, the injected shellcode decrypts DevQueryBrokerCore.log to GOSAR and runs it in the newly created process’s

memory.
~ = spoolsv.exe 2328 907ME  NTAUTHORITY\SYSTEM Spooler SubSystem App
(5] dilhost.exe 6724 017 59.7ME  NTAUTHORITASYSTEM COM Surrogate
(1] svchost.exe 528 026 60.03MB  DESKTOP-OBOD13M\Jia¥uChan Host Process for Windows Ser...

GOSAR injected into dllhost.exe and svchost.exe

GOSAR Introduction

GOSAR is a multi-functional remote access trojan found targeting Windows and Linux systems. This backdoor includes
capabilities such as retrieving system information, taking screenshots, executing commands, keylogging, and much more.
The GOSAR backdoor retains much of QUASAR's core functionality and behavior, while incorporating several

modifications that differentiate it from the original version.

By rewriting malware in modern languages like Go, this can offer reduced detection rates as many antivirus solutions and
malware classifiers struggle to identify malicious strings/characteristics under these new programming constructs. Below is

a good example of an unpacked GOSAR receiving only 5 detections upon upload.

- © 5/72 security vendors flagged this file as malicious Q Follow~  C Reanalyze == Similar~,  More v
/72 796429f1732911e9e9b9e05¢d7e997b0ede2e14709490a1b657673011bc54210 size Last Analysis Date %‘-
Golang part.malz 28.67MB 1dayago EXE
Community
S peexe  detect-debu 64bits  check P checks-memory-available  overlay  calls-wmi
DETECTION DETAILS RELATIONS ASSOCIATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 5
Security vendors' analysis on 2024-11-11T16:23:13UTC v/ LD
Antiy-AVL (@ Trojan(Dropper]/Win32.Agent.a Bkav Pro (@ W64 AlDetectMalware
Cynet @ Malicious (score: 100) Elastic (@ Malicious (high Confidence)
Microsoft (@ Program:Win32/Wacapew.C!ml Acronis (Static ML) © Undetected

Low detection rate on GOSAR VT upload
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Notably, this variant supports multiple platforms, including ELF binaries for Linux systems and traditional PE files for
Windows. This cross-platform capability aligns with the adaptability of Go, making it more versatile than the original .NET-
based QUASAR. Within the following section, we will focus on highlighting GOSAR’s code structure, new features and

additions compared to the open-source version (QUASAR).

GOSAR Code Analysis Overview

Code structure of GOSAR

As the binary retained all its symbols, we were able to reconstruct the source code structure, which was extracted from a

sample of version 0.12.01

v vibrant
services
proto
v pkg
utils
screenshot
v native
windows
screen
regi
plugins
mmr
v hvnc
'f1 vibrant_pkg_native_hvnc__cgo_cmalloc
'f1 vibrant_pkg_native_hvnc__Cfunc_CString
'f vibrant_pkg_native_hvnc_LoadLibrary
'f! vibrant_pkg_native_hvnc_ExcuteCommand
helpers
extensions
crypto
network
v msgs
" resolvers _
'f! vibrant_msgs_init_2
7 vibrant_msgs_init_1
*f1vibrant_msgs_init_0
*f1 vibrant_msgs_init
“f1vibrant_msgs_ResolveMessage
'f! vibrant_msgs_GetMessagelnstanceById
*f vibrant_msgs_GetMessageldByInstance
logs
internal
v = config
*f! vibrant_config_init_0

GOSAR code structure

 vibrant/config: Contains the configuration files for the malware.
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 vibrant/proto: Houses all the Google Protocol Buffers (proto) declarations.

 vibrant/network: Includes functions related to networking, such as the main connection loop, proxy handling and
also thread to configure the firewall and setting up a listener

» vibrant/msgs/resolvers: Defines the commands handled by the malware. These commands are assigned to an object
within the vibrant_msgs_init* functions.

 vibrant/msgs/services: Introduces new functionality, such as running services like keyloggers, clipboard logger,
these services are started in the vibrant_network._ptr_Connection.Start function.

« vibrant/logs: Responsible for logging the malware’s execution. The logs are encrypted with an AES key stored in the
configuration. The malware decrypts the logs in chunks using AES.

« vibrant/pkg/helpers: Contains helper functions used across various malware commands and services.

 vibrant/pkg/screenshot: Handles the screenshot capture functionality on the infected system.

« vibrant/pkg/utils: Includes utility functions, such as generating random values.

« vibrant/pkg/native: Provides functions for calling Windows API (WINAPI) functions.

New Additions to GOSAR
Communication and information gathering

This new variant continues to use the same communication method as the original, based on TCP TLS. Upon connection, it

first sends system information to the C2, with 4 new fields added:

o [PAddress

e AntiVirus

» ClipboardSettings
o Wallets

The list of AntiViruses and digital wallets are initialized in the function vibrant_pkg_helpers_init and can be found at the

bottom of this document.
Services

The malware handles 3 services that are started during the initial connection of the client to the C2:

» vibrant_services_KeyLogger

» vibrant_services_ClipboardLogger

o vibrant_services_TickWriteFile
v2@.cap = 1LL;
github_com_sirupsen_logrus__ptr_Logger_Log(off_7FF7D59290E8, 4u, v28);
runtime_newproc((unsigned int)&w_vibrant_services_KeylLoggervibrant_services_KeylLogger);

runtime_newproc((unsigned int)&w_vibrant_services_ClipboardLogger);
runtime_newproc((unsigned int)&w_vibrant_services_TickWriteFile);

GOSAR services
KeyLogger

The keylogging functionality in GOSAR is implemented in the vibrant_services_KeylLogger function. This feature relies
on Windows APIs to intercept and record keystrokes on the infected system by setting a global Windows hook with
SetWindowsHookEx with the parameter WH_KEYBOARD_LL to monitor low-level keyboard events. The hook function is

named vibrant_services_KeylLogger_funcl .
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HHOOK = vibrant_pkg_native_windows_SetWindowsHookEx(WH_KEYBOARD_LL, (_DWORD)hook_function, @, @);
while (1)
{
p__4_uintptr = (_4_uintptr *)runtis
(*p__4_uintptr)[@] = (uintptr)p_wi
(*p__4_uintptr)[1] = oLL;
*(_OWORD *)&(*p__4_uintptr)[2] = v5;
v16 = (int)p_4_uintptr;
if ( 1((__int64 (__golang *)(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _ int64))golang_org_x_sys_windows__ptr_LazyProc_Call)(
(_DWORD)GetMessage, // GetMessage
(_DWORD)p__4_uintptr,
4,
4,

newobject(&RTYPE__4_uintptr);
_MSG;

GOSAR setting the keylogger
ClipboardLogger

The clipboard logging functionality is straightforward and relies on Windows APIs. It first checks for the availability of
clipboard data using IsClipboardFormatAvailable then retrieves it using GetClipboardData API.

if ( golang_org_x_sys_windows_ ptr_LazyProc_Call(
(windows_LazyProc *)IsClipboardFormatAvailable,
(int)p__1_uintptr,

>

1,
as) )
{
v7 = vibrant_pkg_helpers_waitOpenClipboard();
if (v7)

runtime_UnlockOSThread(v7);
return v5;
}
v8 = (_1_uintptr *)runtime_newobject(&RTYPE__ 1_uintptr);
(*vg)[@e] = 13LL;
v9 = golang_org_x_sys_windows__ ptr_LazyProc_Call((windows_LazyProc *)GetClipboardData, (int)ve, 1, 1, a5);
if ( lvo

GOSAR clipboard logging

TickWriteFile

Both C(lipboardlLogger and KeylLogger services collect data that is written by the TickWriteFile periodically to
directory ( C:\ProgramData\Microsoft\Windows\Start Menu\Programs\diagnostics ) under a file of the current date,
example 2024-11-27 .

It can be decrypted by first subtracting the value 0x1f then xoring it with the value 0x18 as shown in the CyberChef

Recipe ~0mE  input
sus ~on & X " CeECoenaee
DALAECa ECevEbC +EACVAECHaEbZe2dCobi cter .
- WTHIGIKT Shocd
HEX
1f )
XoR A QO
HEX >
18 e
Standard utput
et || uevos || ot | Omotcn case Oragenp Oloyurd
[ Null preserving
<meta http-equiva’Content-Type' contents'text/htnl;charsetsutf-8' charsets'UTF-8' />Log created on 2024-11-27 10:00:20
<style>.h {color:000eff;display: inline; }¢/style>
XML Beautify AN o

< class='n'>

\t

<r>
<o
<b>Quasar - Microsoft Visual Studio - 2024-11-27 10:09:00.610 </b>]

ysis\AppData\Roan: s - 2024-11-27 10:02:36.461 </b>]

<or>[Fs]

<b>[CLIPBOARD_START]</b>

xmp>hmac_lengthe/xmp>

<b>[CLIPBOARD_END]</b>

<br>
<b>[CLIPBOARD_START]</b>
xmp>sube/xmp>
<b>[CLIPBOARD_END] </b>
<or>

CyberChef recipe used to decrypt keylogger logs
Networking setup

After initializing its services, the malware spawns three threads dedicated to its networking setup.

 vibrant_network_ConfigFirewallRule
 vibrant_network_ConfigHosts

 vibrant_network_ConfigAutoListener
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Threads handling networking setup
ConfigFirewallRule

The malware creates an inbound firewall rule for the ports range 51756-51776 under a Chinese name that is translated to
Distributed Transaction Coordinator (LAN) it allows all programs and IP addresses inbound the description is set to
: Inbound rules for the core transaction manager of the Distributed Transaction Coordinator service are managed

remotely through RPC/TCP.

SIHESE IR B2 (LAN) Properties XN SHRTES IR IEES (LAN) Properties x
Protocols and Ports ~ Scope Advanced Local Principals Remote Users General Programs and Services Remote Computers
General Programs and Services Remote Computers Protocols and Ports  Scope  Advanced  Local Principals ~ Remote Users
® This is a predefined rule and some of its properties cannot Protocols and ports
=" be modfied.
General — Protocol type: TCP
Name: Protocol number: 6=
~ R B RE I
Description: Local port: Specific Ports
AHAE L LB ARR S0 E S BERHA 51756-51776
s FE 1S RPCTCP LR A X EEE,
Enabled Bemote port: All Ports
Action
~54 (@ Allow the connection
L& (O Alow the connection ff it is secure Intemet Control Message Protocol
{ICMP) settings:
() Block the connection
III Cancel Apply Cancel Apply
Added firewall rule
ConfigHosts

This function adds an entry to c:\Windows\System32\Drivers\etc\hosts the following 127.0.0.1 micrornetworks.com .
The reason for adding this entry is unclear, but it is likely due to missing functionalities or incomplete features in the

malware's current development stage.
ConfigAutoListener

This functionality of the malware runs an HTTP server listener on the first available port within the range 51756-51776 ,
which was previously allowed by a firewall rule. Interestingly, the server does not handle any commands, which proves that
the malware is still under development. The current version we have only processes a GET request to the URI
/security.js , responding with the string callback(); , any other request returns a 404 error code. This minimal
response could indicate that the server is a placeholder or part of an early development stage, with the potential for more

complex functionalities to be added later

curl 127.8.8.1:51756
404 page not found

C:\Users\analysis
curl 127.0.0.1:
callback();

51756/security.js
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Callback handled by GOSAR
Logs

The malware saves its runtime logs in the directory: %APPDATA%\Roaming\Microsoft\Logs under the filename formatted as:
windows-update-log-<YearMonthDay>.1log .
Each log entry is encrypted with HMAC-AES algorithm; the key is hardcoded in the vibrant_config function, the

following is an example:

[2024-11-27 11:54:29.024] [INFO] [main.go:28] whether to use mutexes: 24533250adfe

[2024-11-27 11:54:29.035] [INFO] [main.go:38] create mutex success, the handle is 488

[2024-11-27 11:54:29.035] [INFO] [conn.go:78] starting services ...

[2024-11-27 11:54:53.473] [INFO] [conn.go:102] connecting to server ...

[2024-11-27 11:54:53.480] [INFO] [fish_helper windows.go:196] all hosts are already in the file.

[2024-11-27 11:54:53.576] [INFO] [fish helper windows.go:249] ready to start auto listener, listening port is 51756
[2024-11-27 11:54:54.784] [INFO] [conn.go:186] connect host 127.0.0.1:1080 success

[2024-11-27 11:54:58.229] [INFO] [sysinfo_helper.go:138] create user identify file

[2024-11-27 11:54:58.230] [INFO] [sysinfo_helper.go:145] user identify file exist, read it

[2024-11-27 11:54:58.231] [INFO] [sysinfo helper.go:151] user identify file content is 5fldalff-d264-4ac9-98a0-ca031285c738

Logs example generated by GOSAR

The attacker can remotely retrieve the malware's runtime logs by issuing the command ResolveGetRunLogs .
Plugins

The malware has the capability to execute plugins, which are PE files downloaded from the C2 and stored on disk encrypted
with an XOR algorithm. These plugins are saved at the path: C:\ProgramData\policy-err.log . To execute a plugin, the

command ResolveDoExecutePlugin is called, it first checks if a plugin is available.

v5 = vibrant_pkg_utils_FileExist((int)"C:\\ProgramData\\policy-err.log", 29);
if ( (_BYTE)vS )
{

GOSAR checking for existence of a plugin to execute

It then loads a native DLL reflectively that is stored in base64 format in the binary named plugins.dll and executes its

export function ExecPlugin .

ProcAddress = vibrant_pkg_native_mmr_memoryGetProcAddress(DLL, "ExecPlugin", @xAuLL, (int)"plugins.dll™, 11);
if ( dword_7FF76E©24B66 )
{
ProcAddress = (mmr_Proc *)runtime_gcWriteBarrier2(ProcAddress);
*y22 = ProcAddress;
v22[1] = (mmr_Proc *)plugins_dll_ExecPlugin;
}
plugins_dll_ExecPlugin = (__inté4)ProcAddress;
if ( "ExecPlugin" )
{

GOSAR loading plugins.dlll and calling ExecPlugin

ExecPlugin creates a suspended process of C:\Windows\System32\msiexec.exe with the arguments /package /quiet .
It then queues Asynchronous Procedure Calls (APC) to the process's main thread. When the thread is resumed, the queued

shellcode is executed.
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LibraryA = LoadLibraryA("ntdll.d11");
NtAllocateVirtualMemory = GetProcAddress(LibraryA, "NtAllocateVirtualMemory");
NtQueueApcThread = GetProcAddress(LibraryA, "NtQueueApcThread");
StartupInfo.cb = 184;
NtResumeThread = GetProcAddress(LibraryA, "NtResumeThread");
memset (&StartupInfo.cb + 1, @, 100);
v4 = (char *)operator new(@xleduLL);
strepy(v4, ™ /package /quiet");
if ( !CreateProcessA(
"C:\\Windows\\System32\\msiexec.exe",
vé,
aLL,
oLL,
a.!
x28ee834u,
oLL,
eLL,
&StartupInfo,
&ProcessInformation) )
return @;

GOSAR plugin module injecting a PE in msiexec.exe

The shellcode reads the encrypted plugin stored at C:\ProgramData\policy-err.log , decrypts it using a hardcoded 1-byte
XOR key, and reflectively loads and executes it.

HVNC

The malware supports hidden VNC(HVNC) through the existing socket, it exposes 5 commands

¢ ResolveHVNCCommand

e ResolveGetHVNCScreen

* ResolveStopHVNC

* ResolveDoHVNCKeyboardEvent
» ResolveDoHVNCMouseEvent

The first command that is executed is ResolveGetHVNCScreen which will first initialise it and set up a view, it uses an

embedded native DLL HiddenDesktop.dll in base64 format, the DLL is reflectively loaded into memory and executed.
The DLL is responsible for executing low level APIs to setup the HVNC, with a total of 7 exported functions:

» ExcuteCommand

» DoMouseScroll

* DoMouseRightClick
¢ DoMouseMove

» DoMouseLeftClick
¢ DoKeyPress

e CaptureScreen

The first export function called is Initialise to initialise a desktop with CreateDesktopA API. This HVNC
implementation handles 17 commands in total that can be found in ExcuteCommand export, as noted it does have a typo in

the name, the command ID is forwarded from the malware’s command ResolveHVNCCommand that will call

ExcuteCommand .
Command L.
Description
ID
0x401 The function first disables taskbar button grouping by setting the TaskbarGlomLevel registry key to 2

under Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced . Next, it ensures the taskbar is
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Command
D Description
always visible and on top by using SHAppBarMessage with the ABM_SETSTATE command, setting the
state to ABS_ALWAYSONTOP .
0x402 Spawns a RUN dialog box by executing the 61th export function of
shell32.d1l . C:\Windows\system32\rund1132.exe shell32.d1l,#61
0x403 Runs an instance of powershell.exe
0x404 Executes a PE file stored in C:\\ProgramData\\shell.log
0x405 Runs an instance of chrome.exe
0x406 Runs an instance of msedge.exe
0x407 Runs an instance of firefox.exe
0x408 Runs an instance of iexplore.exe
0x409 Runs an instance of 360se.exe
0x40A Runs an instance of 360ChromeX.exe .
0x40B Runs an instance of SogouExplorer.exe
0x40C Close current window
0x40D Minimizes the specified window
0x40E Activates the window and displays it as a maximized window
0x40F Kills the process of a window
0x410 Sets the clipboard
0x411 Clears the Clipboard
Screenshot

The malware loads reflectively the third and last PE DLL embedded in base64 format named Capture.dll , it has 5 export

functions:

e CaptureFirstScreen
e CaptureNextScreen
* GetBitmapInfo

» GetBitmapInfoSize
e SetQuality

The library is first initialized by calling resolvers_ResolveGetBitmapInfo that reflectively loads and executes its

D1lEntryPoint which will setup the screen capture structures using common Windows APIs like CreateCompatibleDC ,

CreateCompatibleBitmap and CreateDIBSection . The 2 export functions CaptureFirstScreen and CaptureNextScreen

are used to capture a screenshot of the victim's desktop as a JPEG image.

Observation
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Interestingly, the original . NET QUASAR server can still be used to receive beaconing from GOSAR samples, as they have
retained the same communication protocol. However, operational use of it would require significant modifications to support
GOSAR functionalities.

It is unclear whether the authors updated or extended the open source .NET QUASAR server, or developed a completely

new one. It is worth mentioning that they have retained the default listening port, 1080, consistent with the original

implementation.

New functionality

The following table provides a description of all the newly added commands:

New commands
ResolveDoRoboCopy
ResolveDoCompressFiles
ResolveDoExtractFile
ResolveDoCopyFiles
ResolveGetRunLogs
ResolveHVNCCommand
ResolveGetHVNCScreen

ResolveStopHVNC

ResolveDoHVNCKeyboardEvent

ResolveDoHVNCMouseEvent

ResolveDoExecutePlugin
ResolveGetProcesses

ResolveDoProcessStart

Executes RoboCopy command to copy files
Compress files in a zip format

Extract a zip file

Copies a directory or file in the infected machine

Get available logs

Execute a HVNC command
Initiate HVNC

Stop the HVNC session

Send keyboard event to the HVNC
Send mouse event to the HVNC
Execute a plugin

Get a list of running processes

Start a process

ResolveDoProcessEnd Kill a process

ResolveGetBitmapInfo Retrieve the BITMAPINFO structure for the current screen's display settings
ResolveGetMonitors Enumerate victim’s display monitors with EnumDisplayMonitors API
ResolveGetDesktop Start screen capture functionality

ResolveStopGetDesktop Stop the screen capture functionality

ResolveNewShellExecute Opens pipes to a spawned cmd.exe process and send commands to it

ResolveGetSchTasks Get scheduled tasks by running the command schtasks /query /fo list /v
ResolveGetScreenshot Capture a screenshot of the victim’s desktop
ResolveGetServices Get the list of services with a WMI query: select * from Win32_Service

ResolveDoServiceOperation Start or stop a service
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New commands

ResolveDoDisableMultiLogon

ResolveDoRestoreNLA

ResolveGetRemoteClientInformation

ResolveDolnstallWrapper

ResolveDoUninstallWrapper

ResolveDoRecoverPrivileges

ResolveGetRemoteSessions
ResolveDoLogoffSession
ResolveGetSystemInfo
ResolveGetConnections

ResolveDoCloseConnection

Disable multiple session by user by setting the value fSingleSessionPerUser
to 1 under the key
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\TerminalServer

Restores the security settings for Remote Desktop Protocol (RDP), enabling
Network Level Authentication (NLA) and enforcing SSL/TLS encryption for

secure communication.

Get a list of all local users that are enabled, the RDP port and LAN IP and OS

specific information: DisplayVersion, SystemRoot and

CurrentBuildNumber extracted from the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion

Setup a Hidden Remote Desktop Protocol (HRDP)
Uninstall HRDP

Restores the original HKEY_LOCAL_MACHINE\\SAM\\SAM registry before changes
were made during the installation of the HRDP

Retrieve information about the RDP sessions on the machine.
Logoff RDP session with ** WTSLogoffSession ** API

Get system information

Get all the connections in the machine

Not implemented

Malware and MITRE ATT&CK

Elastic uses the MITRE ATT&CK framework to document common tactics, techniques, and procedures that threats use

against enterprise networks.

Tactics

Tactics represent the why of a technique or sub-technique. It is the adversary’s tactical goal: the reason for performing an

action.

e Collection

e Command and Control
o Defense Evasion

¢ Discovery

o Execution

o Exfiltration

¢ Persistence

 Privilege Escalation

Techniques

Techniques represent how an adversary achieves a tactical goal by performing an action.

o Hijack Execution Flow: DLL Side-Loading
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* Input Capture: Keylogging

e Process Injection: Asynchronous Procedure Call

e Process Discovery

o Hide Artifacts: Hidden Window

e Create or Modify System Process: Windows Service

» Non-Standard Port

¢ Abuse Elevation Control Mechanism: Bypass User Account Control

o Obfuscated Files or Information

» Impair Defenses: Disable or Modify Tools

o Virtualization/Sandbox Evasion: Time Based Evasion
Mitigating REF3864
Detection

o Potential Antimalware Scan Interface Bypass via PowerShell
o Unusual Print Spooler Child Process

» Execution from Unusual Directory - Command Line

o External IP Lookup from Non-Browser Process

o Unusual Parent-Child Relationship

¢ Unusual Network Connection via DIIHost

o Unusual Persistence via Services Registry

o Parent Process PID Spoofing

Prevention

» Network Connection via Process with Unusual Arguments

o Potential Masquerading as SVCHOST

e Network Module Loaded from Suspicious Unbacked Memory
o UAC Bypass via ICMLuaUtil Elevated COM Interface

o Potential Image L.oad with a Spoofed Creation Time

YARA

Elastic Security has created YARA rules to identify this activity.

e Multi.Trojan.Gosar

o Windows.Trojan.SadBridge

Observations

The following observables were discussed in this research:

Observable

opera-x[.]net

teledown-cn[.Jcom

15af8c34e25268b79022d3434aa4b823ad9d34f3efc6a8124ecf0276700ecc39
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Type Name

domain-

name

domain-

name

SHA-

NetFxRepairTools.msi
256

Reference

Landing p

Landing p

MSI


https://attack.mitre.org/techniques/T1056/001/
https://attack.mitre.org/techniques/T1055/004/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1564/003/
https://attack.mitre.org/techniques/T1543/003/
https://attack.mitre.org/techniques/T1571/
https://attack.mitre.org/techniques/T1548/002/
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1497/003/
https://github.com/elastic/detection-rules/blob/main/rules/windows/defense_evasion_amsi_bypass_powershell.toml
https://github.com/elastic/detection-rules/blob/main/rules/windows/privilege_escalation_unusual_printspooler_childprocess.toml
https://github.com/elastic/detection-rules/blob/main/rules/windows/execution_from_unusual_path_cmdline.toml
https://www.elastic.co/guide/en/security/current/external-ip-lookup-from-non-browser-process.html
https://github.com/elastic/detection-rules/blob/main/rules/windows/privilege_escalation_unusual_parentchild_relationship.toml
https://github.com/elastic/detection-rules/blob/main/rules/windows/defense_evasion_unusual_network_connection_via_dllhost.toml
https://github.com/elastic/detection-rules/blob/main/rules/windows/persistence_services_registry.toml
https://github.com/elastic/detection-rules/blob/main/rules/windows/defense_evasion_parent_process_pid_spoofing.toml
https://github.com/elastic/endpoint-rules/blob/main/rules/windows/defense_evasion_masquerading_process_with_unusual_args_and_netcon.toml
https://github.com/elastic/endpoint-rules/blob/main/rules/windows/defense_evasion_unusual_svchost.toml
https://github.com/elastic/endpoint-rules/blob/main/rules/windows/defense_evasion_netcon_dll_suspicious_callstack.toml
https://github.com/elastic/endpoint-rules/blob/95b23ae32ce1445a8a2f333dab973de313b14016/rules/windows/privilege_escalation_uac_bypass_com_interface_icmluautil.toml
https://github.com/elastic/endpoint-rules/blob/main/rules/windows/defense_evasion_susp_imageload_timestomp.toml
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Multi_Trojan_Gosar.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Trojan_SadBridge.yar
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Observable Type Name Reference

SHA- )
accd651f58dd3f7eaaa06df051e4c09d2edac67bb046a2dcb262aa6db4291de7 256 xb4bridge.dll SADBRIL

SHA-
7964a9f1732911e9e9b9e05cd7e997b0ede2e14709490a1b657673011bc54210 256 GOSAR

domain- GOSAR C
ferp.googledns|.Jio

name Server

domain- GOSAR C
hk-dns.secssl[.]Jcom

name Server

domain- GOSAR C
hk-dns.winsiked[.]Jcom

name Server

domain- GOSAR C
hk-dns.wkossclsaleklddeff[.]is

name Server

domain- GOSAR C
hk-dns.wkossclsaleklddeff[.]io

name Server
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Appendix

Hashing algorithm (SADBRIDGE)

def ror(x, n, max_bits=32) -> int:

"""Rotate right within a max bit limit, default 32-bit."""

n %= max_bits

return ((x > n) | (x << (max_bits - n))) & (2**max_bits - 1)
def ror_13(data) -> int:

data = data.encode('ascii')

hash_value = 0

for byte in data:

hash_value = ror(hash_value, 13)

if byte >= 0x61:
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byte -= 32 # Convert to uppercase

hash_value = (hash_value + byte) & OxFFFFFFFF

return hash_value
def generate_hash(data, dll1) -> int:
dl1_hash = ror_13(d1ll)
result = (dll_hash + ror_13(data)) & OxFFFFFFFF

return hex(result)

AV products checked in GOSAR

360sd.exe
360tray.exe
a2guard.exe
ad-watch.exe
arcatasksservice.exe
ashdisp.exe
avcenter.exe
avg.exe
avgaurd.exe
avgwdsvc.exe
avk.exe

avp.exe

avp.exe
avwatchservice.exe
ayagent.aye
baidusdsvc.exe
bkavservice.exe
ccapp.exe
ccSetMgr.exe
ccsvchst.exe
cksoftshiedantivirus4.exe
cleaner8.exe

cmctrayicon.exe

kswebshield.exe
kvmonxp.exe
kxetray.exe
mcshield.exe
mcshield.exe
miner.exe
mongoosagui.exe
mpmon.exe
msmpeng.exe
mssecess.exe
nspupsvc.exe
ntrtscan.exe
patray.exe
pcentmon.exe
psafesystray.exe
qqpcrtp.exe
quhlpsvc.EXE
ravmond.exe
remupd.exe
rfwmain.exe
rtvscan.exe
safedog.exe

savprogress.exe
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360sd.exe

coranticontrolcenter32.exe

cpf.exe
egui.exe
f-prot. EXE
f-prot.exe
f-secure.exe
fortitray.exe
hipstray.exe
iptray.exe
k7tsecurity.exe
knsdtray.exe
kpfwtray.exe

ksafe.exe
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kswebshield.exe
sbamsvc.exe

spidernt.exe
spywareterminatorshield.exe
tmbmsrv.exe

unthreat.exe

usysdiag.exe

v3svc.exe

vba32lder.exe

vsmon.exe

VSServ.exe

wsctrl.exe
yunsuo_agent_daemon.exe

yunsuo_agent_service.exe

Source: https://www.elastic.co/security-labs/under-the-sadbridge-with-gosar
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