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A Tale of Two Shells

Published: 2022-02-18 - Archived: 2026-04-05 18:43:16 UTC

Although not utilized in attacks for initial access, web shells remain a go-to for all sorts of attackers, from cyber

criminals to APT’s when it comes to post-exploitation.

The server-side component of a web shell can be as short as one line of code, commonly in PHP. The China
Chopper web shell has long been utilized post exploit to blend in network traffic, providing the attacker full

command prompt access to move around the network.

Not knowing much about web shells or their functions, I decided to dig into a few possibly lesser-known web

shells that may well overtake China Chopper someday in popularity.

Each program discussed in this post was downloaded and run in my home lab against a Windows Server 2019

running an IIS server.
In no particular order, the web shells discussed below:

e Rebeyond Behinder Web Shell v3.0.11
e rebeyond-Mode v.3.2.7

Recent Sightings

Recently, Avast identified an unknown threat actor uploaded the Behinder Web Shell (discussed more below) in an

intrusion against computer systems belonging to the National Games of China.

Mandiant and Palo Alto’s Unit42 have also reported on Behinder and Godzilla web shells deployed upon initial

access in high-profile intrusions such as SonicWall, and ProxyShell.

Rebeyond Behinder Web Shell

Also referred to as Ice Scorpion, Behinder is publicly available and maintained by GitHub user rebeyond.
Behinder is compatible with Windows, Linux, and MacOS operating systems.

Upon running the shell, a similar client is opened with a few options to get started. Figure 1 shows the Behinder

GUI with a successfully connected web shell listed.
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BEPATFIELRE EEMP | Jki8 v3.0 Beta 11 [t00IsEhR ] By rebeyond

Figure 1: Behinder GUI with one successful victim connection

Written in Java, the above client comes in a JAR file alongside multiple shells written in JSP, C#, PHP, ASP, and
ASPX.

reporting
start

session_write_close
file_get_contents
extension_loaded

strilen

openssl_decrypt

}
{
1
}

explode

cf __invoke
call_user_func =

Figure 2: PHP shell, Behinder (left), Avast GitHub (right)

In Avast’s reporting, the attackers utilized the default PHP web shell in their attack. Figure 2 compares both the
Behinder PHP shell (left) and the PHP shell provided by Avast (right).

Behinder utilizes a hardcoded key for encrypted communications, consisting of the first 16 characters of the MD5

hash of the word rebeyond.

The key can be changed as needed before deploying the shell, but as seen above sometimes the default settings are
good enough.

Capabilities
Once the shell is connected, a second window opens providng the attacker with a range of commands and plugins.
Behinder provides:

o virtual terminal for command execution
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and deletion)

custom shells for additional persistence

support for Meterpeter and Cobalt Strike

in-memory web shell injection

URL: | http://172.16.42.216/shell.php

BAEE | SYHT | ENSE | ZHEE | AFZFE | R¥shel

BIEFEE | BEXMRBE | FT=E | VRS

&R | EWER

‘php

System Windows NT WIN-3HETEMNLN37Y 10.0 build 17763 (Windows Server 2016) AMD64
Build Date Nov 24 2020 21:54:37

Build System Microsoft Windows Server 2016 Standard [10.0.14393]

Compiler Visual C++ 2019

Architecture x64

Configure Command

cscript /nologo Je:jscript configure.js "—enable-snapshot-build" "-—-enable-debug-pack” "-disable-zts"
"—with-pdo-oci=c:\php-snap-build\dep-aux\oracle\x6\instantclient_12_1\sdkshared" "--with-ocig-
12e=c:\php-snap-buildidep-aux\oracle\x64\instantclient 12 _1\sdk,shared" "-enable-object-out-
dir=../obj/" "—-enable-com-dotnet=shared" "-without-analyzer" "-with-pgo"

Server APl

CGI/FastCGl

Virtual Directory Support

disabled

Configuration File {php.ini) Path

no value

Loaded Configuration File

C:\Program Files\PHP\v8.0\php.ini

Scan this dir for additional .ini files (none)
Additional .ini files parsed {none)
PHP API 20200930
PHP Extension 20200930
Zend Extension 420200930

Zend Extension Build

API420200930,NT5,V516

PHP Extension Build

API20200930,NTS V516

Debug Build no
Thread Safety disabled
Zend Signal Handling disabled
Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

IPv6 Subnort
<

[OK]EREALT) , B fEEIRAL.

enabled

K8 v3.0 Beta 11 [t00Is%hR ]

v

By rebeyond

Figure 3: Basic PHP Info
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URL: | http://172.16.42.216/shell.php Bl

BAER | 9T | ENEE | XHEE | AFFE | R¥shel | REFEE |  BEXRBE | FiTZE | FRHE | &85F | EFRER

EHEER

1Pt - 127.0.0.1 mH: 9090 Metepreter '@ Shell Cobalt Strike & BINE

BHLA

TF2VPS

BT

ERMEERLIH ki85 v3.0 Beta 11 [t00IsEhE] By rebeyond

Figure 4: Support for Meterpreter & Cobalt Strike
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URL: | http://172.16.42.216/shell.php
BAER | T | ENEE | XHEE | AMZFE | R¥shell | MIEFER | BEXMR | TiT=E | ¥ RIE
ELaH Bz Cy
v = C/
$Recycle.Bin EiF i fE4adia
Documents and Settings $Recycle.Bin 0 2022-01-1522:08:41
PerfLogs Documents and Settings 4096 2022-02-12 00:27:15
Program Files PerfLogs 0 2022-01-15 22:57:59
Program Files (x86) Program Files 4096 2022-02-12 00:49:22
ProgramData Program Files (x86) 4096 2022-02-11 23:44:10
Recovery ProgramData 4096 2022-02-11 14:28:13
Sysmon Recovery 0 2022-01-16 15:07:08
System Volume Informat... Sysmon 0 2022-02-10 18:26:29
Users B8 Sysmon.zip 3259770 2022-02-1018:21:12
Windows System Volume Informa... 4096 2022-02-08 19:31:14
inetpub Users 4096 2022-02-12 00:27:15
pagefile.sys Windows 16384 2022-02-11 14:36:16
= D:f inetpub 0 2022-02-08 19:30:43
pagefile.sys 1970-01-01 09:00:00
reallyimportant.txt 199 2022-02-1317:32:35
B RiN$ERELh

EBiER

ETx | ENER

17

1R
R/-/-
R/-/-
_Jl‘ _J'_
R/-1-
R/-/-
R/W/-
RJ-f-
R/-1-
R/-/-
,Ji 'j' -
R/-/-
R/-1-
R/~
_Ji _J‘ -
RJ-/-

Jk$8 v3.0 Beta 11 [t00Is¥iR] | By rebeyond

Figure 5: File Manager

The Code Behind The Shell

I could spend this whole post on the capabilities and options present in the GUI, but that isn’t much fun or

informative.

What caught my eye was the in-memory web shell referred to as MemShell (Figure 6), as well as an exciting

variable seen throughout the code named “antiAgent.”

EARED x

EAZER ;| Agent ~
EARE | /memshell ]
3t
ISR % BIFIVMEIZEGIA | ATERATEREEIA  ANSRERNATIGEEREA
LK +3e3

Figure 6: MemShell injection window
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Starting from the title of the window in Figure 6, the MemShell option translates (thanks to Google Translate) to

“Inject Memory Horse”.
Working down the window, the options are as follows:

¢ injection type
e injection path

e Anti-detection
This memory horse injection method was added to Behinder in an April 2021 update.

The red text warns the attacker that utilizing anti-detection will require a container restart before attempting

injection again (if there is a more precise translation of the above, please reach out).

tance(new Object[]{k

[1{string.class}).invoke(Decoder, new Object[]{request

tionbomain, class});|

security.SecureClassLoader.c

Figure 7: Shellcode and in memory functions

The try block in Figure 7 implements MemShell utilizing similar classes and methods to those identified for the
standard Behinder component. The multiple calls to java.lang.reflect allow the code to obtain classes in memory

that would otherwise not be available.

ut("password"
params . put("antiAgent
final byte[] i E Key, this.encryptType, “MemShell®, (Map)params, this.currentType);
final Map<str ject> )utils.requestAndParse(this.currentUrl, (Map)this.currentHeaders, data, this.beginIndex, this.endIndex);
final byte[]
final String resultTxt t Crypt.Decrypt(resData, this.currentkey, this.encryptType, this.currentType))
final JSONObject r e ject(resultTxt);

Lt.keySet()) {
result.put(k ( t)new String(Base64.decode(result.getString(key)), "UTF-8"));

}
return result;

Figure 8: Inject MemShell and antiAgent
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public JSONObject loadLibraryAndAntiAgent(final String fileContent) throws Exception {
i ing, String> params = new LinkedHashMap<string, string>();

ileConten

final byte[] data (! Dpata(this "LoadNativeLibrary”, (Map)params, this.currentType);
final Map<String, j resultobj (Ma ring j equestAndPa his.currenturl, lap)this.currentHeaders, data, this.beginIndex, this.endIndex)
final byte[] resbata = resultobj
final String resultT rypt{resData, this.currentKey, t ncryptType, this.currentType));
final JSONObject resul new JSONObject(resultTxt);
for (final String key t.keyset()) {

result.put(key, (Object)new String(Base64.decode(result.getString(key)), "UTF-8"));
1

return result;

public JSONObject anti ows Exceptio
final Maj > par: <String, Strin
params.put(

3 a this.encryptType, “LoadNativelLibrary®, (Map)params, this.currentType);
final Map<stri e e <5t h
final byte[] re

return result;

Figure 9: More antiAgent

Other than the above two images, we do not see the antiAgent parameter utilized until (Figure 9).

public void doAgentShell(final boolean antiAgent) throws Exception {
try {
final Class VirtualMachineCls = Classloader.getSystemClassLoader().loadClass( "com.sun.tools.attach.VirtualMachine");
final Method attachMethod = VirtualMachineCls.getDeclaredMethod("attach", String.class);
final Method loadAgentMethod = VirtualMachineCls.getDeclaredMethod("loadAgent", String.class, String.class);

final Object obj = attachMethod.invoke(VirtualMachineCls, getCurrentPID());
loadAgentMethod.invoke(obj, MemShell.libPath, baseb4encode(MemShell.path) + "|" + base64encode(MemShell.password));
final String osInfo = System.getProperty("os.name").toLowerCase();
if (osInfo.indexOf( "windows") < @ & osInfo.indexOf("winnt") < @ & osInfo.indexOf("linux") = @ & antiAgent) {
final String fileName = "/tmp/.java_pid" + getCurrentPID();
new File(fileName).delete();

Figure 10: doAgentShell method

Starting at line 741, the code loops through operating systems and versions, and if it is deemed the target is a

Linux system and the antiAgent option is set, the file /tmp/.jav_pid[CurrentPID] is deleted.

Running the web shell on a *nix system results in error. The Java error is a known issue that has been open since
June 2021. The anti-detection feature was first introduced in version 2 and may represent dead code the developer

forgot to remove.
Network Traffic

Capturing the network traffic in my home lab enables a unique view of typical Behinder traffic, albeit from a

much less noisy environment.

The encoded text seen in Figure 12 consists of the base64 encoded and AES encrypted (with the key “rebeyond”).

62 181.7608362 172.16.42.128 172.16.42.216 HTTP 689 POST /shell.php HTTP/1.1 (application/x-www-form-urlencoded)
64 181.953659 172.16.42.216 172.16.42.128 HTTP 466 HTTP/1.1 208 OK (text/html)
115 220.254940 172.16.42.128 172.16.42.216 HTTP 310 POST /shell.php HTTP/1.1 (application/x-www-form-urlencoded)
117 228.367744 172.16.42.216 172.16.42.128 HTTP 3944 HTTP/1.1 208 OK (text/html)
181 418.574260 172.16.42.128 172.16.42.216 HTTP 689 POST /shell.php HTTP/1.1 (application/x-www-form-urlencoded)
183 411.015824 172.16.42.216 172.16.42.128 HTTP 13@53 HTTP/1.1 20@ OK (text/html)

Figure 11: Packet capture of POST requests over port 80
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POST /shell.php HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=@.9,image /webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=8.9,en-US;q=0.8,en;0=0.7

Content-type: application/x-www-form-urlencoded

Referer: http://172.16.42.216/shell.php

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.8.4147.125 Safari/537.36
Cache-Control: no-cache

Pragma: no-cache

Host: 172.16.42.216

Content-Length: 5748

Cookie: PHPSESSID=199fpfta8fibpuvapSndsgthbj;PHPSESSID=199fpftasfibpuvapsndsgthbj

Connection: close

IMN1yNMEOZVAVSWotQHP It BF4b21y ToNK 7 LFdUnN7 zmyQF £/ zaiGwUHg+BS1RrSQAWVdopi iVez § pFL yUBRANYoIGgtn557d Tokwwo/ 7PwvFbbo3Zpl148L+
+SawBYFYdic+roWOb02rbonnTa52P57V80wUz1pr1DUDt + THFdBSWpncCk+Biux1boH7ggInVE3IMreDeNu7VXBx611HU2RrygSVYSIRIQIFF 7k jIYzLv7UbmaBbi F2pwZ x@xaQuiwliflod
Dwagbk1KIyGvd1lY28538chVY4FxrH3v7Cbi+CBUchBXvuOyybBfAnfmdcOM2ZCOMB+Ic6+NA26Wp1VmNAM3SnXgdwF 7YseNw0ly7Zf45TFexcco5ADW3jV7s1cQHXVSTIoLY3Z7 JeHezM7pB
RCIPU4q181A1§e9iNBKZ1x1820Ys1Q9XjhXkLeMV0aCm1 PranOp2 gqmG2xVeeMPVP4yR1a3wwnsYbe 7pBRCEIFNCLY7XM3KATNAGVZe 1 i xyonetkoaTSe+xZK190gvKWEQU/
Q51n1LHOPKKQwVi82T/91HdH5FpBTn6Eo7+iMEcdqw/aN/ ATIOTWBWxLmMgczMINS@YTOF6D/ 21 IW22emYUMISEBNIOyDeF In/

Figure 12: Behinder HTTP POST request with encoded data in HTTP body

K8dMKH+jvgkxhKTu+aZZzR3RmG1 TxPqKFV0Bx5aZAulyqAjOSZQZZWCq20Yny zXGY+zASNZPWtBvdyZ9x7U=HTTR/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Content-Type: text/html; charset=UTF-8

Expires: Thu, 19 Nov 1981 ©8:52:@@ GMT

Server: Microsoft-IIS/19.@

X-Powered-By: PHP/B.8.0

X-Powered-By: ASP.NET

Date: Tue, 15 Feb 2822 11:44:39 GMT

Connection: close

Content-Length: 12675

- .mAUYLzmqn5QPDkyT51vSpefjiBule7@47YjfezwyYoj4AudLeakK £52qrXS/J0/ TBa8YUiYpIThaHWme xR Ty fcGP5DTzud1dg4Ec zpMBk ToF 2ps zwuG7be J4mONnSx/
hIGOYTDpP7HWQMSTZLV410UHFIeL /MhvIipvYmUPZh3p]7mGOBrS+FMADBWTavI7vvBESMYQYLCAtBIwN+DD2vXI9 x4 INNpKkSQNMNtE0yY ZMK1Y+6Fy+vn+MEBkAYFX0jSoexkm+U/
mzx4CLD81syCG3jhid/P2]j8WWLugBGIGHOHgamaZNxCnOr+dnwruawwsyY8Va4PIYiRM18]6RatwO4rwlyBOtvyOEPtd1ITetMunde/
FCAXVIVLhO9XVLL9tutHxbMHaxyvIssd85s@8y+96hN1CcS585i0bFdpY70RHbX@TBhIqksFPIZ7mVNb+FpS5123RGIg/
KRDSYwZocfQjl1SE3Ken7IbB71tImQakqWpIlkINIcEAZUVHIINHFXQWLOSBbUFWNSSUZ+CrgeXYW+ED43b5blyZajdbrCiPNFFHPELCKL/gimB270XRIcM3BNSU/BPucUcdocMR/
ksfKeZEmeRoTwunnSdcelL4P3HwDINAXYFA19BIMDo3VXAEBVI tUDeONoy Z9G0rdj Cy ZWNMmDCZe 2uT0ZVYPUHF j /e FQESvuFQqV7hagYFrn/
ZrBZtve1Q0Re2pbalEIWk]47+X52Z1+Q93 IWtHYy95vUFemmWOMNQD1 ks dEZwaRt pymFpovH3Zx JmWS6tGCVBNUpk pmCdsmlbow+0AZn 3dyolpiNHLKhhZek /
hBcK1+eNURSEZs5Y+9D5Zh3QFYDvwKeLD4EeY+25ke /kxROBbgBTKNI13TUspOG7VnInVrKTtvdVA4NL33cCE1BWIQXTbexe0xaAl]oPAYS9+52B3hynMISbatHeBFPMAU/
MoOdXRnK7SELz/VbRV57bj96B+MIn5YuplhoXshBo90rNoZ7op2uBVe /237 /

Figure 13: Response from target

Rebeyond-Mode

Rebeyond-Mode, or “Modified Rebeyond” is precisely what the title states. Actively maintained by GitHub user
angels520, much of this modified web shell is an exact copy of the Behinder web shell, offering a few bells and

whistles.
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README.md

rebeyond-Mode

FAFRBEITRRESES), BILATIEERRE.
A [a)faa] AiRissues -
fRE®1S: Helloword
FMEER A ARS bytecode
#H32BFEE [BIOHEIREEFTE):

1. {8 profile3z#F

2. {EMRLTH &

3. B &url

4. GUIETL

5. apsxAF DS
6. EMjspRED

#H3N1EFEE:

1. e nprofileX #F
£%13.2 MACIR) IR B21E8E, M1 sqlitehRABEL2EHR, mac 12 1B EEKREEREIFERE, mimikatzBE25215[E
B ARE ] :

URL:  http://192.168.47.203:81/shell.php

5 Kodshell HUEREE B=WAE HEEEE B SR EFES

Mimikatz===> "version”

"version”

HAHEE TTHIMIKALL 2.2V (X04) # 19041 FED 1£ 2UZZ 16:41T.U>

A A 3. "A La Vie, A L'Amour” - (oe.e0)

## [\ ## /*** Benjamin DELPY "gentilkiwi" ( benjamin@gentilkiwi.com )
#H\ [ ## > https://blog.gentilkiwi.com/mimikatz

#H# v Vincent LE TOUX ( vincent.letoux@gmail.com )
gty > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz(commandline) # coffee

TR EREANRD ...

Figure 14: rebeyond-Mode GitHub page

As you can see from Figure 14, except for some highlighting, the client GUI looks very similar to Behinder. The

server-side payloads are also the same, even using the rebeyond hardcoded key.

Unlike Behinder, rebeyond-Mode provides the attacker with options to add a default page referred to as a profile if

a defender or anyone else were to navigate to the web shell (Figure 15).

Additional obfuscation of the commands can also be toggled between True and False.

Page 9 of 11



https://cyberandramen.net/2022/02 /18 /a-tale-of-two-shells/

#iifishell
RE SA  fitEEH Q

URL : http://172.16.42.216/shell.php

FAIE5%

5 - b d
=55 rebeyoni P
B MR :
— bt.profile
B oeprofie MR
test.profile
500.profile
google.profile
403.profile
= R L -
REXERE: | 0aprofile
github.profile
401.profile
&it
WARTEERE ToEEReE TR yY3.2 | iBZATIEERE|By Angels

4

Figure 15: rebeyond-Mode’s default profiles

» Back to GitHub.com
+ Changelog
» Resources

Search by Keyword

Search

= enterprise
+ saml
* users

Additional fields when exporting user details
January 21, 2022

-in
##payload##

Organization owners on GitHub.com and GitHub Enterprise Cloud can now export the date of last activity for members, as well as their SAML NamelD, and details on
whether the member is an organization administrator or organization member. For more info, see our docs.

JSON

2FA ~ Role ~
csv

GitHub
Product

« Features

+ Security

« Enterprise

« Customer Stories
+ Pricing

» Resources

Platform

Figure 16: Default GitHub profile
You may have missed it in Figure 16, but near the middle left of the page, is the text “##payload##”.
rebeyond-Mode also offers the MemShell option for JSP and ASPX, however I did not test the functionality.

Packet captures for rebeyond-Mode were purposefully left out as the network traffic is very similar to Behinder.
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Conclusion

Both Behinder and rebeyond-Mode may not be as famous as China Chopper, TwoFace, or Godzilla; however,
their frequent updates to extend functionality could soon see them surpassing the aforementioned post-exploitation

tools.

If you made it this far, thank you for reading. I hope to create a part two of this article identifying possible

detection ideas for both Behinder and rebeyond-Mode.
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