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LockBit ransomware returns to attacks with new encryptors, servers

By Lawrence Abrams
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The LockBit ransomware gang is once again conducting attacks, using updated encryptors with ransom notes linking to new

servers after last week's law enforcement disruption.

Last week, the NCA, FBI, and Europol conducted a coordinated disruption called 'Operation Cronos' against the LockBit

ransomware operation.

As part of this operation, law enforcement seized infrastructure, retrieved decryptors, and, in an embarrassing moment for

LockBit, converted the ransomware gang's data leak site into a police press portal.

Page 1 of 5


https://www.bleepingcomputer.com/news/security/police-arrest-lockbit-ransomware-members-release-decryptor-in-global-crackdown/

https://www.bleepingcomputer.com /news/security/lockbit-ransomware-returns-to-attacks-with-new-encryptors-servers/

Page 2 of 5



https://www.bleepingcom puter.com /news/security/lockbit-ransomware-returns-to-attacks-with-new-encryptors-servers/

Visit Advertiser websiteGO TO PAGE

eve LockBit BLOG x|+ v

c ué i html w O # =

- JN | EAKED D

THIS SITE IS NOW UNDER THE CONTROL OF THE UK, THE

US AND THE CRONOS TASK FORCE
National Crime Agency

Press Releases LB Backend Leaks L i Who is LockbitSupp?

‘The $10m question

NI = NCA S Frem " e
iy T National Crime Agency LOCKLEDR]

Lockbit Decryption Keys Recovery Tool US Indictments Sanctions

( PUBLISHED PUBLISHED PUBLISHED 0D 3H 56M 115
Law Enforcement Japanese recovery tool key to FBI Investigation Leads to a Total of &3y, United States Sanctions for Threat
; may be able to assist @ ccoess encrypted files and expand 5 LockBit Affliates Charged By the ﬁ Actors Engaged in Significant
LOCK[TLEN you to decrypt your Europol's #Nomoreransom family Department of Justice. Two of > Malicious Cyber Related Activity
- Lockbit encrvpted Those Indictments Released Today.
Arrest in Poland Activity in Ukraine Report Cyber Attacks! Cyber Choices
PUBLISHED PUBLISHED PUBLISHED PUBLISHED

On 20/02/2024 a suspected LockBit actor was On 20/02/2024 a suspected Lockbit actor was Please report your Cyber Incident. To enable Law
arrested in Poland on the request of the French arrested in Ternopil (UA) by the local authorities. Enforcement to take protective and disruptive
judicial authorities. action, it is vital that victims report attacks and

enqage with Law Enforcement

LockBit data leak site converted into a press site

Source: BleepingComputer

Soon after, LockBit set up a new data leak site and left a long note addressed to the FBI, claiming law enforcement breached

their servers using a PHP bug.

However, instead of rebranding, they promised to return with updated infrastructure and new security mechanisms to

prevent law enforcement from performing operation-wide attacks and gaining access to decryptors.

Updated LockBit encryptors used in attacks

As of yesterday, LockBit appears to be conducting attacks again, with new encryptors and infrastructure setup for data leak

and negotiation sites.

As first reported by Zscaler, the ransomware gang updated their encryptor's ransom notes with Tor URLs for the gang's new
infrastructure. BleepingComputer later found samples of the encryptors uploaded to VirusTotal yesterday [Sample] (shared

by MalwareHunterTeam) and today [Sample], containing the updated ransom notes.

BleepingComputer also confirmed that the operation's negotiation servers are live again but only work for victims of new

attacks.
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New LockBit negotiation sites

Source: BleepingComputer

At the time of LockBit's takedown, the ransomware operation had approximately 180 affiliates working with them to

conduct attacks.

It is not known how many are still working with the Ransomware-as-a-Service, as one has publicly lashed out at the

operation on X.

However, LockBit states that they are now actively recruiting experienced pentesters to join their operation again, which

will likely lead to increased attacks in the future.

Whether this is a grand plan for LockBit to slowly fade away and rebrand as we saw with Conti remains to be seen. For now,

though, it is safer to assume that LockBit continues to be a threat.

Page 4 of 5


https://twitter.com/loxbit60511
https://twitter.com/loxbit60511

https://www.bleepingcomputer.com /news/security/lockbit-ransomware-returns-to-attacks-with-new-encryptors-servers/

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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