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 Tool: DustySky

Names
DustySky
NeD Worm

Category Malware

Type Backdoor, Dropper, Keylogger, Worm

Description
(ClearSky) DustySky (called“NeD Worm” by its developer) is a multi-stage malware in

use since May 2015.

Information
<https://www.clearskysec.com/wp-

content/uploads/2016/01/Operation%20DustySky_TLP_WHITE.pdf>

MITRE ATT&CK <https://attack.mitre.org/software/S0062/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:DustySky>

Last change to this tool card: 22 April 2020

Download this tool card in JSON format

All groups using tool DustySky

Changed Name Country Observed

APT groups

  Molerats, Extreme Jackal, Gaza Cybergang [Gaza] 2012-Jul 2023  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=48a1662b-2d97-45fa-a222-8153a4e60238
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