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On this week's episode of The Microsoft Threat Intelligence Podcast, Sherrod DeGrippo is joined by Microsoft
Senior Security Researcher Graham Dietz. Graham provides intelligence-led recommendations to improve
cybersecurity posture in the future. They are creating customer-ready reports and presentations incorporating
threat actor attribution, threat detection and hunting guidance, and remediation recommendations. Sherrod and

Graham discuss China's extensive history in cyber operations, targeting domestic and international entities,

including diplomatic organizations and industrial espionage.
In this episode you’ll learn:

e How patriotic hackers are thriving inside the Chinese cybercrime underground
e The complexity and diversity of Chinese cyber activities

e China's economic strategies and how they relate to cyber operations

Some questions we ask:

e What should someone do when handed an unknown USB device by a stranger?
e Why does China target organizations without staying completely hidden?

e What sets China apart as an advanced persistent threat?

Resources:

View Graham Dietz on LinkedIn

View Sherrod DeGrippo on LinkedIn

Related Microsoft Podcasts:

o Afternoon Cyber Tea with Ann Johnson
e The BlueHat Podcast

e Uncovering Hidden Risks

e Security Unlocked
e Security Unlocked: CISO Series with Bret Arsenault

o Secure the Job: Breaking into Security

Discover and follow other Microsoft podcasts at microsoft.com/podcasts

Get the latest threat intelligence insights and guidance at Microsoft Security Insider

Page 1 of 2


https://www.linkedin.com/in/itsjustgraham/
https://www.linkedin.com/in/sherroddegrippo/
https://afternooncybertea.com/
https://bluehatpodcast.com/
https://thecyberwire.com/podcasts/uncovering-hidden-risks
https://securityunlockedpodcast.com/
https://securityunlockedcisoseries.com/
https://shows.acast.com/secure-the-job-breaking-into-security
https://news.microsoft.com/podcasts/
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fsecurity%2Fbusiness%2Fsecurity-insider%2F&data=05%7C02%7Cv-ropetrillo%40microsoft.com%7C81e205a6b727403624b808dc64a26e6b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638495896032091649%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=LTpBsEuiaY5YiYn2FYDydHrHkYWl%2FBTl2uAQlkBz1N0%3D&reserved=0
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The Microsoft Threat Intelligence Podcast is produced by Microsoft and distributed as part of The CyberWire
Network.
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