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 Cisco Talos is actively tracking an ongoing campaign targeting users in Ukraine with malicious LNK files,
which run a PowerShell downloader, since at least November 2024.

e The file names use Russian words related to the movement of troops in Ukraine as a lure.

e The PowerShell downloader contacts geo-fenced servers located in Russia and Germany to download the
second stage Zip file containing the Remcos backdoor.

e The second stage payload uses DLL side loading to execute the Remcos payload.

 Talos assesses with medium confidence that this activity is associated with the Gamaredon threat actor

group.

ACTOR PROFILE

Gamaredon Group

Primitive Bear, Armageddon, Shuckworm, Winterflouder, BlueAlpha, BlueOtso, IronTiden,
SectorC08, Callisto, Trident Ursa

Russia
2013
Espionage, data theft, establishing long-term access

Actively targets Ukrainian entities, specifically government organizations,
critical infrastructure and entities affiliated with Ukraine's defense, security
and law enforcement apparatus. Secondary operations include broad targeting
of entities in Europe and globally, including, government, military, humanitarian
and non-profit organizations.

Social engineering techniques, spear-phishing, compromised domains and dynamic DNS,
long-term access, data exfiltration, custom script-based malware.

Gamaredon employs a variety of custom, self-developed implants that are used
exclusively by the adversary ranging from customized script-based malware

to infostealers and backdoors. Notable malware families include Gammal.oad,
GammaSteel, Giddome, Powerpunch and Pterodo.

Phishing campaign using the invasion of Ukraine as a theme

The invasion of Ukraine is a common theme used by the Gamaredon group in their phishing campaigns and this
campaign continues the use of this technique. The actor distributes LNK files compressed inside ZIP archives,

usually disguising the file as an Office document and using names that are related to the invasion.
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Although Talos was not able to pinpoint the exact method by which these files are distributed, it is likely that
Gamaredon continues to send phishing e-mails with either the ZIP file directly attached to it or containing a URL

link to download the file from a remote host.

Below are some examples of file names used in this campaign:

Original Name

3079807576 (Iamuao O.B)/IIAIINIIO Onekcanzp

BirtanitioBnu.docx.Ink

3151721177 (Pubak C.B)/PUBAK CraniciaB

Biktoposuu.docx.Ink

3407607951 (?Konob B.B)/>KOJIOb Bnaaucnas

BikTtopoBuu.docx.Ilnk

3710407173 (Typ'e IL.A)/TYP'EB Iaeno

Amnppitionu.docx.Ink

BeposiTHOe pacriosioxkeHre y3/10B CBSI3U, YCTaHOBOK
POb u pacueros BIUVIA nporuBHuKa. FOT'
KPACHOAPMEWCKA.docx.Ink

I'YP'E€B IlaBno AnzpiiioBuu.docx.Ink

KoopavHate! B371eTOB MPOTUBHUKA 3a 8 [[Hel

(KpacHoapwmetick).xlsx.Ink

[MTo3uru MpOTUBHMKA 3ariaji ¥ roro-3arnaz.xlsx.Ink

PUBAK Cranicnae Bikropouu.docx.Ink

Translation

3079807576 (Shashilo O.V)/SHASHILO Oleksandr
Vitaliyovich.docx.Ink

3151721177 (Rybak S.V)/RYBAK Stanislav

Viktorovich.docx.Ink

3407607951 (Zholob V.V)/ZHOLOB Vladislav

Viktorovich.docx.Ink

3710407173 (Gur'ev P.A)/GUR'EV Pavlo
Andriyovich.docx.Ink

Probable location of communication nodes,
electronic warfare installations and enemy UAV
calculations. SOUTH OF THE RED
ARMY.docx.Ink

GUR'EV Pavlo Andriyevich.docx.Ink

Coordinates of enemy takeoffs for 8 days

(Krasnoarmeysk).xlsx.Ink

Positions of the enemy west and southwest.xIsx.Ink

RYBAK Stanislav Viktorovich.docx.Ink
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[TAINJIIO Onekcanap BitaniioBuu.docx.Ink SHASHILO Oleksandr Vitaliyevich.docx.Ink

The translation for these names shows the intent of this campaign in using a war-related theme. We can see some
of the files use names of Russian or Ukrainian agents, as well as names alluding to troop movements in the region

of conflict.

These files contain metadata indicating only two machines were used in creating the malicious shortcut files. As
we mentioned in a previous blog Gamaredon tends to use a short list of machines when creating the LNK files for
their campaigns and the ones used in this campaign were previously seen by Talos in incidents related to this

threat group.

The LNK files contain PowerShell code used to download and execute the next stage payload, as well as a decoy

file which is shown to the user after the infection occurs as a way to disguise the compromise.

joqqYLLoBLrNA;

The PowerShell code uses the cmdlet Get-Command to indirectly execute the functions to download and execute

the payload, which could be an attempt to bypass string-based detection by antivirus solutions.

The servers used in this campaign are based out of Germany and Russia, and at the time of our assessment, all of

them return HTTP error 403 when attempting to download the payload files.

That indicates that either the files were taken offline, or access to the file is being restricted. Gamaredon is known
to restrict access to their payload servers only to victims located in Ukraine. We have found evidence in public
sample databases that these servers were still hosting the files for specific regions while returning access denied

errors in our tests, like this sample available in the "Any.run” public sandbox:

e https://app.any.run/tasks/f9dcObeb-b125-478d-9091-739d2e3325be

Network infrastructure associated with Campaign

The servers used in this campaign are mostly hosted in two Internet Service Providers (ISP): GTHost and

HyperHosting:

1P ASN ISP
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146[.]185[.]1233[.]196 63023 gthost

146[.]1185[.]233[.]101 63023 gthost
146[.]1185[.]1239[.]45 63023 gthost
80[.166[.179[.191 60602 hyperhosting
80[.166[.179[.1195 60602 hyperhosting
81[.]119[.1131[.]195 63023 ispipoceanllc
80[.166[.179[.1159 60602 hyperhosting
80[.]166[.]79[.]200 60602 hyperhosting
80[.]166[.]79[.]155 60602 hyperhosting
146[.]185[.]239[.]51 63023 gthost
146[.]185[.]233[.]90 63023 gthost
146[.]185[.]233[.197 63023 gthost
146[.]185[.]233[.]98 63023 gthost
146[.]185[.]239[.147 63023 gthost

146[.]1185[.]1239[.]56 63023 gthost
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146[.]185[.]1239[.133 63023 gthost

146[.]1185[.]1239[.]160 63023 gthost

These servers are used to distribute the payload and the decoy document, but Talos found evidence of at least one

server being used as the Command and Control (C2) server for the Remcos backdoor.

We have also found evidence of an interesting artifact in the DNS resolution for some of these servers. Even
though all the communication with these servers is done directly via the IP address, the reverse DNS record for

some of these IPs show an invalid entry that is quite unique:

Domeain: ja 2901 Domain: xm.2901 Domain: ra 2901 Domain: zh 2901
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IP: 146.1585.233.98
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IP: 50.66.79.91
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Domsain: josef poopypies Domain: groom_poopypies Domain: bing poopypies ~ Domain: mossy poopypies

Figure: Reverse DNS resolution for Gamaredon's campaign. Modeled using Crime Mapper (by
@UK Daniel Card)
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While this doesn't necessarily mean the attackers manually changed these records, it did help uncover at least two

additional IPs matching the characteristics of the other servers in this campaign:

146.in-addr.z

79.233.185.146.in-addr.arpa.

) N-addr. c

14 1-addr.arp

99.233.185.146.in-addr.arpa.

DLL sideloading used to load Remcos backdoor

Gamaredon has previously been known to use custom scripts and tools in their attack chains, but Talos has

observed the use of Remcos backdoor as an alternative tool in their campaigns.

Once the ZIP payload is downloaded from the servers, it is extracted to the % TEMP% folder and executed. The
binary which is executed is a clean application which in turn loads the malicious DLL via DLL sideloading
method. This file is actually a malicious loader which decrypts and executes the final Remcos payload from

encrypted files found within the ZIP.

The PowerShell files we observed downloading the ZIP files contain hints of various applications being abused

for DLL side loading, and they contain a mix of clean and malicious files:

e DefenderUpdate/DPMHelper.exe
e DefenderUpdate/DZIPR.exe

e DefenderUpdate/IDRBackup.exe
e DefenderUpdate/IUService.exe
o DefenderUpdate/madHcCtrl.exe
e DefenderUpdate/palemoon.exe
e Drvx64/Compil32.exe

e Drvx64/IsCabView.exe

¢ Drvx64/TiVoDiag.exe

e Drvx64/WiseTurbo.exe

e SecurityCheck/Mp3tag.exe

e SysDrive/AcroBroker.exe

e SysDrive/DPMHelper.exe

e SysDrive/IsCabView.exe

e SysDrive/palemoon.exe
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e SysDrive/SbieSvc.exe
e SysDrive/steamerrorreporter64.exe
e SysDrive/TiVoDiag.exe

e SysDrive/vmhost.exe

We can see in the previously mentioned sample downloaded by “Any.run” that it contains the clean application
TivoDiag.exe, as well as two DLLs. The file “mindclient.dll” is the malicious DLL which is loaded by

“TivoDiag.exe” during execution.

B garboil.svg Chrome HTML Document
7l hemiano psia.pptx Microsoft PowerPoint Pre...

n MindClient.dll Application extension
Bl TiVoDiag.exe Application
B ows peonfig.dll Application extension

The payload binary is a typical Remcos backdoor which is injected into Explorer.exe. It communicates with the
C2 server 146[.]185[.]233[.]196 on port 6856:

+H+ bbb+

Coverage
Ways our customers can detect and block this threat are listed below.

Zildl Deé?:::’;na;'d BREREIES Multi-Factor Authentication: Cisco Duo Endpoint: Cisco Secure Endpoint

v N/A 4

Multi-Cloud Security:

Email: Cisco Secure Email Threat Defense Network security: Cisco Secure Firewall Cisco MultiCloud Defense

v v N/A

Secure Internet Gateway: Cisco Umbrella Analytics: Cisco Secure Network Analytics S i S
Cisco Secure Access

v N/A v

Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the execution of the malware

detailed in this post. Try Secure Endpoint for free here.
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Cisco Secure Email (formerly Cisco Email Security) can block malicious emails sent by threat actors as part of

their campaign. You can try Secure Email for free here.

Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW) appliances such as Threat

Defense Virtual, Adaptive Security Appliance and Meraki MX can detect malicious activity associated with this

threat.

Cisco Secure Network/Cloud Analytics (Stealthwatch/Stealthwatch Cloud) analyzes network traffic automatically

and alerts users of potentially unwanted activity on every connected device.

Cisco Secure Malware Analytics (Threat Grid) identifies malicious binaries and builds protection into all Cisco

Secure products.

Cisco Secure Access is a modern cloud-delivered Security Service Edge (SSE) built on Zero Trust principles.

Secure Access provides seamless transparent and secure access to the internet, cloud services or private
application no matter where your users work. Please contact your Cisco account representative or authorized

partner if you are interested in a free trial of Cisco Secure Access.

Umbrella, Cisco’s secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs and

URLSs, whether users are on or off the corporate network.

Cisco Secure Web Appliance (formerly Web Security Appliance) automatically blocks potentially dangerous sites

and tests suspicious sites before users access them.

Additional protections with context to your specific environment and threat data are available from the Firewall

Management Center.

Cisco Duo provides multi-factor authentication for users to ensure only those authorized are accessing your

network.

Open-source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule pack

available for purchase on Snort.org.
Snort SIDs for this threat:
Snort 2: 64707, 64708

Snort 3: 301171

Indicators of Compromise

IOC:s for this threat can be found in our GitHub repository here.

Source: https://blog.talosintelligence.com/gamaredon-campaign-distribute-remcos/

Page 8 of 8


https://www.cisco.com/c/en/us/products/security/email-security/index.html
https://www.cisco.com/c/en/us/products/security/cloud-mailbox-defense?utm_medium=web-referral&utm_source=cisco&utm_campaign=cmd-free-trial-request&utm_term=pgm-talos-trial
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-software/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/products/security/stealthwatch/index.html
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/site/us/en/products/security/secure-access/index.html
https://umbrella.cisco.com/
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
https://signup.duo.com/?utm_source=talos&utm_medium=referral&utm_campaign=duo-free-trial
https://www.snort.org/products
https://github.com/Cisco-Talos/IOCs/tree/main/2025/03/iocs_gamaredon_remcos.txt

