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Emotet, in general, is a banking trejan. Identified in-the-wild for the first time in 2014 as a stealth info stealer
(mainly targeting banking informations), emotet has evolved to a sofisticated trojan over the years; Now having

funcionalities that goes from simply keylogging to self-spreading (as worms do).

The main campaign of the malware is through malspam. Using the “urgency” pretext, emotet make his victims
by malicous documents with a macro embedded, malicious scripts or malicious links. Then, the pretext comes

with subjects like: “Your Invoeice”, “Payment Details” or an upcoming shipment from well-known companies.
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Emotet uses some tricks to evade and prevent his detection and analysis. The malware will check for common
malware analysis tools (like IDA or Wireshark), check if it is running on a virtual environment and remain

sleep, and every sample comes packed or encrypted.

Today we will be covering the unpacking of a sample from emotet family.

Reconnaissance

sha256: 3a9494f66babc7deb43f65f9f28c44bd9bd4b3237031d80314ae7eb3526a4d8f
md5: ca@bacd3elcab1691a7670a5f23baef4

First, we need to know if the sample is definitely packed. Lets open it on DiE.

Press enter or click to view image in full size

Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) - O P
File name
C:\Userslsim 123\Desktopemotet_trojaniemotet_trojan\Emotet. bin
File type File size I8 S5 Entry point
PE32 109.80 KiB 0041700
File infa e nap | | ex Strings | Signatures | VirusTotal
MIME | Hash || Entropy '

yport | IFI'IFIET‘f:_; | NET | ; ]

Time date stamp
2019-04-17 01:59:10 Manifest Version

Endianness e Architecture Type

LE 32 1388 GUL

Compiler: Microsoft Visual C/C++(2008)[-]
Linker: Microsoft Linker{9.0)[GUI32,signed]
* Owverlay: Binary
Certificate: WinAuth(2.0)[PKCS #7]

| v Recursivescan v Deep scan D Heuristic scan v Verbose

Log | D All types 243 msec

We can see that it is a 32-bit binary, made in C/C++ and having a certificate stored in the overlay section
(WinAuth(2.0))

By looking at the entropy, we see that the binary has 89% chance of being packed.

Press enter or click to view image in full size
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BE Entropy - O bt
Offset Count
00000000 0001b738 100 <

packed(89%:)

Regions

Offset Entropy Status ' Name
00000000 2.23745 not nacked PE Header
00000400 7.20283 packed Section(0)['.text']
00017800 5.85374 not packed Section(1)[".rdata’]
00012000 471047 not packed Section(2)['.data’]
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We can confirm it by looking at the sample on IDA.
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IDA shows some indicators of packing, like:

e Lack of functions on a malware this sofisticated.

e Main (start) function seems small and doesn’t have any WindowsAPI call.
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But, we can have the proof of it by looking into common packing APIs:

e CreateProcessInternalw()

 VirtualAlloc()

e VirtualAllocEx()

e VirtualProtect() | ZwProtectVirtualMemory/()

e WriteProcessMemory() | NtWriteProcessMemory()
e ResumeThread() | NtResumeThread()

¢ CryptDecrypt() | RtIDecompressBuffer()

e NtCreateSection() + MapViewOfSection() | ZwMapViewOfSection()
e UnmapViewOfSection() | ZwUnmap ViewOfSection()
e NtWriteVirtualMemory()

e NtReadVirtualMemory()

Searching for VirtualAlloc(), we will soon find the subroutine that probably is the responsible for unpacking the

malware.

Ll s =] bl s =]
loc_417D0A:
; Attributes: bp-based frame Mo [ebpt+var_18], eax
mow edx, [ebptvar_18]
sub_417058 proc near mav dword_41C1EE, edx
Mo eax, dword_ 410184
var_l4= dword ptr -14h mow dword_41C1AZ, eax
var_18= dword ptr -18h mav dword_41C1B4, @
var_C= dword ptr -8Ch mowv ecx, dword 41C1ES
var_8= dword ptr -8 add ecx, 182F8h
var_4= dword ptr -4 mov dword_41C1B4, ecx
mowv eax, [ebpt+var_1@]
push ebp mowv esp, ebp
mov ebp, esp pop ebp
sub esp, 14h retn
mov  [ebptvar 4], 4eh ; ‘0" | | S
mov [ebptvar C], @
mowv eax, dword_41C1A4
mav [ebp+var_14], eax
mav [ebp+var_8], BFFFFFFFFh
maow ecx, ds:VirtualAlloc
mov dword_41C218, ecx

push [ebptvar_4]
push 3888h

push [ebp+var_14]
push [ebp+var C]

maw ecx, dword_41C218
push offset loc_417D9A
push ecx
retn

|

Now it gets a little bit more complicated. The red box marks an “abnormal epilogue”. An “abnormal epilogue”

occurs when we have some pushes into the stack and not a single pop before it returns.
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You can notice that ds:VirtualAllec is being moved into ecx, then ecx is pushed onto the stack and the

return is called, meaning the call of VirtualAlloc().

After calling ecx (VirtualAlloc), the return will execute the second push from the stack (osffset loc_417d9a),

executing whatever is present on the second block, and then the real return will come.

.text:88417E3A call sub_417D58
text:ee417e3F | add esp, 4

So, the return of the subroutine will be on 0x00417E3F.

Normally, after the code finishes the unpack, we will have a jmp to it.

Ltext:88417F0C loc_ 417F8C: ; CODE XREF: start+8FTtj
Ltext:aed417FaC call sub_417DE@

Ltext:eed17F11 Mo edi, edi

Ldext:B8417F13 Mo ecx, 417BC4h

Ltext:ee417F 18 maow edi, edi

et :eedl17FLA sub ecx, 4

,text:@8417F1D Mo edi, edi

EAL OOhL T 1x Enap

dext:eed4l/FL Jmp ecx

We can confirm it by looking at the end of the main function, which has an “jmp ecx”.

Again, take notes of the address. 0x00417F1F.
Unpacking

So we got two addresses to set breakpoints in:

0x00417E3F
0x00417F1F

We can open it on x64dbg, search for those addresses (Ctrl+G), and then set the breakpoints.

Press enter or click to view image in full size

Type Address |Module/Label/Exception State |pisassesbly HiTS | Summary
Software T

OD417ESF | EMOTAT. Bin Enabled | add esp,s a

00417F1F | emotet.bin Enabled |jmp ecx [i]

By going to the “jmp” breakpoint and scrolling down, we will encounter another abnormal set of instructions. This

time, a subroutine is being pushed into the stack and not popped, the the ret makes the call to that subroutine.

@ 00417C34 8B15 B4C14100 mov edx,dword ptr ds:[41C1E4)
@ 00417 52 push edx
®| D0417C3E c3 FEeL

Following it on the dump, we can see that it is the newly allocated memory.

Press enter or click to view image in full size
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BB15 BACIAL0D ~ jmov ek, dword ptr dss [41C164] i
52 udh edx

|

od pir srillebors)

XXX N T

edimat :,'a'
dword prr ds:[emorer. 0041018402 1003F 0

JEeNT 00417034 emotet. bin: S17C34 w1T034

ool Moep2z Slioeel  Sloees

0Z100IF0 |55 BB EC BL|EC 80 00 00|00 CF 45

ZLDID0( LT 45 F4 00 0d 00 EB[03 8B 45

DZL0310 45 F4 81 TD|F4 05 OC 32[00 73 12

OL00320) 40 98 S1 C8|56 FE FF FF 63 C4 0C

O2100350) £ 40 FE BE |45 OB &3 40|BC 89 GO
O2100340| EB EB F4 FF|FF 83 C4 04|E8 E3 F3 FF

AD 2B 4D|BC 83 2D

3C

16

88

11

02100350 S Ac|2h 55 AC BY .Ed.
o21nn3so| ¢ ser Cocel b ag up mlna S5 | U, E~,MB,
02100370 FU B9 55 90|86 45 30 OF 87

OZD03E0 F3 FF |39 ¥
DILD0390| 85 45 80 £5 |38 F3 FF EF (05
OZ1D03A0| BB 40 B0 SI|EE 8T FG EE|FF

€O TE 0433 £O EB 14|83

O2ILOIED &5

Having the knowledge of the abnormal epilogue, we will stepover until the ret is called and take us to another

stage of the unpack.

Press enter or click to view image in full size

T e
] Ee M

ptr nacfeso 66

“éatiann”

s ore sartes

710wk

Now, we will have to stepover that code and analyze all those calls(e. g. call 21CF710).

Get mov eax, 27’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

After some analysis, we eventually will find the call to 3AF830, which has some interesting code:

Press enter or click to view image in full size
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We can see that this subroutine is using “stack strings” as a form of evasion/obfuscation. This piece of code tries
to obfuscate the passing of arguments “LoadLibraryExA” and “kernel32.dII” to the call 21CFE10. And many

others.
As we know what is happening here, lets go straight to the return of that subroutine.

After returning to the main unpacking subroutine, we notice that the upcoming calls has the same mechanism as
3AF830.

But, the last one is important. Since the code inside of it is different, is worth a analysis.

Press enter or click to view image in full size
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We can assume that edx is a call to VirtualAlloc, because some of the parameters passed to it are common

parameters passed to VirtualAlloc itself.

push 40 as: PAGE_EXECUTE_READWRITE (flProtect)
push 3000 as: MEM_COMMIT | MEM_RESERVE

To confirm it, we stepover to that call.

Press enter or click to view image in full size

EIP, =2 021CFFCS | FFO2 call edx
. 8945 EE mov dword ptr ss:flebp-13], eax rebp=187:"MZ"
L] 8645 E3 mov eax,dword ptr ssilfebp-1cf
'] BB48 54 mov ecx,dword ptr ds:[eax+54]
o || 0O2ZLCFFDO 1 push ecx
el 021CFFDL 8B55 OC mov edx,dword ptr ss:ffebps+C] rebp+Ccl: "Mz"”
o 021CFFDA 52 push edx
® || DZ1CFFDS 8B45 EB mov eax,dword ptr ss:jfebp-13] rebp-187:"mz"
ol 0Z1CFFDE 0 push eax
@l 021CFFD3 E&8 EZFBFFFF €A1l 21CFBCO
e| 021CFFDE 83C4 OoC add esp,C
e 021CFFEL €745 F4 00000000 mov dword per ss:febp-Clii,0
g ~ EB D9 jmp ZLCFFF3
5B40 F4 mov ecx,dword ptr ss:febp-cl
23C1 01 add ecx,1
8540 Fa mov dword ptr ss:lfebp-cill, ecx
BBES E4 mov edx,dword ptr ss:ffebp-1cC]
OFB742 06 movZx eax,word prr Itls:[_t‘}rlx—(;]

Edx=<kerneizz.virtualalloc= |

OZLICFFCS

Knowing the return of that API is the base address of the recent allocated memory, we can follow the address in
EAX (return).

Press enter or click to view image in full size
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After stepping over a little bit more, we will notice that memory being populated, more specifically after the call
to 21CFBCO.

Press enter or click to view image in full size

®| 021CFFDB 50
& 021CFFD2 EE EZFBFFFF

EIP > = 83C4 0OC —
e DZ1CFFEL C745 F4 00000000 dword ptr ss:[febp-cd,0
o D21CFFES ~ EB 09 jmp 21CFFF3
e 021CFFEA 8B4D F4 mov ecx,dword ptr ss:[febp-Cj
®( 021CFFED 83C1 01 add ecx,1
@ 0Z1CFFFO 894D F4 mov dword ptr ss:|lebp-cll,ecx
e DZ1CFFF3 BESS E4 mov edx,dword ptr ss:lebp-1c@
@ 021CFFFE OFBET42 06 MOVEX 2ax,word ptE_ u:Is:[de+G]
el ~~zom——s b et e T e R e Lo

€

esp=0019FEA4 &"MZ"
GRS

021CFFDE

Gloump:  @Woump2  Ppump3  @WDump4  @WDumps @ watchi =l Locals ;?j Struct

Address | Hex ASCIT

02290000 (4D SA 90 00|02 00 OO0 OD|04 OD OO OO|FF FF 0D DO|MZ....ccau . ¥W. .
02290010(B8 00 OO OO|O0 OO0 OO OO|40 OO0 OO0 OO(00 OO0 O0 00|  .eseeaa@iuna...
022590020(00 0O OO OO|O0 OO OO 00|00 OO0 00 OD(00 OO 00 00| @.eeewanananasas
02290030(00 00 OO OO|OO 00 OO0 00|00 OO0 OO0 OO(B8 00 00 00| @.veewauaeas
02290040 | 0E 1F BA OE|DO B4 09 CD|21 B8 01 4C|CD 21 54 &68|..°.. .11 .LiiTh
02290050|69 73 20 70|72 6F &7 72|61 6D 20 63|61 GE &E &F|is program canno
02290060|74 20 62 65|20 72 75 GE|20 69 GE 20|44 4F 53 20|t be run in DOS
02290070| 6D 6F 64 65|2E OD OD OA|24 00 00 00|00 OO0 00 OO\ mode....%.......
02290080 | AF DF OD CB|EEB BE &3 98|EB BE &3 298 |EE BE &3 98 B.E@Mc.éﬁc.éﬁc.
02290090|96 C7 86 98|CF BE &3 98|96 C7 BD 98|EA BE 63 98|.C..IMC..Qk.8%cC,
022900A0|52 69 63 GS(EB BE &3 98|00 00 00 OO(00 00 OO0 00| Rich&8Mc.........

022900B0 |00 00 00 00|00 OO OO0 OD|50 45 00 0O0|4C 01 O4 0D ........ PE..L...
022900C0| 3B 92 9E 5C |00 00 00 00|00 00 OO0 DO|ED 0D 02 OL|;..Meccuun.. e
02290000 | 0B 01 OC 00|00 CE 00 00|00 50 OO0 00|00 OO0 00 00|..... o A P
022900ED| A0 C9 00 00|00 10 00 00|00 EO OO 00|20 00 40 00| E....... a....2.

022900F0| 00 10 00 00|00 02 00 00|06 00 00 00|00 00 00 D0 | «ueeeeneeennanns
02290100| 06 00 00 00|00 00 00 00|00 40 01 00|00 04 00 00| vueeeees eBauuues

Then, we have to continue to stepover until the subroutine finishes populating that memory.
We will know it finished when we encounter a return.

Press enter or click to view image in full size
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. 50 PUEE cax
- B30 PO mov ecx, dword per ssxfebp-20)

. i1 ush ecx [+t 4

. EB CIFAFFFF 2ic

. B34 X add esp,C

. 855 08 mov =du,dword per ss:febprs] [eba+81

L EB42 18 mov ean,dward per ds: ledv+i8 Medx+187

- LB4D E4 mow o dword ptr ss:febp-1c

. 0341 28 add ean,dward per ds:[ecw+28

* 8855 OB mov eds,dword ptr ssifebor [ekoe

. 5942 10 oV e dii[edx+10],eax

. EB4% FC 2oy ean,dword ptr ss:febp-4

. 50 puUEh cax

- 5040 05 oy eox, dward pee $$!f€'96>~" feba+s]mz”
. EBS1 15 oy edu, dward per ds:[ecxeis]

. 42 push edx

Ol CEETTE) &B4% OB mov eax,tword prr ss:febpra] lebo+8]:"MZ"
S O02ID01BL EB4E 10 mov 0, dwdrd pTre o ds: Eﬂhlﬂ] {+ iy ol

I GRS 51 push ecx wc;ur

b T 8B5S OB mov edi, dword prr 55:!Enpv [ebo+8]: Mz"
alo2ipoicy BB4Z 14 mov eaw,dword per sz [edwcid) [edxedd]: "Mz
& |ozipnice 50 ush eax

I R EB 04FDFFFF ZLCFEDD

. 5304 10

L pir ssiBebpes] Tebors]:"ME"
. dei[exs8] 0

.

. per sszfebpes] [ebo+&] !

- BEF 52 [edurlf]) Feds+187

.

-

-

-

L] (] o 0o | o
o000 OB 00 00|40 B0 00 DO 00 00
o0 (00 00 00 00|60 00 00 80 00 00
o000 On 00 00|50 00 00 G0 o0 00
OF (00 B4 03 0|21 B2 0L 4C 54 62 1Lt
70(72 6F 67 72|61 €D 20 63 6E GF|is progras carng
€5 (20 T2 75 6E|20 €3 GE 20 53 20|t be ren in DOS
65 (2E 00 00 04|24 00 00 00 o0 00| zede,
CB|EB BE £3 3B(EB BE 63 95|E8 BE £3 95
96(CF BE 63 95|96 €7 B0 95 (EA BE 63 95
G5 (EB BE 63 96|00 00 (00 00 00 00
o0 (00 O 00 00|50 45 00 00 (3 01 03 0o
SC |00 00 00 00|00 00 00 00(T0 OO OF O
o0 |00 CE 00 04|00 £0 00 00(B0 OF 06 00
o0 (00 10 00 06|60 E0 00 00 (B0 O 40 00
o000 02 00 04|06 B0 00 00 (Da 00 00 00
02230400 06 00 00 04|00 00 00 00 o0 04 00 00

After all of this, we can finally dump that memory.

The dump is made by:

right-clicking the first byte -> following it on memory map -> right-click > dump memory to file

Another way of doing it is: Opening the process in process hacker (administrator), searching for the

address marked in dump, then dumping to a file.
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[8Z] Emotet.bin (3600) Properties — O *
Handles GPU Disk and Metwork Comment
General Statistics Performance Threads Token Modules Memary Environment
Hide free regions Strings... Refresh
Base address Type Size  Protect... Use &3
Ox5a0000 Private 1,024kE RW Heap 32-bit (ID 1)
Ox7a0000 Private 256 kB RW Stack (thread 8028)
Ox7e0000 Private 1,024kE RW Stack 32-bit (thread &028)
OxGe0000 Private 256 kB RW Stack (thread 27560)
0x920000 Private 1,024 kB RW Stack 32-hit (thread 2760)
Oxa20000 Mapped 2,048kE R
Oxc20000 Mapped 1,540 kB R
Oxdb00oo Mapped 20,934kE R
0x21c0000 Private B8 KE RWX
0x21e0000 Private 256 kB RW Stack (thread 8356)
0x2220000 Private 256 kB RW Stack (thread 5692)
Ox 2260000 Private 54kE  RWX
0x 2230000 Private a4kB RW Heap 32-bit (ID 3)
W 0x 2290000 Private 30kE RWX
0x 2290000 Private: Commit 80kE RWX
0x22d0000 Private a4kB RW Heap 32-bit (ID 2)
Ox 2220000 Private 1,024kE RW Stack 32-bit (thread 8356)
0x23e0000 Private 1,024kE RW Stack 32-bit (thread 5692)
0x 71670000 Image Se4 kB WCK Ci\Windows \WinSx5'w86_microsoft....
0x73b30000 Image 40 kB WCK Ci\Windows\SysWOoOWaed\orypthase, dll
0x75a50000 Image 640 kB WX C:\Windows\SyswWowWa4\apphelp. dll W
0x75b50000 < >
Close
Unmapping

If we open the recently dumped file on IDA for example, it will be completely scrambled. The reason for this is

because the binary may be unaligned or mapped, so we need to align and unmap it.
To align and unmap it, we will open the dumped binary on PE Bear.

Press enter or click to view image in full size
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As you can see, we don’t have the import tab, meaning we need to unmap the binary.
The unmap process is simples. It will take 4 steps:

1. Change the Raw Address to the same as Virtual Address.

2. Ajust the Raw Size by subtracting the first sectin by the second, and so on.

3. Copy the adjusted Raw Size to the Virtual Size

4. Fix the Base Address in the Optional Header (The same as the dump address).

You can subtract those values with the windows calculator and the “programmer” option.
After that, we have the Unmapped Binary:

Press enter or click to view image in full size
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Dc Size of Uninftialized Data o -
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B Base of Code 1000 # Quick access
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Now, all we have to do is save the new binary.
Binary name -> right-click -> Save the executable as...
Confirming
To confirm all we’ve done , let’s open it on IDA.
Press enter or click to view image in full size
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As you notice, now we have plenty of functions to analyze, and assuming by it’s strings and imports, the malware

is unpacked but has a severe method of encryption and dynamic linking.
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IDA View-A B | [ Strings B G Hex View-1
Address Length Type String

‘5] .data:0229F... 0000000 jHeKrTe

‘s’ .data;0225F... 0000003F yDw1sD=F |Q=@hMeVoD=PgHuF 1[x5 1U]|Sq'r |J1sH=SrMx @ 1QpMxR =F |5rLs\r |FsTh
‘.__‘?l .data:0229F... 00000008 yDeF~L=Er5|

‘s’| .data:0229F... 00000006 hTxGzD

.data:0229F ... 00000027
data:0229F... 00000017
.data:0229F... 00000007
.data:0229F... 0000001B
.data:0229F ... 00000038

=
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And that’s it for today, hope you liked and learned something from this article. Thank you!!

Page 13 of 14



https://infosecwriteups.com /unpacking-emotet-trojan-dac7e6119a0a

Source: https://infosecwriteups.com/unpacking-emotet-trojan-dac7e6119a0a

Page 14 of 14



