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 Tool: MegaCreep

Names MegaCreep

Category Malware

Type Backdoor

Description

(ESET) MegaCreep is a previously undocumented backdoor based on DeepCreep, with added
functionalities. It reads and executes commands from a text file stored in Mega cloud storage.

While MegaCreep is arguably just a newer version of DeepCreep, and in fact reuses code from
DeepCreep, it seems the attackers consider both backdoors as separate projects.

Information <https://www.welivesecurity.com/2022/10/11/polonium-targets-israel-creepy-malware/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.megacreep>

Last change to this tool card: 22 June 2023

Download this tool card in JSON format

All groups using tool MegaCreep

Changed Name Country Observed

APT groups

  Polonium 2022-Sep 2022  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b38c7190-22b6-4c88-adb6-e78f0170ac28

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b38c7190-22b6-4c88-adb6-e78f0170ac28
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