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A look at an Android bot from unpacking to DGA

By Jason Reaves
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Recently noticed large campaigns spreading Android malware which have been followed by both
MalwareHunterTeam and Daniel Lopez[1]. Taking a quick glance at the manifest shows they are definitely packed

as some of the manifest is referencing code that doesn’t exist in ‘com.example.myapplicationtest’.

To unpack it statically we just need to figure out where the next DEX file is stored at and how to decode it, the

first thing I notice is the strings are encoded in sub functions:

public static String arenalake() {

int 1 = 624;
for (int 12 = 0; 12 < 16; i2++) {
i = 2517;
}
byte[] bArr = new byte[]{(byte) 65, (byte) 82, (byte) 80, (byte) 86, (byte) 19, (byte) 80, (!
int i3 = 119;

for (int i4 = 0; i4 < 20; id++) {
i3 = (482832 / i) + 87;

}

byte[] bArr2 = new byte[14];
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int i5 = (i - 499322) + (290129 * i3);
byte[] bArr3 = new byte[]{(byte) 51};
int i6 = i;
for (1 =0; i< 1; i++) {

i6 = ((i5 - i3) + 197680) + 571102;

}
if (i6 != i3) {

i3 = ((815022 / i5) + 408432) - ib;
}

if (i5 <= i3) {
i5 = (i3 + (i6 * 56)) - 44;

for (i =0; i< 17; i++) {
i3 = 112184 / i5;

}
for (1 =0; i< 14; i++) {
bArr2[i] = (byte) (bArr[i] A bArr3[i % 1]);
}
for (int 17 = 0; 17 < 33; i7++) {
}

return new String(bArr2);

We can decode these as simple arrays of bytes with a XOR key:

>>> a = [65, 82, 80,86,19,80,92,93,87,90,71,90,92,93]
>>> b = bytearray(''.join(map(chr,a)))
>>> b

bytearray(b'ARPV\x13P\\IWZGZ\\]")
>>> map(lambda x: x751,b)
(114, 97, 99, 101, 32, 99, 111, 110, 100, 105, 116, 105, 111, 110]
>>> for i in range(len(b)):
b[i] A= 51

>>> b
bytearray(b'race condition')

This would take awhile to decode every string from every source code file however so instead we will automate it

a bit using regular expressions.

import re
import sysdata = open(sys.argv[1], 'rb").read()
lines = re.findall("'''bArr[\x203]\x20*=[A\r\n]+'"'"', data)
for 1 in range(len(lines)/2):
temp1 = re.findall('[0-9]+', lines[i*2])
key = re.findall('[0-9]+", lines[(i*2)+1])[1:]
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print(temp1)
print(key)
temp1 = [chr(int(x)) for x in temp1]
key = [int(x) for x in key]
temp1 = bytearray(''.join(temp1))
for j in range(len(temp1)):

temp1[j] 7= key[j%len(key)]
print(temp1)

I print out the values so I can quickly find the lines that the strings correspond to:

# python s_decode.py WGcQaLnWdFuKiPkRjB1FpTcCnlgQhLkGdLbCe. java

['65", '82', '80', '86', '19', '8e', '92', '93', '87', '9@', '71', '90', '92', '93']

['51']

race condition

(91, '37', '113', 'e1', '114', '53', '124', '19', '111', '4@', '91', '57', '103']

['31", '92']

DynamicOptDex

['32", '38", '53", '37', '38', '32', '34', '103', '36', '40', '43', '43", '34', '36', '51', '4@', '5
['7']

garbage collector

['18', '69', '56', '93"', '59', '85', '53', '112', '63', '94']

['86", '60"]

Dynamiclib

['40", '57', '48', '48', '124', '4@', '52', '57', '124', '46', '57', '61', '47', '51', '50']
['92']

tell the reason

['43', '40"', '36', '38"', '43', '103"', '37', '46"', '51', '36', '40', '46', '41']

['71']

local bitcoin

['28", '46', '44", '58', '"113', '53', '44', '48', '49']

['95']

Cgse.json

['104', '59', '"119', '46', '1@6', '44', '107', '58', '122', '4@', '106', '105', '107', '44', '108',
['24", '73"]

progressbar settlement

Dumping all the source code and running our script against every java file we are left with the following list of

strings:

# for file in $(find a204_sources/ |grep java); do python s_decode.py ./$file; done
QfF

get

d)dsfdfgfgfg

get

android.app.LoadedApk
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android.app.ActivityThread

cheap lowesat price

currentActivityThread

get

getClass
mPackages
mClassLoader
get
cyyshdhvkvkckkkffd
addAssetPath
close
aaxxwdDFCxcds
getClass
wwysyahcxhgfGDG
getClass

slce enough earler
vcpspdlsdlsdl
open

wfmmZ

write

close

getClass
getAssets

read
bnhfdcxfdfRRD
vocodpsdps
getBytes

200

10
dfttrrcfsdVCv
opdspclxldsqq
56
cxuudsjfjdfjdj
cxoasjshdfhdfh
Nchxydggvgd

50

getClas

close
vcuufUUUDT
vcosdYYDSHDnncx
cuvudshdhdfhdfh
hvchhfhddsds
getClass
getClass

read
VSEEEDEECEff
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android.app.LoadedApk
mPackageInfo

get
mInitialApplication
roap soap
mOuterContext
mActivityThread

attac

get

mApplication
android.app.ContextImpl
forName
android.app.ActivityThread
onCreate
mAllApplications

race condition
DynamicOptDex

garbage collector
Dynamiclib

tell the reason

local bitcoin
Cgse.json

progressbar settlement

More importantly one of the filenames we previously found is rather interesting ‘Cqgse.json’, after looking at the

file we can see that it is encoded in some way:

00000000: a227 bd12 3274 4d7f 75ef 9a2d a878 f689 .'..2tM.u..-.x..
00000010: 5b5d 9986 d3f6 238c 0d93 1300 dc4@ 4fd7 []....#...... @0.
00000020: beld 7e7a 58bc 0936 cdef b389 6eb1 0ffa ..7zX..6....n...
00000030: 641f 8f1b 5a3e edbf 7a18 41f4 bf3e 30bf d...Z>..z.A..>0.

00000040: 049a e319 ecf4 cbeb 657e al33 aeb7 26el1 ........ e”.3.W&.
00000050: eaba 5da7 98bf 01ab f666 68fa 22d2 6810 .j]...... fh.".h.
00000060: 1edd cbac e350 6553 f9c7 b9f@ 4d35 aebd ..... PeS....M5..
00000070: b1d1 0967 f02c 3blc 6c87 b899 @7ca 6e9c ...g.,;.l.....n.
00000080: ab8d aa5f 2636 260f 046c 47c1 deed 3fb1 ... _&6&..1G...7.
00000090: b48f aabc 8f22 ede9 5824 43db 545d 167f ..... "LX$C.T]..
000000a0: 2c02 8a7d 6316 6bc2 a%b@ 02db 83d0 58ab ,..}c.k....... X.
000000b0: 2234 2bfb b7b4 1b21 890d 685e 2e46 83e2 "4+....l..hA.F..
000000c0: 39c1 c726 9643 df54 bd25 f788 50e4 ea2b 9..&.C.T.%..P..+
000000d0: 22c5 800e cefd 0f1b al27 b077 634a e184 "........ "aweld..

000000e0: 6907 8bbf 4347 1637 9b69 619d d99a 46da 1i...CG.7.ia...@.
000000f0: 94eb b771 9574 fd3d 2f63 52ef Obb4 eaZe ...g.t.=/cR.....
00000100: 9cdf 2c31 9157 8ecb 2dcf 96@0c fb6b2 7579 ..,1.W..-.....uy
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The filename is decoded in the function ‘raisecasual’ which is called in a wrapper function ‘horsetravel’, all I’'m

doing here is backtracking the functions to find where they are called from.

static StringBuilder horsetravel() {
return new StringBuilderiraisecasuali));

The function ‘horsetravel’ response is loaded elsewhere in the code:

UL Sy A PSPl g na Ty dams 200 10D — S Udpen Iy LA ngL b,
String UBgRBMmY cXxQbXwRhYZWIOe DX FmPoGIOmIjMpMiHrLl = horsetravel () toStringl);

String UWIZxPEDCliBgYulcCdOfQxOf0dDaAnTwGEBEGIKNGe = zebrasuccess() o3tring();
nroatoartoand chort YYhlianay 140804 — fchnrtt RRAR-

Pivoting on this variable name leads us to a collection of interesting functions:

public String therebehave(Siring str) {
this UKRYFPMDDWeaCwibJXHMNMecRBp_691358 = (157612 / this TOGAfOcnZniMQ_7
return cableillegal(str);

public String cableillegaliString str) {
this. TOGADIOCNZniMO_735281 = this uKRYPMDDWe CwibJXHNMecRfBp_691358 - (4f
if (debrissort(stri.getdbsoluteFilel).canRead()) {
this XpQbQludBxbabYZYYBmkZZLh_697363 = this. TOGAOcnZniMQ_735281 - ((thi:
-return debrissortistr).getdbsolutePathi);
public File debrissort(Siring str) {
for{inti=0;i=12; i++){

this XpQbQludBxbab¥2¥YYBmkZZLh_B97363 = (this. TOGADOcnZniMO_735281 + this

-retu rn new File(str, this. UBgRbMmY xR bXwRhYZ2WFOe DKjFmPbGfOmIjMpMHrLL;

Pivoting further we see the same value referenced by a function ‘usualsight’:
return new ZJfInFrIoTcUoUjJuTzUrCINuAyNkGtChSdNo().jealoustree(str, this.DBpIjLkJfQoZpQyY;jFfQfBnRsPh,

The function ‘ZJfInFrioTcUoUjJuTzUrCINuAyNkGtChSdNo’ is interesting as well and loads another string:

private byte AQIKZZDMED_344130 = (byte) 89;
Strino BTpRgSwRgludyFtkKbMbZnBriiZsFILgQaFpZiQbMiCaE] = momsqguirrel () toString();
protected final char Cchj\WXCPBoWJu_971432 ="

The function a string is loaded from is just another wrapper to another function:

static StringBuilder momsquirrel(} {
return new StringBuilder{erraralien());
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This function decodes an odd looking string:

>>> a = [39,54,61,61,10]
>>> a = bytearray(''.join(map(chr,a)))
>>> a

bytearray(b"\'6==\n")
>>> for i in range(len(a)):
a[i] "= 80

>>> a

bytearray(b'wfmmz")

Scanning this same source file of ‘ZJfJnFrioTcUoUjJuTzUrCINuAyNkGtChSdNo’ shows an interesting function
with the hallmarks of RC4:

public byte[] shoearrange(byte[] bArr) {

Nt 13 = ELQCUE I XMA T UHgEWHYH mPIKoLTBMIEe,

GFgQwl gxXdDaDyQcoWalhQkMIEnBgSpPxFy = (i2 + iArri3]) % 256,
this.nxXQSjuMFa_453308 = this.ogMPxrWgu_B51732 + this EIUITyKigSoJgDHRgjuL_26§
obligesearch(i3, GFgRwlUgxXdDaDyocWalLhQkMIERBgSpPxFy, (AT,

i2 = this. nXQSjuMNFa_453305;

inti4 = EQcDETxMhTuHgRwWHyPmPikKoDfQbMrEe;

this EIUITyKigSoJgDHRgjuL_268615 = (i2 - -B64696820) + this.oghMPxrWgu_651732;
intis = GFgQwlgxdDabyQoWalhQkMIERBgSpPyFy;

this.ogMPxrWgu_g551732 = (this. EIUITyKigSoJgDHRgjuL_268615 + 464426) - (i2 / 1455
int]] iArr2 = iArT;

int nothinglucky = nothinglucky("b’, 5222 1Arr2, i4);

this.nxQSjuMFa_4533058 = (this.ogMPxrWgu_B51732 - 72) + this. EIUITyKigSolqgDHRqju
i2 = nothinglucky('z, 1544545 jArr2, i5);

this EIUITyKigSoJgDHRQjuL_2686715 = ((82 - this. nXQSjuMFa_453305] + this.ogMPxriy
i2 = nothinglucky™w", 1444 iArr2, (nothinglucky +i2) % 256);

this.ogMPxrWgu_551732 = {(this. EIUITyKigSolqDHRqjuL_268615/ 555702) - this.nXQ<
bArrd[i] = puzzleenter(inew Double{(double) i2).intValue() + 0) " bArr2{i]);
this.ogMPxrWgu_gB51732 = this. EIUITyKigSoJqDHRgjuL_268615 + this.nXQSjuNFa_d45]

This function is called from another function:
public byte[] alonecore(byte[] bArr) {

Which can be seen being used here:

byte]] bArr2 = new byte[grantlayer(sanddramal];
punchshove(sanddrama, bArr2);
kKidneyrebuild(alonecore(bArr?), squeezeenter(sanddrama));
if (bufferedinputStream = null} {

rampdigitall bufferadinputStream);
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I’ve seen RC4 used plenty of times in the past with Android malware and packers so let’s test it out on our

encoded file:

>>> key = 'wfmmZ'
>>> data = open('Cqse.json', 'rb").read()
>>> from Crypto.Cipher import ARC4
>>> rcd = aRC4.new(key)
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
NameError: name 'aRC4' is not defined
>>> rcd = ARC4.new(key)
>>> t = rcd.decrypt(data)
>>> t[:100]
"dex\n@37\x00*\xfb\xbc\xb9\xF8\xef\x04 | \xcd\xee\xfc\x13f\x07\x06\xf4\xTb*\xd9\xfc\xa3r\xbb\xf9\x80?1

Jackpot! After running dex2jar we can take a peak at the unpacked data which matches the references from the

original AndroidManifest:

1 Source code

-- B3 android.support.v4

EE,‘ androidx
I_—‘_}EE,‘ com
ElEE} example.myapplicationtest
=@ Bot
- (® Botld
G BrowserActivity
@ BuildConfig
@ CardActivity
@ ComposeSmsActivity
@ Contactltem
- ® ContactlistAdapter
=-® Dca
@ ForegroundService
@ HeadlessSmsSendService
@ HttpCom
@ IntentStarter
@ LangTxt
- @ MainActivity
@ MmsR.eceiver
- ® MyAccessibiityService
@ MyExceptionHandler
@ MyMotificationListener
@ PanelReq
@ ProgConfig
ERC!
@ SmsReceiver
@ SmsThreadActivity
- ® SocksClient
@ Spammer
=@ utis
- & _sélambdasDGASs_X59a12f
-3 google.andraid.material
- B3 io.michaelrocks.paranoid

T T T -
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Decode Bot Strings

Get Jason Reaves’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

This also has encoded strings using an opensource obfuscator[2], we can rebuild and construct a deobfuscator

pretty quickly by using the code we have available:

public class Deobfuscator {
public static final int MAX_CHUNK_LENGTH = 8191;
private static final String[] chunks;static {
String [] r@ = new String[2];
chunks = r@;
ro[o]
ro[1]

<snipped>;

<snipped>;
}
private static long getCharAt(int i, String[] strArr, long j) {
return rhnext(j) » (((long) strArr[i / MAX_CHUNK_LENGTH].charAt(i % MAX_CHUNK_LENGTH)) << 32
tpublic static String hgetString(long j, String[] strArr) {
long next = rhnext(rhseed(4294967295L & j));
long next2 = rhnext(next);
int i = (int) ((((next >>> 32) & 65535) A (j >>> 32)) N ((next2 >>> 16) & -65536));
next2 = getCharAt(i, strArr, next2);
int i2 = (int) ((next2 >>> 32) & 65535);
char[] cArr = new char[i2];
for (int 13 = 0; 13 < i2; i3++) {
next2 = getCharAt((i + i3) + 1, strArr, next2);
cArr[i3] = (char) ((char) ((int) ((next2 >>> 32) & 65535)));
}
return new String(cArr);
tpublic static String getString(long j) {
return hgetString(j, chunks);
}
public static long rhnext(long j) {
short s = (short) ((int) (j & 65535));
short s2 = (short) ((int) ((j >>> 16) & 65535));
short rotl = (short) (rotl((short) (s + s2), 9) + s);
s2 = (short) (s2 /N s);
return ((long) ((short) (((short) (rotl(s, 13) A s2)) AN (s2 << 5)))) | (((((long) rotl) << T
tprivate static short rotl(short s, int i) {
return (short) ((s >>> (32 - 1)) | (s << i));
tpublic static long rhseed(long j) {
long j2 = ((j >>> 33) N j) * 7109453100751455733L;
return ((j2 N (j2 >>> 28)) * -3808689974395783757L) >>> 32;
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tpublic static void main(String[] args) {
System.out.println(Deobfuscator.getString(Long.parselong(args[0])));

}
}

I snipped the chunks but the idea is simply to pull every long value passed to GetString from the source code files

and pass it this code to decode the string:

# for val in $(cat values_clean.txt); do java Deobfuscator $val >>blah; done

The decoded string list:

com.android.vending

com.google.
com.google.

android.gms
android.gms:id/toggle

com.android.permissioncontroller:id/permission_allow_button

com.android.packageinstaller:id/permission_allow_button

com.google.
.android.gms.security.settings.VerifyAppsSettingsActivity

com.google

com.google.
com.google.
com.google.

android.gms

android.gms
android.gms.security.settings.VerifyAppsSettingsActivity
android.gms

com.android.vending

com.google.

android.gms:id/toggle

android:id/switch_widget

O Oc O
%S ,%S, %S

LOG

DISABLE_PLAY_PROTECT

1

android.widget.Button

0, 0, 0,
%S,%S,%S

LOG

DISABLE_PLAY_PROTECT

1

android.widget.TextView

android.support.v7.widget.LinearLayoutCompat

com.google.

android.gms:id/toggle

android:id/button

o %c O
%S, %S, %S

LOG

DISABLE_PLAY_PROTECT

1

->android:

Huawei
Xiaomi

power

id/button1
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android:id/button
android.settings.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
package:

CardActivity

BAL_GRABBERa

android.packageinstaller
android:id/alertTitle

com.android.settings
com.android.settings:id/entity_header_title
com.android.settings:id/app_detail_title
com.android.settings:id/app_name
android:id/title
com.google.android.permissioncontroller
com.google.android.gms.security.settings.VerifyAppsSettingsActivity
Activar analisis de Play Protect

Ajustes de Play Protect

power

keyguard

com.android.phone
com.android.server.telecom

o
o

s,%s,
LOG
RUN_USSD

1

android.intent.action.CALL

tel:

#
com.google.android.packageinstaller
android:id/button

%S,%S,%S

LOG

UNINSTALL_APP

1

android.intent.action.DELETE
package:

0, 0, 0,
%S,%S,%S

S

LOG

EXCEPTION

RSA
MIIBIjANBgkghkiG9w@BAQEFAAOCAQSAMIIBCgKCAQEAIQ3YWOMbYcmMrUGB8b3LqUiuXdxFYm/eBxARoAHC/9dC8cbagwdveSq]j
RSA/ECB/PKCS1Padding

/poll.php,

[
%S
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%satext/html

UTF-8a

Androida

a

original_number

dd/MM/yyyy

HH:mm:ss

display_name

display_name

b

b

b

a

content://sms/

_id!=?

0
android.intent.action.SENDTO
android.intent.action.SEND
android.intent.action.VIEW
UTF-8

address

thread_id

android.intent.action.VIEW

address

thread_id

address

thread_idName:Card:Exp:
/CWV:%s,%s,%s

LOG

CARD_BLOCK

c,

GET_INJECTS_LIST,

GET_INJECT,

UNINSTALL_APP

CARD_BLOCK

SMS_INT_TOGGLE

BLOCK

SOCKS

OPEN_URL

RUN_USSD

DISABLE_PLAY_PROTECT

RELOAD_INJECTS

SEND_SMS

GET_CONTACTS

RETRY_INJECT%s,%s,%s
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LOG

INTERCEPTING

%S,%S, -

LOG
INTERCEPTING_ERR_NOT_DEF
android.intent.action.VIEW
d

d

%S,%S,%S

LOG

CARD_BLOCK

AMI_DEF_SMS_APP

C

d
phone%s,%s,%s,%s,%s,%s,%d,%s
PING

3.1

4

power

ForegroundServiceChannell_
ForegroundServiceChannell_
ForegroundServiceChannell_
ForegroundServiceChannell_
SMS_RATE

GET_SMS

34

+34

0034

BLOCK

34
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d

CARD_BLOCK

d

b

DISABLE_PLAY_PROTECT
GET_CONTACTS

GET_INJECTS_LIST

GET_INJECT

GET_SMS

AMI_DEF_SMS_APP

BAL_GRABBER

CONTACTS

EXCEPTION

INJECT
INTERCEPTING_ERR_NOT_DEF
INTERCEPTING

SMS

LOG

NONE

OPEN_URL
android.permission.READ_CONTACTS
android.permission.RECEIVE_SMS
android.permission.SEND_SMS
android.permission.READ_SMS
android.permission.READ_PHONE_STATE
android.permission.CALL_PHONE
PING

PREPING

RELOAD_INJECTS

RETRY_INJECT
MIIBIjANBgkghkiG9w@BAQEFAAOCAQBAMIIBCgKCAQEAiIQ3YWOMEYcmMrUGB8b3LgUiuXdxFYm/eBxARoAHC/9d(8cbagwdveSq;j
RUN_USSD

SEND_SMS

/poll.php

SMS_INT_TOGGLE

SMS_RATE

SOCKS

UNINSTALL_APP

3.1.ru

.com

.cn

PREPING,

a

b

%S,%S,%S

LOG

AMI_DEF_SMS_APPa
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android.provider.Telephony.ACTION_CHANGE _DEFAULT

package

a

-a
SENT_SMS_ACTION
content://sms/
thread_id= ?
address
thread_id

read
content://sms/
thread_id= ?

(
)SENT_SMS_ACTION
SENT_SMS_ACTION
address
body

content://sms/sent

thread_id

android.intent.action.DIAL

tel:

com.android.contacts.action.SHOW_OR_CREATE_CONTACT

tel:

com.android.contacts.action.FORCE_CREATE

address
thread_idpdus
LOG, SMS,

address
body

content://sms/inbox

Zur Installation miissen Sie den Zuganglichkeitsdienst einschalten fir
Sie konnen diese Aktion nicht fur einen Systemdienst durchfihren.
Aktion Erforderlich

Bitte Lesen Sie die Nachricht vor dem klicken %s.

Gesprach
Kontakt
SMS

+ Neue Konversation

Sie
Senden
Nachricht...

Fehler beim senden der Nachricht!

Fehlermeldung

Konversation beginnen

Telefonnummer

Telefonnummer eingeben

Page 15 of 62
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Alle Loéschen

Anrufen

Kontakt Anzeigen / Hinzufugen

Google Play-Uberpriifung

Nach der Aktivitat auf Ihrem Gerat missen Sie, um Ihr Gerat weiterhin benutzen zu kénnen, Ihre Ident
Besitzer

Kartennummer

Ablaufdatum

Monat

Jahr

CVV-Code

Uberpriifen

Fehlermeldung

Bitte alle Felder eingeben.

CVV-Nummer sollte 3 Zeichen lang sein. Drehen Sie Ihre Karte um und schauen Sie sich das Unterschrif
Bitte geben Sie ein glltiges Ablaufdatum ein.

Bitte geben Sie eine gliltige Kartennummer ein.

Bei der Installation dieser App ist ein Fehler aufgetreten. Bitte versuchen Sie es spater erneut
To install you must turn on the accessibility service for "%s".Click "%s" to go to the settings and
You can not perform this action on a system service.

Action Required

Please read the message before clicking %s.

Conversations

Contacts

SMS

+ Compose

You

Send

Message...

Error sending message!

Error

Start Conversation

Number

Enter Number

Clear All

Call

Show / Add Contact

Google Play Verification

Following activity on your device, to continue using your device you must verify your identity.A ban
Owner

Card Number

Expiration Date

Month

Year

Ccwv

Verify

Error
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Please enter all fields.

CVV number should be 3 characters long. Turn your card over and look at the signature box. You shouli
Please enter a valid expiry date.

Please enter a valid card number.

There was an error installing this app, please try again later.

Para instalar debe activar el servicio de accesibilidad para "%s".Haga clic en "%s" para ir a la con
No puede realizar esta accién en un servicio del sistema.

Accién requerida

Lea el mensaje antes de hacer clic en %s.

Conversaciones

Contactos

SMS

+ Redactar

Usted

Enviar

Mensaje...

iError al enviar el mensaje!

Error

Iniciar conversacion

Ndmero

Ingresar namero

Limpiar todo

Llamada

Mostrar / Agregar contacto

Verificacién de Google Play

Después de la actividad en su dispositivo, para continuar usando su dispositivo debe verificar su id
Propietario

Nimero de tarjeta

Fecha de caducidad

Mes

Ano

Cw

Verificar

Error

Por favor ingrese todos los campos.

El ndmero CVV debe tener 3 caracteres. Dé la vuelta a su tarjeta y mire el cuadro de la firma. Deber
Ingrese una fecha de vencimiento valida.

Por favor, introduzca un ndmero de tarjeta valido.

Se produjo un error al instalar esta aplicacién. Vuelve a intentarlo mas tarde.
Aby zainstalowa¢, musisz wiaczy¢ ustuge utatwier dostepu dla EA%sEA.Kliknij BA%sBEH, aby przejs¢ do usti
Nie mozna wykona¢ tej czynnosci w ustudze systemowej.

Konieczne s dziatania

Przeczytaj wiadomos¢ przed kliknieciem %s.

Rozmowy

tacznosé

SMS

+ Komponowac
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Ty

Wysta¢

Wiadomosc¢. . .

Btad podczas wysytania wiadomosci!
Btad

Rozpocznij rozmowe

Numer

Wpisz numer

Wyczys¢ wszystko

Zadzwoni¢

Pokaz / dodaj kontakt

Google Play Verification
Following activity on your device, to continue using your device you must verify your identity.A ban
Owner

Card Number

Expiration Date

Month

Year

Cw

Verify

Error

Please enter all fields.

CVV number should be 3 characters long. Turn your card over and look at the signature box. You shouli
Please enter a valid expiry date.
Please enter a valid card number.

Wystapit btad podczas instalowania tej aplikacji, sprébuj ponownie pézniej.

DGA

The bot also has an onboard DGA for generating domains with a hardcoded list of TLDs

.ru
.com
.Cn

The seed for it is based on the date:

private static void GetSeed() {
int i = Calendar.getInstance().get(1);
int i2 = Calendar.getInstance().get(2);
long j = (long) ((i A i2) A @);
seed = j;
j*=2;
seed = j;
j *= ((long) i) " j;
seed = j;
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long j2 = (((long) i2) N j) * i;

seed = j2;
j2 *= ((long) @) N j2;
seed = j2;

seed = j2 + 1136;

The first will be the year and the second value will be the month, remebering that java calendar starts counting the

months at 0.

We can do the same trick we used for decoding the strings by just reusing the code at hand and changing it up a bit

to generate all available domains and dump them out:

import java.util.Calendar;
import java.util.Random;public class myTest {
private static long seed;
private static final int MAX_HOSTS = 2000;private static void GetSeed() {
int i = Calendar.getInstance().get(1);
int i2 = Calendar.getInstance().get(2);
long j = (long) ((i M i2) N @);

seed = j;

j*=2;

seed = j;

j *= ((long) i) M j;

seed = j;

long j2 = (((long) i2) A j) * j;
seed = j2;

j2 *= ((long) @) N j2;

seed = j2;

seed = j2 + 1136;
}public static void main(String[] args) {
GetSeed();
Random random = new Random(seed);
for (int i = @; i < MAX_HOSTS; i++) {
String string = "";
for (int 12 = 0; 12 < 15; i2++) {
string = string + ((char) (random.nextInt(25) + 97));
}
String r1 =1 % 3 ==0 7 string + ".ru" : i %2 ==0 ? string + ".com" : string + ".cn";
System.out.println(r1);
}
}

This will spit out all the domains for this month, if you want a different month just manipulate the i2 variable in

the GetSeed function.
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I0Cs

Generated domains for March 2021:

aogedvhwghuokpd.ru
luwardwlejahsbl.cn
nfiuerwtftasnuk.com
gbmsxoavsgkvkdh.ru
wenkgefmpgfumtk.com
yvynhfcixegxcby.cn
xjnwgdospderqtk.ru
ehjhihxkxtgbayy.cn
bfwqwsfsicedupj.com
atauslfvfvnqols.ru
apdjmmfdrpokfbc.com
mtoncrdutxeukcv.cn
ixexifcomsummmw. ru
feojshpssinmect.cn
uhlkknbcab1fmwm. com
bdoefrixkguoivh.ru
scktdkxsfaqgikhl.com
ithhrwroxrxsxfy.cn
ouhfhinobucavpq.ru
sxofaxdpgvwlcdk.cn
afhckrfcucjbpln.com
ufxwgivimryjnod.ru
trygpdmyjxkdsqc.com
lbdvdftoknnjgnt.cn
asumiidttvkgbcq.ru
dsjllaauvfxtxuu.cn
ivsidewdwmtghib.com
jlpgflyyeaoeaay.ru
vvxitnwrtidcjpm.com
ixshbrjebrwhnwp.cn
vhcedlfyavavvuj.ru
gsgobchwtjjqupe.cn
fwiskpomrwlgayc.com
tiphssnimcgisfl.ru
rsejbmgsngwbwvy. com
quwxisdftrhkugx.cn
wrmumpkfgeqgcss.ru
jagwvpmhykktllh.cn
pkreptloyxicxve.com
corxcbfbpjcunia.ru
esyiyphpjlstvsi.com
hxntfaqyapsiqgap.cn
vabtxdguvhawmud.ru
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ypawnsiyrpjyams.
uhjyhkesxfyejxq.
kohsijubfsemawc.
rmjgcpgjflnjofv.
vownaknthmvfmmo.
vphvafbfhdsnemn.
ipiravjcwmjpjxa.
gykgaiboudkqllm.
ugbfwxglnrghfea.
iyglxtoeoutpksn.
upsuygewbvvcshr.
osagiucjobxnhke.
ndltcgvgcordbjf.
mydfoflvtxqckjj.
oyxxxdlpmlofhif.
peohskmhbiwaswx .
laxhptestprwokn.
mxngngegbvyvqrv.
nohnyloidcptxob.
bfsggebsrhigyxh.
jpbglxiallxpxnf.
jvwiyfmgkhigwst.
xvotqgbheijyagt.
nfvvgdylfigiopt.
sntcbjbrlrhwmkd.
nbamox1lgxvtkwyo.
eboyewt1jkwywbr.
cixarnjjsuybstm.
yctimafpurliied.
ixkqgsxagklovyap.
axokiobnhwhkulr.
vcigbiphggumxtm.
twjwflyyltwqyrf.
dckhborssheephs.
vuamxpdobwirgpr.
gdxrsuwpvjoxrmu.
sqsmmxuikesbsng.
nemijaejshdyjrn.
aghwispjhwixffu.
joysgegeomjdipq.
ssfgybvnoklehic.
aigecvyxywtksgw.
daojeqcvcpbdccp.
rpkiphlorhhkgbw.
jnlwuxdomtfbijn.
wgbpxuvcvfamkdv.
voxyppxgynxmjff.

com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
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xpvgjytteavmdeu.
ilynavfqveqtaeg.
lgibdkotaucksjv.
vxcibouassdttmd.
ghjxgbrcpsvhtfi.
uhrnfwbfhnsimjh.
wrrgopmymfndwlu.
aoeagxivuikhhdp.
yjgefgacfewiosw.
gtlagagqucyucwn.
snrpjeofcaxhbnf.
joxcxsbjibkwoge.
blaganfagbsmgwc.
yochdfumabycoqj .
lbocvavxnkpvbvy.
smferkhrlkfvdom.
eiobblimcjpilij.
oycwtdstgdvijjyg.
rfnbwrsvrosywve.
rbagixumwbmyxfp.
wthmpyptbtusxql.
uytwscwayhyngul.
fsyuxixsfcseeid.
osgajkwnbcwmnpn.
gsghxihwgjvsxps.
yhxolurakulmsiu.
xsjowjmqrloeoda.
jiuyniwbhmnrubd.
riigxankrxtlrtu.
pfatlydunrtvmmd.
qjtefelmccwbexr.
txrnbrhdiojgvdf.
oxlvsdesbjuibdd.
dembgogoykvkdts.
rabswrogwxbsfjn.
gebtygcgwcuiqyq.
spomjukemhbgpdy .
geuxebgkmudxeuc.
vdoxivypkncpxpw.
mcwaoarumdwfuoi.
whsegdwcgyeglno.
rashmifjmuwdasw.
bvpogufypdfroiq.
wyduhxefnhjkyrg.
vhymcalpgbtxhln.
ymtlpcbvrvtrvpp.
elfeyiukixinahg.

com
cn
ru
cn
com
ru
com
cn
ru
cn
com

com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn

cn
com
ru
com
cn
ru
cn
com
ru

com
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rgsjgiugtgkybgo.
mmgxkayfmcvbtmo.
vpgpgqwgaedvgmnh.
vdkpgaplgweyamp.
nflrjsaqsvfwukg.
bihyokmcdgijkhsl.
dfnbqubvxddvurv.
ucuafvglvfijtgas.
ltyijgdjdiwatrd.
orsvgfawsndlprh.
ffqjqgorpsotrsj.
uxyopvqluvihhjf.
kuoycxgewotcwnr.
nnpope j sxwdekwn.
ocvkvbvirrtxdxl.
jnopevubxvulbox.
swadcgmgxk jkwlr.
utvossjghtppasv.
aypfcrvwgyeouie.
xunhudmjvfbullm.
hgtpceiwlcwbbjo.
arymabkciiyygmh.
aecbtwdvoynyojh.
sarmaeroeicloxw.
umhrgkbnmcpheuj.
lcbqgyugshoarnup.
pxjirtaxlsjwgwr.
kmlcxjfdvoichoe.
udtuxtnmpgecdeq.
ujinhtabusoolhqg.
wccojfyaytxcaex.
vgdannrtaoqtadq.
lykbsberlarcpdc.
niubnyadnnipvfy.
tgdenxhunrjsakr.
snaljcgavpiephk.
smvcpogycttpege.
rnsptukwxatottq.
ar juomldbkxmuxm.
hfgxmlgwxwvpmth.
dwvylwbpmolorri.
iuwunpjufsxakum.
bflrowxlgogqfgpj.
fjqlephbacynigu.
pmrjlighjjsnnuu.
laxixnnswnfcoat.
gwnucljusbddbtu.

ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com

cn

cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
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mkomjxfgmkpdsnp.
mkvrbahcduoxdmf.
ccwphdspwhngxpi.
rlkgnakpyiygnlw.
ndtruggeijwfuyc.
ejlocvqwfdgbupo.
ofyefcqipeykhtq.
tvjjkjrxmhxnnsp.
dhuilibjflseobu.
lboyoqtrjngmxot.
wxbgmyfhwgsfsyo.
pfjliwwveftuwbn.
ahmfplukksbfikp.
larrowlygahvjrf.
qgswjxmbvgmlgku.
qvyjvlynxbreblv.
gfnkhxbixjshqdx.
jrijarkacjxptwaa.
Isjxlvyjiilcwmo.
rgefjyxxyhulsmw.
onivbeugujmcvyy.
joslxklgphibnhn.
rbkhswtaswidede.
mlvagyomshlyxkl.
tnfbkkbcsgeldui.
obmuujcdkelftnu.
mokfrwlxvqoiefs.
tfgwuiksvmhogcq.
xicgerxaaulanhq.
caxdccebvxogrng.
lhkbriycuyjvomd.
nfkxfpdhtnskshe.
riodbijshnolxdw.
wmbpcpjqgxiiajw.
hublkiblinngarg.
dgffrirckyowkvl.
waiujivgtbpaajt.
nslpfmumlvglywk.
ydvuksybljiuwgc.
qcqgfhgaycelsvfr.
saaapxpjglvigrb.
bincolvurnytpbc.
uevpskcblbnspwj.
txyogfgxowekstq.
tchgeedwdixvowd.
cnatxhlsxgepvlg.
gvnkntfayafnbyi.

com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn

com
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bmqydrqgbrcuipi.
redojjvtckxiofu.
nboggoyilldgeuq.
iggnemjgsbmjgmj.
hpwluwwploggbgk.
hbcaghhflfevixn.
cvswfifvdjofgft.
jpfxpuowsjwcxoe.
fblmdkhmconljhd.
cgbcpykuaosegxo.
eivfolenkmkparp.
agqgeawibhbnywm.
himugrnvgisdppt.
ekvepuyucaofqijp.
ykpnihsgjmxrgjn.
aukfjdvbgtfncdk.
ubtuwgdkdtoupxd.
gtmfuwikxatiqjl.
mayijtbjfgdygkc.
chjlnaygtnjnbwv.
x1stjpwagqpilfk.
rbfbxgjrfyfpyng.
trmcrqtgpdwpyqy.
lpkptkcelxciheg.
uuyhmnvofxcsvwd.
uepwbumhaqfhesy.
tuxiyupjngsnnct.
fsfehkvgnkfcpsf.
tswwgndws jbeouw.
onvjrtoruglrwob.
jrrxtdturwvfede.
ecnlegqfxiqgghi.
dsjufcfwdxgpwet.
xxpqltkhvgoyslw.
vgsrjfktdefhtoq.
nmgephnvduekrlr.
htnweokbpvijphng.
qvkhxvqwramfial.
abaqyvbvwdwymkg.
mt1rklkpjibxbpp.
ogmfpacnocvliste.
asipvegglxmmigy.
vmjxqgiemubgghnv.
ybkgxootsptpfof.
kmudigtugksjcxu.
ywnmfylpddslvsu.
obtibxfjiahxfud.

com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com

cn

cn
com
ru
com
cn
ru
cn
com
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nlxpbtvdhkfjrna.
kgtvwscgxgevyos.
ykodaknvgggesxx.
ftsatgijyhgmbex.
ncycbogbnduwfkx.
tnauwcupytprlhw.
vihdyjkehjlnpme.
irgmrhjlxiqldjf.
mcgobaoxhfhnekw.
gammkmalgvimidh.
odxjjpmtojhhdqgi.
voobusumqgsecal.
ayitihnddgxdvms.
xwavrswdtyjmtel.
dwsetpsesjddcnw.
xeepuvgkahyiawm.
npphkmjkvxhsklc.
bumopyfpvhkyjnt.
pluskvxlhnvahxv.
rfcdwocmhcjmcse.
ivmikinhwnvekkt.
1jgqgpgefghucsg.
knbrlupgmolswpa.
gbntgrvqlvdjhre.
csilhjxdhxyyhik.
xxpsgallhnouynx.
gpuagvgmokdhndb.
ngxvjsvpeogenyk.
kmpxqodbyobnlwf.
fddibaaibcjletd.
siweqgpkgbleylg.
jsygatkfhvebicm.
xdmdnlutgvsvwvd.
kijugsgsyssjvwf.
yrlvjxohnehgdcs.
bruanbflvgkpmjb.
pkjpfeeqacdcinf.
xasaeoboufenfho.
gkrbhmbutuwhysd.
ofoudkjuafgesgd.
jdxndgbwrwklvbc.
flkgexiwjiwbwam.
mxpma jnmgbnlpdm.
qggvsmskrtxnslu.
rhpcimgnpgkrtfb.
obghavwnjvffwsx.
uwygtpajoiegbte.

com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn

com
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gponudgniecpmtq.
xiogrujuvavmlrc.
gbigvcaemehisfg.
nujctwxhxcmnvws.
gbaeuxjnrxrlhpg.
ugyeetslgpeyokn.
lpajawurdiniuxr.
wfrsselkjytbrxv.
hccawkcrjcmgppo.
qxbppbfooefvhok.
icjxtstatsbqgfc.
cxqvguspodfwxsi.
nuoxvhfagsoddin.
ooggsbvmxugvmbm.
eitttfjfckbgelp.
nnnodncknwmparv.
odmnesnggndulwb.
gbyjywknggniesx.
didvhvhvgugeiaw.
qvwwqulxxllpyro.
pwawjrqjktuwifo.
wkwknittocgkhmf.
bwnvhywpigcerya.
kmguhlhohtceheo.
yxrpotsgitdqrkd.
scuxpeenebsmgfw.
inwfhfbhdoyvyxj.
sixcskysiimnpbh.
qatrijpsgqgajykxk.
pjpvlfstetuxbsw.
hjonjnkwsopuktx.
yiguogxnxeltssu.
nwrcseyjtclwpaf.
hfkiejptrhauscu.
jmharpdewugngpj .
naftddwrhranrho.
pieyphuruatwuge.
jvieovgxgvivaas.
ytggwadmhskhquwr .
witurkhlssqftyw.
johsonmwhapewcs.
pemevgnmvuehaog.
rqqyqvbohlcvcea.
oibpgkqynkdmogu.
tjkvmcbnesprwcu.
wabvmhqgakdjaxvy.
hmeeujaidnxqpff.

com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
com
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xjjbfawpktllcwa.
nfsvbynnchharvh.
tlrhobyivlhwvrf.
enopngbsucmycfu.
fseybuuxsbgoxis.
wfguboyakjnxkaq.
ycnblxslgaknlvf.
wqysijjhhrksrpo.
nhbtabgvhwnwwdy .
smkrgfngpfcsvue.
ahymytfthwkslkb.
odpbspdyqgejjane.
nwymaprsxtgsvtm.
mkcpnkqwoykxspb.
kgigaeaedwuvmdgq.
tjgfynrdklcywoa.
yogxwwhractpigh.
jbifpmpwluknchs.
xmrdxebtsbuidlw.
pcaoutglcfanlyf.
eokirtabqgfettfs.
geottcvclllagsa.
hvmobqyuehwvwgm.
hnbnfhyxixbwffk.
askibtsycguocko.
tvsxogbqvnixteu.
qtudlrkbxuicwuq.
orhkshgnsliaejp.
fgbpmlmdtunbfoj.
dsedhgimgoonplh.
jwjpnujrxpdxmrw.
ioemlragqvibuwg.
ltwspqijppaoyuf.
vkscchkdminylis.
crsmjwyfjquabwt.
unpvnakqcabjfip.
qcickeaewpwjjmt.
iuamgcewitonico.
qqicvwionpxlfas.
ubroehhgeankynd.
svmbngaestsfida.
diweofefbyokkrd.
jskdbxchrlocsrp.
brctrmrolkefgno.
pgrsvsdbhmlnltm.
xxdcirjfgbwtqyq.
xgkcmoeudncfwuc.

com
cn
ru
cn
com
ru
com

cn

cn
com
ru
com

cn

cn
com
ru
com
cn
ru
cn
com
ru
com
cn

cn
com
ru
com
cn
ru
cn
com
ru
com
cn
ru
cn
com
ru
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jleoagjgmvvjixh.
ocadpphyhewpueq.
giamjkmwkotxioj.
bitfdsumfbayvcd.
vfnoxlueflkvicr.
fwtoglabonflqdb.
yjasimvpggrgapw.
nywnegknxvycqge.
hjodpkngmsvwiyo.
cfydnesmksoocrs.
oglmhgsxtpoealu.
jppvtokpawavgiy.
gpcaiqfxdwnldrp.
orhvcwuvelcxfem.
ntouoqjignvqrum.
nhaypwtufcelxwh.
nuikpgbclumcigm.
jguamfempnwdxns.
fpyxeygmiawsjji.
htwftjonkhydjae.
fvsejjndsgqlyla.
jvlfuewgadxtpry.
blarbkptgeegope.
cmlgcgxrkjtolol.
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