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Cold as Ice: Answers to Unit 42 Wireshark Quiz for IcedID

By Brad Duncan

Published: 2023-05-30 - Archived: 2026-04-05 16:48:51 UTC
Scenario, Requirements and Quiz Material

Traffic for this quiz occurred in an Active Directory (AD) environment during April 2023. The infection is similar
to previous IcedID activity tweeted by Unit 42 in March 2023. Details of the Local Area Network (LAN)

environment for the pcap follow.

e LAN segment range: 10.4.19[.]0/24 (10.4.19[.]1 through 10.4.19[.]255)
e Domain: boogienights|.]live

e Domain controller IP address: 10.4.19[.]19

e Domain controller hostname: WIN-GP4JHCK2JMV

e LAN segment gateway: 10.4.19[.]1

e LAN segment broadcast address: 10.4.19[.]255

This quiz requires Wireshark, and we recommend using the latest version of Wireshark, since it has more features,

capabilities and bug fixes over previous versions.

We also recommend readers customize their Wireshark display to better analyze web traffic. A list of tutorials and

videos is available. As always, we recommend using Wireshark in a non-Windows environment like BSD, Linux

or macOS when analyzing malicious Windows-based traffic.

To obtain the pcap, visit our GitHub repository, download the April 2023 ZIP archive and extract the pcap. Use

infected as the password to unlock the ZIP archive.

Quiz Questions

For this IcedID infection, we ask participants to answer the following questions previously described in our

standalone quiz post:

e What is the date and time in UTC the infection started?

e What is the IP address of the infected Windows client?

e What is the MAC address of the infected Windows client?

e What is the hostname of the infected Windows client?

e What is the user account name from the infected Windows host?

e Is there any follow-up activity from other malware?
Quiz Answers

The AD environment for this pcap contains three Windows clients, but only one was infected with IcedID.
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Answers for this Wireshark quiz follow.

e Malicious traffic for this infection started on April 19, 2023, at 15:31 UTC.
o Infected Windows client IP address: 10.4.19[.]1136

e Infected Windows client MAC address: 14:58:d0:2e:c5:ae

e Infected Windows client hostname: DESKTOP-SFFILJF

» Infected Windows client user account name: csilva

o Follow-up activity: BackConnect traffic

Pcap Analysis: IcedID Chain of Events

To understand IcedID network traffic, you should understand the chain of events for an IcedID infection. A flow

chart illustrating this chain of events is shown in Figure 1.

lcedID HTTP traffic
installer (EXE for gzip

various delivery
methods (email-
and/or web-based)

' initial follow-up activity
can include:

persistent IcedID HTTPS C2 traffic * BackConnect
malware created from lcedID « Cobalt Strike
from gzip binary infection * VNC traffic

% paloalto’ | @uNITaZ
Figure 1. Flowchart for chain of events in the April 2023 IcedID infection.
Most IcedID infections use a standard variant of IcedID. These infections typically use an EXE or DLL that acts

as an installer. This installer generates an unencrypted HTTP GET request that retrieves a gzip-compressed binary.

The installer then converts this binary into malware used for a persistent IcedID infection.

The newly created, persistent IcedID generates HTTPS traffic to communicate with command and control (C2)

servers. The C2 activity can lead to BackConnect traffic, Cobalt Strike and Virtual Network Computing (VINC),

activity.

If the infected host is part of a high-value environment, an IcedID infection would likely lead to ransomware.

Pcap Analysis: Infection Vector

Using Wireshark customized from our tutorials, apply a basic web filter to see if anything stands out. Review the

results in your column display. Look for unencrypted HTTP traffic over TCP port 80 directly to an IP address
without an associated domain. This is a common characteristic in the chain of events for various malware

infections.
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At 15:31:08 UTC, the host at 10.4.19[.]136 generated an HTTP GET request to hxxp://80.77.25[.]175/main.php as

shown below in Figure 2.
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~ 2023-04-Unit42-Wireshark-quiz.pcap =

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ REG Qer»FersT =0080TF

[l|(http.request or tls.handshake.type eq 1) and !(ssdp) = '\v‘ basic basic+ basic+dns

Time Src port Dst port  Host Info
2023-04-19 10.4.19.136 51089 51.104.162.168 443 array604.prod.d.. Client Hello
2023-04-19 10.4.19.136 51090 13.107.42.16 443 config.edge.sky.. Client Hello
2023-04-19 10.4.19.136 51091 13.107.42.16 443 config.edge.sky.. Client Hello
2023-04-19 10.4.19.136 51092 20.42.65.85 443 vi10.events.data.. Client Hello
2023-04-19 10.4.19.136 51093 51.104.167.186 443 array607.prod.d.. Client Hello
2023-04-19 10.4.19.136 51094 204.79.197.203 443 windows.msn.com Client Hello
2023-04-19 10.4.19.136 51095 40.126.24.84 443 login.live.com Client Hello
2023-04-19 10.4.19.136 51096 52.137.106.217 443 settings-win.da.. Client Hello
2023-04-19 10.4.19.136 51097 23.47.50.132 80 adl.windows.com GET /appraiseradl/2023
2023-04-19 10.4.19.136 51098 52.254.114.65 443 fe2cr.update.mi.. Client Hello
2023-04-19 10.4.19.136 51099 20.242.39.171 443 fe3cr.delivery... Client Hello
2023-04-19 10.4.19.136 51100 104.208.16.89 443 v10.events.data.. Client Hello
2023-04-19 10.4.19.136 51101 104.208.16.89 443 v10.events.data.. Client Hello
2023-04-19 10.4.19.136 51108 40.126.28.23 443 login.microsoft.. Client Hello
2023-04-19 10.4.19.136 51109 142.251.46.131 443 update.googleap.. Client Hello
2023-04-19 10.4.19.136 51110 204.79.197.200 443 edgeservices.bi.. Client Hello
2023-04-19 10.4.19.136 51111 204.79.197.203 443 www.mSn.com Client Hello
2023-04-19 10.4.19.136 51112 80.77.25.175 80 80.77.25.175 GET /main.php HTTP/l.l]

© 9 A . 6 B . . 200 443 assets.msn.com Client Hello

2023-04-19 10.4.19.136 51114 204.79.197.239 443 edge.microsoft... Client Hello
2023-04-19 10.4.19.136 51115 204.79.197.203 443 www.msn.com Client Hello
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Figure 2. Suspicious HTTP traffic directly to an IP address shown in Wireshark.

Follow the TCP stream for this HTTP GET request, as shown in Figure 3. This should generate a window for TCP

stream 32, as shown in Figure 4.

- 2023-04-Unit42-Wireshark-quiz.pcap =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 7@ RO Qer>rIera_=EoaoT
A|(nttp.req  Mark/Unmark Packet Ctrl+M B -]+ basic basic+ basic+dns
— : Ignore/Unignore Packet Ctri+D Et Dst port  Host e |
2023-| Set/UnsetTime Reference  Ctrl+T L1689 51.104.162.168 443 array604.prod.d.. Client Hello
2023-|  Time Shift... Ctri+shift+T 1090 13.107.42.16 443 config.edge.sky.. Client Hello
BRI packit Commanits 091 13.107.42.16 443 config.edge.sky.. Client Hello
2023- : L6092 20.42.65.85 443 v10.events.data.. Client Hello
2023-  EditResolved Name 1093 51.104.167.186 443 array607.prod.d.. Client Hello
2023-  Apply as Filter »1094 204.79.197.203 443 windows.msn.com Client Hello
2023- Prepare as Filter L695 40.126.24.84 443 loglr_a.llve:com Cl;ent Hello
2023- - 696 52.137.106.217 443 settings-win.da.. Client Hello
pogll  onversationHiter 1097 23.47.50.132 80 adl.windows.com GET /appraiseradl/2023
2023-  Colorize Conversation Le98 52.254.114.65 443 fe2cr.update.mi.. Client Hello
2023-| scTP »l099 20.242.39.171 443 fe3cr.delivery... Client Hello
2023 - N el Vio.events.data.. Client Hello
2023- v10.events.data.. Client Hello
2023-| Copy 1 login.microsoft.. Client Hello
2023-| Protocol Preferences , update.googleap.. Client Hello
2023-  Dpecode As... edgeservices.bi.. Client Hello
2023- : 3 ; WwWw.msn.com Client Hello
HTTP Stream Ctrl+Alt+Shift+H
= Showacketin New Wincow 3 80.77.25.175 GET /main.php HTTP/1.1
! 131:08 4. 5 assets.msn.com Client Hello
; 9 15:31:09 10.4.19.136 5 edge.microsoft... Client Hello
| 2023-04-19 15:31:09 10.4.19.136 5 WWW . msn . com Client Hello
LoAANn A4 A0 AE N1 .00 AN A A0 1492 = ArmeAatre~ mean aam Aliant 11a11aA

Figure 3. Following TCP stream for suspicious HTTP GET request.
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b Wireshark - Follow TCP Stream (tcp.stream eq 32) - 2023-04-Unit42-Wireshark-quiz.pcap -+ %

GET /main.php HTTP/1.1

HostE: N8B T7L 250175

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,image/webp, image/
apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.7

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: _subid=17dk1e9di14f;
34ab8=eyJ0eXAi101JKV1QiLCJIhbGci0iJIUZzI1NiJ9.eyJkYXRhIjoielwic3RyZWFtciwiOntcIjIz
OFwi0jE20DE5SMTCc2NDFOLFWiY2FtcGFpZ25zXCI6e1wiNTBcIjoxNjgx0TE3NjQxfSxcInRpbWvcIjo
XNJjgx0TE3NjQxfSJ9.9LQVO7Pp3-0HOHEMBnzaa7p8B8jot16pqisEvgs-bII

HTTP/1.1 302 Moved Temporarily *
Server: nginx

Date: Wed, 19 Apr 2023 15:31:10 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: ©

Connection: keep-alive

Set-Cookie: PHPSESSID=ocno7kgfbvjnu3lhoedépftkge; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie:
34ab8=eyJ0eXAi101JKV1QiLCJIhbGci0iJIUzIANiJ9.eyJkYXRhIjoielwic3RyZWFtciwiOntcIjIz
OFwi0jE20DE5MTCc2NDESXCIYNDJIcIjoxNjgxOTE4MjY5fSxcImNhbXBhawduclwiOntcIjUwXCIBMTY
AMTKXNZYOMSXCIjUXXCIBMTY4MTKkXODI20X0sXCI0aW1LXCIBMTY4MTkXNzZYOMXQ1fQ.ebZVpOIXEPe
G57F6kgyLIVMTXRYC6IxVuvSx1u7t8L8; expires=Thu, 20-Apr-2023 15:31:10 GMT; Max-
Age=86400; path=/

Set-Cookie: _subid=17dk1e9di14g; expires=Thu, 20-Apr-2023 15:31:10 GMT; Max-
Age=86400; path=/

Location: https://firebasestorage.googleapis.com/ve/b/serene- |

cathode-377701.appspot.com/o0/XSjwp600pq¥%2FScan_Inv.zip?
alt=media&token=a716bdce-1373-44ed-ae89-fdabafa3ic61

1 client pkt, 1 server pkt, 1 turn.

Entire conversation (1,637 bytes) = Show data as ASCII - Stream 32 ©
Find: ‘ I ‘Find ﬂext‘
@Help Filter Out This Stream Print | Save as... Back | xClose

Figure 4. TCP stream for the suspicious HTTP GET request and response.

Figure 4 reveals HTTP request headers that contain a User-Agent string ending with Edg/112.0.1722.48. This
string indicates the traffic was likely generated by the Microsoft Edge browser. However, web traffic generated by
malware can spoof different User-Agent strings, and some browser extensions also have this ability, so we cannot

be certain this was actually Microsoft Edge.
The HTTP response headers in Figure 4 show a 302 code, redirecting traffic to the following URL:

hxxps://firebasestorage.googleapis|.]Jcom/v0/b/serene-cathode-
377701.appspot.com/0/XSjwp600pq%2FScan_Inv.zip?alt=media&token=a716bdce-1373-44ed-ae89-
fdabafa31c61

This Firebase Storage URL has been reported as malicious by at least seven security vendors on VirusTotal, and it

appears in URLhaus tagged as IcedID. Fortunately, Google has taken the URL offline, and it is no longer active.
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To further refine our search, add the client’s IP address 10.4.19[.]136 to the basic web filter as shown below in
Figure 5. This reveals HTTPS traffic to firebasestorage.googleapis[.]com shortly after traffic to the initial URL at
hxxp://80.77.25[.]175/main.php.

= 2023-04-Unit42-Wireshark-quiz.pcap =

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

L] asic  basic+ basic+dns

Time Dst port  Host Info =
2023-04-19 15:28:34 40.126.24.84 443 login. live.com Client Hello
2023-04-19 15:28:35 52.137.106.217 443 settings-win.data.microsoft.com Client Hello
2023-04-19 15:28:35 23.47.50.132 80 adl.windows.com GET /appraisere
2023-04-19 15:28:38 52.254.114.65 443 fe2cr.update.microsoft.com Client Hello
2023-04-19 15:28:40 20.242.39.171 443 fe3cr.delivery.mp.microsoft.com Client Hello
2023-04-19 15:28:41 104.208.16.89 443 v10.events.data.microsoft.com Client Hello
2023-04-19 15:28:43 104.208.16.89 443 vi10.events.data.microsoft.com Client Hello
2023-04-19 15:30:41 40.126.28.23 443 login.microsoftonline.com Client Hello
2023-04-19 15:30:43 142.251.46.131 443 update.googleapis.com Client Hello
2023-04-19 15:30:43 204.79.197.200 443 edgeservices.bing.com Client Hello
2023-04-19 15:31:07 204.79.197.203 443 www.msn.com Client Hello
2023-04-19 15:31:08 80.77.25.175 80 BOSTE 2515 GET /main.php*
2023-04-19 15:31:08 23.221.22.200 443 assets.msn.com Client Hello
2023-04-19 15:31:09 204.79.197.239 443 edge.microsoft.com Client Hello
2023-04-19 15:31:09 204.79.197.203 443 www.msn.com Client Hello
2023-04-19 15:31:09 23.221.22.215 443 assets.msn.com Client Hello
2023-04-19 15:31:09 104.95.45.223 443 ecn.dev.virtualearth.net Client Hello
2023-04-19 15:31:13 209.197.3.8 80 msedge.b.tlu.dl.delivery.mp.micr.. HEAD /filestree
2023-04-19 15:31:13 209.197.3.8 80 msedge.b.tlu.dl.delivery . mp.micr.. GET /filestrean
2023-04-19 15:31:14 142.251.32.234 [ 443 firebasestorage.googleapis.com Client Hello
2023-04-19 15:31:14 142.251.32.234 | 443 firebasestorage.googleapis.com Client Hello
2023-04-19 15:31:16 209.197.3.8 80 msedge.b.tlu.dl.delivery.mp.milcr.. GET /Tilestrean -

Figure 5. HTTPS traffic to firebasestorage.googleapis[.]Jcom after the initial suspicious URL.
Follow the TCP stream for the initial frame showing
fire

in the Wireshark column display. The TCP stream reveals 273 KB of data sent from the server to the Windows

host, as shown below in Figure 6. This indicates a file might have been sent to the Windows host.
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b Wireshark - Follow TCP Stream (tcp.stream eq 42) - 2023-04-Unit42-Wireshark-quiz.pcap -+ %
............ Unecooenoblsaoooslis i NP [ RSN G Dy el 3
4N (e s e s e lle e o A e A L T A S S R S 3
Ealla v i i ke F.
...%NNs.s.=..:0.4..[.?.MD1..... h2..........
................................. P ) o o oYl LS e e
........... #.......000...#. 1. .. firebasestorage.googleapis.com
.................................... z N el q JeAPM 0t 229
{ nGeD o d g e DO, T =
| .r.31i_..gwME
@. . A e e LU g B0 s Ty e e t.F(O.N
(#.db...q..... GS@
...... N H o G i 0P ]
QRN (] P T2 S S|V 3 = S >.b ATO. .4%. ...... 2 (K
feca.igPas i EvizNL L. NS s G B it
B o R G S SZ 0 HWE X YA (P —— e
3R _BRh T _HKE | PN oo coohois || et afoalPRlils oo onsar aooon o NG QA NESmE: G..a.7-
Tiatls ol 28 s B e 04 T 20t e Vvs2G
% el el 0le | [ g s n e CalNe 0 R plGie EEEEEEY DR D R B S
> ok Al bl Tlsies o o ot ook o 6 6o e e Lt SHO R oo Ao
H ey Do o & aning & o W8 . X S| G I8 e {EZ R
Gc@90. .PQ
S Gon b ee ot snd c oo FEVealN|aordocnhe
o A T A ALK A ~5 #1110 = bl [V A [ IERWal AV - ] bt
6 client pkts, 203 server pkts, 6 turns.
Entire conversation (275 kB) Show data as ASCII x Stream 42 .
142.251.32.234:443 - 10.4.19.136:51125 (273 kB) * Find Next
| 10'4'1:""135:51125_’ 142.251.32.234:443 (1,524 bytes) k Filter Out This Stream Print Save as... Back | xClose

Figure 6. TCP stream showing 275 KB of data sent from firebasestorage.googleapis[.Jcom to the

Windows host.
While the Firebase Storage URL is

tagged as IcedID on URLhaus

, this only indicates a distribution method for the IcedID installer. Based on this pcap, the victim opened a link that

led to the Firebase Storage URL, and that URL delivered a file for an IcedID installer.

The URLhaus entry for this Firebase Storage URL reveals the ZIP archive it previously hosted, as shown in Figure

7.
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QO B &2 https://urlhaus.abuse.ch/url/2614322/

Browse

Reporter: @malware_traffic

Abuse complaint Yes (2023-04-20 02:43:04 UTC to network-abuse{at}google[dot]com)
sent (?):

Tags: exe] icedip ] zip]

Payload delivery

The table below documents all payloads that URLhaus retrieved from this particular URL.

|

Firstseen Filename File Type Payload (SHA256) VT Bazaar Signature
2023-04-20 nfa zip D fc96c893a462660e2342febab2ad125ce1ec9a90fdf7473040b3aeb814ba7901 1»30.00% &= D

© abuse.ch 2023
Figure 7. URLhaus entry for our firebasestorage URL shows it delivered a zip archive.

The ZIP archive was submitted to Malware Bazaar. The archive is password-protected with the ASCII string 1235,

and it contains a file named Scan_Inv.exe. This Windows executable file is an IcedID installer.

Pcap Analysis: IcedID Traffic

An IcedID loader first generates an unencrypted HTTP GET request over TCP port 80 to a domain using GET /
without any further URL. This returns a gzip binary used by the installer to create the persistent malware on the

victim’s host.

To find the gzip binary, use the same basic web filter with the victim’s IP address noted earlier in Figure 5. Scroll
down to an HTTP GET request to skigimeetroc[.]Jcom at 15:35:39 UTC and follow the TCP stream as shown

below, in Figure 8.

. Mark/Unmark Packet Ctrl+M
h 2023-04-Unit42-Wireshark-quiz.pcap 5 i - N
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Ignore/Unignore Packet ]
N Set/Unset Time Reference Ctr+T
s Fhift... Ctrl+Shift+T

't Comments

-{> 2023-04-19 15:35:39 192.153.57.233 80
2023-04-19 15:36:41 104.168.53.18 443
2023-04-19 15:36:43 104.168.53.18 443
2023-04-19 15:36:43 104.168.53.18 443
2023-04-19 15:36:44 217.199.121.56 443
2023-04-19 15:38:45 20.189.173.13 443
2023-04-19 15:39:14 40.126.24.83 443
2023-04-19 15:39:16 40.126.24.83 443
2023-04-19 15:39:16 40.119.249.228 443
2023-04-19 15:41:27 13.89.179.8 443
2023-04-19 15:41:28 13.89.179.8 443
2023-04-19 15:41:43 217.199.121.56 443
2023-04-19 15:42:59 204.79.197.203 443
2023-04-19 15:42:59 20.54.24.69 443

com
com
com
com
com

skigimeetroc.
askamoshopsi.
askamoshopsi.
askamoshopsi.
skansnekssky.

self.events.data..

login. live.com
login. live.com

settings-win.dat..
v10.events.data...
v20.events.data...

skansnekssky.com
windows.msn.com

array610.prod.do..

GET / HTTP/1.1
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

Client
Client
Client
Client
Client
Client
Client
Client
Client
Client
Client
Client
Client

Time Dst port  Host Info =
2023-04-19 15:32:19 23.36.63.240 80 go.microsoft.com POST /fwlink/7 EditResolved Name
2023-04-19 15:32:19 20.231.121.79 80 dmd.metaservices.. POST /metadata Apply asFilter
2023-04-19 15:32:19 23.36.63.240 80 go.microsoft.com POST /fwlink/? prepare asFilter
2023-04-19 15:32:19 20.231.121.79 80 dmd.metaservices.. POST /metadata Cormerstion bk
2023-04-19 15:32:19 13.71.55.58 443 settings-win.dat.. Client Hello 3
2023-04-19 15:32:20 23.36.63.240 80 go.microsoft.com POST /fwlink/? Colorize Conversation
2023-04-19 15:32:20 20.231.121.79 80 dmd.metaservices.. POST /metadata SCTP
2023-04-19 15:34:33 54.145.90.68 80 www.ssl.com GET /repositor s TCP Stream Ctri+Alt+ShiftsT

Copy

Protocol Preferences
Decode As...

Show Packet in New Window

HTTP Stream Ctrl+Alt+Shift+H

Figure 8. Following the TCP stream for IcedID installer’s initial HTTP GET request.

This is TCP stream 53 from the pcap, as shown below in Figure 9. The HTTP request headers for traffic generated

by the IcedID installer have no User-Agent string. Note the cookie sent in the request headers in Figure 9.
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b Wireshark - Follow TCP Stream (tcp.stream eq 53) - 2023-04-Unit42-Wireshark-quiz.pcap -t %

GET / HTTP/1.1

Connection: Keep-Alive

Cookie: __gads=422998217:1:1808:131; _gid=A®CA96894E9D;
_U=4445534B544F502D534646394C4A46:6373696C7661:46353431423635424230383346354633;
__10=21 1181811818 1193560798_2439418475; _ga=1.591597.1635208534.1022;
_gat=10.0.22621.64

Host: skigimeetroc.com k

HTTP/1.1 200 OK .
Server: nginx cookie data

Date: Wed, 19 Apr 2023 15:35:40 GMT

Content-Type: application/gzip . .
Content-Length: 520803 gzip binary
Connection: keep-alive

.......... e D I A A B, X

(0 e el

o o B e oo o VIR BER2 2K g |v /...e.0 Y ERKIe -h™.PO8![...( >
me
YL s .
X R ) X ER RS EMO TN E
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1 client pkt, 371 server pkts, 1 turn.
Entire conversation (521 kB) = Show data as ASCIL x Stream 53 -
Find: Wﬂext‘
@Help Filter Out This Stream Print =~ Save as... Back | *Close

Figure 9. HTTP GET request generated by the IcedID installer.

The cookie line follows:

Cookie: __gads=422998217:1:1808:131; _gid=A0CA96894E9D;
_u=4445534B544F502D534646394C4A46:6373696C7661:46353431423635424230383346354633;
_i0=21_1181811818_1193560798_2439418475; _ga=1.591597.1635208534.1022; _gat=10.0.22621.64

Cookie parameters for the HTTP GET request caused by this IcedID installer follow:

e __gads= IcedID campaign identifier and information from the infected host.

e _gid= Value calculated using MAC address of the infected host.

e _u= ASCII text representing hex values of the victim’s hostname, Windows user account name and another
undetermined value.

e _ io= Domain identifier from the infected host’s security identifier (SID).

e _ga= Information based on the infected host’s CPU.
o _gat= Windows version. For example, 10.0.22621.64 is an identifier for 64-bit Windows 11 version 22H?2
and 10.0.19045.64 is an identifier for 64-bit Windows 10 version 22H2.

These cookie parameters are unique to IcedID infections. You can identify this traffic as IcedID without
understanding the values. However, the _u= parameter reveals the victim’s hostname and Windows user account
name. This information is very useful for our investigation. These hex values translate to a hostname of

DESKTOP-SFFILJF and a Windows user account name of csilva, as shown below in Figure 10.
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Hex value translates to:
csilva

Hex value translates to:
DESKTOP-SFFOLJF

_u=4445534B544F502D534646394C4A46:63713696C7661 :
46353431423635424230383346354633;

Figure 10. Using the _u= cookie parameter to determine the victim’s hostname and Windows user

account name.

After retrieving the gzip binary, an IcedID installer creates persistent IcedID malware that takes over the infection.

The infected Windows host then starts generating HTTPS traffic to IcedID C2 servers.

These C2 servers use different domain names and IP addresses than the initial domain contacted by the IcedID
installer. IcedID’s HTTPS C2 traffic starts within a minute or two after the installer retrieves the gzip binary, and

this activity uses at least two domains with random alphabetic names.

Our pcap reveals HTTPS traffic from the infected host to two domains after skigimeetroc[.]Jcom at 15:35:39 UTC.

These HTTPS C2 servers are askamoshopsi[.Jcom on 104.168.53[.]18 and skansnekssky[.]Jcom on

217.199.121[.]56.

To find these servers, use the same basic web filter with the victim’s IP address noted earlier in Figure 5. HTTPS

traffic starting at 15:36:41 UTC reveals these domains, as shown below in Figure 11.

~ 2023-04-Unit42-Wireshark-quiz.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help . . . .
T TORY Y- | T TT IcedID installer retrieves gzip binary
~ |(http.request or tis.handshake.type eq 1) and !(ssdp) and ip.addr eq 10.4.19.136 lasic basidll basic+dns
Time Dst port Host Info
2023-04-19 15:32:19 20.231.121.79 80 dmd.metaservices.. POST /metadata.svc HTTE4M.1
2023-04-19 15:32:19 23.36.63.240 80 go.microsoft.com POST /fwlink/?LinkID= 669&c1lc
2023-04-19 15:32:19 20.231.121.79 80 dmd.metaservices.. POST /metadata.svc P/1.1
2023-04-19 15:32:19 13.71.55.58 443 settings-win.dat.. Client Hello
2023-04-19 15:32:20 23.36.63.240 80 go.microsoft.com POST /fwlink/?Li 252669&clc
2023-04-19 15:32:20 20.231.121.79 80 dmd.metaservices.. POST /metadata :
2023-04-19 15:34:33 54.145.90.68 80 www.ssl.com GET /repositor SLcom-RootCA-E!
(2023-04-19 15:35:39 192.153.57.233 80 sklgimeetroc.com GET / HTTP/1.1
2023-04-19 15:36:41 104.168.53.18 443 askamoshopsi.com Client Hello
2023-04-19 15:36:43 104.168.53.18 443 askamoshopsi.com Client Hello HTTPS to
2023-04-19 15:36:43 104.168.53.18 443 askamoshopsi.com Client Hello
2023-04-19 15:36:44 217.199.121.56 443 skansnekssky.com Client Hello IcedID C2
2023-04-19 15:38:45 20.189.173.13 443 self.events.data.. Client Hello servers
2023-04-19 15:39:14 40.126.24.83 443 login. live.com Client Hello
2023-04-19 15:39:16 40.126.24.83 443 login. live.com Client Hello
2023-04-19 15:39:16 40.119.249.228 443 settings-win.dat.. Client Hello
2023-04-19 15:41:27 13.89.179.8 443 vi0.events.data... Client Hello
2023-04-19 15:41:28 13.89.179.8 443 v20.events.data... Client Hello
2023-04-19 15:41:43 217.199.121.56 443 skansnekssky.com Client Hello
2023-04-19 15:42:59 204.79.197.203 443 windows.msn.com Client Hello
2023-04-19 15:42:59 20.54.24.69 443 array610.prod.do.. Client Hello
2023-04-19 15:44:21 20.54.25.4 443 array616.prod.do.. Client Hello
2023-04-19 15:46:45 217.199.121.56 443 skansnekssky.com Client Hello
2023-04-19 15:51:47 217.199.121.56 443 skansnekssky.com Client Hello
2023-04-19 15:54:07 40.119.249.228 443 settings-win.dat.. Client Hello
2023-04-19 15:56:49 217.199.121.56 443 skansnekssky.com Client Hello

Figure 11. HTTPS C2 traffic after HTTP request by the IcedID installer.
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Both C2 servers at askamoshopsi[.]Jcom and skansnekssky[.]Jcom use self-signed certificates for their HTTPS

traffic. Self-signed certificates for HTTPS traffic will generate warnings about potential security risks when the

site is viewed in any modern web browser.

Why do web browsers display warnings about websites that use self signed certificates? Because these are not

validated by a Certificate Authority. Criminals can generate self-signed certificates that impersonate an existing

company, or they can use generic values for the certificate issuer. Without a validated certificate, web browsers

cannot be sure a website is what it says it is.

Figure 12 shows what the server at askamoshopsi[.]Jcom looked like when we attempted to view it with the Firefox

web browser. This warning allows users to view the server’s self-signed certificate.

@ | & Warning: Potential x | +

& C \BNotSecure https://askamoshopsi.com w B =

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to askamoshopsi.com. If you
visit this site, attackers could try to steal information like your passwords, emails, or credit card

details. - Certificate for localhost — Mozilla Firefox S
Learn more. @ | Certificate for localhc x | + 82
> C ‘@ Firefox about:certificate?cert=MIIDgzCCAMuUgAwWIBAQIEZNED ' ¥ a =

Certificate

askamoshopsi.com uses an invalid security certificate.

* The certificate is not trusted because it is self-signed localhost

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

Subject Name

View Certifigate Common Name  localhost
Country AU
State/Province Some-State

Organization  Internet Widgits Pty Ltd

Go Back (Recomme

javascript:void(o)}

Issuer Name

Common Name  localhost
Country AU

State/Province  Some-State

Organization  Internet Widgits Pty Ltd

Figure 12. Attempting to view the web server at askamoshopsi[.]Jcom using Firefox.
As shown above in Figure 12, the certificate uses values like
Internet Widgits Pty Ltd

for the issuer’s Organization name and Some-State for the State/Province name. Values for self-signed certificates

used by IcedID C2 servers are the same default values seen when

using OpenSSL to create a certificate

in Xubuntu as shown below in Figures 13 and 14.

Page 10 of 19


https://www.ssl.com/faqs/what-is-a-certificate-authority/
https://www.openssl.org/docs/man1.1.1/man1/openssl-req.html

https://unit42.paloaltonetworks.com /wireshark-quizicedid-answers/

v Terminal - xubuntu-user@xubuntu-vm: ~/Desktop - 4 ox
File Edit View Terminal Tabs Help

xubuntu-user@xubuntu-vm: $ openssl req -x509 -nodes -daysH
365 -newkey rsa:2048 -keyout server.key -out server.crt ‘

Figure 13. Creating an x509 certificate for a web server using OpenSSL in Xubuntu.

> Terminal - xubuntu-user@xubuntu-vm: ~/Desktop S
File Edit View Terminal Tabs Help

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:
State or Province Name (full name) [Some-State]:

Locality Name (eg, city) [1:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

xubuntu-user@xubuntu-vm: $

Figure 14. Default values when creating an x509 certificate for a web server using OpenSSL in
Xubuntu.

Since Internet Widgits Pty Ltd is a default value for a self-signed certificate in HTTPS traffic, and this value is
sometimes seen in C2 traffic for malware. This should be more closely examined if it’s found when investigating a

suspected malware infection. We can easily check any pcap for this value using the following Wireshark filter:
x509sat.uTF8String eq "Internet Widgits Pty Ltd"

The results from our pcap reveal the same IP addresses used by IcedID C2 servers for askamoshopsi[.Jcom at
104.168.53[.]18 and skansnekssky[.]Jcom at 217.199.121[.]56. Expand the frame details for any of the results to

find the same certificate issuer data, as shown in Figure 15.
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2 2023-04-Unit42-Wireshark-quiz.pcap -+ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

n B 'F basic basic+ basic+dns

Time Src port Info 3

| 2023-04-19 15:36:41 104.168.53.18 443 Server Hello, Certificate, Server Key Exchang
2023-04-19 15:36:43 104.168.53.18 443 Server Hello, Certificate, Server Key Exchang
2023-04-19 15:36:43 104.168.53.18 443 Server Hello, Certificate, Server Key Exchang

2023-04-19 15:36:45 217.199.121.56 443 Server Hello, Certificate, Server Key Exchang

AANA AA AA AE:AA AN NAAT ANAN AN Eo AN Cnvirmw HAalla PavéifFinnta Coaviiar Vere Fanbhonoo
3

Frame 5764: 1348 bytes on wire (10784 bits), 1348 bytes captured (10784 bits)
» Ethernet II, Src: Cisco_5c:e6:13 (00:02:17:5c:e6:13), Dst: HewlettP_2e:c5:ae (14:58:d0:2e:c5:ae
» Internet Protocol Version 4, Src: 104.168.53.18, Dst: 10.4.19.136
» Transmission Control Protocol, Src Port: 443, Dst Port: 51138, Seq: 1, Ack: 273, Len: 1294

- Transport Layer Security?
» TLSv1.2 Record Layer: Handshake Protocol: Server Hello
- TLSv1l.2 Record Layer: Handshake Protocol: Certificate*
Content Type: Handshake (22)
Version: TLS 1.2 (6x0303)
Length: 913
- Handshake Protocol: Certificate «
Handshake Type: Certificate (11)
Length: 909
Certificates Length: 906
- Certificates (906 bytes)
Certificate Length: 903
- Certificate: 308203833082026baf0302010202046671032c300d06092a864886f70d01010bO5003059... (ic
- signedCertificate
version: v3 (2)
serialNumber: 0x6671032c
» signature (sha256WithRSAEncryption)
- issuer: rdnSequence (0)
»- rdnSequence: 4 items (id-at-organizationName=Internet Widgits Pty Ltd,id-at-stateOrPrc
» RDNSequence item: 1 item |(id-at-commonName=localhost)
» RDNSequence item: 1 item |(id-at-countryName=AU)
» RDNSequence item: 1 item |(id-at-stateOrProvinceName=Some-State) *
» RDNSequence item: 1 item |(id-at-organizationName=Internet Widgits Pty Ltd)
» validity .

[

Figure 15. Self-signed certificate by IcedID C2 servers using Internet Widgits Pty Ltd as the

Organization name shown in Wireshark.

This certificate data is not unique to IcedID. The same values for self-signed certificates are also seen in HTTPS

C2 traffic by other malware families like Bumblebee.

Pcap Analysis: BackConnect Traffic

Undetected IcedID infections lead to follow-up activity like BackConnect traffic.

For the past several months, BackConnect traffic caused by IcedID was easy to detect because it occurred over

TCP port 8080. However, as early as April 11, 2023, BackConnect activity for IcedID changed to TCP port 443,

making it harder to find.

This BackConnect activity from IcedID Unit 42 tweeted on April 11, 2023 used an IP address of
193.149.176[.]100 over TCP port 443. Filter for that IP address in Wireshark and combine it with tcp.flags eq

0x0002 as shown below, in Figure 16. This reveals the beginning of three streams.
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- 2023-04-Unit42-Wireshark-quiz.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[

+ basic basic+ basic+dns

Figure 16. Filtering in Wireshark for BackConnect traffic in our pcap.

Follow the TCP stream for the first result, which is TCP stream 950. This stream reveals encoded or otherwise

encrypted TCP traffic, as shown in Figure 17.

- Wireshark - Follow TCP Stream (tcp.stream eq 950) - 2023-04-Unit42-Wireshark-quiz.pcap S
F.o..Z.[._..W(...nn
4 oot oo suvas eI I paiaE T 00...M...B
n../
SEL QIR PR N SR E@ Sl w8y o2 EL dERuMy e Uz ndecy
oo 5 Cioo b bt §B ST @.dw..b.'....@a ...... plho s e do o Mol s
o DDer An s ORI = )11 .49K.JnAE.B. #. 1 TR5eEe 15 o7 NSEPAS HI NS F—— y@.
it AN Ebp o & con o DR e NEve V.V'.0.0Bp).. G.;.../.!...@ ..... I | B an2s g VAT AT e miG.
7o N) e 9. )i
........ soio o Voo Csolls BoEinn omal et o4l o o coS oo o a0 Dot Deane Joe B ek T -
.......... ST .C 0. C1C G N G R Roe N 1%
. R R N [ Bl...~H.p... Kis vioen s 100 0538 00 0 DO BT OMTe 2R
6% ): ze6iB It SCLOVIEm HE Y % U
...... FY..NaAD.KA-0..br e Ua oiro@ SRR ILR.E. UL, RN R .,
8009, <T. [N MW e KNy gBIL'. . 7. EN Yo narn C R MERTER e
20l Vo0 o cnon a3 e nnlena o 4N...... HDI. oo a Vi DA% S S Mo apoClollon oS
L SNN- I @4 o R F.}..Y.(HE..S.3.Le. .{. ot T
..9....J.d....,.!..?..}lw.] VaVis e [Saneans o
N.W+..8F.1...5.5...5.Q0.M...> P S Y t{ ( $u# N PR D S O WET I
.F. il ...o.Gq #oy=En. (@ FBa A O M . ....;.._$;pK..
b0 L0 Ao Hr e 3an alan 6d e JUoEDg e coll o olban g
wWpm- - U o. e 2 DY EB. . ] A M.G.0j.v/..X&.h<
olido o[Bo no B P o n o |8 N 0 )% B T B s s 2T e 2l 7
35 client pkts, 37 server pkts, 63 turns.
Entire conversation (1,456 bytes) " Show data asEASCII '\ Stream 950 -
Find: Find Next
©@Help \ Filter Out This Stream | Print | saveas.. | Back | xClose

Figure 17. The first TCP stream for BackConnect activity.

Go back to the Wireshark filter used to reveal the TCP streams to 193.149.176[.]100. Follow the TCP stream for

the second frame in the results, which is TCP stream 951. This reveals encoded or encrypted data followed by a

command to reveal all hosts under the domain controller for boogienights[.]live as shown below, in Figure 18.
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~ Wireshark - Follow TCP Stream (tcp.stream eq 951) - 2023-04-Unit42-Wireshark-quiz.pcap -+ x
eooi.m..L...
........ & ey A Y e s e R e A T o A R ] [ s S A O s e e e I el s e
BO.. .. B...... Tl 8 M N T o= (o-Fian b.#l.2.=C}6..E..%. .... d..r.]JYUKE..g..v....z4...#n.
0 OO (Lo 0 oI rvn ot o8 oA LR,

Lo B o Lol

cActive code page: 65001
c:\>net group "Domain Computers" /domain

net group "Domain Computers" /domain
The request will be processed at a domain controller for domain boogienights.live.

Group name Domain Computers

Comment All workstations and servers joined to the domain
Members

DESKTOP-JAL4D68% DESKTOP -RETP4BUS$ DESKTOP-SFF9LJF$

The command completed successfully.

Cil=
c:\>

15 client pkts, 3 server pkts, 6 turns.

Entire conversation (768 bytes) z Show data as ASCIL 5 Stream 951 .
Find: Find Next
©@Help Filter Out This Stream Print | Save as... Back | xClose

Figure 18. BackConnect traffic with a command to and results enumerating the victim’s AD

environment.

The response to this command enumerates the victim’s AD environment, showing three clients logged in to the

domain:

e« DESKTOP-JAL4D68
e DESKTOP-RETP4BU
e DESKTOP-SFFIOLJF

Go back to the Wireshark filter used to reveal the TCP streams to 193.149.176[.]100. Follow the TCP stream for
the last frame in the results, which is TCP stream 953. This lists disk drives on the victim client, and it provides a

directory listing for each of these drives, as shown below in Figure 19.

The C:\ drive is the victim’s system drive. Z:\ is likely a mapped drive from a server’s shared directory that does

not contain any files.

Page 14 of 19



https://unit42.paloaltonetworks.com /wireshark-quiz-icedid-answers/

- Wireshark - Follow TCP Stream (tcp.stream eq 953) - 2023-04-Unit42-Wireshark-quiz.pcap -+ x
N CEN (o OB | R e P L e A.i.g.u..= 3
CEyiNZq

S i C T — @\.N.Z.KR..QA...tp.4..pj..Q.E.C.oovrrrrurn... A S 5.=.B..
NOR(E = S e (e RiZun it JN.t".8.k...... @=1.X.<7]....... om._.k.}c..bR..%...E...

T Do

T

Lk Attacker sends DISK command.

DISK < Victim returns disk drive list.

*66

C:\|548934774784 (512594530304 | 3 | . A o
7:\|257024847872| 237367189504 4| Attacker changes directory to Z:\ drive
CODIR Z:\ < and lists its contents. This drive is empty.
o5

ZN

.. | 1162046121122 _

CDDIR C:\ < Attacker changes directory to C:\
& drive and lists its contents. This
$Recycle.Bin| |1651901090 | 22 is the victim's system drive. It
Documents and Settings||1681839040|9238 H H H H
DumpStack. log.tmp|12288|1681838906 | 38 contains files and dll'e.CtOI'IeS
pagefile.sys|3087007744 1681838906 |38 normally seen on a Windows host.

PerfLogs||1651901090|16

Program Files||1651901090]|17

Program Files (x86)||1651901090 |17
ProgramData| |1651901090|8210

Recovery| 1651901090 |18
swapfile.sys|16777216|1681838906 |38
System Volume Information||1681838905]|22
Users||1651900642 |17

Windows | | 1651900642 |16

& client pkts, 4 server pkts, 8 turns.

Entire conversation (796 bytes) Show data as ASCII z Stream 953 |7
193.149.176.100:443 - 10.4.19.136:51537 (26 bytes) |Find Next
10.4.19.136:51537 - 193.149.176.100:443 (770 bytes)

Y

Filter Out This Stream Print Save as... Back  xClose

Figure 19. BackConnect traffic showing contents of the victim’s system drive and mapped drive.

Previous IcedID infections reveal this threat can use BackConnect traffic to load and run Cobalt Strike. We
tweeted about one such case from March 24, 2023. However, this pcap does not contain any indicators of Cobalt
Strike.

Previous IcedID infections also reveal this threat can generate VNC traffic over the same IP address used by

BackConnect traffic. This happened during the same IcedID infection from March 24, 2023.

Pcap Analysis: Victim Details

The common internal IP address for the malicious traffic we have reviewed is 10.4.19[.]136. This is our victim’s
IP address. To find the Windows user account name, filter on that IP address and kerberos.CNameString as shown

in Figure 20.
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- 2023-04-Unit42-Wireshark-quiz.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[l

ﬂ:l'l* basic basic+ basic+dns

port Dst port CNamesString

2023-04-19

4 4
2023-04-19 .4, 4.
2023-04-19 19:30:56 10.4.19.136 51426 10.4.19.19 88
4 4
4 4
A

2023-04-19 19:30:56 10.4.19.136 51427 10.4.19.19 88

2023-04-19 19:30:56 10.4.19.19 88 10.4.19.136 51427
2M22.MA.1Q 1Q:'2A'EA 1A 10 10 /R 10 4 10 12R  K1428

Frame 36053: 284 bytes on wire (2272 bits), 284 bytes captured (2272 h
Ethernet II, Src: HewlettP_2e:c5:ae (14:58:d0:2e:c5:ae), Dst: HewlettP 86:39:8f (00:21:5a:8
Internet Protocol Version 4, Src: 10.4.19.136, Dst: 10.4.19.19
» Transmission Control Protocol, Src Port: 51424, Dst Port: 88, Seq: 1,
- Kerberos
» Record Mark: 226 bytes
- as-req <
pvno: 5
msg-type: krb-as-req (10)
» padata: 1 item

ck: 1, Len: 230

- req-body
Padding: ©
+ kdc-options: 40810010
- cname

name-type: kRB5-NT-PRINCIPAL (1)

- cname-string: 1 item

CNameString: csilva
realm: BOOGIENIGHTS

- sname |

: = Expand All

Collapse All

Ctrl+Shift+]

Apply as Column
Apply as Filter

Prepare as Filter
Conversation Filter 4

Colorize with Filter

Follow

Copy »
Show Packet Bytes... Ctrl+shift+O
Export Packet Bytes... Ctrl+Shift+X

Wiki Protocol Page
Filter Field Reference

Protocol Preferences
Decode As... Ctri+Shift+U

Figure 20. Finding the Windows user account name for our infected Windows host.

In some cases, lightweight directory access protocol (LDAP) might also provide the full name of the user. Use the

following Wireshark filter:
ldap.AttributeDescription == "givenName"

This should provide four frames in our column display. Select any of them and expand the frame details until you

find the user’s full name, Cornelius Silva, as shown below in Figure 21.
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= 2023-04-Unit42-Wireshark-quiz.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

3 ']* basic basic+ basic+dns

Info

2023-04-19 19:34:48 .4.19.136 10.4.19.19 SASL GSS-API Integrity:
2023-04-19 19:34:48 10.4.19.136 51455 10.4.19.19 389 SASL GSS-API Integrity: se:
2023-04-19 19:35:59 10.4.19.136 51459 10.4.19.19 389 SASL GSS-API Integrity: see
2023-04-19 19:35:59 10.4.19.136 51460 10.4.19.19 389 SASL GSS-API Integrity: se: <

Frame 36707: 215 bytes on wire (1720 bits), 215 bytes captured (1720 bits) :
» Ethernet II, Src: HewlettP_2e:c5:ae (14:58:d0:2e:c5:ae), Dst: HewlettP_86:39:8f (00:21:5a:8
» Internet Protocol Version 4, Src: 10.4.19.136, Dst: 10.4.19.19
» Transmission Control Protocol, Src Port: 51453, Dst Port: 389, Seq: 2356, Ack: 3038, Len: 1I
- Lightweight Directory Access Protocol‘

SASL Buffer Length: 157
- SASL Buffer
+ GSS-API Generic Security Service Application Program Interface
- GSS-API payload (129 bytes)
*- LDAPMessage searchRequest(4) |'CN=Cornelius Silva,CN:Users,Dc:boogienights,DC:Iive"]base
messageID: 4
- protocolOp: searchRequest (3)
- searchRequest
baseObject: [CN=Cornelius Silva,CN=Users, DC=hoogienights, DC=1live ]
scope: baseObject (0)
derefAliases: neverDerefAliases (0) -

Figure 21. Finding the victim’s full name from LDAP traffic.

Perhaps the easiest way to find a victim’s hostname in Wireshark is to combine the victim’s IP address with a
search for ip contains "DESKTOP-" as shown below, in Figure 22. Several results in the info column show Host
Announcement DESKTOP-SFFILJF sent by our infected Windows host at 10.4.19[.]136.

i 2023-04-Unit42-Wireshark-quiz.pcap -+ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

2023-04-19 128: .4.19. .4.19. Fragment: Single
2023-04-19 :33: .4.19. .4.19. Host Announcement DESKTOP-SFF9LJF,

2023-04-19 145: .4.19. .4.19. Host Announcement DESKTOP-SFFILJF;
2023-04-19 15:57:43 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFFILJF,
2023-04-19 16:01:20 10.4.19.136 58746 10.4.19.19 389 searchRequest(21) "<R0OOT>" baseObj¢
2023-04-19 16:01:20 10.4.19.136 58748 10.4.19.19 389 searchRequest(22) "<R0OOT>" baseObjes
2023-04-19 16:09:40 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFF9LJF,
2023-04-19 16:21:39 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFFILJF,

4 4

2023-04-19 16:31:23 10.4.19.136 56323 10.4.19.19 389 searchRequest(23) "<ROOT>" baseObj¢—

2023-04-19 16:33:37 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFFQLJF,‘.
2023-04-19 16:38:40 10.4.19.136 52275 10.4.19.19 389 searchRequest(24) "<R0OOT>" baseObj¢
2023-04-19 16:38:40 10.4.19.136 52275 10.4.19.19 389 searchRequest(25) "<R0OOT>" baseObj¢

Aman ma am ama emaam— am s ama Aal B mass u - |

Figure 22. Finding the Windows hostname in Wireshark.

To find the victim’s MAC address, just correlate the IP address to the host’s MAC address in any of the frame

details windows, as shown below in Figure 23.
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» Frame 6223: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits) °
» Ethernet II,(Src: HewlettP_2e:c5:ae (14:58:d0:2e:c5:ae),]‘: HewlettP_86:
» Internet Protocol Version 4, (Src: 10.4.19.136,]*: 10.4.19.19
» Transmission Control Protocol, Src Port: 51143, Dst Port: 49669, Seq: 490,
- Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Alter_

Version: 5

Version (minor): ©

Packet type: Alter_context (14)

» Packet Flags: 0x03

. » Data Renresentation: 10000000 (Order: little-endian. Char: ASCTT. F]nar:'v

Figure 23. Correlating the victim’s MAC address with its associate IP address.

Conclusion

This blog provides answers and analysis for our Unit 42 Wireshark quiz featuring an IcedID infection from April

2023. IcedID is important to identify and stop, because it is a known vector for ransomware infections.

Many organizations lack access to full packet capture in their IT environment. As a result, security professionals
might lack experience reviewing IcedID and other malware traffic. Training material like this Wireshark quiz can

help. Pcap analysis is a useful skill that helps us better understand malicious activity.

You can also read the original post, without answers, from our standalone quiz post.

Palo Alto Networks customers are protected from IcedID and other malware through Cortex XDR and our Next-
Generation Firewall with Cloud-Delivered Security Services that include WildFire, Advanced Threat Prevention
and Advanced URL Filtering.

If you think you might have been compromised or have an urgent matter, get in touch with the Unit 42 Incident

Response team or call:

e North America Toll-Free: 866.486.4842 (866.4.UNIT42)
e EMEA: +31.20.299.3130

e APAC: +65.6983.8730

» Japan: +81.50.1790.0200

Palo Alto Networks has shared these findings, including file samples and indicators of compromise, with our
fellow Cyber Threat Alliance (CTA) members. CTA members use this intelligence to rapidly deploy protections to

their customers and to systematically disrupt malicious cyber actors. Learn more about the Cyber Threat Alliance.

Indicators of Compromise

Traffic from the pcap related to the IcedID infection:

e hxxp://80.77.24[.]175/main.php

o hxxps://firebasestorage.googleapis[.]Jcom/v0/b/serene-cathode-
377701.appspot.com/0/XSjwp600pq%2FScan_Inv.zip?alt=media&token=a716bdce-1373-44ed-ae89-
fdabafa31c61

e 192.153.57[.]223:80 - hxxp://skigimeetroc[.]com/

e 104.168.53[.]18:443 - askamoshopsi[.]Jcom - HTTPS traffic
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e 217.199.121[.156:443 - skansnekssky[.]Jcom - HTTPS traffic
e 193.149.176[.]100:443 - BackConnect traffic

Files associated with traffic from this IcedID infection:

e SHAZ256 hash: fc96c893a462660e2342febab2ad125celec9a90fdf7473040b3aeb814ba7901
o File size: 262,343 bytes

e Filename: Scan_Inv.zip

e File description: Password-protected ZIP archive hosted on Firebase Storage URL

e Password: 1235

e MalwareBazaar Database sample

e SHA?256 hash: bd24b6344dcde0c84726e620818cb5795¢472d9def04b259bf9bff1538e5a759
o File size: 333,408 bytes

¢ Filename: Scan_Inv.exe

e File description: Windows executable file for IcedID installer

e MalwareBazaar Database sample

Additional Resources

o Wireshark Tutorial: Wireshark Workshop Videos Now Available — Unit 42, Palo Alto Networks
e Unit 42 Wireshark Quiz, January 2023 — Unit 42, Palo Alto Networks

o Answers to January 2023 Unit 42 Wireshark Quiz — Unit 42, Palo Alto Networks

 Unit 42 Wireshark Quiz, February 2023 — Unit 42, Palo Alto Networks

o Answers to February 2023 Unit 42 Wireshark Quiz — Unit 42, Palo Alto Networks

o Finding Gozi: Unit 42 Wireshark Quiz, March 2023 — Unit 42, Palo Alto Networks

o Finding Gozi: Answers to Unit 42 Wireshark Quiz, March 2023 — Unit 42, Palo Alto Networks
o Unit 42 tweet, Jan. 1, 2023 — IcedID infection leads to Cobalt Strike

o Unit 42 tweet, Feb. 8, 2023 — Cobalt Strike from an IcedID infection

o Unit 42 tweet, Feb. 13, 2023 — Fake software page leads to IcedID

e Unit 42 tweet, Feb. 24, 2023 — IcedID to BackConnect traffic to Cobalt Strike

e Unit 42 tweet, March 24, 2023 — IcedID to BackConnect traffic to Cobalt Strike

o Unit 42 tweet, April 11, 2023 — IcedID to BackConnect traffic changes TCP port

o Fork in the Ice: The New Era of IcedID — Proofpoint

e IcedID BackConnect Protocol — Netresec

e Inside the IcedID BackConnect Protocol — Team Cymru

o Threat Analysis Report: All Paths Lead to Cobalt Strike - IcedID, Emotet at Qbot — Cybereason
e IcedID & Qakbot’s VNC Backdoors: Dark Cat, Anubis & Keyhole — NVISO Labs
e Malicious ISO File Leads to Domain Wide Ransomware - The DFIR Report

Source: https://unit42.paloaltonetworks.com/wireshark-quiz-icedid-answers/
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