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Ukrame s CERT Warns Threat Actors
For Fake AV Updates

Ukraine’s Computer Emergency Response Team is cautioning that threat actors are dispersing counterfeit
Windows antivirus updates that introduce Cobalt Strike and other malware. The phishing messages imitate
Ukrainian government offices offering ways of expanding network security and encourage beneficiaries to
download “security updates,” which come as a 60 MB record named

“BitdefenderWindowsUpdatePackage.exe.”

From: ua Sent: Thu 3/10/2022 3:25 PM
Tor v.ua
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Subject Yoara 111!

dMessage ¥ Inctpyxuin 3 anTusipycsoro saxmcty.doc (44 KB) ¥ Incrpyxuin kopuctysauisdoc (42 KB)

» @31

B ymosax abpoiinoi arpecii PO dikcyersea anauna aKTiBizanis KoMI'lOTepHIX aTak Ha indopmauiiini cHeTeMH YKPaiHCBKOIO CerMeHTa Mepexki
InTepner.

Biznosiaso a0 3axkony Vepainm " IIpo saxuer indopmanii & indopsmanifino-renexoMmyHikatifiunx cuetemax " Ha mizerasi pimenns PHEO Vipainn pig
06.03.2022 poky JlepaBHowo cayxG010 CHeMiaThHOro 38'43KY cniabHo 3i Caywboro Seznekn Yipainu sa dinancosol miarpuvkn Vpaty Opannii
MPOBOIATECA 3AXOIH MOAO IMIIHEHHA iHdOopManifHOT Ge3mexn.

3 MCTOK BHEKIIONCHHA 3arpo3 JAcpakansifl Geaneui YVipainn 1a 3aGeaneucHns 3axucTy indopMamifinux pecypein Oprasis BIajaH, oprasizauiii Ta ycranos
yeix dopm BaacHOCTi HeOOXIIHO JOTPHMYBATHCA HACTYTIHHX PEeKOMeHAANI:

- BCTAHOBHTH A0JATKOBI KPHTHYHI oHOBIeHHA Gelnekn onepauiftnol cueremu Microsoft Windows 3 nepeascranonieniy cepTudiKoBaHiM aHTHBIPYCOM,
JIOCTYIIHI 118 3aBaNTaxeHHd 3 odinifimoro cafiry Bitdefender; ( hups://forkseenter.fr )

- BHKOPHCTOBYBATH Ha BeiX of'extax indopumanifiHo-TenekoMyHikanifinol Mepexi ceprndiropani CBY anTHBRIpyCHI 2aco0H 3 aKTYATEHHMH
OHORTCHHAMH |

- OprafizyBaTH Ha CCPBCPi CACKTPOHHOI nowTH ¢inkTpanio BXiAHOL CACKTPOHHOI KOPCCMIOHACHLIT HAa MPCAMET HAABHOCTI CIAM-TIOBIAOMICHE, 3 TAKOXK
CACKTPOHHHX MHCTIB, 0 MICTATE BEIAJCHHA HACTYIHOIO THITY: exe, bat, cpl. dll, jar, msi, ser Tomo;

- oprasizyeati QineTpaniin exiaHoro eG-Tpadiky 3 BHKOPHCTAHHAM KOHTEHT-DiALTPIR COLIAMLHMX Mepe:X i caflTiB pOIBAKATEHOIO XapakTepy,
MOTEHLIAHO Hebe3NeYHNX pecypein;

- MPOBECTH J0JATKOBHIl iIHCTPYKTAMXK cniBpoSITHHKIB Npo MoaHel "dimuHroei” atakm;

- YHHKATH BHKOpHCTaHHA cTopoHHix DNS-ceprepin;

- 03HAHOMMTH BiANOBLIATEHHX ElllB‘POsiTHIlN)B 3 HAJAHHMH ITHCTPYKIAMH.

BianosiganbHicTh 3a HEBHKOHAHHA BHKIAJICHHX PEKOMEHIALI MOKIAACTECA HA KEPIBHHKIBR
opramis B1aaH, oprafizauifl Ta yerasos yeix opM BIacHOCTI.

y.ua)

Jlaa opramizauii B3acMoil 3 po3caiayBaHHA KOMI'IOTEPHHX IHIMACHTIB 3BEPTATHCA 10 npoBianoro daxisua Mepxenemss'saky Kymkanosy JL1.
«

CERT-UA
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These messages contain a connection to a French site (presently disconnected) that offers download buttons for
the supposed Antivirus updates. Another site, nirsoft[.Jme, was likewise found by MalwareHunterTeam to be

going about as the command and control server for this mission.
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When a victim downloads and run this fake BitDefender Windows update [VirusTotal], the screen below will be
shown prompting the users to install a “Windows Update Package.’ In any case, this ‘update’ really downloads and

introduces the one.exe document [VirusTotal] from the Discord CDN, which is a Cobalt Strike reference point.

In any case, this ‘update’ really downloads and introduces the one.exe document [VirusTotal] from the Discord

CDN, which is a Cobalt Strike reference point.

Cobalt Strike is a penetration testing suite that offers hostile security capacities, works with sidelong organization

development, and guarantees perseverance.

A similar interaction gets a Go downloader (dropper.exe) which disentangles and executes a base-64-encoded

record (java-sdk.exe).

This document adds another Windows registry key for persistence and furthermore downloads two additional

payloads, the GraphSteel backdoor (microsoft-cortana.exe) and GrimPlant indirect access (oracle-java.exe).

All executables in the mission are pressed on the Themida tool, which shields them from reverse engineering,

detection, and analysis.
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microsoft-conana exe

The infection chain of the uncovered campaign (CERT-UA)

GraphSteel and GrimPlant Malware payloads are written in GO. This program has minimal impression and low
AV identification rates.

The capabilities of the two tools cover network reconnaissance, command execution, and file operations, so the
fact that both are deployed in the same system is likely done for redundancy.

GraphsSteel features:

Gather hostname, username, and IP address information
Execute commands

Steal account credentials

Use WebSocket and GraphQL to communicate with C2 using AES and base64 encryption

GrimPlant capabilities:

o Gather IP address, hostname, OS, username, home dir

e Execute commands received remotely and return results to C2
e Use gRPC (HTTP/2+SSL) for C2 communication

Indicator of Compromise:

https://forkscenter[.]fr/Sdghrt_umrj6/wisw[.]exe
https://forkscenter[.]fr/

https://cdn[.]discordapp[.]com/attachments/947916 997713358890/949978571680673802/cesdf[.]exe
http://45[.184[.]0[.]1116:443/i
http://45[.184[.]0[.]116:443/m

http://45[.184[.]10[.1116:443/p

https://cdn[.]discordapp[.]com/attachments/947916997713358890/949948174838165524/dropper]|.]exe
https://cdn[.]discordapp[.]com/attachments/947916997713358898/949948174636830761/one[.]exe
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C:\ProgramData\dropper[.]exe

C:\ProgramData\one[.]exe

The Ukrainian Computer Emergency Response Team connects the recognized movement with the UAC-0056
gathering with medium certainty.UAC-0056, otherwise called “Lorec53”, is a modern Russian-speaking APT that

utilizes a blend of phishing messages and custom backdoors to gather data from Ukrainian associations.

( Source: Bleeping computer & CERT-UA )
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