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Cybercriminals are known to look to current events to make their schemes and campaigns more engaging and relevant to
unsuspecting victims. These events don't need to be global in nature, and are often only of local or regional interest. This

helps the bad actors narrow their target hoping for a greater chance of success.

So when the Abu Dhabi National Oil Company (ADNOC) terminates engineering, procurement and construction (EPC)

contracts it had previously awarded, attentive cybercriminals have new fodder for another scheme.

Since July 2020, the Zscaler ThreatLabZ team has observed an increase in targeted attacks against multiple supply chain-
related organizations in the oil and gas sector in the Middle East. We discovered multiple instances of malicious PDF files

sent as email attachments and were used to distribute an information-stealing Trojan, AZORult, to these organizations.

In this blog, we describe the details of this campaign, explaining the attack vectors, the malware distribution strategy, and

the threat attribution.

Distribution strategy

The attack chain begins with an email that appears to be from an official working at the ADNOC and is targeted at officials

working in the supply chain and government sectors in the Middle East.

Each email in this campaign has an attached PDF file. This PDF contains download links on the first page that lead to
legitimate file sharing sites, such as wetransfer and mega.nz where a ZIP archive is hosted. The ZIP archive contains a
malicious and packed .NET executable that will decrypt, load, and execute the embedded AZORult binary. Figure 1 shows a

graphical representation of the attack flow.

| N
- User clicks on URL in the PDF that m
’ m leads to an attacker-hosted ZIP file
Spam mail PDF attachment ZIP download
@ <«— Unpack and start —— m <«—— ZIP contains —
AZORult Malicious exe

Figure 1: The flow of attack
Email analysis

Figure 2 shows an email message that pretends to come from a senior chemist of lab operations of ADNOC Sour Gas.
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RFQ-VENDOR 3 YEARS SUPPLY CONTRACT (RENEWAL OF LTPA 62431092)

sales sigma <salessigma87@gmail.com:>
To Sreekumar G

Cc mona.alameri.adnoc.ae@keemail. me; vijay.m.steadfastprojects.com@tuta.io

(7) This message has extra line breaks,

G RFQ-VENDOR 3 YEARS SUPPLY CONTRACT (RENEWAL OF LTPA 62431002).pdf
TI0 KB

Dear Sir,

We invite you to submit your Most Competitive Offer to execute and complete the whole works as described herein,

under tha terms of the Sub-Contract Conditions and in accordance with the Main Conditions of Contract.

Bill of Quantities, Specifications and Drawings for the above mentioned Tender Project can be found in the attachment link.

Kind Regards

Figure 2: A fake email sent to officials in the supply chain industry in the Middle East.
In all the cases, the emails were sent from Gmail-based address. The two Gmail addresses observed in the attacks were:
salessigma87@gmail.com

procurment.chefsfirst.com@gmail.com

The threat actor also leveraged anonymous email services from Tutanota to create emails registered with keemail.me and

tuta.io which were also used in this email campaign.

The PDF files attached to the email are multipage documents (containing 14 pages) that appear to be Requests for
Quotations (RFQ) for supply contracts and legal tenders for various projects related to ADNOC and the Doha airport. The
decoy documents are carefully crafted to appear legitimate for social engineering purposes. The first page of each document
contains the instructions to access the specifications and drawings using embedded download links that lead to malicious

ZIP archives as described in the attack flow above.

Some examples of the content in the PDFs include:

PDF Filename: PI-18031 Dalma Gas Development Project (Package B) -TENDER BULLETIN-01.pdf
MD?5 hash: e368837a6cc3f6ec5dfae9a71203f2e2

Figure 3 shows a PDF that pretends to be a legitimate Request for Quotation (RFQ) related to the Dalma gas development
project. It bears the logo of ADNOC at the top right and the first page contains the malicious download links.
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ADNOC

Request for Quotation ("RFQ")

Date: 29-Aug-2020

RFQ Title: PI-18031: Dalma Gas Development Project (Package B)-TENDER
BULLETIN-01

BIDDERS SHOULD DOWNLOAD THE TECHNICAL AND COMMERCIAL RFQ FILES FROM
BELOW AND ARE ADVICED TO MAINTAIN THE FORMAT WHILE MAKING QUOTATION

TECHNICAL AND MMERCIAL FILES:

PROJECT DESCRIPTION FILE
https://we.tl/t-cFvm5QQlyV
COMMERCIAL FILE 01-02: BOQ, SPECS. & DRAWINGS
https://we.tl/t-nMKuKWbMIE
STEPS TO ALLOW DOWNLOAD FROM CHROME BROWSWER IF YOU ARE BEING
BLOCKED FROM DOWNLOAD:

. In the top-right corner of the browser window, click the Chrome menu
Chrome menu.

. Select Settings.

. Click Show advanced settings.

. Under "Privacy," uncheck the box "Protect you and your device from
dangerous sites"

For and on behalf of Abu Dhabi Oil Refining Company

.-—""'_F‘-'_'_

For Procurement Division

Figure 3: The fake letter contained in the PDF associated with this attack.
PDF Filename: AJC-QA HAMAD INTERNATIONAL AIRPORT EXPANSION, DOHA.pdf
MD5 hash: abab000b3162ed6001ed8a11024dd21c

Figure 4 shows a PDF that pretends to be a Request for Quotation for Hamad International Airport expansion plan for

Doha and supposedly comes from a supply chain trading contractor in Qatar.
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Al Jaber Trading & Contracting
Contracting Divislon

Capital (s, - B3 000,000

v

PO, Hox ; 1120

THOITA - DATAR WETE
Tel.: 44327373 / 4434330 Main Office il 201 44327373/44343330
Eomal info@jtc.ga.com info@jtc.ga.com s

Ref.: JTC/ESDVEXTIE276/20 Date: 20-07-2020
TEL. NO. 42198182
PROJ D INTERN

+974
HARM

SUBJECT REQUEST FOR QUOTATION

Dear &ir,
We would like to request for a Quetation from you to carry out the SUPPLY & FIX of MATERIALS
as per the relevant BOQ, Specs. & Drawings shown in the LINKS below.

Revision 1: BOQ
https:/fwe.tlft-MkUZugwABd

Revision 2: SPECS. & DRAWINGS
https://we.tl/t-YIbVOAIUSD

Kindly submit your quatation on or before Monday 27th JULY 2020 to the below address;

J1C
PO Box: 1120, Doha, Qatar (Tel, No.|
#4974 42198182

(E-mail) (nawiz sajiad jic-gafituta.io]

For any further clarification you may reguire, please call Tel. No. +874 4219-8182, Mr. Nawiz or any queries arising from
this enquiry must be made by mail.

Your tender must be fully compliant with all aspects of the relevant tender documents as stipulated in the attached Appendix
A of this RFQ. Any alternative offer shall be submitted separately and marked as “Altemative Offer” indicating the particular
aspects that make your proposal as non-compliant,

Best regards,
AL-JABER TRADING & CONTRACTING CO WLL Kindly confirm your pariclpation in this Tender

by return facsimile | amail
agshiayya,te-qaRNAa lo (5036-1656)
[

ANV e

A\
AH[JFLNQSF@*QEU SHTAYYA
Tender and Estimation Manager
ATAL ¢ s Al TG W Hemd 3 — et (g oleD Jemas — +AVE LITTTARA o S LA
Fux : +97443207559 C.R.No.: 9554 - IMPORT LICENCE No. : 1299

e AN IR e

Figure 4: The fake RFQ for a local airport expansion project.
Threat attribution

The threat actor is specifically interested in Middle East targets, such as organisations in the supply chain and government
sectors of the Middle East, especially the United Arab Emirates (UAE) and Qatar.

Based on the target recipients of the email, the contents of the email, and the attached PDF files, along with the metadata and

infrastructure analysis, we conclude that this is a targeted attack on organisations in the Middle East.
Metadata analysis

After investigating the metadata of PDF files, we were able to discover several PDFs that we associate with the same threat

actor. The distribution method has been used in the wild from January 2020 through May 2020 in low volume.
Starting from July 2020, we observed an increase in the activity of this threat actor, returning with a new campaign.

The metadata of the PDF files indicates that they were generated using Microsoft Office Word 2013. The only unique author

names used in all the PDF samples were:
Donor1l
Mr. Adeel

Figure 5 shows an example of the metadata for the PDF file with the MD5 hash e368837a6cc3f6ec5dfae9a71203f2e2.
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@& ExifTool file metadata

MIMEType application/pdf
ModifyDate 2020:08:29 21:28:47-07:00
Language en-US

Producer Microsoft® Word 2013
Author Donor1

CreateDate 2020:08:29 21:28:47-07:00
PageCount 14

Linearized No

Creator Microsoft® Word 2013
FileTypeExtension pdf

PDFVersion 1.5

FileType PDF

Figure 5: The metadata of one of the PDF's used in this campaign.

The complete list of all the PDF samples identified in this campaign is provided in the Appendix.

Infrastructure analysis

In addition to the contents of the emails and the documents that were used for threat attribution, we can also infer from the
Command and Control (C&C) infrastructure that the threat actor has specifically chosen a C&C server that blends with the

theme.
The C&C server in the samples we discovered was crevisoft.net.

At the time of analysis, this domain was resolving to the IP address 167.114.57.136. We observed that this domain, when

accessed directly, would redirect to a service consulting company from Egypt hosted at crevisoft.com as shown in Figure 6.

c @ © @ hitps:/fwww.crevisoft.com e 24 D@

e<~l:revi5c|ft ABOUTUS  SERVICES  SOLUTIONS  BLOG  CONTACTUS Q,
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Figure 6: A legitimate Middle East-based site hosted at crevisoft.com.
All of the following four domains would redirect to the above domain:
crevisoft.net

cis.sh

crevisoft.org

crevisoft.co

With a high confidence level, we can conclude that this threat actor is interested in stealing information and gaining access

to infrastructure of supply chain-related organisations located in the Middle East.
Technical analysis of the NET payload

For the purpose of technical analysis, we will consider the .NET binary with MD5 hash:
84e7b5a60cd771173b75a775e0399bc7

This payload, which is present inside the downloaded ZIP archive, is a packed and obfuscated .NET binary.

Based on static analysis, we can see that the payload pretends to be a Skype application with spoofed metadata as shown in

Figure 7.

Figure 7: Metadata of the main .NET executable.

Upon execution, it unpacks another payload that is embedded in the resource section. Figure 8 shows the custom algorithm

that decrypts the payload using a hardcoded key “GXR20”.

Figure 8: The subroutine used to decrypt the second stage .NET DLL.
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Second stage

Figure 9 shows the decrypted payload, which is a .NET DLL with the MD5 hash 0988195ab961071b4aa2d7a8c8e6372d
and the name Aphrodite.dll

Culture=neutral, Pub

CCLCOLE:

Figure 9: The unpacked and loaded second stage DLL called Aphrodite.

The code execution is transferred to the DLL by creating an object for class named “Mortiz.Anton” along with the following

three parameters, as shown in Figure 10.
ugzl: “ddLPjs” (name of the bitmap image resource)
ugz3: "KKBxPQsGk” (the decryption key)

projName: “Skype” (name of the project of main executable)

Figure 10: The code control passed to the Aphrodite DLL.

This DLL further unpacks another binary, which is embedded as a bitmap image in the resource section of the main

executable, as shown in Figure 11.

Next stage binary embedded inside a bitmap

image in the resource section

Figure 11: The bitmap image inside the resource section that contains the next stage payload.

Similar to the second stage (Aphrodite), it is also encrypted with a custom algorithm. The custom algorithm is based on

XOR using the key indicated by the parameter ugz3.
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Third stage

The resulting unpacked binary is a .NET DLL with MD5 hash ae5f14478d5e06c1b2dc2685cbe992c1 and the name Jupiter.

The code control is transferred to the third stage DLL via a call to one of its routines as shown in Figure 12.

Figure 12: The unpacked and loaded third stage DLL called Jupiter.

This third stage DLL uses various methods to detect the presence of a virtualization or an analysis environment.
Evasion techniques

Below is a summary of the methods used by this DLL to detect the analysis environment.

Registry checks:

Registry key: "HARDWARE\DEVICEMAP\\Scsi\\Scsi Port 0\\Scsi Bus 0\\Target Id O\\Logical Unit Id 0"
Value: "Identifier"

Data contains: "VBOX" OR "VMWARE" OR "QEMU"

Registry key: "HARDWARE\Description\\System"

Value: "SystemBiosVersion"

Data contains: "VBOX" OR "QEMU"

Registry key: "HARDWARE\Description\\System"

Value: "VideoBiosVersion"

Data contains: "VIRTUALBOX"

Checks if key present: "SOFTWARE\\Oracle\\VirtualBox Guest Additions" OR "SOFTWARE\VMware, Inc.\\VMware

Tools"

Registry key: "HARDWARE\DEVICEMAP\\Scsi\\Scsi Port 1\Scsi Bus 0\\Target Id O\\Logical Unit Id 0"
Value: "Identifier"

Data contains: "VMWARE"

Registry key: "HARDWARE\DEVICEMAP\\Scsi\\Scsi Port 2\\Scsi Bus 0\\Target Id 0\\Logical Unit Id 0"

Value: "Identifier"
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Data contains: "VMWARE"

Registry key: "SYSTEM\\ControlSet001\\Services\\Disk\\Enum"

Value: "0"

Data contains: "VMWARE"

Registry key: "SYSTEM\\ControlSet001\\Control\\Class\\{4D36E968-E325-11CE-BFC1-08002BE10318}\\0000"
Value: "DriverDesc"

Data contains: "VMWARE"

Registry key:
"SYSTEM\\ControlSet001\\Control\\Class\\{4D36E968-E325-11CE-BFC1-08002BE10318 }\\0000\\Settings"
Value: "Device Description"

Data contains: "VMWARE"

Registry key: "SOFTWARE\\VMware, Inc.\\:VMware Tools"

Value: "InstallPath"

Data contains: "C:\PROGRAM FILES\WWMWARE\WMWARE TOOLS\\"

Wine environment detection:

Checks if the export functions of kernel32.dll contains: wine_get_unix_file_name

Windows Management Instrumentation (WMI) query-based checks:

WMI Query: "SELECT * FROM Win32_VideoController"

Property: "Description”

Checks for the presence of the following keywords in the description field:

e "VM Additions S3 Trio32/64"
e "S3Trio32/64"

¢ "VirtualBox Graphics Adapter”
e "VMware SVGA II"

¢ "VMWARE"

DLL name-based checks:
Checks for the presence of a DLL with the name: "SbieDIl.dIl" in the process address space.
Username-based checks:

Checks if the system username contains either of the following strings:

e "USER"

e "SANDBOX"
e "VIRUS"

¢ "MALWARE"
e "SCHMIDTI"

e "CURRENTUSER"
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Filename or filepath-based checks:

FilePath contains: "//VIRUS" OR "SANDBOX" OR "SAMPLE" OR "C:\\file.exe"
Window class check:

"Afx:400000:0"

After all the above environment checks are performed, the AZORult payload (MD5 hash:
38360115294¢49538ab15b5ec3037a77) is injected using the process hollowing technique in a new instance of the main

process.

We will not describe the details of the functionality of AZORult information stealer since it is already well-documented in

the public domain.

It is important to note that based on the flow of the code execution and the anti-analysis techniques used, the .NET packed

payload appears to be created using the CyaX packer. More details about this packer can be found here.
Network communication

The final unpacked payload, AZORult, will perform information stealing activities on the machine and exfiltrate the

information by sending an HTTP POST request to the URL: hxxp://crevisoft.net/images/backgrounds/ob/index.php

Upon inspection, we discovered that opendir was enabled on the C&C server as shown in Figure 13.
@ Index of /images/backgrounds X +

& 9 C @ Notsecure | crevisoft.net/images/backgrounds/

Index of /images/backgrounds

Name Last modified Size Description

Parent Directory .

lipe 2015-05-06 18:48 167K
2ipe 2015-05-06 18:48 547K
3ipg 2015-05-06 18:48 305K
4ipg 2015-05-06 18:48 151K

S.ipg 2015-05-06 18:48 437K
gradient png 2015-05-06 18:48 194K

ob/ 2020-08-09 09:28 -
og/ 2020-08-12 17:49 -
sm/ 2020-08-11 21:22 -

Apache Server at crevisoft.net Port 80
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Figure 13: Opendir enabled on the C&C server.

The AZORult panel on the C&C server can be accessed at the
URL: hxxp://crevisoft.net/images/backgrounds/ob/panel/admin.php.

@ crevisoft.net/images/backgroun: X +

— C @ Notsecure | crevisoft.net/images/backgrounds/og/panel/admin.php

Password: \ H >> ‘

Figure 14: The AZORult panel

PHP mailer script

Among other artifacts we discovered on the C&C server, we found a PHP mailing script deployed

at hxxp://crevisoft[.]net/images/-/leaf.php.

This enables the threat actor to send emails using the C&C server’s SMTP.

& c @ © & crevisoft.net/images/-/leaf.php

4 | eaf PHPMailer 2.5
Email Sender Name

suppartEcrevisoft.net

Attachment (Multiple Available) Reply-to
Browse... Nofiles selected.

Subject
Message Lmurm LA PUNRESY Filter/Extract

. P
Message Type HTML © Plain Character set Message encoding

UTF-8 j abit j
mm check SpamAssassin Score

Figure 15: The PHP mailing script on the C&C server.

Zscaler Cloud Sandbox detection

Instruction

Server Information

+ Server IP Address : 167.114.57.136 L. PR T =1
* PHP Version : 7.3.21

HELP

= [-email-] : Reciver Email (emailuser@emaildomain.com)
[-emailuser-] : Email User (emailuser)
[-emaildemain-] : Emall User (emaildomain.com)

# [-time-] : Date and Time (08/20/2020 11:35:08 am)

# [-randomstring-] : Random string (0-9,a-2)

# [-randomnumber-] : Random number (0-9)

.| ]: Random L {a-z)

# [-randommd5-]: Random MD5S

example

Receiver Email = user@domain.com
* hello [-emailuser-] = hello user

= your domain is [-emaildemain-] = Your Domain is domain.com

# your code is [-randommd5-] = your code is d b

=

by leafmailer.pw

Figure 16 shows the Zscaler Cloud Sandbox successfully detecting this .NET-based threat.
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SANDBOX DETAIL REPORT O T T =
Report ID (MDS5): COTTITIBTSATT Analysis Performed: 07/08/2020 21:34:38 File Type: exs
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS b2o
Class Type Threat Scare » Tries To Detect Sandboxes And Other Dynamic Analysis

Tool
Malicious 90 o
= » Contains Capabilities To Detect Virual Machines
i et S No known Malware found » Sample Sleeps For A Long Time (Installer Files Shows
ware These Property).
» Queries Sensitive Video Device Information (Via WMI,
Win32_VidecController, Often Done To Detect Virtual Ma-
chines)
NETWORKING i STEALTH b SPREADING
» Found Many Strings Related To Crypto-Wallsts » Injects A PE File Into A Foreign Processes
« Snort IDS Alert For Network Traffic » .NET Source Code Contains Potential Unpacker
Found Strings Which Match To Known Social Media URLs « Binary Contains A Suspicicus Time Stamp
" e e Mo suspicious activity detected
Performs DNS Lookups NET Source Code Contains Many Randomly Named
Posts Data To Web Server Strings
URLs Found In Mamary Or Binary Data Disables Application Error Messages

Uses A Known Web Browser User Agent For HTTP Com-

Figure 16: Zscaler Cloud Sandbox detection.

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators at various levels, as seen

here:

Win32.PWS.Azorult

Win64.PWS.Azorult

PDF.Downloader.Azorult
Conclusion

This threat actor is targeting employees in the supply chain industries in Oil and Gas sector in the middle east region. As
always, users should be cautious when receiving emails out of the blue, even if those emails appear to be related to
something you are interested in, such as a legal tender for a project which might appear relevant. And always be wary of

links embedded inside file formats such as PDF since these links could lead to download of malicious files on your system.

The Zscaler ThreatLabZ team will continue to monitor this campaign, as well as others, to help keep our customers safe.

MITRE ATT&CK TTP Mapping

ID Tactic Technique

T1566.001  Spearphishing Attachment Uses PDF attachments containing malicious URLs

User opens pdf file. Click the URL link. Downloads

ZIP file. Extracts zip file and executes the binary.

T1204.002  User Execution: Malicious File

T1140 Deobfuscate/Decode Files or Information Strings and other data are obfuscated in the payload.
T1036.005 Masquerading: Match Legitimate Name or File names used related to projects directly linked to
' Location the Middle East.
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T1027.002

T1497

T1134.002

T1555.003

T1140

T1573.001

T1083

T1070.004

T1105

T1057

T1055.012

T1012

T1113

T1082

T1016

T1033

https://www.zscaler.com /blogs/security-research/targeted-attacks-oil-and-gas-supply-chain-industries-middle-east

Obfuscated Files or Information: Software

Packing

Virtualization/Sandbox Evasion

Access Token Manipulation: Create Process
with Token

Credentials from Password Stores: Credentials

from Web Browsers

Deobfuscate/Decode Files or Information

Encrypted Channel: Symmetric Cryptography

File and Directory Discovery

Indicator Removal on Host: File Deletion

Ingress Tool Transfer

Process Discovery

Process Injection: Process Hollowing

Query Registry

Screen Capture

System Information Discovery

System Network Configuration Discovery

System Owner/User Discovery

Payloads are packed with a multilayer packer.

Uses Registry, WMI, UserName-based anti-VM

techniques

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities

One of AZORult capabilities
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T1124 System Time Discovery One of AZORult capabilities

T1552.001  Unsecured Credentials: Credentials In Files One of AZORult capabilities

Indicators of compromise

Scheduled task names

Naming convention: “Updates\”

Updates\YJSINpkH

Updates\WWOsRUUn

Updates\NcojkRtJmDPru

XML file names

Scheduled tasks are created using dropped XML files in %temp% directory with random names.
C:\Users\user\AppData\Local\Temp\tmp9AA2.tmp
C:\Users\user\AppData\Local\Temp\tmp23B7.tmp
C:\Users\user\AppData\Local\Temp\tmp24CC.tmp
Dropped filenames

Files are dropped in the “AppData\Roaming” directory with the same name as a scheduled task.
C:\Users\User\AppData\Roaming\YJSINpkH.Exe
C:\Users\User\AppData\Roaming\WWOsRUUn.Exe
C:\Users\user\AppData\Roaming\NcojkRtJmDPru.exe
File hashes

PDF hashes

Author: Donorl
e368837a6cc3f6ec5dfae9a71203f2e2
741£66311653f41f226cbc4591325ca4
£e928252d87b18cb0d0820eca3bf047a
8fe5f4c646fd1caa71cb772ed11ce2e5
d8e3637efba977b09faf30ca49d75005
c4380b4cd776bbe06528e70d5554f63
34cae3ae03a2ef9bc4056ca72adb73fc

363030120a612974b1eb53cc438bafcb
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2710cc01302c480cd7cd28251743faf0

1693£1186a3f1f683893b41b91990773

7a016c37fa50989e082b7f1ca2826{04

709895dd53d55eec5a556¢f1544fc5b9

5d9ed128316cfa8ee62b91c75c28acd1

c2ac9c87780e20e609ba8c99d736becl

269cfd5b77ddf5cb8c852¢78c47c7c4c

653f85816361c108adc54a2alfadadcf

6944£771f95a94e8c1839578523f5415

8e5c562186¢39d7ec4b38976£9752297

3d019ede3100c29abea7a7d3f05c642b

67f178fd202aee0a0b70d153b867cb5e

39598369bfca26da8fc4d71be4165abd

70a92fdba79eaca554ad6740230e7b9a

9db3d79403f09b3d216ee84edee28ed3

bafdeef536c4adfdacef6bdea0986c0b

8d7785c8142c86eb2668a3e8f36c5520

653e737fd4433a7cfe16df3768f1c07e

ebdcb07d3de1c8d426f1e73efd4eb10f4

d258ba34b48bd0013bfce3308576d644

a74c619fd61381a51734235c0539e827

6f1bd3cb6e104ed6607e148086blel71

cf04d33371a72d37e6b0e1606c7cd9a2
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