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REVvil Affiliates Confirm: Leadership Were Cheating Dirtbags
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After news of REvil’s rip-off-the-affiliates backdoor & double chats, affiliates fumed, reiterating prior claims

against the gang in “Hackers Court.”

A day after news broke about REvil having screwed their own affiliates out of ransomware payments — by using
double chats and a backdoor that let REvil operators hijack ransom payments — those affiliates took to the top
Russian-language hacking forum to renew their demands for REvil to fork over their pilfered share of ransom

payments.

Advanced Intelligence, the threat intelligence firm that disclosed the backdoor and double chats, told Threatpost
on Thursday that a high-profile actor with an established reputation on the top Russian language hacking forum —
Exploit — used AdvIntel’s report findings to revitalize a claim filed in May against REvil on the Russian

underground.

The way that ransomware-as-a-service (RaaS) operations such as REvil or DarkSide work is that affiliates do all
the dirty work of network compromise, in exchange for (in the case of the original REvil RaaS) 70 percent of

whatever ransom that victims fork over.
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REvil leadership was supposed to pocket the remaining 30 percent — and only that much — of ransom payments, in
exchange for providing the ransomware payload that the affiliates use to seize control of victims’ data and

systems.

But when negotiations suddenly, mysteriously collapse and the affiliates are left in the lurch, they start to get

suspicious, and they turn to the underground’s version of arbitration.
You can see why: Ransomware and other types of cyber attacks are, after all, big business.

Ransomware attacks spiked by 350 percent between 2018 and May 2021. When money goes missing, the

underground community takes a businesslike approach to seeking redress. Namely, the underground has its own

versions of “People’s Court” — or, as the case may be, “Hacker’s Court.”

That’s what happened with DarkSide, responsible for the Colonial Pipeline attack: Affiliates had a tough time

getting paid for their work after DarkSide’s servers were shut down in May, so they turned to admins of the

group’s Dark Web criminal forum to sort things out.

According to Advintel’s Yelisey Boguslavskiy — head of research at the cyber risk prevention firm — aggravated,

scammed affiliates had taken that route in May 2021, seeking to recoup $21.5 million USD from REvil for
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allegedly scamming them.

Ripped-Off Affiliates Fume

Below are screen captures of the actor reiterating the claim from May 2021 on the Exploit criminal forum on
Thursday. The threat actor’s reiteration confirmed AdvIntel’s assumption: REvil leadership did indeed create a
backdoor that enabled them to cut off ransom negotiations between victims and the gang’s own affiliates, to run a
double chat that enabled leadership to pose as victims who threw in the towel mid-negotiation, and to then step in

to resume the negotiations, cut the affiliates out of the deal, and pocket the entire ransom payment.

Maybe this is new for someone, but not for me and not for my Qutsoruce-Company: D
ADVINTEL

On May 2021, [ wrote a post

~ with detailed evidence on how exactly REvil scammed their parthners
and stole payment from their partners.

Hosocts vuxe: Reference to AdvIntel findings

Bakaop noasonan onepatopam REvil nepexsaTbiBaTh YaThl MX NAPTHEPOB U XEPTB U NONYYaTh BCKO CYMMY BbiMNaUYeHHOro BbIKYNa.
WB-cneuu / MNaHNK ced Intelligence p6Hapyxunu 63k40p, KOTOPLIA NPEANONOKMTENLHO MO3BOMSA OnepaTopam
BbiMoraTensckoro REvil nepexeaTsiBaTk Y4aTkl MX NAPTHEPOB W XKEePTB W NOMy4aTk BCK CYMMY BbIN/I@4€HHOMO BhiKyna

Koraa napTHep BbiMOraTenei B3NaMbIBaeT CETb W MbITAETCA YCTAHOBUTL NEPCUCTEHTHOCTL Ha cUCTeMe, onepaTopsl REVIl nepefaioT napTHepy
no. /0 Harpy3Ky AN 3apaXeHWs ceTU U WudPoBaHUA AaHHLIX. ECAK XepTBa NNaTUT BbIKyN, NapTHepcKas rpynnupoBka nonyyaet 70% oT
STOM CYyMMBI 38 BbINOSIHEHUE B paboTel no TaUMW CETH, KpaxXe AaHHbIX U WidpoBaHM0. YyacTHUKKM REVIl nonyyaioT ocTaewmecs
30% B ofMeH Ha NpeAoCTaBNEHWe NporpaMM-BeIMoraTeneii, opble NapTHepLl UCNONML3YKT ANA NepexBaTa KOHTPONA Haj AaHHBIMK U
CHCTEMaMK XepTB.

OaHako ecnu Gul rpynnupoeka REvil pewuvna obMaHyTe NapTHEPOB, TO B TAaKOM CNy4ae OHa NOMy4Mna BCO CYMMY BbinnaTel — 70% napTHepa
B AOMONHEHWE K CBOMM o.

«MWcnonb3ys faHHbli 63Kka0p, REVIl Morna nepexsaTuTs Gece/ibl KepTB BO BPeMs aKTUBHbLIX NeperoBopoB C NapTHEPaMKu U NONYUUTL 7

BbiKyna, NpefHa3Ha4yeHHble NapTHepa — MOACHWAN 3KCNepThl.

59 minutes ago, CETLH

ADVINTEL

A1 npusen Bce 100% no aTenbCTBa B CB
Ap6urtpa N21 Ha Revil - 14,400,000% -

Ap6uTtpax N22 Ha Revil - 7,000,000% -

+ no6aBnio BbIpe3Ky W3 CBOEro MocTa, KOTopas Tak Xe AaTupyerca 27 Mas 2021

y affiliates of REvil will agree with me that on numerous occasions they got a message from the victim saying "Hi, how
y?" (meaning they are ready to pay) and then the victim disappeared. Or they disappear in the middle of a conversation
when everything is already set."

So, in REvil's TOR-Panel there is a loop through which they scam their affiliates by bypassing them in the decryption process.

Other affiliates who came to me from REvil share the same experiences
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1 hour ago, ADVINTEL

il) in the following forum arbilrages

ApGurpa NP1 na R 14,400,000%

Apburpam NP2 Ha Revil - 7,000,000% -

ns they got a mes
ared. Or they di
=vervthing is

So, in REvil's TOR-Panel there is a loop through which they seam their affiliates by bypassing them in the decryption process.

Source: Advintel.

‘See? Told You So’

“While repeating this claim, the actor confirmed our assumption about the use of the backdoor, and, most

importantly, about the use of double chats,” Boguslavskiy told Threatpost.

It wasn’t just the aggrieved affiliate who confirmed how slimy the REvil slimebags were, Boguslavskiy added:
“Moreover, the representative of #L.ockBit also joined the discussion and stated that former REvil affiliates shared

with them that they were scammed due to the double chat scheme.”

LockBit 2.0 is an extremely prolific RaaS gang that’s been proliferating like happy bunny rabbits, as evidenced by

Herjavec Group’s LockBit 2.0 profile and its long list of LockBit 2.0’s victims. In other words, the gang’s reps

probably know whereof they speak. When one of the gang confirms that REvil ripped off its own affiliates, there’s
a fair chance they’re telling the truth.

Will This Cripple REvil?

Now that REvil has kind of, sort of sputtered back to life, with a new representative (but with little respect or trust

on the criminal underground’s behalf), Boguslavskiy is hoping that confirmation of REvil’s comfort with screwing
its own affiliates via a backdoor and double chats will lead to the gang being shunned on the underground,

potentially weakening their ties and ability to recruit and collaborate within the community.

“Ideally, the revitalization of this May 2021 [claim] will lead to further bans against rebranded REvil on forums,

which can further complicate their ability to interact with the community,” he suggested.

Rule #1 of Linux Security: No cybersecurity solution is viable if you don’t have the basics down. JOIN

Threatpost and Linux security pros at Uptycs for a LIVE roundtable on the 4 Golden Rules of Linux Security.

Your top takeaway will be a Linux roadmap to getting the basics right! REGISTER NOW and join the LIVE
event on Sept. 29 at Noon EST. Joining Threatpost is Uptycs’ Ben Montour and Rishi Kant who will spell out

Linux security best practices and take your most pressing questions in real time.
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