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Products

VMware vSphere ESXi

Issue/Introduction

This article provides steps to allow SSH access to VMware vSphere ESXi/ESX hosts with public/private key

authentication rather than with username/password authentication.
Environment

VMware vSphere ESXi 8.0
VMware vSphere ESXi 7.0

Resolution

Note: VMware vSphere ESXi does not support preserving SSH-Keys for Active Directory users.
To allow SSH access to ESXi or ESX hosts with public/private key authentication:
1. Generate public/private keys on ESXi by running the below command:
/ usr / lib / vmware / openssh / bin / ssh - keygen -t rsa -b 4096

Example:
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1b/vmware/openssh/bin/ssh-keygen

Generating public/private rsa key patir.
Enter file in which to save the key (//.ssh/id _rsa): /tmp/
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved wn /tmp/
Your public key has been saved in /tmp/ .pub
The key fingerprint 1s:
SHA256: root@
The key's randomart image 1is:

—[RSA 4096]----+

|

For more information, see the OpenBSD Reference Manual section in the OpenBSD
2. The above command will generate two files, private and a public key in the specified location. Example:
Private Key : key_file_name
Public Key: key_file_name.pub
3. On the ESXi host, store the public key content in /etc/ssh/keys-root/authorized_keys.
(e.g. cat key_file_name . pub >> authorized_keys)
Notes:

o The above step will store the public key for the root user.

o More than one key can be stored in this file.

4. Ensure the PermitRootLogin parameter is set to yes in /etc/ssh/sshd_config.

Note: (optional) To disable password logins via SSH to ESXi host, change

ChallengeResponseAuthentication and PasswordAuthentication to no in /etc/ssh/sshd_config.

In ESXi version 8.0.1 and later, the PasswordAuthentication option is no longer configurable. To achieve

equivalent functionality, set the ChallengeResponseAuthentication parameters to yes
esxcli system ssh server config set -k challengeresponseauthentication -v yes
Note: No need to restart the SSH service for the above esxcli command.

5. Reload the SSH service:

Page 2 of 3


https://man.openbsd.org/ssh-keygen

https://knowledge.broadcom.com /external /article/313767 /allowing-ssh-access-to-vmware-vsphere-es.html|

o For ESXij, run the command:
/ etc / init . d / SSH restart
To login from a linux machine(could be ESXi or vCenter appliance):

1. Copy the private key to the linux machine.
2. Browse to the path where the private key resides.
3. Change the permission on the private key file using the command: chmod 600 <private_key_file>

4. Run the below command:

ssh -i< private_key_file >- 1 root < esxi_hostname >

Additional Information

Feedback
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