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The Uptycs threat research team has discovered a new ransomware binary attributed to the RTM group, a known

ransomware-as-a-service (RaaS) provider. This is the first time the group has created a Linux binary. Its locker
ransomware infects Linux, NAS, and ESXi hosts and appears to be inspired by Babuk ransomware's leaked source
code. It uses a combination of ECDH on Curve25519 (asymmetric encryption) and Chacha20 (symmetric

encryption) to encrypt files.

RTM Locker was identified during Uptycs' dark web hunting. Its malware is specifically geared toward ESXi
hosts, as it contains two related commands. Its initial access vector remains unknown. Both asymmetric and

symmetric encryption make it impossible to decrypt files without the attacker's private key.

Notable similarities between RTM Locker and Babuk ransomware include random number generation in addition
to using ECDH in Curve25519 for asymmetric encryption. Babuk differs slightly from RTM Locker by using

sosemanuk for asymmetric encryption, while RTM Locker uses ChaCha20.

The good news is that Uptycs extended detection and response (XDR) provides advanced detection capabilities

and YARA rules for detecting RTM Locker malware.

FAQ

Q. How are RTM Locker and Babuk ransomware related?

It appears RTM Locker leverages leaked source code from Babuk ransomware. Both malware types use random

number generation, Curve25519 implementation.

Q. How does this new ransomware infect Linux, NAS, and ESXi hosts?
The initial access vector for RTM Locker is unknown at this time.

Q. Can the encrypted files be decrypted without the attacker's private key?

Sorry, no. The combination of asymmetric and symmetric encryption makes decryption impossible without the

private key.
Q. What are some unique RTM Locker features compared to other ransomware strains?

RTM Locker specifically targets ESXi hosts, contains two ESXi commands, and is the first Linux binary created

by the RTM group. It is also inspired by leaked source code from Babuk ransomware.
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Q. How did the Uptycs threat research team discover this threat actor’s ransomware?

We identified the RTM Locker threat during our ongoing dark web hunting. Such continual research is imperative

to better serve our customers.
Q. What measures can be taken to detect and mitigate RTM Locker?

Organizations can use advanced detection solutions such as Uptycs XDR. Its built-in YARA rules and other
advanced detection capabilities identify and mitigate RTM Locker ransomware. To this end the Uptycs threat

research team has shared a YARA rule to detect RTM Locker.

Threat Attribution

The threat group RTM Locker was discovered by the Uptycs Threat Intelligence team during our dark web
hunting. Figure 1 shows the post made by the RTM group about their Locker, which targets Windows,
ESXi/Linux, and NAS systems.
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Fig. 1 - The post made by RTM group about its locker

A previous Windows version of this ransomware was reported by Trellix, in which it mentions an onion site link

to contact the threat actor. This appears to have prompted the team to move to Tox. The binary for this report
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contains no mention of the onion site; only a Tox ID is mentioned (Figure 18).

Voe wark guysl Ve see alerys apen lor cooperstion with sarious partree
I the ighvt of recent events in the Theld of £as. we ane movisg sway Trom T admin panel, buliding bullds Tor support box. we will sk ooliect a bulld for pantres
e il Wit Wik coeperiencet)

B0 MAS fimalzed

Fig. 2 - Attacker update about moving from an onion site to Tox

Technical Analysis

RTM lockar workfow l -s.JI

Fig. 3 - Mind map of the Linux executable

The ransomware binary seems to be geared towards ESXi, because of the two ESXi commands that were noticed
at the start of the program. It is statically compiled and stripped, making reverse engineering more difficult and

allowing the binary to run on more systems. The initial access vector is unknown.
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Decormpibe; rmain - {g_esx_Me 054 out) f; ~ |... ﬁ - M

undefineds main(woid)

{
malloc_wrapper(};
nama_threads{);
run_esxi_commands( )]
pthread wrapper_main(EDAT_@084dol7d,encrypt_file);
return @;

WO e Eh o B e

—
-

Fig. 4 - Main procedure of the ransomware

name_threads, run_esxi_commands and pthread_wrapper_main are the important functions in this binary.
name_threads uses sysconf(3) with _SC_NPROCESSORS_ONLN as argument to find out the number of threads

to use in the program, and calls name_thread_routine in the pthread_wrapper routine to name each thread as

shown in Figure 5.

Decompile: pthread_wrapper - (e_esn_fie_xfid, out) ﬁ IZ| i -
=1 IPOIE — F |URIN], ral
k- FUN_B848a268] 1vVar?, a); :
31 FUM_B34abafalvar? + auI8, e);

12 *{undefinedd *){1var? + @x58) = @:

13 Warz = FUN_@042c03@(uvars * 8);

14 *plvVarl = 1varl;

15 if (Ivar2 != @) {

15 FUN_@@4@a26@(nlVarl = 3 &)

£ FUN_@ddabSfa(olvarl = 7 @)

18 if (@ « {inthparan_1) {

5 uvard = @;

43 do {

41 IVarz = *plvarl:

42 wivard = {undefinedd *)PUN_284 20008 (Bx18) ;

43 *(undefimedd **)(Ivar? + u¥ard * B) = puVard;

A if {puvarl != (undefinedd *)axd) {

45 *|long **j{puVarl + 4) = pl¥arl; ™
A *ouvard = {int)juVard;

47 pthread create_2_1({puvar3 + 2,0 nama_thread_rout inel.|- Wari);

4K FUN_g@ada2@d (* (undefined® *)(*(long *p{1Vari + uvars * &) * 8));
A }

B Ward = uVard + 1:

51 b while (uvars = uvamd};

52 }

33 a0 {

54 I while (*{int *}(plvarl + 1} I= (intjuvars);

55 return plvarl;

56 }

57 FUN_BdpBcoB{plvarl + oud);

58, }

55 FUN_@dd2e5Ta(plvarl);

&2 1

61| Teturn (long *)ex@;

B2} u"l
A1 X

Flg. 5 - pthread_wraper calls pthread_create with name_thread_routine as an argument

name_thread_routine names each thread to use later in the encryption process. The threads are named “Thread-
pool-%d”, with the decimal number representing the index of the thread. Shown in Figure 6, this is done using
prctl(2) with PR_SET_NAME as its argument.
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Decompile: name_thread_noutine - (a_esuxi_lfie_xfd.out) B 00| [ | o] X
0
2 |F* WARNIMG: Globals starting with °_' overlap smaller symbols at the same address *J ™
3
4 undefinedd name thresd_routine(undefinedd *paran_1)
5
B
]
"
11
12| undefinedd *puvart;
13| wundefined local_ =8 [16];

undefined local_ds [16]; "‘)
code *local_cé;

undefined local_c@ [128];
undefinedd local ¢

(10

local_d& = ZEXTBIG(®);
local_ed = ZEXTBIG[®);
sprintf_wrapper(local_e#, @@, Thread-pool-%d-, *paran_1);
protl_wrapper({@x«f, local _ed);
lvard = *{long *)(param_1 + 4);
FUN_@B@ald@ze(local ca);
local 4@ = @;
local_c® = FUN_B4BT3RE;
FUN_eesadbaa( 1o, Alocal cE,@);
lvarl = 1vard & @xl@;
FUN_@@d@absalvarl);
“{int *)(lvard + B) = *{int *)(1Vard + B} & 1:
FUN_g@dabied(1Varl);
if [_DAT_ 8@deelnd I= B)

Ivar? = IWard + BxGE:

do |

PNt RN EEREDRRR

d

Fig. 6 - Threads being named inside name_thread_routine

After naming each thread, the run_esxi_commands routine is called. Notably, this is not called on the NAS variant

of the binary, since a NAS does not run ESXi.
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- [e_psx_lfe_w64.out) ) © [ | B

h-lx

12| uwndefined austack 1 [264]

14| system(“eswcli vm process list >> wmlist.tmp 1:-:I:f'|;

15 vard = FUN_0Ad2cR00(ax1adaad)

16 vard = fopen[“wnlisttmp. tab® ADAT Ba2dB@cT);

F| if (IVard !'= @)

18 I¥ars = fgets(lvard, Bx108808, 1Vard) ;

1% if (Ivars != @) {

0 Warh = @;

21|LAB_00aaT50a:

¥ do {

23 if (*{char *)(1var3d + uvarh) = "wn'} {

24 if {(0{"(char *}{1Vard < uwiarh) == ':'] & (7 < UVaIG)) B4

vl {ivarl = {(intjuvars, *(char *)(1var3 + [uleng)livarl - 1)) == 'D'}] &k
26 {{r*{char *)(1vars + (ulong)livazl - 4)) == 'd’ &&

7 (*{char *y{1var3 + (ulong){iVarl - E]) == 'W'}] E&

28 (*{char *](uvard + 1 + Lvard) == ' "}1)} {

20 pc¥ar? = (char *){(ulong)(ivarl + 2} + IVar3
L oo {

31 pcVar? = pcVari)

33 pcard = Vary? + 1;

33 t owhile {(byte)(*pcvar? - ex3dU) < 1@):

34 “pevary? = ‘W'

35 steEncat{aubtack 138 "esxcli win process kill -t-force -w=" @):
36 Stropy (austack 1. 1vard + julang)(ivarl + 2));

a7 system(austack 1) :

38! 1

i) alse |

40 warg = uvaré + 1:

41 if (uVart != @x1@a02d) goto LAS_S84879ba:

42 }

43 }
44 Ivars = fgets(1var3, dx1ed0ed, 1vard);
45 uvarh = @;

4

Fig. 7 - Two ESXi commands are run using this program
The two ESXi commands are:

1. “esxcli vm process list >> vmlist.tmp.txt”
This command lists all the ESXi VMs currently running on the system.
2. “esxcli v process kill -t=force -w”

This command kills all the ESXi VMs that were found by the previous command

Interestingly, the file read by the program, vmlisttmp.txt, isn’t the file that it writes to (vmlist.tmp.txt). The
differing filenames are a mistake made by the ransomware author, which suggests this ransomware might still be

under development.

After the binary successfully kills all the running ESXi VMs, it begins the encryption routine by calling

pthread_wrapper_main.

pthread_wrapper_main seems to be a custom function that calls multiple pthread commands to run the encryption
process more efficiently. Figure 8 shows a snippet of FUN_00407580, a function that is used to read the entire
system using opendir(3), after which it performs Istat(2) on the file descriptor and progresses through the function

based on the results of the system call.
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580 - {e_esx_lfe_xbd.out) 0 [ | -

llx

a2 uint local a&:

24 faré = opendir]):
5 if (1 = ) {

i
1¥ar? = readdic(l¥ard);:
a7 if (Ivar? == @) {
28 closedir{Ivari);
29 1
kL alse {
bl pu¥arle = [undefined? *){param_2 + param_1);
3z bvara = false;
33 do {
cWari = %char *)(lvVar? + @xl2);
s if (cvard == “%@") o
A6 iWars = lstat_wrapper(lVar? + @x13 local c@); .-J
a7 if {ivars !'= @) {
g uar = local_a® b dxufod;
39 if ((uiard == SxEd@0) || (cVard = (uvard == Qxd@d@) << 2, (uVarl == Qudddd) == true))
40 goto LAE_G8d076cl;
a1 gotn LAE_BRa07615%;
a2 }
43 ¥
44 else if (cWars == B) {
45 |LAE_@04@7Eca:

chacksum_funci{char *}i{lvar7 + @x13));
5 1= @) {

*{char *)({1¥ar? + Bxl3);
if [cvar3a != "'}
51 evarld = (char *){1¥ar? + duld);
a2 do {
53 *|char *)puVarls = cVari:
G4 puarls = {undefined? "||;[,I,-1n5“-. Jarls + 1);
5% cVarld = *pcVarll;

s5&

|¢l‘

Fig. 8 - A FUN_00407580 excerpt

Two parts of this function are intriguing: 1) the call to the actual encryption routine (i.e., encrypt_file referenced in

the main function, and 2) how it finds which file to encrypt.

The Istat(2) system call returns 4 for a directory or 8 for a file. Figure 9 shows a function excerpt where a
checksum is performed, after which the encrypt_file function is called. This checksum seems to only check file

extensions and, like the source code that inspired it, currently works for the following extensions:

log .vmdk .vmem .VSWp .vmsn
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Diecompile: FUM_00407580 - (e_ssd_ife_xbd.out) ] 5 [ | ol -
43 1
44 else if [cWarl == 8) {
45 |LAB @9427608:
45 iVars = chacksum_func[{char *)(1var? + @xl3)):;
47 if {ivaxs != @) {
48 farl = *{char *){1var? + 8xi11):
A5 puiarls = puVarles;
L] iT [cVard !'= "\w@') {
51 varld = [char *)({1Vaz7 + 8xld):
52 da {
33 *{char *)puVarl’d = cVari;
L puarls = Jumdefined? *)((long)puiarls + 1):
55 Vard = TpcWVarld:
bt pearll = polaplad + 1;
57 } while (cVard != "Wd'):
58 b
55 *(undefined *jpuvarls = @;
i (*{code *)encrypt_file)(paran_1);
61 bvar2 = 'r|.:';[
62 1

- : 4

Fig. 9 - Excerpt from FUN_00407580

'!.h| x

The encryption function also uses pthreads to speed up execution. It obtains locks on particular threads to prevent

race conditions, then runs another function that encrypts a single file.

Figure 10 shows the function called by encrypt_file. It has two constants, “expand 16-byte k™ and “expand 32-byte
k" related to the Salsa20/ChaCha family of ciphers. This leads us to believe the file is encrypted using the same

cipher family. Figure 11 shows the constants as found in the function.
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Dhecomiple: PLIN_ 004 B0 L e %

byte local 189 &
13| undefined local 198 [3F]; 3
14| undefined lacal of [48];
15| undefined lacal_c@ [144];
16
17| uvarz = malloc|BxaBoasd) ;
18| FUM_aadlecd|local 128, @x3):
19) local 128[@] = local 128[@] & Bxf8;
20| local 189 = local 109 & 8x3f | Qwdd;
21| FUM_a40z87a [ lacal 108, Incal 128, ROAT_@R4bue6s) ; -,
23| FUNM_d3dazaTa(laocal_ek lora ADAT_BAderR1d);
23| has_salsa_2@_key(local B, local_ef,@x2e, local _LeE,Bxc);
24| 1vard = fopen(param_1, r+b"}:
25| if (Ilvard 1= @) {
26 1o 138 = @:
a7 = fread{uvar?,1,BxaB@dBd, 1¥ars):
28 \ = lacal_138;
29 if =B q
kL] Ivars = 8;
i1 da
32 1¥ars = lvax5 + 1vVard:

encryot bybes(local Jubard uvard 1vazd):
FUM_@aqz2ema| IVars,

EL furiteuvar?,1
ELE] FUN_2a4z787a ]
7 Ivard = fread(uvar2, 1, @xadased, IVars);
kl:] b owhile [IVard I= @),
kL) ¥
48 local 138 = Ivax5:
A1 free(uVar2):
a3 fwrite{local_1@8,1,8«c?@, 1vard);
43 fwriteiklocal_138,1,8,1Var3) ;
a4 FUR_BR4L 77781
A5 FUN_g@a1 fdedf1Vari) ;
AB ivarl = FUN_@8491T38(paran_1):
47 uvard = mallac({long){ivarl + @xi&));
48 stoncat(uVar? param 1,8}
A% stocpy|udars rtm_axt];
SR Tenam | paran_1,uvard) ;
51 free{uvar2);
52
53| reluEna:
S4|) e
55 L

Fig. 10 - The FUN_00406680 function that encrypts a single file

The function in Figure 10 essentially encrypts a chunk of bytes read from fread(3) and writes that, after which it

probably seeks to the next chunk before reading it and encrypting the next chunk of bytes.
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Decompile: has_salsa_20_key {e_wesxd_He_o64.0ut) ‘.} i |.p-:.| ﬁ - M
if ((@x1211900 »= (parsm_2 & @xif) & 1) == @) { il
return @;
}
*param_1 = param_2;
if (param_a4 == 32
param_1[1] = B3]
param_1[2] = dbar
param_1[3] =fRx79622032; ""--..’, expand 32-bit k
paran_1[4] =@x5b3@6574;
param_1[5] = Tpdram_i;
param_1[&] = param _3[1];
param_1[7] = param 3[2];
param_1[E] = |
param_1[%] = T
param_1[1@] = param_3[5];
param_1[8xbh] = param_3[6];
param_1[2xc) = param_3[7];
b
elae |
if (param_d4 != 16) {
retusn @
—
paran_1[1] - @561 787865, _,_J'
paran_1[2] § @x31 expand 16-bit k
paran_1[3] f @798 _-—}
paran_1[4]  @uhbiai
param_1[5] = “param_3;
paran_1[6] = param_3[1];
paran_1[7] = pa
paran_1[8] = param_3[3];
paran_1[%] = *param_3;
paran_1[1&] = param_3[1];
paran_1[#xh] = param_3[2];
param_1[#xc] = :arnn_.-:jr'];| :
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Fig. 11 - Constants related to the Salsa20/ChaCha cipher family

After searching through the entire file, the filename has an .RTM extension appended to it.

File encryption on Windows and Linux versions

The encryption algorithm has two steps:

1. Asymmetric encryption is initially used. The bad actor embeds a public key in the file, with its

corresponding private key remaining with the attacker. It generates a 32-byte shared secret between the

attacker's public key and the file ephemeral keys using the Diffie-Hellman key exchange protocol.

2. It then uses ChaCha20 symmetric encryption. The shared secret is hashed to obtain a 32-byte key to be

used with an asymmetric encryption algorithm. After encryption, each public key is written at the end of its

corresponding file (as with Linux) or appended as an extension for Windows.

Both ECDH on Curve25519 and ChaCha are statically implemented without using any libraries or crypt function.

The Encryption Process

1. An ephemeral key is generated by using:

e Windows — SystemFunction36 resolves to beryptprimitives.ProcessPrng, which generates a specified

number of random bytes from the user-mode per-processor random number generator.

e Linux — By reading /dev/urandom to generate a random sequence.
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These random bytes are used as a private key during the Elliptic-Curve Diffie-Hellman (ECDH) algorithm
implemented on Curve25519.

ik

=
push affiet LibFilelame ;
call dsiioadiibrarya 1
mos hicdule, eax sub_401ECO peoc neaE

loc_s8G240;
e ecu, dword_4313C8)
test BCH; BCX

jnz short loc_agsale

adl, nﬂn-e aDavlrandom . ~/dev/urandcs
esi, offset read "

I0_new_Eopan

¥
=
push offset Prochame ; “Systemfunctiond
push eax 3 heodule
kall dsiGetProciddress
T ECN, EEW
OV dwcrd_421308, ecw
. =
rekn
WINDOWS i} fF StaEts st 401ECO

sub_401ECD endp

LINUX

Fig. 12 - Random number generator as ephemeral key
2. The private key is now used to generate the public key on Curve25519.

* Windows — The public key is appended as an extension to the encrypted file.
e Linux — The public key is appended to the end of the encrypted file. This public key is used for decryption

in the event of a victim paying ransom.
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Fig. 13 - Encrypted files

3. A shared key is now generated, using the private key from step 1 and the attacker's public key hardcoded in the

file on Curve25519. This shared secret is now used in symmetric ChaCha20 encryption.
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Fig. 14 - Code snippet showing shared key generation Curve25519
ChaCha20 is a symmetric encryption where:

e Key — 32-byte shared key from step 3

» Nonce — 8 bytes 0000000000000000

e Counter — 0

e ChaCha20 is used for symmetric encryption in both Windows and Linux

o For Windows, only the first 8000 hex bytes are encrypted, and the remaining bytes remain intact

e For Linux, the entire file is encrypted

65]78 70 61[bE 64 20 33[32 2D 62 7974 65 20 6B |Expand 32-byte k
8A C8 D7 AE |E3 2F CB 9B |0OE EA 35 8C |6F CB B2 E6|.Ex®a/E..é5.0E%&
84 87 6D FE [E8 12 c8 85|56 1B E3 EA |40 AF 29 4B |..mbe.E.V.38@ )k
00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00

Fig. 15 - ChaCha key structure along with constants, key, counter, and nonce
File decryption

To decrypt the file, the public key, which is present in extension (WIndows) / end of the file (Linux), is read and
along with the attacker's private key the shared secret is obtained allowing file decryption. Use of both asymmetric

and symmetric encryption makes it impossible to decrypt the encrypted files without the attacker's private key.
Similarities with Babuk ransomware

As mentioned, RTM Locker was likely inspired from leaked source code of Babuk ransomware.

e Linux random number generation is done by reading /dev/urandom, the same as for Babuk ransomware

e Windows and Linux Curve25519 implementation is based on Babuk ransomware

e Both Linux versions encrypt files using the .log, .vmdk, .vmem, .vswp, and .vmsn file extensions

e Both use ECDH in Curve25519 for asymmetric and ChaCha for symmetric encryption.
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Fig. 16 - Similarities between RTM and Babuk ransomware

After the entire directory is read, FUN_0047580 leaves a ransom note in the current directory that has a !!!

Warning!!! filename (Figure 18).

184 LAB_@ada75fz:

183 1var7 = peaddir(lvars);

186 1 while (1var7? 1= @);

187 closediz(lvara);

198 if [((bvar2) &k

lag {strncat{paran_1,°1!! Warning! !~ param_2). "(int *)(DAT_Q@deelfd = dxlc) != 3)) b
118 (1vaz6 = fopen(param_1,LOAT odboads), IVamd f= 2)) {

111 fwrite(DaT_sbdec2 f8[6),1, (long) (int *)(DAT_0@40e2fd - dxlc),lVard);
112 FUN_S42200a( 1vVars, 2,12

113 FUN_ga4197a( 1vart);

114 FUN_Ba41f4pa( 1Varti);

115 1

116 }

17

118 return;

Fig. 17 - Excerpt from FUN_0047580 that writes the ransom note

Figure 18 shows the RTM Locker ransom note. They group has left a Tox ID to contact it to decrypt the files after

paying the ransom.
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S cat VIV TN Warningi 0y 0yl

111 Your network 1% infected by the RTH Locker commandl!||

ALl your documents, photos, reports, customer and employee data, databases and other

important files are encrypted and you cannot decrypt them yourszelf. They are alzs on

our servers! But don't worry, we will help you recover all your files!

The only way to recover your files 1z to buy our dedicated software. Only wWe cam prov

ide you with this software, and only we can recover your Tiles]

We value our reputation. IT we do not fulfill our work and obligations, no one will p

ay us. It's not in our interest.

ALl of our decryption software iz perfectly tested and will decrypt your data. We wil
also provide support in case of problems.

Te contact us, you need to install TOX (https:f/tox.chat/download.html), write to our
support.

Contact: ABFE1B5AB2525ECES4DD29TFBAALFBASATCFRZF12D7T28DDBCADICCAIFIBBOF520911126ACIDF

111

If you do not contact the support team within 48 hours, your data will be published 1
i the public domain, and compromiszing data Wwill be sent to yvour competitors, as well
as to the relevant regulatory authorities.

0 NOT ATTEMPT TO RECOVER THE FILES YOURSELFI
DO NOT MODIFY ENCRYPTED FILES!
OTHERWISE YOU MAY LOSE ALL YOUR FILES FOREVERI

Fig. 18 - Ransom note

=Lhame “* RTM" |

Jrunfcloud-init/clowd-init-generator.
Jrun/cloud-init/ds-identify.log.RTM
Jrun/initramfsjoverlayroot.log.RTM
Jrun/initramfs/fsck.log.RTM
Jusr/share/doc/python3.g/pybench.log.RTM
Jwar flib/mysql/tc.leg.RTH
Jwar /lib/docker fcontainers 1142c893664baasd1742b43d63c962291164b29T9196d7ar5781a3csn
fdedde/1142c893664baa9d1T42b43d63c962291164b2979196dTaf5T81Ta3c66TdBO40-json. Log.RTH
fvarflthfducker;cnntainerﬁf&ded?izﬁaahﬁﬁa1Ecc56cad55?SGaEdEﬂdSﬂﬂbbacbdQBQTBTFazaizddﬁ
46Ce94 fadedT326aBb5Bal2cc56cad55736aed54d 510bbackd989T8Tfa2a32dde46C694 - json. Log. RTH
fwar flib/docker fcontainers fc2d28aed 100543992 bF319ce2eddfbT1358490dT T 62390T02C1e1TB5T
de5951/c2d28aed1008543992fbT310ce2esdfbT135849ddTf6239bfo2clel T85Tde5951- json. log. RTH
fwar flibfdocker fcontainers faefl3fibaaedcd6691bs27 545 4ba3dThaT3accddeda3bdetsatandell
302527 faeT13Tibaaedcds691b527545Fdba3dTbaTIaccddedaibdetsa600d8113625e7-json. Log.ATM
Svar flibfdocker fcontainers/ffa9098b66dadTesThica%eclelT5c4b318TT15bd1a2eb5T486edecact
34T2T3 ) TTa0e0Bb66daBTe5TbBca%eclelT5cdb318FT15bd1a2ebsT486edeeactadTiT3-json. Llog.ATH
Svar flibfdocker fcontainers /44T 3b6cS5TabT8T7b60CcE 2 a0 14TR6252T6beB6 2 TEA22016689aT650382e
5a3ablf44T3b6c5TablBTbEOCB2Ta014T8625276be862T64220166803765b382e53aab2-json. Llog.ATM
Svar flibfdocker fcontainers/aagTThaaleafT519632d3463b2d 122 TToc818 T T4a6d3Tbbcdc48cBbCde
TT46a6/aaB77baaleal7519632d3463b2d1e2F79c818TT4a6d3bbcdc4BcBbcdeT746a6- json. Log.ATH
Svar flib/docker fcontalners /b57bbf19389049349b13cec2Boffdsadcchbabbebachaze995e5alecasd
pedTdBf/bSTbbT19389b49340b13cec280TfdSadcchabidebacha26905e5alecasdeeaTds- json. Log.ATH
Svar flib/docker fcontalners /828408cd493ea59bGac25cd2a0343T8e T835dTedcacaec2BT482chbde

04 /828488cd493ea59b6ac25cd9aB34378ec257835dTedcaca eadavod- n.leg.ATM

bfc2BeldfSc

Fig. 19 - Files encrypted by the RTM Locker ransomware

Uptycs XDR Coverage

In addition to having YARA built in and being armed with other advanced detection capabilities, Uptycs XDR
users can easily scan for RTM Locker. XDR contextual detection provides important details about identified
malware. Users can navigate to the toolkit data section in the detection screen, then click a detected item to reveal
its profile (Fig. 20).
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Fig. 20 - Uptycs detection

10C

SHA256

55b85e76abb172536c64a8f6cf4101f943ea826042826759ded4ce46adc00638
b376d511fb69085b1d28b62be846d049629079{4f4£826fd0f46df26378e398b

d68c99d7680bf6a4644770edfe338b8d0591dfe143278412d5ed62848ffc99e0

YARA

Uptycs XDR scans the memory of newly launched processes and detects any presence of suspicious strings by

using YARA rules. The rule for detecting this RTM Locker has already been made available to our customers.

If you’re not an Uptycs XDR customer, you can use either the YARA tool or a third-party tool to scan suspicious

processes. Here we share the rule for your convenience.

rule Uptycs_Ransomware_ RTM_Locker
{
meta:
malware_name = "RANSOMWARE"
description = "Ransomware is a malware that encrypts sensitive information on your system and asks for
ransom in exchange for restoring the encrypted data."
author = "Uptycs Inc"
version = "1"
strings:

$Ransomware_RTM_Locker_0 = "esxcli v process list" ascii wide
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$Ransomware_RTM_Locker_1 = "vmlist.tmp.txt" ascii wide

$Ransomware_RTM_Locker_2 = "esxcli vim process kill" ascii wide

$Ransomware_ RTM_Locker_3 = "!!! Warning!!!" ascii wide

$Ransomware_RTM_Locker_4 = "Your network is infected by the RTM Locker command" ascii wide
condition:

all of ($Ransomware_ RTM_Locker*)

Source: https://www.uptycs.com/blog/rtm-locker-ransomware-as-a-service-raas-linux
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