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DCRat backdoor returns

By AMR
Published: 2025-03-11 - Archived: 2026-04-10 02:46:38 UTC
Since the beginning of the year, we’ve been tracking in our telemetry a new wave of DCRat distribution, with paid

access to the backdoor provided under the Malware-as-a-Service (MaaS) model. The cybercriminal group behind

it also offers support for the malware and infrastructure setup for hosting the C2 servers.

Distribution

The DCRat backdoor is distributed through the YouTube platform. Attackers create fake accounts or use stolen
ones, then upload videos advertising cheats, cracks, gaming bots and similar software. In the video description is a
download link to the product supposedly being advertised. The link points to a legitimate file-sharing service

where a password-protected archive awaits, the password for which is also in the video description.
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YouTube video ad for a cheat and crack
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Instead of gaming software, these archives contain the DCRat Trojan, along with various junk files and folders to

distract the victim’s attention.
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T SMG Client.rar\SMG Client - RAR apxws, pasmep ucxo,quhnc daiinoe 260 362 930 Gaiir
Tun WM3menén Password:
NokansHblii gucKk
Manka ¢ daitnamn 24.01.2025 15:55
Manka ¢ daiinamm 24.01.2025 16:39
Manka ¢ dainamm 24,01.202515:56 |paxuas yHdOpMaLMA
Manka ¢ gaiinamn 24.01.202516:40 |3ror pesmss nmpeacrasiaseT cobof KpAX NPMBATHOTO YMTa
Manka ¢ daiinamn 24.01.2025 16:06 |OBpaTuTe BHMMaHME Ha ciaedyomue ocobeEHOCTM:
& SMG Client.exe * Mpunoxenne 24.01.2025 19:24
[Z] api-ms-win-core-processthreads-11-1-1.dll *  Pacwmpenme npuno...  11.04.2023 16:16 |HecTabunbras paboTa: HexoTopue QVHKWAM MOTYT pabora
api-ms-win-core-profile-11-1-0.dIl * Pacwwupenwve npuno...  11.04.2023 16:16 e oﬁfomem: O?HOMEBVM L] SRE ESEED Tl 52
Microsoft.CodeAnalysis.Features.dil * Pacwupenue npuno..  11.04.2023 16:16 CEEEETLS FIiEs (heg HISErmEsies Rk LR npu:sfc
. . CoBMecTMMOCTL: UuT paboTaeT Ha GONBIMHECTBE BEpCMIA
Microsoft.CodeAnalysis.Scripting.dil * Pacwmpenne npuno...  11.04.2023 16:16
output-server.log * Texcroeblii gokyment  24.01.2025 15:55
README-CRACK.txt * TekcroBblit gokyment  24.01.2025 16:05
README-SMG.txt * Tekcroebiii goxyment  24.01.2025 15:59
D usercache,json * ®aiin "JSON" 24,01.2025 15:55
0 usernamecache,json * ®aiin "JSON" 24.01.2025 15:55

SMG Stalcraft Cheat (Cracked Version)
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Archives with DCRat disguised as a cheat and crack

Backdoor

The distributed backdoor belongs to a family of remote access Trojans (RATs) dubbed Dark Crystal RAT (DCRat
for short), known since 2018. Besides backdoor capability, the Trojan can load extra modules to boost its
functionality. Throughout the backdoor’s existence, we have obtained and analyzed 34 different plugins, the most

dangerous functions of which are keystroke logging, webcam access, file grabbing and password exfiltration.
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Description

License time: |

DCRat builder plugins on the attackers’ site

Infrastructure

To support the infrastructure, the attackers register second-level domains (most often in the RU zone), which they
use to create third-level domains for hosting the C2 servers. The group has registered at least 57 new second-level

domains since the start of the year, five of which already serve more than 40 third-level domains.

A distinctive feature of the campaign is the appearance of certain words in the second-level domains of the
malicious infrastructure, such as “nyashka”, “nyashkoon”, “nyashtyan”, etc. Users interested in Japanese pop
culture will surely recognize these slang terms. Among anime and manga fans, “nyasha” has come to mean “cute”

or “hon”, and it’s this word that’s most often seen in the second-level domains.
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Host name

26576 1cm.nyanyash.ru
14006 1cm.nyanyash.ru
339920cm.nyanyash.ru
723360cm.nyanyash.ru
542148cm.nyanyash.ru
047 506cm.myanyashoru
445065 cm.nyanyashoru
gddss6cmonyanyashoru
4475 6cm.nyanyash.ru
833725cm.unyanyashoru
59341 2cmumyanyashoru
714280cm.nyanyash.ru
143098cm.nyanyash.ru
776437 cmumyanyashoru
367333cm.nyanyashoru
821515cm.unyanyashoru
283857 cmumyanyashoru
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Host name

251037 cmunyashloru
201125cm.nyashloru
253753cmunyashloru
733333cmunyashloru
&79351cmunyashloru
&0Z2142cmonyashloru
&531078cm.nyashloru
738430cm.nyashloru
247002cm.nyashloru
103705cm.nyashloru
208457 cmunyashloru
34830%cm.nyashloru
2664839 cmonyashloru
80051 1cmnyashloru
&23127cmunyashloru
A4&062%cmonyashloru
00852%cm.nyashloru

C2 server addresses with characteristic naming approach

Victims

Host name

322461cmshmyash.oru
2839098cm.shmyash.ru
13464801cm.shmyash.ru
5658327cm.shmyash.ru
334407 cm.shmyash.ru
428952cm.shmyash.ru
&79356cm.shmyash.ru
80917 2cm.shmyash.ru
127004cm.shmyash.ru
524587 1cm.shmyash.ru
317827 cmshmyashoru
192392cm.shmyash.ru
&37355cm.shmyash.ru
024363cm.shnyashoru
836745cm.shmyash.ru
045349cm.shmyash.ru
430%922cm.shmyashoru

Host name

260348cm.nyashnyash.ru
12014%9cm.nyashmyash.ru
322013cm.nyashmyash.oru
357 844cmnyashmyash.ru
2337 13cmunyashnyash.oru
87438 1cmnyashmyash.ru
831632cmnyashryash.ru
224Z210cm.nyashmyash.ru
46331 3cmnyashmyash.oru
723486cmnyashmyash.oru
222320cm.nyashrmyash.ru
Fo4z24%9cm.nyashmyash.oru
33255 1cm.nyashmyash.oru
02581 3cmonyashrmyash.ru
741300cm.nyashmyash.ru
E74scmnyashmyash.oru
13777 7cmunyashryashoru

Based on our telemetry data since the beginning of 2025, 80% of DCRat samples using such domains as C2

servers were downloaded to the devices of users in Russia. The malware also affected a small number of users

from Belarus, Kazakhstan and China.

Conclusion

Kaspersky products detect the above-described samples with the verdict Backdoor.MSIL.DCRat.

Note that we also encounter campaigns distributing other types of malware (stealers, miners, loaders) through

password-protected archives, so we strongly recommend downloading game-related software only from trusted

sources.

Source: https://securelist.com/new-wave-of-attacks-with-dcrat-backdoor-distributed-by-maas/115850/
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