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According to Proofpoint, IcedID (aka BokBot) is a malware originally classified as a banking malware and was
first observed in 2017. It also acts as a loader for other malware, including ransomware. The well-known IcedID
version consists of an initial loader which contacts a Loader C2 server, downloads the standard DLL Loader,
which then delivers the standard IcedID Bot. IcedID is developed and operated by the actor named LUNAR
SPIDER.

As previously published, historically there has been just one version of IcedID that has remained constant since
2017.

* In November 2022, Proofpoint researchers observed the first new variant of IcedID Proofpoint dubbed 'TcedID
Lite' distributed as a follow-on payload in a TA542 Emotet campaign. It was dropped by the Emotet malware soon
after the actor returned to the e-crime landscape after a nearly four-month break.

* The IcedID Lite Loader observed in November 2022 contains a static URL to download a 'Bot Pack’ file with a
static name (botpack.dat) which results in the IcedID Lite DLL Loader, and then delivers the Forked version of
IcedID Bot, leaving out the webinjects and backconnect functionality that would typically be used for banking
fraud.

* Starting in February 2023, Proofpoint observed the new Forked variant of IcedID. This variant was distributed
by TA581 and one unattributed threat activity cluster which acted as initial access facilitators. The campaigns used
a variety of email attachments such as Microsoft OneNote attachments and somewhat rare to see .URL

attachments, which led to the Forked variant of IcedID.
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Ransomware-as-a-service: Understanding the cybercrime gig economy and how to protect yourself

AnchorDNS BlackCat BlackMatter Conti DarkSide HelloKitty Hive LockBit REvil FAKEUPDATES Griffon
ATOMSILO BazarBackdoor BlackCat BlackMatter Blister Cobalt Strike Conti DarkSide Emotet FiveHands Gozi
HelloKitty Hive IcedID ISFB JSSI.oader LockBit [.ockFile Maze NightSky Pandora Phobos Phoenix Locker
Photol.oader QakBot REvil Rook Ryuk SystemBC TrickBot Wastedl.ocker BRONZE STARLIGHT 2022-05-04 -
Twitter (@felixw3000), - Felix

Twitter Thread with info on infection chain with Icedld, Cobalt Strike, and Hidden VNC.

Cobalt Strike IcedID Photol.oader 2022-04-28 - Symantec - Karthikeyan C Kasiviswanathan, Vishal Kamble

Ransomware: How Attackers are Breaching Corporate Networks

AvoslLocker Conti Emotet Hive IcedID PhotoLoader QakBot TrickBot 2022-04-26 - Intel 471 - Intel 471

Conti and Emotet: A constantly destructive duo

Cobalt Strike Conti Emotet IcedID QakBot TrickBot 2022-04-25 - The DFIR Report - The DFIR Report

Quantum Ransomware
Cobalt Strike IcedID 2022-04-17 - BushidoToken Blog - BushidoToken

Lessons from the Conti Leaks

BazarBackdoor Conti Emotet IcedID Ryuk TrickBot 2022-04-14 - Bleeping Computer - Bill Toulas

Hackers target Ukrainian govt with IcedID malware, Zimbra exploits

IcedID 2022-04-14 - - Cert-UA - Cert-UA

Cyberattack on Ukrainian state organizations using IcedID malware (CERT-UA#4464)
IcedID 2022-04-04 - The DFIR Report - @0xtornado, @MettalicHack, @yatinwad, @ _pete 0

Stolen Images Campaign Ends in Conti Ransomware

Conti IcedID 2022-03-31 - Trellix - Jambul Tologonov, John Fokker
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Conti Leaks: Examining the Panama Papers of Ransomware
LockBit Amadey Buer Conti IcedID LockBit Mailto Maze PhotoLoader Ryuk TrickBot 2022-03-29 - Threat Post -

Elizabeth Montalbano
Exchange Servers Speared in IcedID Phishing Campaign

IcedID 2022-03-28 - Bleeping Computer - Bill Toulas

Microsoft Exchange targeted for IcedID reply-chain hijacking attacks
IcedID 2022-03-28 - Fortinet - Fred Gutierrez, James Slaughter, Val Saengphaibul

Spoofed Invoice Used to Drop IcedID
IcedID 2022-03-28 - Intezer - Joakim Kennedy, Ryan Robinson

New Conversation Hijacking Campaign Delivering IcedID

IcedID Photol.oader 2022-03-23 - Secureworks - Counter Threat Unit ResearchTeam

Threat Intelligence Executive Report Volume 2022, Number 2

Conti Emotet IcedID TrickBot 2022-03-23 - Secureworks - Counter Threat Unit ResearchTeam
GOLD ULRICK Leaks Reveal Organizational Structure and Relationships

Conti Emotet IcedID TrickBot 2022-03-21 - eSentire - eSentire Threat Response Unit (TRU)

Conti Affiliate Exposed: New Domain Names, IP Addresses and Email Addresses Uncovered
HelloKitty BazarBackdoor Cobalt Strike Conti FiveHands HelloKitty IcedID 2022-03-17 - Github (elnOty) - Abdallah

Elnoty,

IcedID Analysis
IcedID 2022-03-17 - Trend Micro - Trend Micro Research

Navigating New Frontiers Trend Micro 2021 Annual Cybersecurity Report
REvil BazarBackdoor Buer IcedID QakBot REvil 2022-03-09 - nikpx - xors

BokBot Technical Analysis

IcedID 2022-02-22 - eSentire - eSentire Threat Response Unit (TRU)

IcedID to Cobalt Strike In Under 20 Minutes

Cobalt Strike IcedID Photol.oader 2022-02-10 - Cybereason - Cybereason Global SOC Team
Threat Analysis Report: All Paths Lead to Cobalt Strike - IcedID, Emotet and QBot
Cobalt Strike Emotet IcedID QakBot 2022-01-18 - Recorded Future - Insikt Group®

2021 Adversary Infrastructure Report
BazarBackdoor Cobalt Strike Dridex IcedID QakBot TrickBot 2022-01-01 - forensicitguy - Tony Lambert

Analyzing an IcedID Loader Document

IcedID 2021-12-16 - InfoSec Handlers Diary Blog - Brad Duncan
How the "Contact Forms" campaign tricks people
IcedID 2021-12-03 - SANS ISC InfoSec Forums - Brad Duncan
TAS551 (Shathak) pushes IcedID (Bokbot)

IcedID 2021-11-16 - IronNet - IronNet Threat Research, Joey, Fitzpatrick, Morgan Demboski, Peter Rydzynski

How IronNet's Behavioral Analytics Detect REvil and Conti Ransomware
Cobalt Strike Conti IcedID REvil 2021-11-12 - Recorded Future - Insikt Group®

The Business of Fraud: Botnet Malware Dissemination

Mozi Dridex IcedID QakBot TrickBot 2021-11-04 - splunk - Splunk Threat Research Team
Detecting IcedID... Could It Be A Trickbot Copycat?

IcedID 2021-11-03 - Team Cymru - tcblogposts
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Melting Ice — Tracking IcedID Servers with a few simple steps

IcedID 2021-05-19 - Team Cymru - Andy Kraus, Josh Hopkins, Nick Byers

Tracking BokBot Infrastructure Mapping a Vast and Currently Active BokBot Network
IcedID 2021-05-18 - RECON INFOSEC - Andrew Cook
An Encounter With TA551/Shathak

IcedID 2021-05-17 - Telekom - Thomas Barabosch

Let’s set ice on fire: Hunting and detecting IcedID infections

IcedID 2021-05-17 - Github (telekom-security) - Deutsche Telekom Security GmbH

icedid_analysis
IcedID 2021-05-12 - The DFIR Report
Conti Ransomware

Cobalt Strike Conti IcedID 2021-05-10 - MALWATION - malwation

IcedID Malware Technical Analysis Report

IcedID 2021-04-19 - Netresec - Erik Hjelmvik

Analysing a malware PCAP with IcedID and Cobalt Strike traffic

Cobalt Strike IcedID 2021-04-17 - YouTube (Worcester DEFCON Group) - Joel Snape, Nettitude

Inside IcedID: Anatomy Of An Infostealer
IcedID 2021-04-13 - Silent Push - Martijn Grooten

Malicious infrastructure as a service

IcedID PhotolL.oader QakBot 2021-04-12 - Trend Micro - Don Ovid Ladores, Frankylnn Uy, Junestherry Salvador, Lala Manly,

Raphael Centeno
A Spike in BazarCall and IcedID Activity Detected in March
BazarBackdoor IcedID 2021-04-11 - 4rchibld - 4rchibld

IcedID on my neck I’'m the coolest
IcedID 2021-04-10 - Youtube (AhmedS Kasmani) - AhmedS Kasmani
Malware Analysis: IcedID Banking Trojan JavaScript Dropper

IcedID 2021-04-09 - Microsoft - Emily Hacker, Justin Carroll, Microsoft 365 Defender Threat Intelligence Team

Investigating a unique “form” of email delivery for IcedID malware
IcedID 2021-04-09 - aaqeel01 - Ali Ageel

IcedID Analysis

IcedID campaign spotted being spiced with Excel 4 Macros

IcedID 2021-04-07 - Minerva - Minerva Labs

IcedID - A New Threat In Office Attachments

IcedID 2021-04-01 - Reversing Labs - Robert Simmons

Code Reuse Across Packers and DLL Loaders

IcedID SystemBC 2021-03-31 - Red Canary - Red Canary,

2021 Threat Detection Report

Page 8 of 12


https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
https://malpedia.caad.fkie.fraunhofer.de/details/win.egregor
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.wastedlocker
https://malpedia.caad.fkie.fraunhofer.de/actor/ta570
https://malpedia.caad.fkie.fraunhofer.de/actor/ta575
https://malpedia.caad.fkie.fraunhofer.de/actor/ta577
https://malpedia.caad.fkie.fraunhofer.de/library?search=Youtube%20%28AhmedS%20Kasmani%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=AhmedS%20Kasmani
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Check%20Point
https://malpedia.caad.fkie.fraunhofer.de/library?search=Alex%20Ilgayev
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Team%20Cymru
https://malpedia.caad.fkie.fraunhofer.de/library?search=Andy%20Kraus
https://malpedia.caad.fkie.fraunhofer.de/library?search=Josh%20Hopkins
https://malpedia.caad.fkie.fraunhofer.de/library?search=Nick%20Byers
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=RECON%20INFOSEC
https://malpedia.caad.fkie.fraunhofer.de/library?search=Andrew%20Cook
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Telekom
https://malpedia.caad.fkie.fraunhofer.de/library?search=Thomas%20Barabosch
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Github%20%28telekom-security%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Deutsche%20Telekom%20Security%20GmbH
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=The%20DFIR%20Report
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.conti
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=MALWATION
https://malpedia.caad.fkie.fraunhofer.de/library?search=malwation
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Netresec
https://malpedia.caad.fkie.fraunhofer.de/library?search=Erik%20Hjelmvik
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=YouTube%20%28Worcester%20DEFCON%20Group%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Joel%20Snape
https://malpedia.caad.fkie.fraunhofer.de/library?search=Nettitude
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Silent%20Push
https://malpedia.caad.fkie.fraunhofer.de/library?search=Martijn%20Grooten
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.photoloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Trend%20Micro
https://malpedia.caad.fkie.fraunhofer.de/library?search=Don%20Ovid%20Ladores
https://malpedia.caad.fkie.fraunhofer.de/library?search=Frankylnn%20Uy
https://malpedia.caad.fkie.fraunhofer.de/library?search=Junestherry%20Salvador
https://malpedia.caad.fkie.fraunhofer.de/library?search=Lala%20Manly
https://malpedia.caad.fkie.fraunhofer.de/library?search=Raphael%20Centeno
https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=4rchibld
https://malpedia.caad.fkie.fraunhofer.de/library?search=4rchibld
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Youtube%20%28AhmedS%20Kasmani%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=AhmedS%20Kasmani
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Microsoft
https://malpedia.caad.fkie.fraunhofer.de/library?search=Emily%20Hacker
https://malpedia.caad.fkie.fraunhofer.de/library?search=Justin%20Carroll
https://malpedia.caad.fkie.fraunhofer.de/library?search=Microsoft%20365%20Defender%20Threat%20Intelligence%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=aaqeel01
https://malpedia.caad.fkie.fraunhofer.de/library?search=Ali%20Aqeel
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Uptycs
https://malpedia.caad.fkie.fraunhofer.de/library?search=Abhijit%20Mohanta
https://malpedia.caad.fkie.fraunhofer.de/library?search=Ashwin%20Vamshi
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Minerva
https://malpedia.caad.fkie.fraunhofer.de/library?search=Minerva%20Labs
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Reversing%20Labs
https://malpedia.caad.fkie.fraunhofer.de/library?search=Robert%20Simmons
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.systembc
https://malpedia.caad.fkie.fraunhofer.de/library?search=Red%20Canary
https://malpedia.caad.fkie.fraunhofer.de/library?search=Red%20Canary

https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid

Shlayer Andromeda Cobalt Strike Dridex Emotet IcedID MimiKatz QakBot TrickBot 2021-03-31 - Silent Push -
Martijn Grooten

IcedID Command and Control Infrastructure

IcedID Photol.oader 2021-03-29 - The DFIR Report - The DFIR Report

Sodinokibi (aka REvil) Ransomware

Cobalt Strike IcedID REVvil 2021-03-12 - Binary Defense - James Quinn

IcedID GZIPLOADER Analysis

IcedID 2021-03-04 - F5 - Dor Nizar, Roy Moshailov

IcedID Banking Trojan Uses COVID-19 Pandemic to Lure New Victims

IcedID 2021-03-01 - Group-IB - Oleg Skulkin, Roman Rezvukhin, Semyon Rogachev
Ransomware Uncovered 2020/2021
RansomE XX BazarBackdoor Buer Clop Conti DoppelPaymer Dridex Egregor IcedID Maze PwndLocker QakBot

RansomEXX REvil Ryuk SDBbot TrickBot Zloader 2021-02-26 - CrowdStrike - Eric Loui, Sergei Frankoff

Hypervisor Jackpotting: CARBON SPIDER and SPRITE SPIDER Target ESXi Servers With Ransomware to
Maximize Impact

DarkSide RansomEXX Griffon Carbanak Cobalt Strike DarkSide IcedID MimiKatz PyXie RansomEXX REvil

So Unchill: Melting UNC2198 ICEDID to Ransomware Operations
MOUSEISLAND Cobalt Strike Egregor IcedID Maze SystemBC 2021-02-25 - Mandiant - Brendan McKeague, Bryce

Abdo, Van Ta

So Unchill: Melting UNC2198 ICEDID to Ransomware Operations

IcedID TA2101 2021-02-23 - CrowdStrike - CrowdStrike

2021 Global Threat Report

RansomEXX Amadey Anchor Avaddon BazarBackdoor Clop Cobalt Strike Conti Cutwail DanaBot DarkSide
DoppelPaymer Dridex Egregor Emotet Hakbit IcedID JSOutProx KerrDown LockBit Mailto Maze Medusal.ocker
Mespinoza Mount Locker NedDnl.oader Nemty Pay2Key PlugX Pushdo PwndLocker PyXie QakBot Quasar RAT
Ragnarl.ocker Ragnarok RansomEXX REvil Ryuk Sekhmet ShadowPad Smokel.oader Snake SUNBURST
SunCrypt TEARDROP TrickBot WastedL.ocker Winnti Zloader Evilnum OUTLAW SPIDER RIDDLE SPIDER
SOLAR SPIDER VIKING SPIDER 2021-02-03 - Mimecast, Nettitude

TA551/Shathak Threat Research

IcedID 2021-02-02 - - CRONUP - Germén Ferndndez

De ataque con Malware a incidente de Ransomware

Avaddon BazarBackdoor Buer Clop Cobalt Strike Conti DanaBot Dharma Dridex Egregor Emotet Empire
Downloader FriedEx GootKit IcedID MegaCortex Nemty Phorpiex PwndLocker PyXie QakBot RansomEXX
REvil Ryuk SDBbot Smokel.oader TrickBot Zloader 2021-01-19 - Medium elis531989 - Eli Salem

Funtastic Packers And Where To Find Them

Get2 IcedID QakBot 2021-01-19 - Palo Alto Networks Unit 42 - Brad Duncan

Wireshark Tutorial: Examining Emotet Infection Traffic
Emotet GootKit IcedID QakBot TrickBot 2021-01-18 - tccontre Blog - tcontre
Extracting Shellcode in ICEID .PNG Steganography

IcedID 2021-01-09 - Marco Ramilli's Blog - Marco Ramilli

Command and Control Traffic Patterns

Page 9 of 12


https://malpedia.caad.fkie.fraunhofer.de/details/osx.shlayer
https://malpedia.caad.fkie.fraunhofer.de/details/win.andromeda
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.mimikatz
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Silent%20Push
https://malpedia.caad.fkie.fraunhofer.de/library?search=Martijn%20Grooten
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.photoloader
https://malpedia.caad.fkie.fraunhofer.de/library?search=The%20DFIR%20Report
https://malpedia.caad.fkie.fraunhofer.de/library?search=The%20DFIR%20Report
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/library?search=Binary%20Defense
https://malpedia.caad.fkie.fraunhofer.de/library?search=James%20Quinn
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=F5
https://malpedia.caad.fkie.fraunhofer.de/library?search=Dor%20Nizar
https://malpedia.caad.fkie.fraunhofer.de/library?search=Roy%20Moshailov
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Group-IB
https://malpedia.caad.fkie.fraunhofer.de/library?search=Oleg%20Skulkin
https://malpedia.caad.fkie.fraunhofer.de/library?search=Roman%20Rezvukhin
https://malpedia.caad.fkie.fraunhofer.de/library?search=Semyon%20Rogachev
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
https://malpedia.caad.fkie.fraunhofer.de/details/win.buer
https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.conti
https://malpedia.caad.fkie.fraunhofer.de/details/win.doppelpaymer
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.egregor
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.pwndlocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/details/win.sdbbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.zloader
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/library?search=Eric%20Loui
https://malpedia.caad.fkie.fraunhofer.de/library?search=Sergei%20Frankoff
https://malpedia.caad.fkie.fraunhofer.de/details/elf.darkside
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/js.griffon
https://malpedia.caad.fkie.fraunhofer.de/details/win.carbanak
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.darkside
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.mimikatz
https://malpedia.caad.fkie.fraunhofer.de/details/win.pyxie
https://malpedia.caad.fkie.fraunhofer.de/details/win.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/library?search=FireEye
https://malpedia.caad.fkie.fraunhofer.de/library?search=Brendan%20McKeague
https://malpedia.caad.fkie.fraunhofer.de/library?search=Bryce%20Abdo
https://malpedia.caad.fkie.fraunhofer.de/library?search=Van%20Ta
https://malpedia.caad.fkie.fraunhofer.de/details/vbs.mouseisland
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.egregor
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.systembc
https://malpedia.caad.fkie.fraunhofer.de/library?search=Mandiant
https://malpedia.caad.fkie.fraunhofer.de/library?search=Brendan%20McKeague
https://malpedia.caad.fkie.fraunhofer.de/library?search=Bryce%20Abdo
https://malpedia.caad.fkie.fraunhofer.de/library?search=Bryce%20Abdo
https://malpedia.caad.fkie.fraunhofer.de/library?search=Van%20Ta
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/actor/ta2101
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.amadey
https://malpedia.caad.fkie.fraunhofer.de/details/win.anchor
https://malpedia.caad.fkie.fraunhofer.de/details/win.avaddon
https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.conti
https://malpedia.caad.fkie.fraunhofer.de/details/win.cutwail
https://malpedia.caad.fkie.fraunhofer.de/details/win.danabot
https://malpedia.caad.fkie.fraunhofer.de/details/win.darkside
https://malpedia.caad.fkie.fraunhofer.de/details/win.doppelpaymer
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.egregor
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.hakbit
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.jsoutprox
https://malpedia.caad.fkie.fraunhofer.de/details/win.kerrdown
https://malpedia.caad.fkie.fraunhofer.de/details/win.lockbit
https://malpedia.caad.fkie.fraunhofer.de/details/win.mailto
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.medusalocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.mespinoza
https://malpedia.caad.fkie.fraunhofer.de/details/win.mount_locker
https://malpedia.caad.fkie.fraunhofer.de/details/win.neddnloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.nemty
https://malpedia.caad.fkie.fraunhofer.de/details/win.pay2key
https://malpedia.caad.fkie.fraunhofer.de/details/win.plugx
https://malpedia.caad.fkie.fraunhofer.de/details/win.pushdo
https://malpedia.caad.fkie.fraunhofer.de/details/win.pwndlocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.pyxie
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.ragnarlocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.ragnarok
https://malpedia.caad.fkie.fraunhofer.de/details/win.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/details/win.sekhmet
https://malpedia.caad.fkie.fraunhofer.de/details/win.shadowpad
https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.snake
https://malpedia.caad.fkie.fraunhofer.de/details/win.sunburst
https://malpedia.caad.fkie.fraunhofer.de/details/win.suncrypt
https://malpedia.caad.fkie.fraunhofer.de/details/win.teardrop
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.wastedlocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.winnti
https://malpedia.caad.fkie.fraunhofer.de/details/win.zloader
https://malpedia.caad.fkie.fraunhofer.de/actor/evilnum
https://malpedia.caad.fkie.fraunhofer.de/actor/outlaw_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/riddle_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/solar_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/viking_spider
https://malpedia.caad.fkie.fraunhofer.de/library?search=Mimecast
https://malpedia.caad.fkie.fraunhofer.de/library?search=Nettitude
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=CRONUP
https://malpedia.caad.fkie.fraunhofer.de/library?search=Germ%C3%A1n%20Fern%C3%A1ndez
https://malpedia.caad.fkie.fraunhofer.de/details/win.avaddon
https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
https://malpedia.caad.fkie.fraunhofer.de/details/win.buer
https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.conti
https://malpedia.caad.fkie.fraunhofer.de/details/win.danabot
https://malpedia.caad.fkie.fraunhofer.de/details/win.dharma
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.egregor
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.empire_downloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.empire_downloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.friedex
https://malpedia.caad.fkie.fraunhofer.de/details/win.gootkit
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.megacortex
https://malpedia.caad.fkie.fraunhofer.de/details/win.nemty
https://malpedia.caad.fkie.fraunhofer.de/details/win.phorpiex
https://malpedia.caad.fkie.fraunhofer.de/details/win.pwndlocker
https://malpedia.caad.fkie.fraunhofer.de/details/win.pyxie
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/details/win.sdbbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.zloader
https://malpedia.caad.fkie.fraunhofer.de/library?search=Medium%20elis531989
https://malpedia.caad.fkie.fraunhofer.de/library?search=Eli%20Salem
https://malpedia.caad.fkie.fraunhofer.de/details/win.get2
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Palo%20Alto%20Networks%20Unit%2042
https://malpedia.caad.fkie.fraunhofer.de/library?search=Brad%20Duncan
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.gootkit
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=tccontre%20Blog
https://malpedia.caad.fkie.fraunhofer.de/library?search=tcontre
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Marco%20Ramilli%27s%20Blog
https://malpedia.caad.fkie.fraunhofer.de/library?search=Marco%20Ramilli

https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid

ostap LaZagne Agent Tesla Azorult Buer Cobalt Strike DanaBot DarkComet Dridex Emotet Formbook IcedID
ISFB NetWire RC PlugX Quasar RAT SmokeL.oader TrickBot 2021-01-07 - Palo Alto Networks Unit 42 - Brad Duncan
TAS551: Email Attack Campaign Switches from Valak to IcedID

IcedID 2021-01-01 - AWAKE - Awake Security

Breaking the Ice: Detecting IcedID and Cobalt Strike Beacon with Network Detection and Response (NDR)
Cobalt Strike IcedID Photol.oader 2020-12-10 - - NRI SECURE - NeoSOC

<)L =T McedID y OOWKMEAR & BEIZE S T Ot R A BURARES

IcedID 2020-12-09 - Cisco - Caitlin Huey, David Liebenberg

Quarterly Report: Incident Response trends from Fall 2020

Cobalt Strike IcedID Maze RansomEXX Ryuk 2020-12-09 - Microsoft - Microsoft 365 Defender Research Team
EDR in block mode stops IcedID cold

IcedID 2020-12-02 - CyberlInt - Cyberint Research

IcedID Stealer Man-in-the-browser Banking Trojan

Cybereason vs. Egregor Ransomware

Cobalt Strike Egregor IcedID ISFB QakBot 2020-09-29 - Microsoft - Microsoft

Microsoft Digital Defense Report
Emotet IcedID Mailto Maze QakBot REvil RobinHood TrickBot 2020-08-16 - kienmanowar Blog - m4nQw4r

Manual Unpacking IcedID Write-up
IcedID 2020-08-12 - Juniper - Paul Kimayong

IcedID Campaign Strikes Back
IcedID 2020-08-10 - tccontre Blog - tccontre

Learning From ICEID loader - Including its Steganography Payload Parsing

IcedID 2020-07-30 - Spamhaus - Spamhaus Malware Labs

Spamhaus Botnet Threat Update Q2 2020

AdWind Agent Tesla Arkei Stealer AsyncRAT Ave Maria Azorult DanaBot Emotet IcedID ISFB KPOT Stealer
Loki Password Stealer (PWS) Nanocore RAT NetWire RC NjRAT Pony Raccoon RedLine Stealer Remcos

Threat Spotlight: Valak Slithers Its Way Into Manufacturing and Transportation Networks
Valak IcedID ISFB MyKings Spreader 2020-06-22 - zero2auto - Daniel Bunce

Unpacking Visual Basic Packers — IcedID
IcedID 2020-06-18 - Juniper - Paul Kimayong

COVID-19 and FMLA Campaigns used to install new IcedID banking malware
IcedID 2020-06-17 - Github (fOwl) - Marius Genheimer
delICEr: A Go tool for extracting config from IcedID second stage Loaders

IcedID 2020-05-29 - Group-IB - Ivan Pisarev

IcedID: When ice burns through bank accounts

IcedID 2020-03-04 - CrowdStrike - CrowdStrike

2020 CrowdStrike Global Threat Report

MESSAGETAP More eggs 8.t Dropper Anchor BabyShark BadNews Clop Cobalt Strike CobInt Cobra Carbon
System Cutwail DanaBot Dharma DoppelDridex DoppelPaymer Dridex Emotet Flawed Ammyy FriedEx
Gandcrab Get2 IcedID ISEFB KerrDown LightNeuron LockerGoga Maze MECHANICAL Necurs Nokki Outlook

Page 10 of 12


https://malpedia.caad.fkie.fraunhofer.de/details/js.ostap
https://malpedia.caad.fkie.fraunhofer.de/details/py.lazagne
https://malpedia.caad.fkie.fraunhofer.de/details/win.agent_tesla
https://malpedia.caad.fkie.fraunhofer.de/details/win.azorult
https://malpedia.caad.fkie.fraunhofer.de/details/win.buer
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.danabot
https://malpedia.caad.fkie.fraunhofer.de/details/win.darkcomet
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.formbook
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.isfb
https://malpedia.caad.fkie.fraunhofer.de/details/win.netwire
https://malpedia.caad.fkie.fraunhofer.de/details/win.plugx
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Palo%20Alto%20Networks%20Unit%2042
https://malpedia.caad.fkie.fraunhofer.de/library?search=Brad%20Duncan
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=AWAKE
https://malpedia.caad.fkie.fraunhofer.de/library?search=Awake%20Security
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.photoloader
https://malpedia.caad.fkie.fraunhofer.de/library?search=NRI%20SECURE
https://malpedia.caad.fkie.fraunhofer.de/library?search=NeoSOC
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cisco
https://malpedia.caad.fkie.fraunhofer.de/library?search=Caitlin%20Huey
https://malpedia.caad.fkie.fraunhofer.de/library?search=David%20Liebenberg
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/library?search=Microsoft
https://malpedia.caad.fkie.fraunhofer.de/library?search=Microsoft%20365%20Defender%20Research%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=CyberInt
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cyberint%20Research
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cybereason
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cybereason%20Nocturnus
https://malpedia.caad.fkie.fraunhofer.de/library?search=Lior%20Rochberger
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.egregor
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.isfb
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Microsoft
https://malpedia.caad.fkie.fraunhofer.de/library?search=Microsoft
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.mailto
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/details/win.robinhood
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=kienmanowar%20Blog
https://malpedia.caad.fkie.fraunhofer.de/library?search=m4n0w4r
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Juniper
https://malpedia.caad.fkie.fraunhofer.de/library?search=Paul%20Kimayong
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=tccontre%20Blog
https://malpedia.caad.fkie.fraunhofer.de/library?search=tccontre
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Spamhaus
https://malpedia.caad.fkie.fraunhofer.de/library?search=Spamhaus%20Malware%20Labs
https://malpedia.caad.fkie.fraunhofer.de/details/jar.adwind
https://malpedia.caad.fkie.fraunhofer.de/details/win.agent_tesla
https://malpedia.caad.fkie.fraunhofer.de/details/win.arkei_stealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.asyncrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.ave_maria
https://malpedia.caad.fkie.fraunhofer.de/details/win.azorult
https://malpedia.caad.fkie.fraunhofer.de/details/win.danabot
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.isfb
https://malpedia.caad.fkie.fraunhofer.de/details/win.kpot_stealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.lokipws
https://malpedia.caad.fkie.fraunhofer.de/details/win.nanocore
https://malpedia.caad.fkie.fraunhofer.de/details/win.netwire
https://malpedia.caad.fkie.fraunhofer.de/details/win.njrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.pony
https://malpedia.caad.fkie.fraunhofer.de/details/win.raccoon
https://malpedia.caad.fkie.fraunhofer.de/details/win.redline_stealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.remcos
https://malpedia.caad.fkie.fraunhofer.de/details/win.zloader
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cisco%20Talos
https://malpedia.caad.fkie.fraunhofer.de/library?search=Edmund%20Brumaghin
https://malpedia.caad.fkie.fraunhofer.de/library?search=Mariano%20Graziano
https://malpedia.caad.fkie.fraunhofer.de/library?search=Nick%20Biasini
https://malpedia.caad.fkie.fraunhofer.de/details/js.valak
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.isfb
https://malpedia.caad.fkie.fraunhofer.de/details/win.mykings_spreader
https://malpedia.caad.fkie.fraunhofer.de/library?search=zero2auto
https://malpedia.caad.fkie.fraunhofer.de/library?search=Daniel%20Bunce
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Juniper
https://malpedia.caad.fkie.fraunhofer.de/library?search=Paul%20Kimayong
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Github%20%28f0wl%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Marius%20Genheimer
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Group-IB
https://malpedia.caad.fkie.fraunhofer.de/library?search=Ivan%20Pisarev
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/details/elf.messagetap
https://malpedia.caad.fkie.fraunhofer.de/details/js.more_eggs
https://malpedia.caad.fkie.fraunhofer.de/details/win.8t_dropper
https://malpedia.caad.fkie.fraunhofer.de/details/win.anchor
https://malpedia.caad.fkie.fraunhofer.de/details/win.babyshark
https://malpedia.caad.fkie.fraunhofer.de/details/win.badnews
https://malpedia.caad.fkie.fraunhofer.de/details/win.clop
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobint
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobra
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobra
https://malpedia.caad.fkie.fraunhofer.de/details/win.cutwail
https://malpedia.caad.fkie.fraunhofer.de/details/win.danabot
https://malpedia.caad.fkie.fraunhofer.de/details/win.dharma
https://malpedia.caad.fkie.fraunhofer.de/details/win.doppeldridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.doppelpaymer
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.flawedammyy
https://malpedia.caad.fkie.fraunhofer.de/details/win.friedex
https://malpedia.caad.fkie.fraunhofer.de/details/win.gandcrab
https://malpedia.caad.fkie.fraunhofer.de/details/win.get2
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.isfb
https://malpedia.caad.fkie.fraunhofer.de/details/win.kerrdown
https://malpedia.caad.fkie.fraunhofer.de/details/win.lightneuron
https://malpedia.caad.fkie.fraunhofer.de/details/win.lockergoga
https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
https://malpedia.caad.fkie.fraunhofer.de/details/win.mechanical
https://malpedia.caad.fkie.fraunhofer.de/details/win.necurs
https://malpedia.caad.fkie.fraunhofer.de/details/win.nokki
https://malpedia.caad.fkie.fraunhofer.de/details/win.outlook_backdoor

https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid

Backdoor Phobos Predator The Thief QakBot REvil RobinHood Ryuk SDBbot Skipper Smokel.oader TerraRecon
TerraStealer TerraTV TinyLoader TrickBot Vidar Winnti ANTHROPOID SPIDER APT23 APT31 APT39 APT40
BlackTech BuhTrap Charming Kitten CLOCKWORK SPIDER DOPPEL SPIDER FIN7 Gamaredon Group
GOBLIN PANDA MONTY SPIDER MUSTANG PANDA NARWHAL SPIDER NOCTURNAL SPIDER
PINCHY SPIDER SALTY SPIDER SCULLY SPIDER SMOKY SPIDER Thrip VENOM SPIDER VICEROY
TIGER 2020-02-18 - Sophos Labs - Luca Nagy

Nearly a quarter of malware now communicates using TLS

Dridex IcedID TrickBot 2020-01-22 - Thomas Barabosch

The malware analyst’s guide to PE timestamps

Azorult Gozi IcedID ISFB LOLSnif SUNBURST TEARDRQOP 2020-01-01 - Secureworks - SecureWorks
GOLD SWATHMORE

Globelmposter Gozi IcedID TrickBot LUNAR SPIDER 2019-12-18 - Github (psrok1) - Pawet Srokosz
IcedID PNG Extractor

IcedID 2019-12-12 - FireEye - Chi-en Shen, Oleg Bondarenko

Cyber Threat Landscape in Japan — Revealing Threat in the Shadow
Cerberus TSCookie Cobalt Strike Dtrack Emotet Formbook IcedID Icefog IRONHALO Loki Password Stealer
(PWS) PandaBanker PLEAD POISONPLUG TrickBot BlackTech 2019-12-03 - Malwarebytes - Threat Intelligence Team

New version of IcedID Trojan uses steganographic payloads

IcedID 2019-07-09 - Fortinet - Kai Lu

A Deep Dive Into IcedID Malware: Part I - Unpacking, Hooking and Process Injection

IcedID 2019-06-25 - Dawid Golak

IcedID aka #Bokbot Analysis with Ghidra

IcedID 2019-06-16 - Fortinet - Kai Lu

A Deep Dive Into IcedID Malware: Part II - Analysis of the Core IcedID Payload (Parent Process)
IcedID 2019-04-04 - SecurityIntelligence - Limor Kessem, Nir Somech

IcedID Banking Trojan Spruces Up Injection Tactics to Add Stealth
IcedID 2019-03-21 - CrowdStrike - James Scalise, Shaun Hurley

Interception: Dissecting BokBot’s “Man in the Browser”

IcedID 2019-02-15 - CrowdStrike - Bex Hartley, Brendon Feeley

“Sin”-ful SPIDERS: WIZARD SPIDER and LUNAR SPIDER Sharing the Same Web

Dyre IcedID TrickBot Vawtrak LUNAR SPIDER WIZARD SPIDER 2019-02-06 - SecurityIntelligence - Itzik Chimino,

Limor Kessem, Ophir Harpaz

IcedID Operators Using ATSEngine Injection Panel to Hit E-Commerce Sites
IcedID 2019-01-03 - CrowdStrike - James Scalise, Shaun Hurley

Digging into BokBot’s Core Module
IcedID 2018-11-09 - Youtube (OALabs) - Sean Wilson, Sergei Frankoff

Reverse Engineering IcedID / Bokbot Malware Part 2
IcedID 2018-10-26 - Youtube (OALabs) - Sergei Frankoff
Unpacking Bokbot / IcedID Malware - Part 1

IcedID 2018-09-07 - Vitali Kremez

Let's Learn: Deeper Dive into "IcedID"/"BokBot" Banking Malware: Part 1
IcedID 2018-08-09 - Fox-IT - Alfred Klason

Page 11 of 12


https://malpedia.caad.fkie.fraunhofer.de/details/win.outlook_backdoor
https://malpedia.caad.fkie.fraunhofer.de/details/win.phobos
https://malpedia.caad.fkie.fraunhofer.de/details/win.predator
https://malpedia.caad.fkie.fraunhofer.de/details/win.qakbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.revil
https://malpedia.caad.fkie.fraunhofer.de/details/win.robinhood
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/details/win.sdbbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.skipper
https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.terra_recon
https://malpedia.caad.fkie.fraunhofer.de/details/win.terra_stealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.terra_tv
https://malpedia.caad.fkie.fraunhofer.de/details/win.tinyloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.vidar
https://malpedia.caad.fkie.fraunhofer.de/details/win.winnti
https://malpedia.caad.fkie.fraunhofer.de/actor/anthropoid_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/apt23
https://malpedia.caad.fkie.fraunhofer.de/actor/apt31
https://malpedia.caad.fkie.fraunhofer.de/actor/apt39
https://malpedia.caad.fkie.fraunhofer.de/actor/apt40
https://malpedia.caad.fkie.fraunhofer.de/actor/blacktech
https://malpedia.caad.fkie.fraunhofer.de/actor/buhtrap
https://malpedia.caad.fkie.fraunhofer.de/actor/charming_kitten
https://malpedia.caad.fkie.fraunhofer.de/actor/clockwork_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/doppel_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/fin7
https://malpedia.caad.fkie.fraunhofer.de/actor/gamaredon_group
https://malpedia.caad.fkie.fraunhofer.de/actor/goblin_panda
https://malpedia.caad.fkie.fraunhofer.de/actor/monty_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/mustang_panda
https://malpedia.caad.fkie.fraunhofer.de/actor/narwhal_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/nocturnal_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/pinchy_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/salty_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/scully_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/smoky_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/thrip
https://malpedia.caad.fkie.fraunhofer.de/actor/venom_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/viceroy_tiger
https://malpedia.caad.fkie.fraunhofer.de/actor/viceroy_tiger
https://malpedia.caad.fkie.fraunhofer.de/library?search=Sophos%20Labs
https://malpedia.caad.fkie.fraunhofer.de/library?search=Luca%20Nagy
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Thomas%20Barabosch
https://malpedia.caad.fkie.fraunhofer.de/details/win.azorult
https://malpedia.caad.fkie.fraunhofer.de/details/win.gozi
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.isfb
https://malpedia.caad.fkie.fraunhofer.de/details/win.lolsnif
https://malpedia.caad.fkie.fraunhofer.de/details/win.sunburst
https://malpedia.caad.fkie.fraunhofer.de/details/win.teardrop
https://malpedia.caad.fkie.fraunhofer.de/library?search=Secureworks
https://malpedia.caad.fkie.fraunhofer.de/library?search=SecureWorks
https://malpedia.caad.fkie.fraunhofer.de/details/win.globeimposter
https://malpedia.caad.fkie.fraunhofer.de/details/win.gozi
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/actor/lunar_spider
https://malpedia.caad.fkie.fraunhofer.de/library?search=Github%20%28psrok1%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Pawe%C5%82%20Srokosz
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=FireEye
https://malpedia.caad.fkie.fraunhofer.de/library?search=Chi-en%20Shen
https://malpedia.caad.fkie.fraunhofer.de/library?search=Oleg%20Bondarenko
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.dtrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.formbook
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.icefog
https://malpedia.caad.fkie.fraunhofer.de/details/win.ironhalo
https://malpedia.caad.fkie.fraunhofer.de/details/win.lokipws
https://malpedia.caad.fkie.fraunhofer.de/details/win.lokipws
https://malpedia.caad.fkie.fraunhofer.de/details/win.pandabanker
https://malpedia.caad.fkie.fraunhofer.de/details/win.plead
https://malpedia.caad.fkie.fraunhofer.de/details/win.poisonplug
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/actor/blacktech
https://malpedia.caad.fkie.fraunhofer.de/library?search=Malwarebytes
https://malpedia.caad.fkie.fraunhofer.de/library?search=Threat%20Intelligence%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Fortinet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Kai%20Lu
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Dawid%20Golak
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Fortinet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Kai%20Lu
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=SecurityIntelligence
https://malpedia.caad.fkie.fraunhofer.de/library?search=Limor%20Kessem
https://malpedia.caad.fkie.fraunhofer.de/library?search=Nir%20Somech
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/library?search=James%20Scalise
https://malpedia.caad.fkie.fraunhofer.de/library?search=Shaun%20Hurley
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/library?search=Bex%20Hartley
https://malpedia.caad.fkie.fraunhofer.de/library?search=Brendon%20Feeley
https://malpedia.caad.fkie.fraunhofer.de/details/win.dyre
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.vawtrak
https://malpedia.caad.fkie.fraunhofer.de/actor/lunar_spider
https://malpedia.caad.fkie.fraunhofer.de/actor/wizard_spider
https://malpedia.caad.fkie.fraunhofer.de/library?search=SecurityIntelligence
https://malpedia.caad.fkie.fraunhofer.de/library?search=Itzik%20Chimino
https://malpedia.caad.fkie.fraunhofer.de/library?search=Limor%20Kessem
https://malpedia.caad.fkie.fraunhofer.de/library?search=Ophir%20Harpaz
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/library?search=James%20Scalise
https://malpedia.caad.fkie.fraunhofer.de/library?search=Shaun%20Hurley
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Youtube%20%28OALabs%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Sean%20Wilson
https://malpedia.caad.fkie.fraunhofer.de/library?search=Sergei%20Frankoff
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Youtube%20%28OALabs%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Sergei%20Frankoff
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Vitali%20Kremez
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/library?search=Fox-IT
https://malpedia.caad.fkie.fraunhofer.de/library?search=Alfred%20Klason

https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid

Bokbot: The (re)birth of a banker
IcedID Vawtrak 2018-04-10 - Cisco Talos - Daphne Galme, Michael Gorelik, Ross Gibb

IcedID Banking Trojan Teams up with Ursnif/Dreambot for Distribution
IcedID 2017-11-14 - Digital Guardian - Chris Brook

IceID Banking Trojan Targeting Banks, Payment Card Providers, E-Commerce Sites

IcedID 2017-11-13 - Intezer - Jay Rosenberg

IcedID Banking Trojan Shares Code with Pony 2.0 Trojan

IcedID IcedID Downloader 2017-11-13 - SecurityIntelligence - Limor Kessem, Maor Wiesen, Tal Darsan, Tomer Agayev
New Banking Trojan IcedID Discovered by IBM X-Force Research

IcedID IcedID Downloader

» [TLP:WHITE] win_icedid_auto (20251219 | Detects win.icedid.)

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
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