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According to Proofpoint, IcedID (aka BokBot) is a malware originally classified as a banking malware and was
first observed in 2017. It also acts as a loader for other malware, including ransomware. The well-known IcedID
version consists of an initial loader which contacts a Loader C2 server, downloads the standard DLL Loader,

which then delivers the standard IcedID Bot. IcedID is developed and operated by the actor named LUNAR
SPIDER.

As previously published, historically there has been just one version of IcedID that has remained constant since
2017.
* In November 2022, Proofpoint researchers observed the first new variant of IcedID Proofpoint dubbed 'IcedID

Lite' distributed as a follow-on payload in a TA542 Emotet campaign. It was dropped by the Emotet malware soon
after the actor returned to the e-crime landscape after a nearly four-month break.

* The IcedID Lite Loader observed in November 2022 contains a static URL to download a 'Bot Pack' file with a
static name (botpack.dat) which results in the IcedID Lite DLL Loader, and then delivers the Forked version of
IcedID Bot, leaving out the webinjects and backconnect functionality that would typically be used for banking

fraud.
* Starting in February 2023, Proofpoint observed the new Forked variant of IcedID. This variant was distributed
by TA581 and one unattributed threat activity cluster which acted as initial access facilitators. The campaigns used

a variety of email attachments such as Microsoft OneNote attachments and somewhat rare to see .URL
attachments, which led to the Forked variant of IcedID.
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IcedID 2023-03-17 ⋅ Elastic ⋅ Cyril François, Daniel Stepanic

Thawing the permafrost of ICEDID Summary

IcedID PhotoLoader 2023-03-01 ⋅ Zscaler ⋅ Meghraj Nandanwar, Shatak Jain

OneNote: A Growing Threat for Malware Distribution
AsyncRAT Cobalt Strike IcedID QakBot RedLine Stealer 2023-02-28 ⋅ Intel 471 ⋅ Intel 471

Malvertising Surges to Distribute Malware
EugenLoader BATLOADER IcedID 2023-02-27 ⋅ PRODAFT Threat Intelligence ⋅ PRODAFT

RIG Exploit Kit: In-Depth Analysis
Dridex IcedID ISFB PureCrypter Raccoon RecordBreaker RedLine Stealer Royal Ransom Silence SmokeLoader
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Zloader 2023-02-24 ⋅ Team Cymru ⋅ Team Cymru

Desde Chile con Malware (From Chile with Malware)

IcedID PhotoLoader 2023-02-15 ⋅ Netresec ⋅ Erik Hjelmvik

How to Identify IcedID Network Traffic

IcedID 2023-01-20 ⋅ Blackberry ⋅ BlackBerry Research & Intelligence Team

Emotet Returns With New Methods of Evasion
Emotet IcedID 2023-01-09 ⋅ Intrinsec ⋅ CTI Intrinsec, Intrinsec

Emotet returns and deploys loaders
BumbleBee Emotet IcedID PHOTOLITE 2022-12-23 ⋅ Trendmicro ⋅ Ian Kenefick

IcedID Botnet Distributors Abuse Google PPC to Distribute Malware
IcedID 2022-12-21 ⋅ Team Cymru ⋅ S2 Research Team

Inside the IcedID BackConnect Protocol

IcedID 2022-12-18 ⋅ ZAYOTEM ⋅ Berkay DOĞAN, Dilara BEHAR, Rabia EKŞİ, Zafer Yiğithan DERECİ

IcedID Technical Analysis Report
IcedID 2022-12-15 ⋅ ISC ⋅ Brad Duncan

Google ads lead to fake software pages pushing IcedID (Bokbot)
IcedID 2022-12-06 ⋅ EuRepoC ⋅ Camille Borrett, Kerstin Zettl-Schabath, Lena Rottinger

Conti/Wizard Spider
BazarBackdoor Cobalt Strike Conti Emotet IcedID Ryuk TrickBot WIZARD SPIDER 2022-11-14 ⋅ Twitter

(@embee_research) ⋅ Matthew

Twitter thread on Yara Signatures for Qakbot Encryption Routines
IcedID QakBot 2022-10-31 ⋅ Elastic ⋅ Andrew Pease, Daniel Stepanic, Derek Ditch, Seth Goodwin

ICEDIDs network infrastructure is alive and well
IcedID 2022-10-12 ⋅ Netresec ⋅ Erik Hjelmvik

IcedID BackConnect Protocol

IcedID 2022-10-07 ⋅ Team Cymru ⋅ S2 Research Team

A Visualizza into Recent IcedID Campaigns: Reconstructing Threat Actor Metrics with Pure Signal™ Recon

IcedID PhotoLoader 2022-09-07 ⋅ Google ⋅ Google Threat Analysis Group, Pierre-Marc Bureau

Initial access broker repurposing techniques in targeted attacks against Ukraine
AnchorMail Cobalt Strike IcedID 2022-09-01 ⋅ Medium michaelkoczwara ⋅ Michael Koczwara

Hunting C2/Adversaries Infrastructure with Shodan and Censys
Brute Ratel C4 Cobalt Strike Deimos GRUNT IcedID Merlin Meterpreter Nighthawk PoshC2 Sliver 2022-08-12 ⋅

SANS ISC ⋅ Brad Duncan

Monster Libra (TA551/Shathak) pushes IcedID (Bokbot) with Dark VNC and Cobalt Strike
Cobalt Strike DarkVNC IcedID 2022-08-04 ⋅ Medium walmartglobaltech ⋅ Jason Reaves, Joshua Platt

IcedID leverages PrivateLoader
IcedID PrivateLoader 2022-07-27 ⋅ SANS ISC ⋅ Brad Duncan

IcedID (Bokbot) with Dark VNC and Cobalt Strike

DarkVNC IcedID 2022-07-18 ⋅ Palo Alto Networks Unit 42 ⋅ Unit 42

Monster Libra

Valak IcedID GOLD CABIN 2022-07-17 ⋅ Resecurity ⋅ Resecurity

Shortcut-Based (LNK) Attacks Delivering Malicious Code On The Rise
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AsyncRAT BumbleBee Emotet IcedID QakBot 2022-07-07 ⋅ IBM ⋅ Charlotte Hammond, Kat Weinberger, Ole Villadsen

Unprecedented Shift: The Trickbot Group is Systematically Attacking Ukraine

AnchorMail BumbleBee Cobalt Strike IcedID Meterpreter 2022-06-24 ⋅ Soc Investigation ⋅ BalaGanesh

IcedID Banking Trojan returns with new TTPS – Detection & Response

IcedID 2022-06-21 ⋅ McAfee ⋅ Lakshya Mathur

Rise of LNK (Shortcut files) Malware
BazarBackdoor Emotet IcedID QakBot 2022-05-30 ⋅ Matthieu Walter

Automatically Unpacking IcedID Stage 1 with Angr
IcedID 2022-05-19 ⋅ IBM ⋅ Charlotte Hammond, Golo Mühr, Ole Villadsen

ITG23 Crypters Highlight Cooperation Between Cybercriminal Groups
IcedID ISFB Mount Locker WIZARD SPIDER 2022-05-17 ⋅ Trend Micro ⋅ Trend Micro Research

Ransomware Spotlight: RansomEXX

LaZagne Cobalt Strike IcedID MimiKatz PyXie RansomEXX TrickBot 2022-05-12 ⋅ Intel 471 ⋅ Intel 471

What malware to look for if you want to prevent a ransomware attack
Conti BumbleBee Cobalt Strike IcedID Sliver 2022-05-11 ⋅ InfoSec Handlers Diary Blog ⋅ Brad Duncan

TA578 using thread-hijacked emails to push ISO files for Bumblebee malware
BumbleBee Cobalt Strike IcedID PhotoLoader 2022-05-09 ⋅ Cybereason ⋅ Lior Rochberger

Cybereason vs. Quantum Locker Ransomware
IcedID Mount Locker 2022-05-09 ⋅ Microsoft ⋅ Microsoft 365 Defender Threat Intelligence Team, Microsoft Threat Intelligence

Center (MSTIC)

Ransomware-as-a-service: Understanding the cybercrime gig economy and how to protect yourself
AnchorDNS BlackCat BlackMatter Conti DarkSide HelloKitty Hive LockBit REvil FAKEUPDATES Griffon

ATOMSILO BazarBackdoor BlackCat BlackMatter Blister Cobalt Strike Conti DarkSide Emotet FiveHands Gozi
HelloKitty Hive IcedID ISFB JSSLoader LockBit LockFile Maze NightSky Pandora Phobos Phoenix Locker
PhotoLoader QakBot REvil Rook Ryuk SystemBC TrickBot WastedLocker BRONZE STARLIGHT 2022-05-04 ⋅

Twitter (@felixw3000) ⋅ Felix

Twitter Thread with info on infection chain with IcedId, Cobalt Strike, and Hidden VNC.

Cobalt Strike IcedID PhotoLoader 2022-04-28 ⋅ Symantec ⋅ Karthikeyan C Kasiviswanathan, Vishal Kamble

Ransomware: How Attackers are Breaching Corporate Networks
AvosLocker Conti Emotet Hive IcedID PhotoLoader QakBot TrickBot 2022-04-26 ⋅ Intel 471 ⋅ Intel 471

Conti and Emotet: A constantly destructive duo
Cobalt Strike Conti Emotet IcedID QakBot TrickBot 2022-04-25 ⋅ The DFIR Report ⋅ The DFIR Report

Quantum Ransomware
Cobalt Strike IcedID 2022-04-17 ⋅ BushidoToken Blog ⋅ BushidoToken

Lessons from the Conti Leaks

BazarBackdoor Conti Emotet IcedID Ryuk TrickBot 2022-04-14 ⋅ Bleeping Computer ⋅ Bill Toulas

Hackers target Ukrainian govt with IcedID malware, Zimbra exploits
IcedID 2022-04-14 ⋅ ⋅ Cert-UA ⋅ Cert-UA

Cyberattack on Ukrainian state organizations using IcedID malware (CERT-UA#4464)
IcedID 2022-04-04 ⋅ The DFIR Report ⋅ @0xtornado, @MettalicHack, @yatinwad, @_pete_0

Stolen Images Campaign Ends in Conti Ransomware
Conti IcedID 2022-03-31 ⋅ Trellix ⋅ Jambul Tologonov, John Fokker
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Conti Leaks: Examining the Panama Papers of Ransomware
LockBit Amadey Buer Conti IcedID LockBit Mailto Maze PhotoLoader Ryuk TrickBot 2022-03-29 ⋅ Threat Post ⋅

Elizabeth Montalbano

Exchange Servers Speared in IcedID Phishing Campaign

IcedID 2022-03-28 ⋅ Bleeping Computer ⋅ Bill Toulas

Microsoft Exchange targeted for IcedID reply-chain hijacking attacks
IcedID 2022-03-28 ⋅ Fortinet ⋅ Fred Gutierrez, James Slaughter, Val Saengphaibul

Spoofed Invoice Used to Drop IcedID
IcedID 2022-03-28 ⋅ Intezer ⋅ Joakim Kennedy, Ryan Robinson

New Conversation Hijacking Campaign Delivering IcedID
IcedID PhotoLoader 2022-03-23 ⋅ Secureworks ⋅ Counter Threat Unit ResearchTeam

Threat Intelligence Executive Report Volume 2022, Number 2

Conti Emotet IcedID TrickBot 2022-03-23 ⋅ Secureworks ⋅ Counter Threat Unit ResearchTeam

GOLD ULRICK Leaks Reveal Organizational Structure and Relationships
Conti Emotet IcedID TrickBot 2022-03-21 ⋅ eSentire ⋅ eSentire Threat Response Unit (TRU)

Conti Affiliate Exposed: New Domain Names, IP Addresses and Email Addresses Uncovered
HelloKitty BazarBackdoor Cobalt Strike Conti FiveHands HelloKitty IcedID 2022-03-17 ⋅ Github (eln0ty) ⋅ Abdallah

Elnoty

IcedID Analysis
IcedID 2022-03-17 ⋅ Trend Micro ⋅ Trend Micro Research

Navigating New Frontiers Trend Micro 2021 Annual Cybersecurity Report
REvil BazarBackdoor Buer IcedID QakBot REvil 2022-03-09 ⋅ nikpx ⋅ xors

BokBot Technical Analysis
IcedID 2022-02-22 ⋅ eSentire ⋅ eSentire Threat Response Unit (TRU)

IcedID to Cobalt Strike In Under 20 Minutes

Cobalt Strike IcedID PhotoLoader 2022-02-10 ⋅ Cybereason ⋅ Cybereason Global SOC Team

Threat Analysis Report: All Paths Lead to Cobalt Strike - IcedID, Emotet and QBot

Cobalt Strike Emotet IcedID QakBot 2022-01-18 ⋅ Recorded Future ⋅ Insikt Group®

2021 Adversary Infrastructure Report
BazarBackdoor Cobalt Strike Dridex IcedID QakBot TrickBot 2022-01-01 ⋅ forensicitguy ⋅ Tony Lambert

Analyzing an IcedID Loader Document
IcedID 2021-12-16 ⋅ InfoSec Handlers Diary Blog ⋅ Brad Duncan

How the "Contact Forms" campaign tricks people
IcedID 2021-12-03 ⋅ SANS ISC InfoSec Forums ⋅ Brad Duncan

TA551 (Shathak) pushes IcedID (Bokbot)

IcedID 2021-11-16 ⋅ IronNet ⋅ IronNet Threat Research, Joey Fitzpatrick, Morgan Demboski, Peter Rydzynski

How IronNet's Behavioral Analytics Detect REvil and Conti Ransomware
Cobalt Strike Conti IcedID REvil 2021-11-12 ⋅ Recorded Future ⋅ Insikt Group®

The Business of Fraud: Botnet Malware Dissemination
Mozi Dridex IcedID QakBot TrickBot 2021-11-04 ⋅ splunk ⋅ Splunk Threat Research Team

Detecting IcedID... Could It Be A Trickbot Copycat?
IcedID 2021-11-03 ⋅ Team Cymru ⋅ tcblogposts
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Analysis of ICEID Malware Installer DLL
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Melting Ice – Tracking IcedID Servers with a few simple steps
IcedID 2021-05-19 ⋅ Team Cymru ⋅ Andy Kraus, Josh Hopkins, Nick Byers

Tracking BokBot Infrastructure Mapping a Vast and Currently Active BokBot Network

IcedID 2021-05-18 ⋅ RECON INFOSEC ⋅ Andrew Cook

An Encounter With TA551/Shathak

IcedID 2021-05-17 ⋅ Telekom ⋅ Thomas Barabosch

Let’s set ice on fire: Hunting and detecting IcedID infections
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icedid_analysis
IcedID 2021-05-12 ⋅ The DFIR Report

Conti Ransomware

Cobalt Strike Conti IcedID 2021-05-10 ⋅ MALWATION ⋅ malwation

IcedID Malware Technical Analysis Report
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Analysing a malware PCAP with IcedID and Cobalt Strike traffic
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Inside IcedID: Anatomy Of An Infostealer
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Malicious infrastructure as a service
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Raphael Centeno

A Spike in BazarCall and IcedID Activity Detected in March
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IcedID Analysis
IcedID 2021-04-07 ⋅ Uptycs ⋅ Abhijit Mohanta, Ashwin Vamshi
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2021 Threat Detection Report
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Bokbot: The (re)birth of a banker
IcedID Vawtrak 2018-04-10 ⋅ Cisco Talos ⋅ Daphne Galme, Michael Gorelik, Ross Gibb

IcedID Banking Trojan Teams up with Ursnif/Dreambot for Distribution
IcedID 2017-11-14 ⋅ Digital Guardian ⋅ Chris Brook

IceID Banking Trojan Targeting Banks, Payment Card Providers, E-Commerce Sites
IcedID 2017-11-13 ⋅ Intezer ⋅ Jay Rosenberg

IcedID Banking Trojan Shares Code with Pony 2.0 Trojan

IcedID IcedID Downloader 2017-11-13 ⋅ SecurityIntelligence ⋅ Limor Kessem, Maor Wiesen, Tal Darsan, Tomer Agayev

New Banking Trojan IcedID Discovered by IBM X-Force Research

IcedID IcedID Downloader
[TLP:WHITE] win_icedid_auto (20251219 | Detects win.icedid.)

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
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