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Chubb Cyber Insurer Allegedly Hit By Maze Ransomware Attack
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Cyber insurer giant Chubb is allegedly the latest ransomware victim according to the operators of the Maze Ransomware

who claim to have encrypted the company in March 2020.

Chubb is one of the leading insurance carriers in the world with an extensive line of cyber insurance products that include

incident response, forensics, legal teams, and even public relations.

Ransomware is not unknown to Chubb, as in their 2019 Cyber InFocus Report Chubb explains that malware-related claims

have risen by 18% in 2019, with ransomware being responsible for 40% of manufacturer's cyber claims and 23% of cyber

claims for smaller businesses.
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Maze claims they encrypted Chubb's network

In a new entry on their Maze 'News' site, the ransomware operators claim to have encrypted devices on Chubb's network in
March, 2020.

Chubb Entry on Maze's News Site

As part of these attacks, the Maze operators will steal a company's files before encrypting their network. These stolen files

will then be used as leverage by threatening to publicly release it if a ransom is not paid.

Since then, other ransomware operators such as REvil, DoppelPaymer, and CLOP have also begun to adopt this extortion

tactic.
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https://www.bleepingcomputer.com/news/security/allied-universal-breached-by-maze-ransomware-stolen-data-leaked/
https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware-publishes-stolen-data-for-the-first-time/
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https://www.bleepingcomputer.com/news/security/three-more-ransomware-families-create-sites-to-leak-stolen-data/
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After encrypting victims, Maze will create an entry on their news site as a warning to the victim that if they do not pay, their
data will be published. If a victim does not pay, the operators publish an increasingly larger amount of stolen data until it is

all released.

Maze has not published any of the allegedly stolen data, but have included the email addresses of executives such as CEO
Evan Greenberg, COO John Keogh, and Vice Chairman John Lupica. This information, though, should not be considered

proof of encryption as the emails are readily available on public websites.

Furthermore, as published stolen data usually contains the personal information of employees and sensitive client
information, it causes ransomware attacks to become a data breach. This brings along all of the legal and notification

requirements, PR nightmares, and the potential of lawsuits.

In a statement to BleepingComputer, Chubb stated that they are investigating whether this is unauthorized access to their

data held at a third-party service provider as there is no evidence that their network was breached.

"We are currently investigating a computer security incident that may involve unauthorized access to data held by a third-
party service provider. We are working with law enforcement and a leading cybersecurity firm as part of our investigation.
We have no evidence that the incident affected Chubb’s network. Our network remains fully operational and we continue to
service all policyholder needs, including claims. Securing the data entrusted to Chubb is a top priority for us. We will

provide further information as appropriate", Chubb told BleepingComputer.

The Maze operators have told BleepingComputer that they are not providing any further details of the attack at this time.

Vulnerable Citrix gateways on Chubb network

While Chubb states that their network has not been compromised, cybersecurity intelligence firm Bad Packets has stated that

the company has numerous Citrix ADC (Netscaler) servers that are vulnerable to the CVE-2019-19871 vulnerability.

@ Bad Packets Report W
@bad packets

Our initial CVE-2019-19781 scans found five vulnerable
Chubb Citrix (NetScaler) servers:
sf-masterpoc.chubb[.Jcom

sf-xaa.chubb[.]Jcom

vdi.chubblatinamerica[.Jcom

74.120.45.203 (no forward DNS)

74.120.45.238 (no forward DNS)
twitter.com/BleepinCompute. ..
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L See Bad Packets Report's other Tweets >

This vulnerability has been exploited in the past to hack into networks and install ransomware.

Phobos Group's Dan Tentler also tweeted that Chubb has a Remote Desktop server publicly accessible from the Internet,

which is a huge security risk.
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i Ddaanh Tteenntticeer & .
\ @Viss

s00000 if you're a "cyber insurer" and youre "insuring
peoples cybers", explain how it is you think this is okay, or
how it happened at all, if your business isn't completely,
entirely, smoke and mirrors:beta.shodan.io/host/99.196.15

99.196.152.201
Paorts open: 3389
beta.shodan.io
According to the FBI, "RDP is still 70-80% of the initial foothold that ransomware actors use."

It is not known if any of these devices were used as part of the attack, but should be secured to enhance perimeter security.

Update 3/26/20: Added information about vulnerable Citrix gateways, RDP servers, and Chubb's statement.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.
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This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/chubb-cyber-insurer-allegedly-hit-by-maze-ransomware-attack/
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