https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=17d9036fe5al-473e-ad8a-356bc5H2c06

Threat Group Cards: A Threat Actor Encyclopedia
Archived: 2026-04-05 20:24:02 UTC

Home > List all groups > List all tools > List all groups using tool Yispecter

2 Tool: Yispecter
Yispecter
Names
7xxZ,
Category Malware
Type Loader
Descrini YiSpecter iOS malware that affects both jailbroken and non-jailbroken iOS devices. It is
escription
P also unique because it abuses private APIs in the iOS system to implement functionality.
) <https://researchcenter.paloaltonetworks.com/2015/10/yispecter-first-ios-malware-
Information

attacks-non-jailbroken-ios-devices-by-abusing-private-apis/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0311/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag; YiSpecter>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Yispecter

Changed Name Country Observed
Other groups

Yingmob 2016-Jan 2017

1 group listed (0 APT, 1 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=17d9036f-e5a1-473e-ad8a-356bc5fb2c06
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