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Epic Fail: Emotet malware uses fake &Isquo; Windows 10

Mobile&rsquo; attachments

By Lawrence Abrams

Published: 2020-09-02 - Archived: 2026-04-05 20:28:27 UTC

Cc5CD e of Jllkegal use of7retisd
FEos Unknown command’/01CFf¢
FRE9 J @R _TCX Illegal use of7retdst
aBn v STOS DUORD: PTR ESi[EDI] 7781CF¢
8402 TEST BYTE PTR DS: 7761CF¢
@0BF 2308600C0 ADD BYTE PTR 1,BH 7701CF¥¢
“EBIE? ). ;'I_ME SHITHAT it ¢ 7701CF¢
7888 LA i P 7761CFE
2508368038 | mm &nX ;8809300 7701CFE
88608 78 ADD, BTE: ¥ YR D ,CH 0 \ ‘ 7701CFE
002D 08256038  ADD BYTE PY X1,A7701CFE
8034809 ADD BYTEIPYR 1 § Al , 7701CF(
#7800 NI -shbiic < e 8.2 7 7 B1CF (

Ny SHORT ntdll CEIERES 77 61CF(

2D 98256038 SUB EAX, 40l
URICL

40 10 40 0049 10 40 HO|EEE 0020 06256030 ADD BYTE PTR DS:[30606250004080(
52 10 uo 60 58 10 uo A0 tﬁ:@ 0034060 ADD BYTE PTR DS:[EAX+EAX PB%O8O(

The Emotet malware is now using malicious email attachment that pretends to be made by Windows 10 Mobile, an

operating system that reached the end of life in January 2020.

The Emotet botnet spreads through spam emails that contain malicious Word documents. These Word documents contain

malicious macros that will download and install Emotet on a victim's computer when enabled.

Once installed, Emotet will steal a victim's email to use in additional spam campaigns and download and install other

malware such as TrickBot and QBot, which commonly lead to network-wide ransomware attacks.
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Tricking a user into enabling Word macros

When a Word document with macros is opened, Microsoft Word will open it in a 'Protected View' that does not allow the

macros to execute.

Due to this, the Emotet malware operators create stylized Word documents that are designed to trick the user into clicking on

the 'Enable Editing' and 'Enable Content' buttons so that macros will be enabled.

In a recent update to the malicious Word documents, Emotet tracking group Cryptolaemus have discovered that a new

document template is being used that pretends to be created on "Windows 10 Mobile.'

FILE TOOLS VIEW 55128460 02 09 20.doc (Protected View) - Word 0 - 0 X

Be careful—email attachments can contain viruses. Unless you need to edit, it's safer to

o QLA CilE ] stay in Protected View.

Enable Editing X

Microsoft Word Office 365

-- Windows 10 Mobile
I

Operation did not complete successfully because the file was created on Windows 10 Mobile device.
To view and edit document click Enable Editing and then click Enable Content.
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Malicious "Windows 10 Mobile' Word document
Windows 10 Mobile

Operation did not complete successfully because the file was created on Windows 10 Mobile device.

To view and edit document click Enable Editing and then click Enable Content.

The Windows 10 Mobile operating system was first released in 2015. and due to lack of market share, it reached the end of

life in January 2020.

While there are people who continue to use Windows 10 Mobile today, it is not a large user base, and the chances that

anyone is sending you documents from a Windows 10 Mobile device is relatively low.

If you receive an email with a Word document stating it was made in Windows 10 Mobile, do not enable editing or content,

and immediately trash it.
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The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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