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WhisperGate: MBR Wiper Malware Analysis used in Ukraine Cyber Attack in January 2022 In this video we are
going to reverse engineer the MBR wiper used in the WhisperGate cyber attack against Ukraine. Here is what we

are going to learn:

e Static analysis of the MBR Wiper used in Cyber Attack against Ukraine
e A few IDA Pro tricks : Making Array to highlight bytes in Hex View, Saving the data to disk and loading
the MBR as an additional binary file inside your IDB

» We will see the overwritting using a Hex Editor on the physical drive while debugging the sample

This sample is very basic and a good practice for beginner malware analysts. #hexorcist #WhisperGate #idapro

#malwareanalysis #reverseengineering
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