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2 Tool: Nemty

Names

Category

Type

Description

Information

Malpedia
AlienVault OTX

Playbook

Nemty
Malware
Ransomware, Big Game Hunting

(BleepingComputer) Nemty ransomware was first spotted in August 2019 and is known

for deleting the shadow copies of all the files it encrypts, making it impossible for victims

who don't have separate backups to recover their data.

<https://www.bleepingcomputer.com/news/security/nemty-ransomware-actively-

distributed-via-love-letter-spam/>

<https://www.bleepingcomputer.com/news/security/new-nemty-ransomware-may-spread-

via-compromised-rdp-connections/>

<https://www.mcafee.com/blogs/other-blogs/mcafee-labs/nemty-ransomware-learning-by-

doing/>

<https://www.fortinet.com/blog/threat-research/nemty-ransomware-early-stage-threat>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.nemty>

<https://otx.alienvault.com/browse/pulses?q=tag:nemty>

<https://mdsassets.blob.core.windows.net/downloads/NemtyHowToGuide.pdf>

Last change to this tool card: 25 April 2021

Download this tool card in JSON format

All groups using tool Nemty

Changed

APT groups

Name Country Observed

Traveling Spider [Unknown] 2019-Mar 2021
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1 group listed (1 APT, 0 other, 0 unknown)
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