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3 Tool: Imminent Monitor RAT

Imminent Monitor RAT
Names ) )
Imminent Monitor

Category Tools

Type Backdoor, Info stealer, Credential stealer

(Palo Alto) A RAT offered for sale since 2012.

The ImminentMonitor Client Control Panel offers a clean, easy-to-use interface to build
and control ImminentMonitor client malware. As well as the full Remote Desktop access

of any RAT, features less noticeable by the victim include:

* File manager
* Process manager
* Window manager
Description * Clipboard manager
» Registry manager
» Startup manager
* Command prompt
» TCP connection
* Remote webcam monitoring
* Remote microphone monitoring

* Password recovery

<https://unit42.paloaltonetworks.com/imminent-monitor-a-rat-down-under/>

<https://ti.360.net/blog/articles/apt-c-36-continuous-attacks-targeting-colombian-

Information ] ]
government-institutions-and-corporations-en/>

<https://itsjack.cc/blog/2016/01/imminent-monitor-4-rat-analysis-a-glance/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.imminent monitor rat>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag:Imminent%20Monitor>
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Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool Imminent Monitor RAT

Changed Name Country Observed
APT groups
Blind Eagle B 2018-Nov 2024
TA2541 [Unknown] 2017

2 groups listed (2 APT, 0 other, 0 unknown)
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