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Chaes

This malware made its first appearance during the middle to end of 2020, it specifically targets Brazil and the
largest e-commerce company in Latin America, Mercado Livre. It is a multistage malware deployment which uses

several legitimate Windows processes and open source tools to remain undetected.

References

2024-01-18 - Morphisec - Arnold Osipov

Chae$ Chronicles: Version 4.1 Dedicated to Morphisec Researchers
Chaes

2024-01-18 - Morphisec - Arnold Osipov

Chae$ Chronicles: Version 4.1 Dedicated to Morphisec Researchers
Chaes

2023-09-05 - Morphisec - Arnold Osipov, Hido Cohen

Chae$ 4: New Chaes Malware Variant Targeting Financial and Logistics Customers
Chaes

2022-01-25 - Avast - Anh ho, Igor Morgenstern
Chasing Chaes Kill Chain
Chaes

2020-11-17 - Cybereason - Eli Salem

CHAES: Novel Malware Targeting Latin American E-Commerce
Chaes

There is no Yara-Signature yet.
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