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The DoppelPaymer ransomware gang has released unencrypted data stolen from Hall County, Georgia, during a cyberattack
earlier this month.

On October 7th, Hall County in Georgia announced that they had suffered a ransomware attack that impacted their networks
and phone systems.

At the time, Hall County stated that there was no indication that the hackers stole any unencrypted data before performing
the attack,
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"At this time, there is no evidence to show that citizen or employee data has been compromised. However, citizens and

employees are encouraged to take precautionary measures to monitor and protect their personal information," Hall County
stated.

Hall County data leaked by threat actors

Today, the DoppelPaymer ransomware gang published a little over 1 GB of unencrypted files stolen from Hall County
computers and claim to have encrypted 2,464 devices during the attack.

Hall County data leaked on the DoppelPaymer site

The leaked data includes 911 spreadsheets, election documents, lobby comment cards, and accounting and financial records.

List of leaked data
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The election documents reviewed by BleepingComputer contain ballot proofs, poll worker lists, administrative documents,
accounting and financial records, and city bulletins. Also included are voter registration records containing resident's voter

registration ID, full name, address, and assigned ballot, which is, for the most part, public information. 

BleepingComputer has been told that at least one document contained a voter's social security number.

While most of the information released as part of this leak is public info, the data can be used in targeted phishing attacks or
even for voter intimidation.

Last week, the US government disclosed that Iran was behind voter intimidation emails sent to Democrats in Florida and

Alaska that pretended to be from the far-right Proud Boys group.

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic
questions for any tool evaluation.
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