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In the interest of helping customers concerned about the Solorigate attacks we are publishing a new workbook in the Azure
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" "body":"

In the interest of helping customers concerned about the Solorigate attacks we are publishing a new workbook in the Azure

AD admin portal to assist investigations into the Identity Indicators of Compromise related to the attacks. The information in

this workbook is available in Azure AD audit and sign in logs, but the workbook helps you collect and visualize the

information in one view.
\n\n

The workbook is split into 4 sections, each aimed at providing information associated with the attack patterns we have

identified:
\n\n

\n

—

. Modified application and service principal credentials/authentication methods

\n

N~

Modified federation settings

\n

w

. New permissions granted to service principals

\n

>

Directory role and group membership updates for service principals
\n

\n

First, we’ll detail how to access the workbook and then walk through each of these in turn.
\n

Check out this cool video to see it in action!

\n\n\n\n

If you organization is new to Azure Monitor workbooks, you’ll need to integrate your Azure AD sign-in and audit logs with

Azure Monitor before accessing the workbook. This allows you to store, and query, and visualize your logs using workbooks
for up to 2 years. Only sign-in and audit events created after Azure Monitor integration will be stored, so the workbook will
not contain insights prior to that date. Learn more about the prerequisites to Azure Monitor workbooks for Azure Active
Directory. If you have previously integrated your Azure AD sign-in and audit logs with Azure Monitor, you can use the

workbook to assess past information.
\n\n

To access the workbook:

\n\n

\n
1. Sign into the Azure portal

\n

Page 6 of 28


https://techcommunity.microsoft.com/%22https://aka.ms/solorigate/%22
https://techcommunity.microsoft.com/%22https://aka.ms/solorigateidentityiocs/%22
https://techcommunity.microsoft.com/%22https://aka.ms/solorigate/%22
https://techcommunity.microsoft.com/%22https://aka.ms/solorigateidentityiocs/%22
https://techcommunity.microsoft.com/%22https://techcommunity.microsoft.com/gxcuf89792/attachments/gxcuf89792/Identity/3045/1/SensitiveOperationsReport.mp4/%22
https://techcommunity.microsoft.com/%22https://docs.microsoft.com/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-log-analytics/%22
https://techcommunity.microsoft.com/%22https://docs.microsoft.com/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-log-analytics/%22
https://techcommunity.microsoft.com/%22http://www.portal.azure.com//%22

https://techcommunity.microsoft.com /t5/azure-active-directory-identity/azure-ad-workbook-to-help-you-assess-solorigate-risk /ba-p/2010718

2. Navigate to Azure Active Directory > Monitoring > Workbooks

\n
\n\n
In the Troubleshoot section, open the Sensitive Operations Report
\n\n\n\n\n\n\n

One of the most common ways for attackers to gain persistence in the environment is by adding new credentials to existing
applications and service principals. This allows the attacker to authenticate as the target application or service principal,

granting them access to all resources to which it has permissions.

\n\n

This section includes the following data to help you detect such actions:
\n\n

\n

o All new credentials added to apps and service principals, including the credential type
\n

« Top actors and the amount of credentials modifications they performed
\n

o A timeline for all credential changes

\n
\n

You can use the filters present in this section to further investigate any of the suspicious actors or service principals that

were modified.
\n\n\n\n\n\n

For more information: Apps & service principals in Azure AD - Microsoft identity platform

\n\n\n\n

Another common approach to gaining a long-term foothold in the environment is modifying the tenant’s federated domain

trusts and effectively adding an additional, attacker controlled, SAML IDP as a trusted authentication source.
\n\n

This section includes the following data:

\n\n

\n

» Changes performed to existing domain federation trusts
\n

» Addition of new domains and trusts

\n
\n

Any actions which modify or add domain federation trusts are rare and should be treated as high fidelity to be investigated

as soon as possible.

\n\n\n\n\n

For more information: What is federation with Azure AD?
\n\n\n

In cases where the attacker cannot find a service principal or an application with a high privilege set of permissions through

which to gain access, they will often attempt to add the permissions to another service principal or app.
\n\n

This section includes a breakdown of the AppOnly permissions grants to existing service principals. Admins should
investigate any instances of excessive high permissions being granted, including, but not limited to, Exchange Online,
Microsoft Graph and Azure AD Graph.

\n\n\n\n\n
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\n\n\n

Following the logic of the attacker adding new permissions to existing service principals and applications, another approach

is adding them to existing directory roles or groups.
\n

This section includes an overview of all changes made to service principal memberships and should be reviewed for any

additions to high privilege roles and groups.
\n\n\n\n

This workbook includes an overview of some of the common attack patterns in AAD, not only in Solorigate, and should be

used as an investigation aid in conjunction with the steps described in the articles linked at the beginning to ensure your

environment is safe and protect is from malicious actors.

\n\n

For additional hunting with Azure Sentinel see http://aka.ms/sentinelsolorigatehunt.
\n\n

The Solarwinds attack is an ongoing investigation, and our teams continue to act as first responders to these attacks. As new
information becomes available, we will make updates through our Microsoft Security Response Center (MSRC) blog

at https://aka.ms/solorigate.
\n\n

Please reach out to me on twitter at Alex t weinert if you have questions or suggestions for improvement.

","body@stringLength":"11015","rawBody":"

In the interest of helping customers concerned about the Solorigate attacks we are publishing a new workbook in the Azure

AD admin portal to assist investigations into the Identity Indicators of Compromise related to the attacks. The information in

this workbook is available in Azure AD audit and sign in logs, but the workbook helps you collect and visualize the

information in one view.
\n\n

The workbook is split into 4 sections, each aimed at providing information associated with the attack patterns we have
identified:

\n\n

\n

—

. Modified application and service principal credentials/authentication methods

\n

N

. Modified federation settings

\n

w

. New permissions granted to service principals

\n

>

Directory role and group membership updates for service principals
\n

\n
First, we’ll detail how to access the workbook and then walk through each of these in turn.
\n

Check out this cool video to see it in action!

\n\n\n
Accessing the workbook
\n

If you organization is new to Azure Monitor workbooks, you’ll need to integrate your Azure AD sign-in and audit logs with

Azure Monitor before accessing the workbook. This allows you to store, and query, and visualize your logs using workbooks

for up to 2 years. Only sign-in and audit events created after Azure Monitor integration will be stored, so the workbook will
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not contain insights prior to that date. Learn more about the prerequisites to Azure Monitor workbooks for Azure Active
Directory. If you have previously integrated your Azure AD sign-in and audit logs with Azure Monitor, you can use the

workbook to assess past information.
\n\n

To access the workbook:

\n\n

\n
1. Sign into the Azure portal
\n
2. Navigate to Azure Active Directory > Monitoring > Workbooks

\n
\n\n
In the Troubleshoot section, open the Sensitive Operations Report
\n\n\n\n\n\n
Modified application and service principal credentials/authentication methods

\n

One of the most common ways for attackers to gain persistence in the environment is by adding new credentials to existing
applications and service principals. This allows the attacker to authenticate as the target application or service principal,

granting them access to all resources to which it has permissions.

\n\n

This section includes the following data to help you detect such actions:
\n\n

\n

o All new credentials added to apps and service principals, including the credential type
\n

« Top actors and the amount of credentials modifications they performed
\n

o A timeline for all credential changes

\n
\n

You can use the filters present in this section to further investigate any of the suspicious actors or service principals that

were modified.
\n\n\n\n\n\n

For more information: Apps & service principals in Azure AD - Microsoft identity platform

\n\n\n
Modified federation settings
\n

Another common approach to gaining a long-term foothold in the environment is modifying the tenant’s federated domain

trusts and effectively adding an additional, attacker controlled, SAML IDP as a trusted authentication source.
\n\n

This section includes the following data:

\n\n

\n

¢ Changes performed to existing domain federation trusts
\n

» Addition of new domains and trusts

\n
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\n

Any actions which modify or add domain federation trusts are rare and should be treated as high fidelity to be investigated

as soon as possible.
\n\n\n\n\n
For more information: What is federation with Azure AD?

\n\n
New permissions granted to service principals

\n

In cases where the attacker cannot find a service principal or an application with a high privilege set of permissions through

which to gain access, they will often attempt to add the permissions to another service principal or app.
\n\n

This section includes a breakdown of the AppOnly permissions grants to existing service principals. Admins should
investigate any instances of excessive high permissions being granted, including, but not limited to, Exchange Online,
Microsoft Graph and Azure AD Graph.

\n\n\n\n\n

\n\n

Directory role and group membership updates for service principals
\n

Following the logic of the attacker adding new permissions to existing service principals and applications, another approach

is adding them to existing directory roles or groups.
\n

This section includes an overview of all changes made to service principal memberships and should be reviewed for any

additions to high privilege roles and groups.
\n\n\n

Conclusion

\n

This workbook includes an overview of some of the common attack patterns in AAD, not only in Solorigate, and should be

used as an investigation aid in conjunction with the steps described in the articles linked at the beginning to ensure your

environment is safe and protect is from malicious actors.
\n\n

For additional hunting with Azure Sentinel see http://aka.ms/sentinelsolorigatehunt.

\n\n

The Solarwinds attack is an ongoing investigation, and our teams continue to act as first responders to these attacks. As new
information becomes available, we will make updates through our Microsoft Security Response Center (MSRC) blog

at https://aka.ms/solorigate.
\n\n
Please reach out to me on twitter at _t_weinert if you have questions or suggestions for improvement.
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[{"source":"SERVER","name":"Segoe UI","styles":[{"style":"NORMAL","weight":"400"," __typename":"FontStyleData"},
{"style":"NORMAL","weight":"300","__typename":"FontStyleData"},

{"style":"NORMAL","weight":"600","__typename":"FontStyleData"},

{"style":"NORMAL","weight":"700","__typename":"FontStyleData"},
{"style":"ITALIC","weight":"400","__typename":"FontStyleData"}],"assetNames":["SegoeUI-normal-
400.woff2","SegoeUI-normal-300.woff2","SegoeUI-normal-600.woff2","SegoeUI-normal-700.woff2","SegoeUl-italic-
400.woff2"],"__typename":"CustomFont"},{"source":"SERVER","name":"MWF Fluent Icons","styles":
[{"style":"NORMAL","weight":"400","__typename":"FontStyleData"}],"assetNames":["MWFFluentIcons-normal-
400.woff2"],"__typename":"CustomFont"}],"__typename":"TypographyThemeSettings"},"unstyledListItem":
{"marginBottomSm":"5px","marginBottomMd":"10px","marginBottomLg":"15px", "marginBottomX1":"20px", "marginBottomXxI":"25px","__typename
{"light":"#£fffff","dark":"#000000","__typename":"YiqThemeSettings"},"colorLightness":
{"primaryDark":0.36,"primaryLight":0.74,"primaryLighter":0.89,"primaryLightest":0.95,"infoDark":0.39,"infoLight":0.72,"infoLighter":0.85,"infoLighte
shared/client/components/common/Loading/LoadingDot-1775111751143":{"__typename":"CachedAsset","id":"text:en_US-
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shared/client/components/common/Loading/LoadingDot-1775111751143","value":
{"title":"Loading..."},"localOverride":false},"Cached Asset:quilt:0365.prod:pages/blogs/BlogMessagePage:board:microsoft-
entra-blog-1775111749347":
"__typename":"CachedAsset","id":"quilt:0365.prod:pages/blogs/BlogMessagePage:board:microsoft-entra-blog-
1775111749347","value":{"id":"BlogMessagePage","container":{"id":"Common","headerProps":
{"backgroundImageProps":null,"backgroundColor":null,"addComponents":null,"removeComponents":
["community.widget.bannerWidget"],"componentOrder":null,”__typename":"QuiltContainerSectionProps"},"headerComponentProps":
{"community.widget.breadcrumbWidget":
{"disableLastCrumbForDesktop":false} },"footerProps":null,"footerComponentProps":null,"items":[{"id":"blog-
article","layout":"ONE_COLUMN","bgColor":null,"showTitle":null,"showDescription":null, "textPosition":null,"textColor":null,"sectionEditLevel":"L Ot
"main":[{"id":"blogs.widget.blogArticleWidget","className":"lia-blog-
container”,"props":null,"__typename":"
1729184836777","layout":"MAIN_SIDE","bgColor":"transparent","showTitle":false,"showDescription":false, "textPosition":"CENTER", "textColor":"var
-lia-bs-body-

"o

color)","sectionEditLevel":null,"bgImage":null,"disableSpacing":null,"edgeToEdgeDisplay":null,"fullHeight":null,"showBorder":null,"__typename":"Ma

QuiltComponent"}],"__typename":"OneSectionColumns"} },{"id":"section-

{"main":[],"side":[{"id":"custom.widget.Unregistered CTAWidget","className":null,"props":
{"widgetVisibility":"anonymousOnly","useTitle":true,"useBackground":false,"title":"","lazyLoad":false, "'widgetChooser":"custom.widget. UnregisteredC’
components/common/Email Verification-1775111751143":{"__typename":"CachedAsset","id":"text:en_US-

components/common/Email Verification-1775111751143","value":{ "email.verification.title":"Email Verification
Required","email.verification.message.update.email":"To participate in the community, you must first verify your email

address. The verification email was sent to {email}. To change your email, visit My

Settings.","email.verification.message.resend.email":"To participate in the community, you must first verify your email

address. The verification email was sent to {email}. Resend email."},"localOverride":false},"CachedAsset:text:en_US-
pages/blogs/BlogMessagePage-1775111751143":{"__typename":"CachedAsset","id":"text:en_US-
pages/blogs/BlogMessagePage-1775111751143","value":{ "title":" { contextMessageSubject} |

won IR

{communityTitle}","errorMissing":"This blog post cannot be found","name":"Blog Message Page","section.blog-

article.title":"Blog Post","archivedMessageTitle":"This Content Has Been Archived","section.section-

1729184836777 title":"","section.section-1729184836777.description":"","section.Cnclde.title":"Blog

Post","section.tifEmD.description™:"","section.tifEmD.title":""},"localOverride":false},"Cached Asset:quiltWrapper:0365.prod: Common:1775111735014'
"__typename":"CachedAsset","id":"quiltWrapper:0365.prod:Common:1775111735014","value":

{"id":"Common","header":{"backgroundImageProps":

{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,'

[{"id":"community.widget.navbarWidget","props":

{"showUserName":true,"showRegisterLink":true, "uselconLanguagePicker":true,"useLabel LanguagePicker":true,"style":

{"boxShadow":"var(--lia-bs-box-shadow-sm)","linkFontWeight":"400","controllerHighlightColor":"hsla(30, 100%,

50%)","dropdownDividerMarginBottom":"10px","hamburgerBorderHover":"none","linkFontSize":"14px","linkBoxShadowHover":"none","backgroundC

-lia-border-radius-50)","hamburgerBgColor":"transparent","link TextBorderBottom":"none", "hamburgerColor": "var(--lia-

nav-controller-icon-

IR won

color)","brandLogoHeight":"30px","linkLetterSpacing": "normal","linkBgHoverColor": "transparent","collapseMenuDividerOpacity":0.16,"paddingBotto1

solid var(--lia-bs-border-

URDG

color)","hamburgerBorder":"none","dropdownPaddingX":"10px","brandMarginRightSm":"10px","linkBoxShadow":"none","linkJustifyContent":"flex-

non IR

start","linkColor":"var(--lia-bs-body-color)","collapseMenuDividerBg":"var(--lia-nav-link-
color)","dropdownPaddingTop":"10px","controllerTextColor":"var(--lia-nav-controller-icon-
color)","controllerHighlightTextColor":"var(--lia-yig-dark)","background": { "image AssetName":"","color":"var(--lia-bs-
white)","size":"COVER","repeat":"NO_REPEAT","position":"CENTER_CENTER","imageLastModified":""},"linkBorderRadius":"var(-
-lia-bs-border-radius-sm)","linkHoverColor":"var(--lia-bs-body-

"o

color)","position":"FIXED","linkBorder":"none","linkTextBorderBottomHover":"2px solid var(--lia-bs-
primary)","brandMarginRight":"30px","hamburgerHoverColor":"var(--lia-nav-controller-icon-
color)","linkBorderHover":"none","collapseMenuMarginLeft":"20px","linkFontStyle":"NORMAL","linkPaddingX":"10px","controllerTextHoverColor":
-lia-nav-controller-icon-hover-

color)","paddingTop":"15px","linkPaddingY":"5px","link TextTransform":"NONE","dropdownBorderColor":"hsla(var(--lia-

bs-black-h), var(--lia-bs-black-s), var(--lia-bs-black-1), 0.08)","controllerBgHoverColor":"hsla(var(--lia-bs-black-h), var(--

lia-bs-black-s), var(--lia-bs-black-1), 0.1)","linkDropdownPaddingX":"var(--lia-nav-link-

"o .

px)","linkBgColor":"transparent","linkDropdownPaddingY":"9px","controllerlconColor":"var(--lia-bs-body-
color)","dropdownDividerMarginTop":"10px","linkGap":"10px","controllerlconHoverColor":"var(--lia-bs-body-
color)"},"links":{"sideLinks":[],"logoLinks":[],"mainLinks":[{"children":
[1,"linkType":"INTERNAL","id":"gxcuf89792","params":{ },"routeName":"CommunityPage"},{"children":
[1,"linkType":"EXTERNAL","id":"community-hub-link","url":"/Directory", "target":"SELF"},{"children":
[{"linkType":"INTERNAL","id":"Common-microsoft365-link","params":
{"categoryId":"microsoft365"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-windows-
link","params":{"categoryld":"Windows"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-
microsoft-security-link","params":{"categoryld":"microsoft-security" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-teams-link","params":
{"categoryld":"MicrosoftTeams"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-azure-
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link","params":{"categoryld":"Azure"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-
content_management-link","params":{"categoryld":"Content_Management"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoftintune-link","params":
{"categoryld":"microsoftintune"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-exchange-
link","params":{"categoryld":"Exchange"}, "routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-
windows-server-link","params":{"categoryld":"Windows-Server"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-outlook-link","params":
{"categoryId":"Outlook"},"routeName":"CategoryPage" },{"link Type":"INTERNAL","id":"Common-microsoft365-copilot-
link","params":{"categoryld":"Microsoft365Copilot"},"routeName":"CategoryPage" },
{"linkType":"EXTERNAL","id":"Common_Enntvz-view-all-products-
link","url":"/Directory","target":"SELF" }],"link Type":"EXTERNAL","id":"products-link","url":"/","target":"SELF"},
{"children":[{"linkType":"INTERNAL","id":"Common-education-sector-link","params":
{"categoryld":"EducationSector" },"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-partner-
community-link","params":{"categoryld":"PartnerCommunity" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-healthcare-and-life-sciences-link","params":
{"categoryld":"HealthcareAndLifeSciences"},"routeName":"CategoryPage" },{"linkType":"INTERNAL","id":"Common-i-
t-ops-talk-link","params":{"categoryld":"ITOpsTalk"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-public-sector-link","params":
{"categoryld":"PublicSector"},"routeName":"CategoryPage" },{"linkType":"INTERNAL","id":"Common-microsoftfor-
nonprofits-link","params": {"categoryld":"MicrosoftforNonprofits"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-io-t-link","params":{"categoryId":"IoT"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-mvp-link","params":{"categoryld":"mvp" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-mechanics-link","params":
{"categoryld":"MicrosoftMechanics"},"routeName":"CategoryPage" },{ "linkType":"INTERNAL","id":"Common-driving-
adoption-link","params":{"categoryld":"DrivingAdoption"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-learn-for-educators-link","params": { "categoryld": "microsoft-learn-
for-educators"},"routeName":"CategoryPage" }],"link Type":"EXTERNAL","id":"topics-link", "url":"/","target":"SELF" },
{"children":[],"linkType":"EXTERNAL","id":"all-blogs-link","url":"/Blogs","target":"SELF"},{"children":
[1,"linkType":"EXTERNAL","id":"all-events-link","url":"/Events","target":"SELF" } ,{ "children":
[{"linkType":"INTERNAL","id":"Skills-Hub-link","params":{"categoryId":"skills-hub"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Skills-Hub-Blog","params":{"boardId":"skills-hub-blog","categoryId":"skills-
hub"},"routeName":"BlogBoardPage"},{"linkType":"EXTERNAL","id":"ms-learn-ext-LD","url":"/category/skills-hub?
tab=grouphub","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
dynamics","url":"https://docs.microsoft.com/learn/dynamics365/?WT.mc_id=techcom_header-webpage-
m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
m365","url":"https://docs.microsoft.com/learn/m365/?wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-security","url":"https://docs.microsoft.com/learn/topics/sci/?
wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
pp","url":"https://docs.microsoft.com/learn/powerplatform/?wt.mc_id=techcom_header-webpage-
powerplatform","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
github","url":"https://docs.microsoft.com/learn/github/?wt.mc_id=techcom_header-webpage-github","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-teams","url":"https://docs.microsoft.com/learn/teams/?
wt.mc_id=techcom_header-webpage-teams","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

non

net","url":"https://docs.microsoft.com/learn/dotnet/?wt.mc_id=techcom_header-webpage-dotnet","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-azure","url":"https://docs.microsoft.com/learn/azure/?
WT.mc_id=techcom_header-webpage-m365","target":"BLANK"}],"linkType":"INTERNAL","id":"Skills-Hub","params":
{"categorylId":"skills-hub"},"routeName":"CategoryPage"},{"children":[{"link Type":"INTERNAL","id":"Common-
community-info-center-link","params":{"categoryld":"Community-Info-Center" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-usergroups-link","params":
{"categoryld":"usergroups"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-community-news-
desk-link","params":{"categoryld":"CommunityNewsDesk"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoft-global-community-initiative-link","params": { "categoryId": "microsoft-
global-community-initiative"},"routeName":"CategoryPage"}],"link Type":"INTERNAL","id":"Common-gxcuf89792-
community","params":
{},"routeName":"CommunityPage"}]},"showSearchIcon":true,"languagePickerStyle":"iconAndLabel"}," __typename":"QuiltComponent"},
{"id":"community.widget.breadcrumbWidget","props":{"backgroundColor":"transparent","linkHighlightColor":"var(--lia-
bs-primary)","visualEffects": {"showBottomBorder":true},"linkTextColor":"var(--lia-bs-gray-

o

700)"},"__typename":"QuiltComponent"},{"id":"custom.widget. CommunityBanner","props":

wn

{"widgetVisibility":"signedInOrAnonymous","useTitle":true, "usePageWidth":false,"useBackground":false, "title":"","lazyLoad":false},"__typename":"Qu
{"id":"custom.widget.ChatbotWidget","props":

o

{"customComponentId":"custom.widget.ChatbotWidget","cDisplay_form":true, "useBackground":false},"__typename":"QuiltComponent"},

"o

{"id":"custom.widget.HeroBanner","props":

{"widgetVisibility":"signedInOrAnonymous","usePageWidth":false, "useTitle":true,"cMax_items":3,"useBackground":false,"title":"","lazyLoad":false,"w
{"backgroundImageProps":
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{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,'

"o

[{"id":"custom.widget.SocialSharing","props":

wn (IRt

{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false, "title":"","lazyLoad":false},"__typename":"QuiltComponent"},

{"id":"custom.widget.MicrosoftFooter","props":

{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false, "title":"","lazyLoad":false},"__typename":"QuiltComponent"}]," __t
components/common/ActionFeedback-1775111751143":{"__typename":"CachedAsset","id":"text:en_US-
components/common/ActionFeedback-1775111751143","value":

{"joinedGroupHub.title":"Welcome","joinedGroupHub.message":"You are now a member of this group and are subscribed

to updates.","groupHubInviteNotFound.title":"Invitation Not Found","groupHubInviteNotFound.message":"Sorry, we could

not find your invitation to the group. The owner may have canceled the invite.","groupHubNotFound.title":"Group Not
Found","groupHubNotFound.message":"The grouphub you tried to join does not exist. It may have been

deleted.","existingGroupHubMember.title":" Already Joined","existingGroupHubMember.message":"You are already a

member of this group.","accountLocked.title":"Account Locked","accountLocked.message":"Your account has been locked
due to multiple failed attempts. Try again in {lockoutTime} minutes.","editedGroupHub.title":"Changes
Saved","editedGroupHub.message":"Your group has been
updated.","leftGroupHub.title":"Goodbye","leftGroupHub.message":"You are no longer a member of this group and will not
receive future updates.","deletedGroupHub.title":"Deleted","deletedGroupHub.message":"The group has been

deleted.","groupHubCreated.title":"Group Created","groupHubCreated.message":"{groupHubName} is ready to

IR

use","accountClosed.title":" Account Closed","accountClosed.message":"The account has been closed and you will now be
redirected to the homepage","resetTokenExpired.title":"Reset Password Link has
Expired","resetTokenExpired.message":"Try resetting your password again","invalidUrl.title":"Invalid
URL","invalidUrl.message":"The URL you're using is not recognized. Verify your URL and try
again.","accountClosedForUser.title":"Account Closed","accountClosedForUser.message":" {userName}'s account is
closed","inviteTokenInvalid.title":"Invitation Invalid","inviteTokenInvalid.message":" Your invitation to the community has
been canceled or expired.","inviteTokenError.title":"Invitation Verification Failed","inviteTokenError.message":"The url you
are utilizing is not recognized. Verify your URL and try again","pageNotFound.title":"Access
Denied","pageNotFound.message":""You do not have access to this area of the community or it doesn't

won won

exist","eventAttending.title":"Responded as Attending","eventAttending.message":"You'll be notified when there's new
activity and reminded as the event approaches","eventInterested.title":"Responded as
Interested","eventInterested.message":"You'll be notified when there's new activity and reminded as the event
approaches","eventNotFound.title":"Event Not Found","eventNotFound.message":"The event you tried to respond to does
not exist.","redirectToRelatedPage.title":"Showing Related Content","redirectToRelatedPageForBaseUsers.title":"Showing
Related Content","redirectToRelatedPageForBaseUsers.message":"The content you are trying to access is
archived","redirectToRelatedPage.message":"The content you are trying to access is
archived","relatedUrl.archivalLink.flyoutMessage":"The content you are trying to access is archived View Archived
Content"},"localOverride":false},"CachedAsset:component:custom.widget. CommunityBanner-en-us-1774593168422":
"__typename":"CachedAsset","id":"component:custom.widget. CommunityBanner-en-us-1774593168422","value":

"o

{"component":{"id":"custom.widget. CommunityBanner","template":
{"id":"CommunityBanner","markupLanguage":"REACT","style":null,"texts":null,"defaults":{ "config":{ "applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget. CommunityBanner","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping™:"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1774593168422":{"__typename":"CachedAsset","id":"component:custom.widget.ChatbotWidget-en-us-
1774593168422","value":{"component":{"id":"custom.widget.ChatbotWidget","template":
"id":"ChatbotWidget","markupLanguage":"REACT","style":null,"texts":{"chatbot.references.title":"Related
Articles","chatbot.welcome.title":"Welcome!","chatbot.welcome.description":"I'm here to help you explore and discover

great content.","chatbot.welcome.prompt":"Ask me a question or choose a suggestion below to get

started:","chatbot.welcome.cta":"Let's dive in—what would you like to discover today?","chatbot.status.typing":" Assistant

"o

is typing...","chatbot.status.error":"error","chatbot.error.response":"Failed to get response. Please try
again.","chatbot.error.processing":"There was an error processing your message.","chatbot.error.configuration":"API URL
not configured","chatbot.error.network":"Network error occurred. Please check your connection and try
again.","chatbot.error.timeout":"Request timed out. Please try again.","chatbot.error.emptyResponse":"I couldn't generate a
response. Please try rephrasing your question.","chatbot.buttons.send":"Send","chatbot.buttons.close":"Close
chat","chatbot.buttons.newChat":"Start new chat","chatbot.buttons.collapse":"Collapse chat
panel","chatbot.buttons.expand":"Expand chat panel","chatbot.buttons.fullscreen":"Enter
fullscreen","chatbot.buttons.exitFullscreen":"Exit fullscreen","chatbot.buttons.like":"Like this
response","chatbot.buttons.dislike":"Dislike this response","chatbot.buttons.removeLike":"Remove
like","chatbot.buttons.removeDislike":"Remove dislike","chatbot.aria.chatInput":"Chat
input","chatbot.aria.sendMessage":"Send message","chatbot.aria.openChat":"Open chat
assistant","chatbot.aria.closeChat":"Close chat assistant","chatbot.defaults.title":" Ask Tech

nn

Community","chatbot.defaults.subtitle":"Ask questions — get answers","chatbot.defaults.entryHeading":"Find
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"o

answers","chatbot.defaults.entrySubtext":"Ask the agent","chatbot.defaults.placeholder":"Type your

"o

message...","chatbot.defaults.initialMessage":"Hi! I'm your assistant. Ask me something or pick a suggestion above to

begin.","chatbot.suggestions.findBlogs":"Find insightful blogs","chatbot.suggestions.exploreEvents":"Explore upcoming

nn

events",

chatbot.suggestions.startJourney":"Start your journey with something new","chatbot.dialog.endConversation":"End
conversation","chatbot.dialog.confirmEndConversation":"Do you want to end this conversation and start
over?","chatbot.dialog.endConversationButton":"End

"o

conversation","chatbot.dialog.cancel":"Cancel","chatbot.error.genericServiceUnavailable":"The service is currently
unavailable. Please try again later.","chatbot.error.noResults":"We could not find any information related to your query. Try
rephrasing your query."},"defaults":{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.ChatbotWidget","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1774593168422":{"__typename":"CachedAsset","id":"component:custom.widget. HeroBanner-en-us-
1774593168422","value":{"component":{"id":"custom.widget. HeroBanner","template":

"o

"id":"HeroBanner","markupLanguage":"REACT","style":null,"texts": { "searchPlaceholderText":"Search this
community","followActionText":"Follow","unfollowActionText":"Following","searchOnHoverText":"Please enter your
search term(s) and then press return key to complete a search.","blogs.sidebar.pagetitle":"Latest Blogs | Microsoft Tech
Community","followThisNode":"Follow this node","unfollowThisNode":"Unfollow this
node","customField.teamsLink.title":"Microsoft teams link","customField.teamsLink.label":"Teams meeting
url"},"defaults":{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label":"Max Items","description":"The
maximum number of items to display in the
carousel”,"possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.HeroBanner","form":{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti
"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label ":"Max
Items","description":"The maximum number of items to display in the
carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{ "id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'
{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label ":"Max Items","description":"The
maximum number of items to display in the
carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"form":
{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max

Items","description":"The maximum number of items to display in the

carousel”, "possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

Page 18 of 28



https://techcommunity.microsoft.com /t5/azure-active-directory-identity/azure-ad-workbook-to-help-you-assess-solorigate-risk /ba-p/2010718

"o

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":

[{"id":"widgetChooser","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{ "id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to

{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'
{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti

"o

"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label ":"Max
Items","description":"The maximum number of items to display in the
carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":

[{"id":"widgetVisibility","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'

"o

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

non

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
"id":"componentPropsGroup","type":"fieldset","as":null,"items":

[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu

en-us-1774593168422":{"__typename":"CachedAsset","id":"component:custom.widget.Unregistered CTAWidget-en-us-

1774593168422","value":{"component":{"id":"custom.widget.Unregistered CTAWidget","template":

{"id":"Unregistered CTAWidget","markupLanguage":"REACT","style":null,"texts": { "register.communityHub":"Welcome to

"

the {name} Community Hub. Sign in to like, participate, or start a conversation.","register.category":"Welcome to the

"o

{name} Community Hub. Sign in to like, participate, or start a conversation.","register.discussionBoard":"Welcome to the

nn

{name} space. Sign in to like, reply, or start a discussion.","register.blogSpace":"Welcome to the {name} space. Sign in to

"o

like or comment on articles in this space.","register.eventSpace":"Welcome to the {name} space. Sign in to RSVP, add

events to your calendar, and join the conversation.","register.ideaSpace":"Welcome to the {name} space. Sign in to vote,

comment, or submit your own feedback.","buttonRegister":"Sign in","register.discussionBoardArticle":"Have a question or
insight to share? Sign in to join the discussion.","register.blogSpaceArticle":"Enjoying the article? Sign in to share your
thoughts.","register.eventSpaceArticle":"Don’t just watch - take part. Sign in to RSVP, ask questions, and join the
discussion.","register.ideaSpaceArticle":"Sign in to submit ideas, upvote ideas, and join the conversation."},"defaults":
{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.Unregistered CTAWidget","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1774593168422":{"__typename":"CachedAsset","id":"component:custom.widget.SocialSharing-en-us-
1774593168422","value":{"component":{"id":"custom.widget.SocialSharing","template":
{"id":"SocialSharing","markupLanguage":"HANDLEBARS","style":".sharePage {\n display: flex;\n justify-content:
center;\n background: #d7d7d7;\n padding: Opx;\n height: 60px;\n}\n.singleSociallcons {\n display: flex;\n gap: 12px;\n list-
style-type: none;\n padding: Opx;\n margin: 0;\n}\n.containers {\n display: flex;\n gap: 30px;\n}\n\n.listIcon {\n align-
content: center;\n}\n.headingShare {\n display: inline;\n margin-right: 25px;\n margin-bottom: Opx;\n font-size: 20px;\n
font-weight: 550;\n align-content: center;\n}\n\n@media (max-width: 990px) {\n .sharePage {\n display: flex;\n justify-
content: center;\n }\n\n .containers {\n display: inline-block;\n justify-content: center;\n align-content: center;\n align-items:
center;\n }\n .headingShare {\n display: flex;\n justify-content: center;\n }\n .singleSociallcons {\n
Hnhn","texts":null,"defaults":{"config":{"applicablePages":[],"description":"Adds buttons to share to various social media

websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
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[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.SocialSharing","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":
{"css":".custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n background:
#d7d7d7;\n padding: 0;\n height: 3.75rem;\n}\n.custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n display:
flex;\n gap: 0.75rem;\n list-style-type: none;\n padding: 0;\n margin:
0;\n}\n.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: flex;\n gap:

1.875rem;\n }\n.custom_widget_SocialSharing_listlcon_6x3n8_20 {\n align-content:

center;\n }\n.custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: inline;\n margin-right: 1.5625rem;\n
margin-bottom: 0;\n font-size: 1.25rem;\n font-weight: 550;\n align-content: center;\n}\n@media (max-width: 990px) {\n
.custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n }\n\n
.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: inline-block;\n justify-content: center;\n align-content:
center;\n align-items: center;\n }\n .custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: flex;\n justify-
content: center;\n }\n .custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n }\n}\n","tokens":
{"sharePage":"custom_widget_SocialSharing_sharePage_6x3n8_1","singleSociallcons":"custom_widget_SocialSharing_singleSociallcons_6x3n8_8","cc
en-us-1774593168422":{"__typename":"CachedAsset","id":"component:custom.widget.MicrosoftFooter-en-us-
1774593168422","value":{"component": {"id":"custom.widget.MicrosoftFooter","template":
{"id":"MicrosoftFooter","markupLanguage":"HANDLEBARS","style":".context-uhf {\r\n min-width: 280px;\r\n font-size:
15px;\r\n box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *\r\n &
*:before,\r\n & *:after {\r\n box-sizing: inherit;\r\n }\r\n a.c-uhff-link {\r\n color: #616161;\r\n word-break: break-word;\r\n
text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n &a:visited {\r\n text-decoration:
none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UI', SegoeUl, 'Helvetica Neue', Helvetica, Arial, sans-
serif;\r\n J\r\n}\r\n.c-uhff {\r\n background: #f2f2f2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n }\r\n.c-uhff-
nav {\r\n margin: 0 auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n &:before,\r\n
&:after {\r\n content: ' ;\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
padding-left: 12px;\r\n }\r\n .c-heading-4 {\r\n color: #616161;\r\n word-break: break-word;\r\n font-size: 15px;\r\n line-
height: 20px;\r\n padding: 36px 0 4px;\r\n font-weight: 600;\r\n }\r\n .c-uhff-nav-row {\r\n .c-uhff-nav-group {\r\n display:
block;\r\n float: left;\r\n min-height: 1px;\r\n vertical-align: text-top;\r\n padding: 0 12px;\r\n width: 100%;\r\n zoom: 1;\r\n
&:first-child {\r\n padding-left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 12px;\r\n }\r\n }\r\n
@media only screen and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only
screen and (min-width: 1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.c-list.f-bare {\r\n font-size: 11px;\r\n line-height:
16px;\r\n margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-
word;\r\n padding: 8px 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.c-uhff-base {\r\n background: #f2f2f2;\r\n margin: 0
auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 30px 5% 16px;\r\n &:before,\r\n &:after {\r\n content: ' ;\r\n
display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n a.c-uhff-ccpa,\r\n a.c-uhff-consumer {\r\n display: flex;\r\n float:
left;\r\n font-size: 11px;\r\n line-height: 16px;\r\n padding: 4px 24px 0 0;\r\n }\r\n a.c-uhff-ccpa:hover,\r\n a.c-uhff-
consumer:hover {\r\n text-decoration: underline;\r\n }\r\n ul.c-list {\r\n font-size: 11px;\r\n line-height: 16px;\r\n float:
right;\r\n margin: 3px 0;\r\n color: #616161;\r\n li {\r\n padding: 0 24px 4px 0;\r\n display: inline-block;\r\n }\r\n }\r\n .c-
list.f-bare {\r\n padding-left: 0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
display: flex;\r\n flex-wrap: wrap;\r\n padding: 30px 24px 16px;\r\n }\r\n}\r\n\r\n.social-share {\r\n position: fixed;\r\n top:
60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index: 1000;\r\n }\r\n\r\n.sharing-options {\r\n list-style: none;\r\n
padding: 0;\r\n margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 50px;\r\n
border-radius: Opx 7px 7px Opx;\r\n}\r\n.linkedin-icon {\r\n border-top-right-radius: 7px;\r\n}\r\n.linkedin-icon:hover {\r\n
border-radius: 0;\r\n}\r\n\r\n.social-share-email-image:hover {\r\n border-radius: 0;\r\n}\r\n\r\n.social-link-footer:hover
Jinkedin-icon {\r\n border-radius: 0;\r\n }\r\n.social-link-footer:hover .social-share-email-image {\r\n border-radius:

0;\r\n }\r\n\r\n.social-link-footer img {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s ease;\r\n}\r\n\r\n.social-
share-list {\r\n width: 50px;\r\n }\r\n.social-share-rss-image {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s
ease;\r\n}\r\n.sharing-options li {\r\n width: 50px;\r\n height: 50px;\r\n padding: 8px;\r\n box-sizing: border-box;\r\n border:
2px solid white;\r\n display: inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border
0.3s ease; /* Smooth transition effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last
item *Ar\n }\r\n\r\n.social-share-list-linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius: 5px; /* Rounded
top right corner of first item*/\r\n }\r\n.social-share-list-facebook {\r\n background-color: #3c5c9c;\r\n }\r\n.social-share-list-
xicon {\r\n background-color: #000;\r\n }\r\n.social-share-list-reddit {\r\n background-color: #fc4404;\r\n}\r\n.social-share-
list-bluesky {\r\n background-color: #f0f2f5;\r\n }\r\n.social-share-list-rss {\r\n background-color: #ec7b1c;\r\n}\r\n.social-
share-list-mail {\r\n background-color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last
item*/\r\n}\r\n.sharing-options li.social-share-list-mail {\r\n border-bottom: 2px solid white; /* Add bottom border only to
the last item */\r\n height: 52px; /* Increase last child height to make in align with the hover label */\r\n}\r\n.x-icon {\r\n
filter: invert(100%);\r\n transition: filter 0.3s ease;\r\n width: 20px !important;\r\n height: auto;\r\n padding-top: 5px
limportant;\r\n }\r\n.bluesky-icon {\r\n filter: invert(20%) sepia(100%) saturate(3000%) hue-rotate(180deg);\r\n transition:
filter 0.3s ease;\r\n padding-top: 5px !important;\r\n width: 25px !important;\r\n }\r\n\r\n.share-icon {\r\n border: 2px solid

transparent;\r\n display: inline-block;\r\n position: relative;\r\n}\r\n\r\n.sharing-options li:hover {\r\n border: 2px solid
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white;\r\n border-left: none;\r\n border-bottom: none;\r\n border-radius: Opx;\r\n }\r\n.sharing-options li.social-share-list-
mail:hover {\r\n border-bottom: 2px solid white; /* Add bottom border only to the last item */Ar\n}\r\n\r\n.sharing-options
lizhover .label {\r\n opacity: 1;\r\n visibility: visible;\r\n border: 2px solid white;\r\n box-sizing: border-box;\r\n border-left:
none;\r\n }\r\n\r\n.label {\r\n position: absolute;\r\n left: 100%;\r\n white-space: nowrap;\r\n opacity: 0;\r\n visibility:
hidden;\r\n transition: all 0.2s ease;\r\n color: white;\r\n border-radius: 0 10 0 10px;\r\n top: 50%;\r\n transform:
translateY(-50%);\r\n height: 52px;\r\n display: flex;\r\n align-items: center;\r\n justify-content: center;\r\n padding: 10px
12px 15px 8px;\r\n border: 2px solid white;\r\n }\r\n.linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius:
5px; /* Rounded top right corner of first item*/\r\n}\r\n.facebook {\r\n background-color: #3c5c9c;\r\n}\r\n.twitter {\r\n
background-color: black;\r\n color: white;\r\n}\r\n.reddit {\r\n background-color: #fc4404;\r\n }\r\n.mail {\r\n background-
color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last item*/\r\n}\r\n.bluesky {\r\n
background-color: #f0f2f5;\r\n color: black;\r\n }\r\n.rss {\r\n background-color: #ec7blc;\r\n}\r\n\r\n@media (max-width:
991px) {\r\n .social-share {\r\n display: none;\r\n }\r\n}\r\n","texts":{"heading.whatsNew":"What's
new","heading.store":"Microsoft
Store","heading.education":"Education”,"heading.business":"Business","heading.developer":"Developer &

IT","heading.company":"Company","link.whatsNew.surfacePro":"Surface Pro","aria.whatsNew.surfacePro":"Surface Pro

"o

What's new","link.whatsNew.surfaceLaptop":"Surface Laptop","aria.whatsNew.surfaceLaptop":"Surface Laptop What's

o

new","link.whatsNew.surfaceLaptopStudio2":"Surface Laptop Studio 2","aria.whatsNew.surfaceLaptopStudio2":"Surface

Laptop Studio 2 What's new","link.whatsNew.copilotOrganizations":"Copilot for

nn

organizations","aria.whatsNew.copilotOrganizations":"Copilot for organizations What's

new","link.whatsNew.copilotPersonal":"Copilot for personal use","aria.whatsNew.copilotPersonal":"Copilot for personal

nn

use What's new","link.whatsNew.ailnWindows":"AI in Windows","aria.whatsNew.ailnWindows":"AI in Windows What's

won

new","link.whatsNew.exploreProducts":"Explore Microsoft products","aria.whatsNew.exploreProducts":"Explore Microsoft

products What's new","link.whatsNew.windows11Apps":"Windows 11 apps","aria.whatsNew.windows11Apps":"Windows

URD

11 apps What's new","link.store.accountProfile":" Account profile","aria.store.accountProfile":" Account profile Microsoft

"o

Store","link.store.downloadCenter":"Download Center","aria.store.downloadCenter":"Download Center Microsoft

non nn o

Store","link.store.support":"Microsoft Store support","aria.store.support":"Microsoft Store support Microsoft

Store","link.store.returns":"Returns", "aria.store.returns":"Returns Microsoft Store","link.store.orderTracking":"Order

tracking”,"aria.store.orderTracking":"Order tracking Microsoft Store","link.store.certifiedRefurbished":"Certified

Refurbished","aria.store.certifiedRefurbished":"Certified Refurbished Microsoft Store","link.store.promise":"Microsoft

won

Store Promise","aria.store.promise":"Microsoft Store Promise Microsoft Store","link.store.flexiblePayments":"Flexible

wn

Payments","aria.store.flexiblePayments":"Flexible Payments Microsoft

o "o

Store","link.education.microsoftInEducation":"Microsoft in education","aria.education.microsoftinEducation":"Microsoft in

education Education","link.education.devices":"Devices for education","aria.education.devices":"Devices for education

Education","link.education.teams":"Microsoft Teams for Education","aria.education.teams":"Microsoft Teams for Education
Education","link.education.m365":"Microsoft 365 Education","aria.education.m365":"Microsoft 365 Education
Education","link.education.howToBuy":"How to buy for your school","aria.education.howToBuy":"How to buy for your
school Education”,"link.education.training":"Educator training and development","aria.education.training":"Educator

training and development Education","link.education.deals":"Deals for students and parents","aria.education.deals":"Deals

"o nn

for students and parents Education”,"link.education.ai":"Al for education","aria.education.ai":"AI for education

Education","link.business.microsoftAi":"Microsoft AI","aria.business.microsoftAi":"Microsoft Al

non won

Business","link.business.security":"Microsoft Security","aria.business.security":"Microsoft Security

Business","link.business.dynamics":"Dynamics 365","aria.business.dynamics":"Dynamics 365

Business","link.business.m365":"Microsoft 365","aria.business.m365":"Microsoft 365

wn

Business","link.business.powerPlatform":"Microsoft Power Platform","aria.business.powerPlatform":"Microsoft Power

wn

Platform Business","link.business.teams":"Microsoft Teams","aria.business.teams":"Microsoft Teams

wn

Business","link.business.m365Copilot":"Microsoft 365 Copilot","aria.business.m365Copilot":"Microsoft 365 Copilot

won "

Business","link.business.smallBusiness":"Small Business","aria.business.smallBusiness":"Small Business

non nn

Business","link.developer.azure":"Azure","aria.developer.azure":"Azure Developer &

non

IT","link.developer.developerCenter":"Microsoft Developer","aria.developer.developerCenter":"Microsoft Developer

Developer & IT","link.developer.learn":"Microsoft Learn","aria.developer.learn":"Microsoft Learn Developer &

IT","link.developer.aiMarketplace":"Support for Al marketplace apps","aria.developer.aiMarketplace":"Support for Al

marketplace apps Developer & IT","link.developer.techCommunity":"Microsoft Tech

wn

Community","aria.developer.techCommunity":"Microsoft Tech Community Developer &

won

IT","link.developer.marketplace":"Microsoft Marketplace","aria.developer.marketplace":"Microsoft Marketplace Developer

& IT","link.developer.marketplaceRewards":"Marketplace Rewards","aria.developer.marketplaceRewards":"Marketplace

Rewards Developer & IT","link.developer.visualStudio":"Visual Studio","aria.developer.visualStudio":"Visual Studio

Developer & IT","link.company.careers":"Careers","aria.company.careers":"Careers

Company","link.company.about":"About Microsoft","aria.company.about":" About Microsoft

"o

Company","link.company.news":"Company news","aria.company.news":"Company news

non

Company","link.company.privacy":"Privacy at Microsoft","aria.company.privacy":"Privacy at Microsoft

o non

Company","link.company.investors":"Investors","aria.company.investors":"Investors

o non

Company","link.company.diversity":"Diversity and inclusion","aria.company.diversity":"Diversity and inclusion

non

Company","link.company.accessibility":" Accessibility","aria.company.accessibility":" Accessibility

wn

Company","link.company.sustainability":"Sustainability","aria.company.sustainability":" Sustainability
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o won

Company","ccpa.label":"Your Privacy Choices","consumerhealthprivacy.label":"Consumer Health

"o won

Privacy","corp.sitemap":"Sitemap","corp.contact":"Contact

won non nn

Microsoft","corp.privacy":"Privacy","corp.manageCookies":"Manage cookies","corp.terms":"Terms of

IRl won

e","corp.trademarks":"Trademarks","corp.safetyEco":"Safety &

eco","corp.recycling":"Recycling","corp.aboutAds":"About our
ads","corp.microsoft":"Microsoft","social.linkedin.alt":"Share to LinkedIn","social.linkedin.label":"Share on
LinkedIn","social.facebook.alt":"Share to Facebook","social.facebook.label":"Share on Facebook","social.x.alt":"Share to
X""social.x.label":"Share on X","social.reddit.alt":"Share to Reddit","social.reddit.label":"Share on
Reddit","social.bluesky.alt":"Share to Blue Sky","social.bluesky.label":"Share on Bluesky","social.rss.alt":"Subscribe to
RSS","social.rss.label":"Share on RSS","social.email.alt":"Share to Email","social.email.label":"Share on
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