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 Tool: AceHash

Names AceHash

Category Malware

Type Credential stealer

Description
(FireEye) ACEHASH is a credential theft and password dumping utility that combines the
functionality of multiple tools such as Mimikatz, hashdump, and Windows Credentials Editor

(WCE).

Information

<https://www.fireeye.com/blog/threat-research/2019/08/game-over-detecting-and-stopping-an-

apt41-operation.html>
<https://jpcertcc.github.io/ToolAnalysisResultSheet/details/AceHash.htm>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.acehash>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool AceHash

Changed Name Country Observed

APT groups

  APT 41 2012-Jul 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d1607a64-98ac-46a1-b51c-6c9b74a3e981

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d1607a64-98ac-46a1-b51c-6c9b74a3e981
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