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_Overview

SmokeLoader is a malware that generally acts as a backdoor and is commonly used as a loader for other
malware. Attributed to the criminal group Smoky Spider, a group that uses SmokeLoader and Sasfis, loader and
downloader respectively. SmokeLoader has been used as a bot in infrastructures and contains strong evasion

capabilities as well as Anti-Analysis, Anti-VM and Anti-DBG techniques.

_Technical Analysis

SmokeLoader appears on systems usually through phishing, although it can be loaded by other PUP/PUA or
malware. The main execution will revolve around a document that will spawn the SmokeL.oader which will run, in
most of its versions, a version of itself in a suspended state to inject code, after which it will execute an
explorer.exe that it will inject again in order to perform the malicious C&C actions or download other files using

legitimate software.
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The samples that have been found have in most cases been detected as packed, due to the high level of entropy

contained in their sections.
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At the initial point, we see how it tries to load libraries in RunTime, something really useful since it prevents us

from being able to discern its intentions if we perform a basic static analysis, so it will obtain new functionalities
during its execution.
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DU runtime load

sub_403916 proc near
var_8= dword ptr -8
var_a= byte ptr -4
sub esp, 8
push  offset dword 479DE® ; lpLibFileName
call  ds:LoadLibraryhl 68 E09D4700 ush 6bisds 999doadbebac7f91fas11bfffecaee9saddsoo9sarasfhyf2229{4790E0: L kernel32. d11"
push  offset ProcName ; lpProcName FF15 3010: Ea1T aword per s [<&Loact 1or aryi
68 C0334200 push 6b48d5393d04dbébac7f91fa31ibfffecaeed38dd50095a7a5fb7 2229
push  eax 3 hrodule £ EEL 2
mov dword_479DC8, eax A3 C8904700 mov dword ptr ds:[4790C8],eax
66:C705 CD334200 740(mov word ptr ds:[4233€D),74
rov  word_4233(D, 7¢h > 705 C0334200 5669721 mov dword ptr ds:[4233€D],74726956
mov Proclame, 74726956 €705 C4334200 75616CEmov dword ptr ds: [4233C4],506C6175
mov dword 4233C4, 586C6175h C705 CB334200 726F74{ mov gywwd p:rdds:[ 4;33:; V65746F72
€605 CC334200 63 mov_byte ptr ds:[4233¢C),63 63:'c’
— o dword_4233C8, 65746F72h FFi5 58104000 dword ptr ds:[<&GetProcAddresss]
mov byte_4233CC, 63h A3 CB8684700 5: [4768C8] , eax
call  ds:GetProcAddress C70424 20000000 120 Eesp%' kernelsz. iy,
0424 20 120 esp ernelz.
= dword_4768C8, eax ecx, dward el [esp):L kerne132.d11"
mov [esp+8+var_g], 2eh mov edx,dword 47900C)
add [espt8+var_8], 26h Tea cax,dward esp+ 4l
mov ecx, [espt3var 8]
mov edx, dwBytes
lea eax, [esp+8+var_4]
push  eax
mov eax, dword_4763E0
push  ecx
push  edx
push  eax
call  dword_4768C8
add esp,
retn
sub 493916 endp
€705 F2904700 64006C{ mov dword ptr ds:[478DF2],6C0064
66:43 EESD4700 mov word ptr ds: [4790EE]} ax
€705 E0904700 6BO0GS( mov pEr ds:[4790E0], 650068
€705 EB904700 65006C(mov dword ptr ds:[479DE8),6C0065
€705 E4904700 72006E(mov dword ptr ds:[479DE4),6E0072
830D 74FC mov_dword ptr ds:[47FC74],ecx
FF15 84104000 iword ptr ds:[<&Globalallocs]
A3 EOGE4700 mov_dword ptr ds:[4768EQ),eax
EB BSFDFFFF 6b48d5333¢ 91fa311bfffécaeed38dd50095a7 a5 fb7F2229!
-
0D €9334200 or eax,6b4sds 999do4dbebac7Fo1Faz11bfffecaeesssddsonasazasfb7f22]4233co .
66:C705 C1334200 736{mov word ptr ds:[4233€1],6973 simgs2.d11"
A2 0334200 ov byte ptr ds:[4233€0] a1 msings2. 11"
€705 €3334200 €D6733{mov dword ptr ds:[4233€3],3233676D mg32.d1i"
661C705 CA334200 6C0{mov word ptr dsi[4233CA],6C 6ci '’
R A T SR word ptr ds: [4233c7] 6426 LN

In some of the techniques used to hinder the analysis, such as code obfuscation, we find different hidden calls, as

well as abuses of RET to reach calls that we will not see statically.
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Hidden calls

E8 01000000
c3

55

BEEC

8D45 C4
83EC 3C

50

E8 0D0000D0

€all ssDaDF

ret

push ebp

mov ebp,esp

lea eax,dword ptr ss:|[febp-3CJ)
sub esp,3C

push eax

call 55D8Fe

)

|

S0
7A EB
0100
0000
c3
55

4D

7A EB
0100
0000

C3

144

8BEC
8D45 C4
83EC 3C
50

ES 0D0O0QO0O0O0

amAs - a

ueL eup

jp 50D8C2

add dword ptr ds:[eax],eax
add byte ptr ds:[eax],al
ret

nush ehbo

dec ebp

jp soD8cC2

add dword ptr ds:[eax],eax
add byte ptr ds:[eax],al

ret

push ebp

mov ebp,esp

lea eax,dword ptr ss:|[lebp-3C])
sub esp,3C
push eax
|1:n11 S50DSFB

S e e el e el

As mentioned above, it fetches libraries during runtime and is dedicated to resolving APIs that it could use later on
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Resolving APIs

R [ S
—>e| 0050D9A9 8B32 mov esi,dword ptr ds:[edx] esi:"AcquiresRwLockShared”, edx:"c/\f"
| 0050D9AE 58 pop eax
o | oosopD9AC 50 push eax
e | 0050094D 03F0 add esi,eax esi:"AcquireSRwLockShared”
o | 0050D3AF 6A 01 push 1
4 00 1 FF75 0C push dword ptr ss:[ebp+C]
e[ 00s0D9B4 56 ush esi esi:"AcquiresRwLockshared”
@ | 0050D9B5 E8 23000000 50D30D
#| 00S0D9BA B5CO test eax,eax
r----[ 00SOD9BC| ~+ 74 08 je 50D9C6
i e | 00S0D9BE 83C2 04 add edx,4 edx: "c/\F"
- e 0osopec1 83C3 02 add ebx,2
e 005009C4| ~ EB E3 jmp 500943
--->e| 0D50D9CE 58 pop eax
—>e | 0050D9A9 8B32 mov esi,dword ptr ds:[edx] esi:"ActivateActCtx", edx:"x/\f"
e D0S0D9AB 58 pop eax
» || 0050D9AC 50 push eax
#| 0050D9AD 03F0 add esi,eax esi:"ActivateActCtx”
o[ D0S50D9AF 6A 01 push 1
|| 0050D9B1 FF75 0OC push dword ptr ss:|[lebp+C)
Ll 0050D3B4 56 h esi esi:"ActivateActCtx™
o[ 0050D9ES ES 23000000 50D30D
e 00S0D9BA 85C0 Test eax,eax
# | 00S0D9BC v 74 08 je 5009C6
|| 00S0D3EE B3C2 04 add edx,4 edx: "x/N\F"
e 00S0D9CL 83C3 02 add ebx,2
e oosopecs| ~ EB E3 jmp so09A9

75002F48|6C 6C 00 41|63 71 75 69|72 65 53 52|57 4C 6F 63|11.AcquireSRwLocC
75002F58| 6B 45 78 63|6C 75 73 69|76 65 00 41|63 71 75 69| kExclusive.Acqui
75002F68| 72 65 53 52|57 4C 6F 63|6B 53 68 61|72 65 64 00|resRwLocksShared.
75002F78 |48l 63 74 69|76 61 74 65|41 63 74 43|74 78 00 41|HActivateActCtx.A
75002F88 |64 64 41 74|6F @D 41 00|41 64 64 41|74 6F 6D 57 |ddAtomA.AddAtomw
75002F98| 00 41 64 64|43 6F 6E 73 |6F 6C 65 41|6C 69 61 73|.AddConsolealias
75002FA8| 41 00 41 64|64 43 6F 6E|73 6F 6C 65|41 6C 69 61|A.AddConsoleAlia
75002FB8 |73 57 00 41|64 64 49 6E|74 65 67 72|69 74 79 4C|sw.AddIntegritylL
75002FCB| 61 62 65 6C |54 6F 42 6F |75 6E 64 61|72 79 44 65| abelToBoundaryDe
75002FD8| 73 63 72 69|70 74 6F 72|00 41 64 64|4C 6F 63 61|scriptor.AddLoca
75002FE8| 6C 41 6C 74|65 72 6E 61|74 65 43 6F|6D 70 75 74| 1AlternateComput
75002FF8| 65 72 4E 61|6D &5 41 00|41 64 64 4C|6F 63 61 6C|erNameA.AddLocal
75003008 |41 6C 74 65|72 6E 61 74|65 43 6F 6D |70 75 74 65|Alternatecompute
75003018| 72 4E 61 6D|65 57 00 41|64 64 52 65|66 41 63 74|rNamew.AddRefAct
75003028| 42 74 78 00|41 64 64 53(49 44 54 6F |42 6F 75 6E|Ctx.AddSIDToBoun
75003038 (64 61 72 79|44 65 73 63|72 €3 70 74|6F 72 00 41|daryDescriptor.A
75003048 | 64 64 53 65|63 75 72 65|4D 65 6D 6F |72 79 43 61|ddSecureMemoryCa
75003058 |63 68 65 43|61 6C 6C 62|61 63 6B 00|41 64 64 56| cheCallback.Addv
75003068 | 65 63 74 6F |72 65 64 43(6F 6E 74 69|6E 75 65 48| ectoredContinueH
75003078|61 6E 64 6C |65 72 00D 41(64 64 56 65|63 74 6F 72| andler.Addvector
75003088 |65 64 45 78|63 65 70 74|69 6F 6E 48|61 6E 64 6C|edExceptionHandl
75003098 |65 72 00 41|64 6A 75 73|74 43 61 6C |65 GE 64 61|er.AdjustCalenda
S0030AB |72 44 61 74|65 00 41 6C|6C 6F 63 43|6F 6E 73 6F|rDate.AllocConso

At all times, it has control over what is running on the machine, as it subsequently performs various Anti-Vm and

Anti-dbg techniques, so having all running processes mapped is always a good technique.
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Control of running

processes
EN 7 4F7735F | 6A 40 push 40 CreateToolhelp32snapshot
el 1 68 DB74F774 push kernel32,74F774D8
. 6 E8 BSAZFDFF €all kernel3z.74F515F0
. B 834D DO FF or dword ptr ss:jlebp-300,FFFFFFFF
. F 834D CC FF or dword ptr ss:|ebp-34)),FFFFFFFF
. 3 33F6 xXor esi,esi
. 5 8375 E4 mov dword ptr s ,esi
. 8 8975 D8 mov dword ptr s yesi
. E 8975 EO mov dword ptr s ,e51
. E 8975 DC mov dword ptr s ,e51
. 1 8975 CO mov dword ptr s yesi
. 4 B975 C8 mov dword ptr s yes5i
. 7 3975 0OC cmp dword ptr s , 851

S5/ pusn eal
FF56 2C call dword ptr ds:[efj+2C]
85C0 test eax,eax GE
~ 74 07 ie SOEODS
56 push esi 74FD5CDS <kernel32.Module32First>
EB GAFCFFFF call S0DD3E mov edi,edi
59 pop ecx push ebp
57 push edi mov ebp,esp
. FF56 30 €& dword ptr ds:[esi+|sub esp,42C
. S5F pop edi mov eax,dword ptr ds:[750203AC)
i S5E pop esi xor eax,ebp
. 5B pop ebx mov dword ptr ss:lfebp-4J,eax
. c9 ‘Ieave mov eax,dword ptr ss:[lebp+sl
. c3 push esi
. D873 00 ﬂ:lw st(0),dword ptr ds|mov esi,dword ptr ss:[febp+C])
. 0001 add byte ptr ds:[ecx], push edi
0000 add byte ptr ds:[eax],ajxor edi,edi
8001 AD add byte ptr ds:[ecx],Alcmp esi,edi
e | 00 8900 mov dword ptr ds: [eax] je kernel32.74FD5SDA3
® (| 00S0EQEA 0000 add byte ptr ds:[eax],acmp dword ptr ds:[esi],z24
¢ 0050E0QEC 0000 add byte ptr ds:[eax],ajb kernel32.74FD5DA3
@ | OOS0EOQEE 0000 add byte ptr cls:[eax], push ebx
e || DDSOEDFO 0000 add byte ptr ds:[eax],allea ecx,dword ptr ss:|febp-42C])
@ | OOS0EOF2 0000 add byte ptr ds:[eax],apush ecx
. :-JJD_-JF- 0000 byte ptr ds

After this, it starts loading APIs that will serve it moments later, in which we will see a routine that will be loading

from memory and using LoadLibrary + GetProcAddress
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API loading
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B985 30FFFFFE
8DES EOFEFFFF
888D 30FFFFFF

vuzUBZE

sessnsee

see

00220888

see

00220892
00220898
00220899
00220857

FEUS 2aREREEE
B985 40FFFFFF
C685 G4FDFFFF
C685 6SFDFFFF
C685 GEFDFFF
€685 67FDFFFF
C685 GBFDFFFF
C685 ESFDFFFF
€685 GAFDFFFF
C685 GBFDFFFF

a3
72

51
74

26
=

awora prr Ss:genp-uy
ss:flebp-C
eop

CEE85 GCFDFFFF 6C
C885 EDFDFFFE 65

C685 GEFDFFFF 41 mov byte prr
CE85 GFFDFFFF 00 byte ptr
FOFF lea ecx,dword ptr s

BB95 3CFFFFFF
2

s sh edx
FF95 24FFEEFE dword prr ss:[ebp-0C
5985 24FFEFFE mow dword ptr ss:[jebp-5C]
645 B0 57 byte prr ss:flebp-
€645 B1 72 mov byte ptr s:
645 B2 63 mov byte ptr s:
€645 5516CEDA|F5 74 35 7F2[85 6l 7
0018CEEA|65 61 74 65|57 69
1BCEFA| 65 €1 74 €5(50 72
01BCF0A| 69 72 65 50|72 6F
018CF1A|00 00 52 65(73 75
O1BCF2A| 00 00 44 €5 (68 57
018CF3a| 00 00 4E 73(57 72
018CF4A| 4D 65 & 6F|72 79
O1BCFSA| 65 72 43 €C|61 73
018CF6A| 73 53 72 61(72 74
18CF7A|74 52 68 72|65 61
O1BCFBA|72 00 47 €5(74 43
01BCF9A| 31 00 6E 73|62 6C
018CFAA|73 72 4D 65(73 73
O1BCFBA|72 74 75 €1(6C 41
BCFCA| 67 73 65 45 61 68
01BCFDA| 6C 41 6C 6C|6F 63
O1BCFEA &C 45 72 &5 |85 00
01BCFFA|73 65 63 74(45 78
180004 | 6F 63 65 73|73 00
01BD01A|45 78 74 72|61 49
018002472 53 69 6E|67 6C
034, 61

F4F54%0
jmov " edi

7 _ferneTa. Loadbraryas
,ed1

mov ebp, esp
[cap awofd prr ss:fiebprall,0
push ebx

e Kernel3z.74Fs49FC
132, 74F5.4
ptr ss:[ebprl]
<IMP. &stricap>
pop ecx

o

a,ush dword

pop _ecx

-1gjtest eax, eax

-1t|je kernei3z.74rasee
[

ush o
ush dword ptr ss: febp: s
<IMP. &L0AALT B AFYEXA>

orcreaterilea.cr
eatewindowExa.cr
eateProcessA..Wr
iteProcessmemory

TStartupInfoa.se
readContext.

5. GetCommandLine

Alntdll.d11.5.Po

5| stmessagea. .k.vi
1TocEx. .C1

rtualal
oseh:

Ialloc....virtua|
IFree.VirtualPro
TeCTEX. . . . EXTTPr
ocess. GetMessage
ExtraInfo.waitFo
rsingleabject. Nt

FFSS 2OFFFFFE
SorFFFEE
EorerrEE

an
H
H
LEE]
EH
EEE]
FEE]

nnn
H
R
dadddadag
HHEINN

ETCERNPEL LR

°
Bk
ER
3

ereres
SeFEFFEE

ecx:"CreateFilea”

Addressr

T
8

i '0
eax: “apfig”
jebo- 14, eax
B e
dword per ss:fjedp-14J,63740F
20613
er: 0"
G [
220420
200 esp,4
mov ecx,dword ptr ssilfebo-sll
add ecx,i
wov dword ptr ss:fevp-ell,ecx
™0 22050C

esp,ebp
etp

APIs

CreateFileA
CreateWindowExA
CreateProcessA
WriteProcessMemory
ResumeThread
DefWindowProcA
NtWriteVirtualMemory
RegisterClassExA
GetStartupInfoA
SetThreadContext
GetCommandLineA
PostMessageA
VirtualAllocEx
CloseHandle
VirtualAlloc
VirtualFree
VirtualProtectEx
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ExitProcess
GetMessageExtralnfo
WaitForSingleObject
NtUnmapViewOfSection
MessageBoxA
ReadProcessMemory
GetThreadContext
WriteFile
GetModuleFileNameA
GetFileAttributesA
WinExec

GetMessageA

Once it has the libraries, APIs and processes controlled, it creates a process in suspended state, for this it uses
CreateProcessInternal A that will call CreateProcessInternal W entering 0x04 in dwCreationflags to create the

process in suspended state.

CREATE_SUSPENDED The primary thread of the new process is created in a suspended state, and does not run

000000004 until the ResumeThread function is called.

e m BEFF mov edi,edi CreateProcessa
] 4F5107 4 55 push ebp
L F5 BBEC mov ebp,esp
. FS &4 00 push 0
L] F& FF75 2C push dword ptr ss:|[ebp+2C]
[] FS FF75 28 push dword ptr ss:|febp+2sj)
] FS FF75 24 push dword ptr ss:|febp+z4]
] F FF75 20 push dword ptr ss:|febp+z0]
L F FF75 1C push dword ptr ss:|febp+icC]
. F FF75 18 push dword ptr ss:ebp+1sj
L] F FF75 14 push dword ptr ss:|febp+14]
[] F FF75 10 push dword ptr ss:febp+10{
] F FF75 0OC push dword ptr ss:|[febp+C]
] F FF75 08 push dword ptr ss:|[ebp+a]
] 8A 00 push 0
L ES 19940100 call <kernel32.CreateProcessInternalA=
. 5D pop ebp
] C2 2800 BEE 25

2 8 6b48d5999d04dbBbacFIa311.| 002 132K 4024K 2868
P 308 K 122 K[

Once the process is created in a suspended state, it proceeds to introduce the binary inside the previously spawned
process, which, through ProcessHollowing, will unmap data from itself, to write the binary inside, this is usually
done through ZwUnmapViewOfSection + VirtualAlloc + ZwWriteVirtualMemory, once introduced into the
memory of the process in suspension, it will stop being suspended and will execute it, so the memory file will be

detonated.
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Process Hollowing

[ 6 64845390 04dbbACTISa311.|  0.02 1332K 4024K 2868
& Susp 808 K 128K 2
e
e
\ s

00400000 401 A 90 00|03 00 00 00|04 00 00 00|FF FF 00 00

00400010 EE 00 00 00|00 00 00 00(40 00 00 00[00 00 00 OO,

00400020 | 00 00 00 00|00 00 00 00|00 00 00 00[00 00 00 GO|:

00400030 | 00 00 00 00/00 00 00 00{00 00 00 00[DE 00 00 0o|.
ac

00400020 | DD 55 0C 62|00 00 00 00(00 00 00 00(E6 00 03 01|
004000F0| 08 01 0A 00|00 00 01 00(00 02 08 00(00 00 00 00 .

20 10 03 0000 00 40 Q0
0040011000 10 00 00|00 02 00 00|05 D0 01 00(00 00 0O OO |-
0040012005 00 01 00|00 00 00 00|00 00 03 00(00 04 00 0O .
00400130 |1F 17 03 00|02 00 00 80{00 00 10 00f00 10 00 oo|.
00400140 | 00 00 10 00|60 10 00 00|00 00 00 00(10 00 0O 0O
00400150 00 00 00 00|00 00 00 00|52 03 01 00(50 00 00 oO|.
0040016000 20 08 00|40 D& 00 00|00 00 00 00(00 00 0O OO -
400170100 00 00 00100 00 060 00/00 00 00 00|00 00 00 00! .

S ——

s — it
T 8985 FCFFFFFF lebp- 584, eax
51 83C0 01 " sl
8855 F5 x, dword ptr | 8345 F4 P
BB42 34 dword ptr Il 240
HE ST e — S _E.
==

& xoso0g exe. b s/um R
*, 6b48d5995d04dbbbdc... | < 0.01 1324K
& exe EFZ] 708K

[ The binary extracted from memory, which will inject explorer.exe, is very interesting, we will follow soon :) Q

]
_10C

_SHA256

Ebdebba349aba676€9739df18c503ab8c16c7fa1b853fd1830al05c0edf68ae
D618d086cdfc61b69e6d93al3ceadbeI8ac2ad7d846T04499012ce8305fe8d1h
Ee8f0ff6b0ee6072a30d45c135228108d4c032807810006ec77f2bf72856e04a
6b48d5999d04db6b4c7f91fa311bfffocaee938dd50095a7a5fb7f222987efa3
B961d6795d7ceb3ea3cd00ed37460958776a39747c8f03783d458h38daec8025
02083f46860f1ad11e62b2b5f601a864067ee3c456e6699ee2912c5d1d89ch9
059d615ceb6dee655959d7feae7b7013b7c806F3986deb1826d01a@7aec5a39cf
5318751b75d8c6152d90bbbf2864558626783497443d4be1a00@3b64bc2achc?
792e89733257378139cf3bdce3a30802818calal2bb2343e0b9d0f51f8af1f10
F92523fa104575e0605f90ce4a75a95204bc8af656c27a04aa26782ch64d938d

_IP

216.128.137.31
8.209.71.53

_Domains
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https://github.com /vcORExor /Quick-Analysis/blob/main/SmokelLoader /SmokeLoader.md

host-file-host6[.]com
host-host-file8[.]com
fiskahlilian16[.]top
paishanchol17[.]top
ydiannetter18[.]top
azarehanelle19[. Jtop
quericeriant20[.]top
xpowebs[ . ]ga
venis[.]Iml
tootoo[ . ]ga
eyecosl[.]ga
bullions[. ]tk
mizangs[.]tw
mbologwuholing[.]Jco[. Jug
quadoil[.]ru

% vcO=Rexor &

Source: https://github.com/vcORExor/Quick-Analysis/blob/main/Smokel.oader/SmokeLoader.md
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