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Medusal.ocker Ransomware
Medusal.ocker NextGen

MedusaLocker 'cut-to-use', 'cut-to-confuse'

(g poBanbIIMK-BBIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

OTOT KPHUITTO-BbIMOTaTe b IH(PYeT JaHHBIe Tosib30Baresiell ¢ momoupio AES-256 + RSA-2048, a 3arem TpeGyeT
Hafvcath Ha email BbiMorareseli, YTOOBI 3ar/IaTUTD BBIKYTI, TIOJIYYUTh IIPOrPaMMY AelI(pPOBKU ¥ BEPHYTh
(haiimel. OpurnHanbHOE Ha3BaHUe: B 3amvcKe He yKa3aHo. Ha daiinie mpoekTa Harmicano: MedusaLocker.pdb. B
peectpe co3ziaetcst pasjen "Medusa".

OO0HapyxeHHs:

DrWeb -> Trojan.DownLoader30.26418, Trojan.DownLoader30.27698, Trojan.Encoder.30026

BitDefender -> Trojan.GenericKD.32594787, Trojan.GenericKD.41882000

Malwarebytes -> Ransom.Medusa

ESET-NOD32 -> A Variant Of Win32/Filecoder.MedusaLocker.C

GData -> Win32.Trojan-Ransom.Filecoder.BO

Microsoft -> Trojan:Win32/Bluteal!rfn

Symantec -> Trojan.Gen.2, Trojan.Gen.MBT

TrendMicro -> Ransom.Win32.MEDUSALOCKER.A

Kaspersky -> Trojan.Win32.DelShad.azp, Trojan-Ransom.Win32.Medusa.g

© T'eneanorus: MedusaLocker >> MedusaLocker v.2, v.3, v.4...
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V306pa>keHrie — TOBLKO JIOTOTHIT CTaThU

K 3ammbpoBanHbIM (atinam nobap/seTcs pacivpenye .encrypted

[To ApyrvM [JaHHBIM U3BEeCTHBI BADHUAHTHI CO CEAYIOMIMMU PACIIAPEHUSIMU:
.bomber

.boroff

.breakingbad

Jocker16

.newlock

.nlocker

.skynet

OBHHMaHI/le! Hoseie pacivpeHus, email 1 TeKCTBI O BBIKYTI€ MOXXHO HaWlTH B KOHLIe CTaThbH, B OOHOB/IEHUSX.

Tam MoryT OBITb Pa3MuMs C TTEPBOHAYATLHBIM BAPHAHTOM.

ITepBble 06pa3iibl OB 0OHAPYKEHBI B KOHIIEe CeHTS0Ps], HO aKTUBHOCTb 3TOTO KPUIITO-BBIMOTaTe/Isl PHUILLIAch Ha
Havaso okTsiops 2019 r. Iltamm BpemeHU co3zanus aiina: 5 okTs6psi 2019. OpreHTHPOBAH Ha aHIVIOS3BIYHBIX

T10JIb30BaTesiel, UTo He MellaeT PaclpoOCTPaHsThL ero 1o BCeMy MUPY.

3armcka ¢ TpeboBaHMEM BBIKYTIA Ha3bIBAeTCS:
HOW_TO_RECOVER_DATA.html
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TTepBblii BAPUAHT 3aMUCKH
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Bropoii BapuaHT 3armucku (pyrue email-azsipeca)

CopeprxaHue 3allUCKH 0 BBIKyIIe:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

Folieloi@protonmail.com

If you will get no answer within 24 hours contact us by our alternate emails:
Ctorsenoria@tutanota.com

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.
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Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:

[id]

Attention!

- Attempts of change files by yourself will result in a loose of data.

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.

- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.

- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause

just we have the private key.

ITepeBop 3anycKy Ha PYCCKMIt SI3BIK:

Bce Bamm faHHble 3amn¢poBaHs!!

Uro ciyunnocs?

Bammmu daiinb! 3ammdpoBaHbl U TeTiepb HeI0CTYITHEL.

BbI Mo)XeTe rpoBepUTh 3TO: BCe (aiiyibl Ha BallleM KOMIIbIOTEPe UMeIOT HOBOe pacIliipeHHe.

Kcrary, Bce MOXKHO BepPHYTh (BOCCTAHOBUTD), HO HY)KHO KYTIUTh YHUKa/IbHBIN paciii(poBIIIKK.

WHaue BbI HUKOT/]a HE CMOXKeTe BEPHYTh CBOM JIaHHbIE.

[y mokynKu femmdparopa CBSKATECH C HAMM 110 email:

sambolero@tutanoa.com

Ecu BBl He ro/TyurTe OTBeT 3a 24 yaca, CBSUKUTECh C HaMU I10 email:

rightcheck@cock.li

Kakue rapantun?

3T1o npocTo 6m3Hec. Eciy Me1 He OyzieM BBHITTOHATH CBOIO pPaboTy M 00s13aTelbCcTBa - HUKTO He OyzieT ¢ HaMu
COTPYAHUYATb.

1715t mpoBepKY BO3MOXXKHOCTH BOCCTAHOBJIEHHS! BalliuXx (aiinioB Mbl MOykeM OecriiaTHO paciinudpoats 1 daii.
[Mpukpemnute 1 daiin K mucbMy (He 6osee 10 M6). YkakuTe CBO¥ JUUHBIH ID B mUcbMe:

[id]

Banmanne!

- [ToTIBITKM CaMOCTOSITE/TEHO U3MEHUTE (aiiybl MPUBEYT K TIOTepe AaHHbIX.

- Hair email MokeT ObITh 3a06/10KMPOBaH C TeueHWeM BpeMeHH. Hamuiure ceifuac, norepsi CBsI3u C HAMU
NpUBe/IeT K TIOTepe JaHHbIX.

- Vicnonb3oBanue 0001 CTOPOHHEH MPOrpaMMBI /1T BOCCTAaHOB/IEHHS BalllUX AAHHBIX WM aHTUBUPYCHBIX
pelLieHu MPUBeJET K MoTepe JaHHbIX.

- PaciimdpoBumky Apyrux rosb3oBaresiell YHUKaIbHBI U He OyIyT COOTBETCTBOBATH BalliuM (haiiniam, 1 ux
HCTI0/Tb30BaHKe TIPUBeJIET K T10Tepe JaHHbIX.

- Eciv BBI He OyzieTe COTpY/IHMYATH C HAILLIMM CEPBUCOM - /IS HAC 3TO He UMeeT 3HaueHusl. Ho BBI roTepsieTe CBOe

BpeMs U [dHHbIE, TIOTOMY UTO TOJIBKO Y HAC €CThb BHKPBITbIﬁ KJ/THO4.

Texauueckue geTaauv
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MoxkeT pacnipoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momolisto email-criama
Y BPe/IOHOCHBIX BJIOYKEHWM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCTIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHKEKTOB,
(hanbIIMBLIX 0OHOBIEHUH, ITePENTaKOBaHHBIX U 3aPaXKEHHBIX MHCTAIISTOPOB. CM. Takxke "OCHOBHBIE CITOCOOBI

pacmpoCTpaHeHusl KPUITOBbIMOTaTe el Ha BBO/IHOM CcTpaHuile Giiora.

Hy>kHO Bcer/ja MCIIOb30BaTh AKTYa/lbHYI aHTUBUDRYCHYO 3amuTy!!!
Ecu Bl ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuTol Knacca Internet Security nimm Total Security, To

x0Ts1 OBI fleiaiiTe pe3epBHOE KOMMMPOBAaHUE BaXKHBIX (haityio 1o Metoxy 3-2-1.

» Vicrionb3yeT TEXHOJIOTHIO 00X0/1a KOHCOMM yueTHBIX 3anuceid (Bypass UAC) ¢ nmomornpto nHTepgeiica

CMSTPLUA COM. Cxema u3 tBuTa Vitali Kremez.

2019=11=-153: MedusaLocker

» YnassieT TeHeBble KONUU (aiiioB, OTK/IFOUaeT PYHKIUK BOCCTAaHOB/IEHUs U UcTpaBieHuss Windows Ha 3Tarie
3arpy3Ky KOMaH/[aMH:

vssadmin.exe Delete Shadows /All /Quiet

wmic.exe SHADOWCOPY /nointeractive

bededit.exe /set {default} recoveryenabled No

bededit.exe /set {default} bootstatuspolicy ignoreallfailures

wbadmin DELETE SYSTEMSTATEBACKUP

wbadmin DELETE SYSTEMSTATEBACKUP -deleteOldest

» CTpeMUTCs 3aBePIINTE CIeIYIOIINE MPOLeCChl, UTOOBI YOeIUThCs, UTO BCe (hali/Ibl JAHHBIX 3aKPBITHl K HUIUTO
He MellaeT KUQpoBaHuio (aiinos:

wrapper, DefWatch, ccEvtMgr, ccSetMgr, SavRoam, sqlservr, sqlagent, sqladhlp, Culserver, RTVscan,
sqlbrowser, SQLADHLP, QBIDPService, Intuit.QuickBooks.FCS, QBCFMonitorService, sqlwriter, msmdsrv,
tomcat6, zhudongfangyu, SQLADHLP, vmware-usbarbitator64, vmware-converter, dbsrv12,

dbeng8, wxServer.exe, wxServerView, sqlservr.exe, sqlmangr.exe, RAgui.exe, supervise.exe, Culture.exe,
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RTVscan.exe, Defwatch.exe, sqlbrowser.exe, winword.exe, QBW32.exe, QBDBMgr.exe, gbupdate.exe,
QBCFMonitorService.exe, axlbridge.exe, QBIDPService.exe, httpd.exe, fdlauncher.exe, MsDtSrvr.exe,
tomcat6.exe, java.exe, 360se.exe, 360doctor.exe, wdswfsafe.exe, fdlauncher.exe, fdhost.exe, GDscan.exe,
ZhuDongFangYu.exe

BnobaBok K 3Tomy mcrosnb3yet yHkironan Windows Restart Manager (MeHe[pkep repe3arpy3Kku), UTo0Obl

TIOTYYMTh JJOCTYTI K HauOObIeMy KOMHUeCTBY (aiiyioB ¥ 3aIliugpoBaTh UX.

» MedusaL.ocker co3maéT HOBBIH K/TH0U B PeecTpe il XpaHeHUsI CBOero uMeHH (aiina, HO He MyTH K HeMy. DTO
3Hauenue coxpansietcss B: HKEY_CURRENT_USER\SOFTWARE\MDSLK\Self. Hen3BecTHO HACKOJTBKO 3TO
Ba>KHO /17151 paboThI BpeIOHOCHOM mporpammbl, HO MDSLK — 310 moxoske Ha cokpaiijeHre oT MeDuSa LocKer.
[MTomo6HbBIe KITIOUH UCTIONB30BATMCH U APYTMMH HIU(POBAIBIIUKAMHU [J1s1 OTIpe/ie/IeHHst TOTOo, ObLia /I MallliHa

MHOULIMPOBaHA paHee [Ipyroii Bepcrell mnpoBablUKa.

Ioapo6HocTH 0 M POBaHUM:
I[Mpu ummdpoBaHuy daiioB OyeT Ucrob3oBaHo mudposanue AES s mmbpoBaHus KaKA0To datina, a 3aTeM

ko AES GyzeT 3ammdpoBaH OTKpBITHIM KimtouoM RSA-2048, BKIFOUeHHBIM B UCTIONHSAeMBIH (aiin Ransomware.

Cnmcok (aitioBbIX pacIIMpeHHi, MoABeprawmuxcsa mugpoBaHUIO:
MHorue Tory/sipHble (hOpMarhbl.
310 MoryT 6bITH OKyMeHTBI MS Office, OpenOffice, PDF, TekcToBbIe (aiisibl, 6a3bl JaHHBIX, oTOrpaduy,

MY3bIKa, BH/I€0, (haiibl 00pa3oB, apXyBBI U TIP.

IIpu mmdppoBaHuy NPONyCKaKTCsA (AiIbI ¢ paCIIMPeHUsIMU:

.exe, .dll, .sys, .ini, .Ink, .rdp, .encrypted, .bomber, .boroff, .breakingbad, .locker16, .newlock, .nlocker, .skynet

Ipu mmmdppoBaHNM NPONMYCKAKTCA CJIeyIOLIHe ManKy ¢ (aiiiamu:
USERPROFILE
PROGRAMFILES(x86)
ProgramData

\AppData

WINDIR

\Application Data
\Program Files
\Users\All Users
\Windows

\intel

\nvidia

[Mocne mmudpoBanus MedusaLocker "criut" 60 cekyH/I, 3aTeM CHOBa HauMHaeT cKaHHWpoBaHUe AuckoB [1K Ha

Ha/Muue He3alM(ppOBaHHbBIX U HOBBIX (aiiioB.

Page 6 of 31



http://id-ransomware.blogspot.com /2019 /10/medusalocker-ransomware.html

Bripe3ku 13 Kojja C orvMcaHHbIMU MTapaMeTpaMu

®aiinbl, CBA3aHHBIE ¢ ITUM Ransomware:
HOW_TO_RECOVER_DATA. html

Readme.html

svchostt.exe

svchostt

L.bat

<random>.exe - c/iyyaiiHoe Ha3BaHHe BPeJOHOCHOTO (haiina
MedusalL.ocker.pdb

Pacnionoxxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
%UserProfile%\AppData\Roaming\svchostt.exe
C:\Windows\System32\Tasks\svchostt

OpI/II‘I/IHaJI]:HOE Hd3BdHHE IIPOEKTA:

C:\Users\GhOSt\Desktop\MedusalL.ockerInfo\Medusal.ockerProject\MedusaL.ocker\Release\Medusal.ocker.pdb

3anucu peectpa, cBA3aHHbIe ¢ ’TUM Ransomware:

HKCU\SOFTWARE\Medusa

HKCU\SOFTWARE\Medusa\Name s
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\ "EnableLinkedConnections" = 1
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\EnableLUA 0
HKEY_CURRENT_USER\SOFTWARE\MDSLK\Self
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CM. HuKe pe3y/bTaThl aHA/IH30B.

CeTeBble MOK/TIOUEHHsT U CBA3M:

Email-1: Folieloi@protonmail.com, Ctorsenoria@tutanota.com
Email-2: sambolero@tutanoa.com, rightcheck@cock.li

BTC: -

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKThI.

CM. HUXKe pe3y/bTaThl aHau30B.

Pe3y/ibTaThl aHA/IN30B:
® Hybrid analysis >>

Z VirusTotal analysis >> VT>>

# Intezer analysis >>
2 ANY.RUN analysis >> AR>>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: CPeHsIs.

IMoapobHbIe cBefeHst COOMParOTCst pery/spHo. [Ipuckiiakite 06pasiibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUM === BLOCK OF UPDATES ===

Bapwuasr ot 16 okTaopsa 2019:

IToct B TBUTTEpE >>

Pacmvpenue: .skynet

3amucka: Readme.html
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Your files ane: enorypbed|

BapwuasT ot 19 okTaops 2019:

IToct B TBUTTEpPE >>

Criucok vacty pyHKIMOHAMA.

BapuasT ot 22 okTa0ps 2019:

Tonvik Ha opyme >>

Pacmvpenue: .encrypted
3armmicka: HOW_TO_RECOVER_DATA .html
Email: crypt2020@outlook.com, cryptt2020@protonmail.com

four files ane ancrypbed]

» CopiepKaHue 3ar1cKu:

Your files are encrypted!
What happened?
Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.
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By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.

Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

crypt2020@outlook.com

If you will get no answer within 24 hours contact us by our alternate emails:

cryptt2020@protonmail.com

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
180DEF11957324D2AA7F08C25D3BA34663DCD79CAA***, [1024 3HaKa U TOUKa]

Attention!

? Attempts of change files by yourself will result in a loose of data.

? Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

? Use any third party software for restoring your data or antivirus solutions will result in a loose of data.

? Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.
? If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data,

cause just we have the private key.

Ipeano/ioxuTe/IbHOE 00HOB/IeHHe 0T 28 oKTsA0ps 2019:

Iloct B TBUTTEpE >>

Pacumpenue: .decrypme
3ammucka: HOW_TO_OPEN_FILES.html
Email: decoder83540@protonmail.com, decoder83540@cock.li

» CopiepkaHue 3aricKu:

All your data are encrypted!
What happened?
Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.
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By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.

Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

mrromber@cock.li

If you will get no answer within 24 hours contact us by our alternate emails:

mrromber@tutanota.com

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
494BE5A953057552DF16891CD4EB271C1356F888C8C98FA80785*** [Bcero 1024 3Haka]

Attention!

- Attempts of change files by yourself will result in a loose of data.

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.

- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.
- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause

just we have the private key.

Bapuasr ot 5-10 Hosiopsi 2019:

[Mocr Ha (opyme >>

Pacumpenue: .ReadThelnstructions

Email: fartcool@protonmail.ch, bestcool@keemail.me

3arucka: INSTRUCTIONS.html

By Eh s, sy g b
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» CopiepkaHue 3am1cKu:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.
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By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.

Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

fartcool@protonmail.ch

If you will get no answer within 24 hours contact us by our alternate emails:

bestcool@keemail.me

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
D86B576A7CE932E7ADC143B9480C931EBCIAF8625CEF5*** [Bcero 1024 3Haka]

Attention!

- Attempts of change files by yourself will result in a loose of data.

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.

- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.
- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause
just we have the private key.

BapwuanT ot 11-12 Hosiops 2019:

Iloct B TBUTTEpPE >>

Pacmvipenue: .ReadThelnstructions
Email: rdp_unlock@outlook.com, rdpunlock@cock.li
3anmcka: INSTRUCTIONS.html
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BapwuanT ot 14 Hos0ps 2019:

[ocT Ha dopyme >>

Pacumpenue: .ReadThelnstructions
Email: sypress@tutanota.com, sypresss@protonmail.com
3armcka: INSTRUCTIONS.html
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» CopepykaHHe 3aUCKU:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

sypress@tutanota.com

If you will get no answer within 24 hours contact us by our alternate emails:

sypresss@protonmail.com

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
A7EA72ACBFB3EE64E58408796B07B7DF746BD57984B *** [Bcero 1024 3Haka]

Attention!

- Attempts of change files by yourself will result in a loose of data.

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.
- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.
- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.
- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause

just we have the private key.

BapwuasT ot 15 Hos0ps 2019:

[oct B TBUTTEPE >>

UAC bypass using CMSTPLUA COM

HWcnone3yet 06xoq UAC c momorripto untepdetica CMSTPLUA COM
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1=15: MedusaLocker

Bapuanr ot 20 Hosiopst 2019:

Tonuk Ha dopyme >>

Pacumpenue: .ReadThelnstructions
Email: crypt2020@outlook.com, cryptt2020@protonmail.com
3ammmcka: INSTRUCTIONS.html

Pesynbrarel aHanu3os: VT

Fap————
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BapwuasT ot 25 gekabps 2019:

Tonwk Ha opyme >>

Pacimpenve: .READINSTRUCTIONS

3amucka: RECOVER_INSTRUCTIONS.html

Email: 777decoder777@protonmail.com, 777decoder777 @tfwno.gf
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» Copiep)KaHue 3armcKu:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

777decoder777@protonmail.com

If you will get no answer within 24 hours contact us by our alternate emails:

777decoder777 @tfwno.gf

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
041786A32071FD1D5BF472AE737A831C3FOEEABE36F5D5998DB4E8F377+** [Bcero 1024 3Haka]
Attention!

- Attempts of change files by yourself will result in a loose of data.

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.
- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.
- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause

just we have the private key.

Bapwuasr ot 25 gekabps 2019:
Pacumpenue: .ReadInstructions

3amnmcka: Recovery_Instructions.html

Email: AndrewMiller-1974@protonmail.com

BrianSalgado@protonmail.com
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YOUR FERSONAL [

» CopeprkaHue 3am1cKu:

YOUR PERSONAL ID:

457CF0616667D9882D479D1F01E094187F20A5B6D0AA88A505 [Bcero 1024 3HaKORB]

/NYOUR COMPANY NETWORK HAS BEEN PENETRATED /!\

ALL YOUR IMPORTANT FILES HAVE BEEN ENCRYPTED!

YOUR FILES ARE SAFE! JUST MODIFIED ONLY. (RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE

WILL PERMENANTLY DESTROY YOUR FILE.

DO NOT MODIFY ENCRYPTED FILES. DO NOT RENAME ENCRYPTED FILES.

NO SOFTWARE AVAILABLE ON INTERNET CAN HELP YOU. WE ONLY HAVE

SOLUTION TO YOUR PROBLEM.

WE GATHERED HIGHLY CONFIDENTTIAL/PERSORNAL DATA. THESE DATA

ARE CURRENTLY STORED ON A PRIVATE SERVER. THIS SERVER WILL BE

IMMEDIATELY DESTROYED AFTER YOUR PAYMENT. WE ONLY SEEK MONEY

AND DO NOT WANT TO DAMAGE YOUR REPUTATION. IF YOU DECIDE TO

NOT PAY, WE WILL RELEASE THIS DATA TO PUBLIC OR RE-SELLER.

YOU WILL CAN SEND US 2-3 NON-IMPORTANT FILES AND WE WILL

DECRYPT IT FOR FREE TO PROVE WE ARE ABLE TO GIVE YOUR FILES

BACK.

CONTACT US FOR PRICE (BITCOIN) AND GET DECRYPTION SOFTWARE.
AndrewMiller-1974@protonmail.com

BrianSalgado@protonmail.com

MAKE CONTACT AS SOON AS POSSIBLE. YOUR DECRYPTION KEY IS ONLY STORED
TEMPORARLY. IF YOU DON'T CONTACT US WITHIN 72 HOURS, PRICE WILL BE HIGHER.
WE GATHERED HIGHLY CONFIDENTIAL/PERSORNAL DATA. THESE DATA ARE CURRENTLY
STORED ON A PRIVATE SERVER. THIS SERVER WILL BE IMMEDIATELY DESTROYED AFTER
YOUR PAYMENT. WE ONLY SEEK MONEY AND DO NOT WANT TO DAMAGE YOUR REPUTATION.
IF YOU DECIDE TO NOT PAY, WE WILL RELEASE THIS DATA TO PUBLIC OR RE-SELLER.

=== 2020 ===
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Bapwuanr ot 15 siuBaps 2020:

IToct B TBUTTEpE >>

Buumo TOT >ke camblii BapuaHT oT 25 gekabps 2019.

Bapuanr ot 18 deBpans 2020:

IToct B TBUTTEpPE >>

Pacumpenue: .networkmaze
3ammcka: READINSTRUCTION.html
Email: berstife@gmail.com, best@desharonline.top

Pesynerartel aHanusos: VI + VMR
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Bapwuasr ot 22 despass 2020:

IToct B TBUTTEpE >>

Pacmvpenue: .ReadInstructions
3armumcka: Recovery_Instructions.html
Email: malieholtan@protonmail.com, emergency911service@outlook.com

Pesynbratel ananuzos: VT + IA + VMR

WOATE PERAHSAL I

S.pg.Readinstiu  Recovery Instiuc
Tians ticig. himl

Bapwuanrt ot 7 anpens 2020:

Pacumpenue: .deadfiles
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Bapwuanr ot 8 anpens 2020:
Pacmvpenue: .abstergo
3armmcka: HOW_TO_RECOVER_DATA html

Email: mrromber@tutanota.com, mrromber@cock.lii

T MW e

o i
YOI K FERSOMNAL T

» CopiepKaHue 3ar1cKu:

YOUR PERSONAL ID:
B1B801EF63CAAEC7233CE2C770EFAA59139F2E829BF8665DC6B44EC3 [Bcero 1024 3HakoB]
/NYOUR COMPANY NETWORK HAS BEEN PENETRATED /I\

ALL YOUR IMPORTANT FILES HAVE BEEN ENCRYPTED!

YOUR FILES ARE SAFE! JUST MODIFIED ONLY. (RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE

WILL PERMENANTLY DESTROY YOUR FILE.

DO NOT MODIFY ENCRYPTED FILES. DO NOT RENAME ENCRYPTED FILES.

NO SOFTWARE AVAILABLE ON INTERNET CAN HELP YOU. WE ONLY HAVE
SOLUTION TO YOUR PROBLEM.

WE GATHERED HIGHLY CONFIDENTIAL/PERSORNAL DATA. THESE DATA

ARE CURRENTLY STORED ON A PRIVATE SERVER. THIS SERVER WILL BE
IMMEDIATELY DESTROYED AFTER YOUR PAYMENT. WE ONLY SEEK MONEY

AND DO NOT WANT TO DAMAGE YOUR REPUTATION. IF YOU DECIDE TO

NOT PAY, WE WILL RELEASE THIS DATA TO PUBLIC OR RE-SELLER.

YOU WILL CAN SEND US 2-3 NON-IMPORTANT FILES AND WE WILL

DECRYPT IT FOR FREE TO PROVE WE ARE ABLE TO GIVE YOUR FILES

BACK.

CONTACT US FOR PRICE (BITCOIN) AND GET DECRYPTION SOFTWARE.
mrromber@tutanota.com

mrromber@cock.lii

MAKE CONTACT AS SOON AS POSSIBLE. YOUR DECRYPTION KEY IS ONLY STORED
TEMPORARLY. IF YOU DON'T CONTACT US WITHIN 72 HOURS, PRICE WILL BE HIGHER.
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Bapmuanr ot 4 masn 2020:

Tonwk Ha hopyme >>

Pacmmpenye: .himynameisransom

3amrcka: HOW_TO_RECOVER_DATA .html
Email: decoderforyou@protonmail.com

decoderforyou@cock.li
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Bapuasur ot 18 mas 2020:

Ioct Ha dopyme >>

Pacmivpenue: .Readlnstructions

3armicka: Recovery_Instructions.html
Email: suppOrtdecryptiOn@protonmail.com
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» Cojep’kaHue 3arrCKy:

YOUR PERSONAL ID:
D59994A63BC1F4AEF34D04BA61832D50DF5E42049366B8667 [Bcero 1024 3HakoB]
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/NYOUR COMPANY NETWORK HAS BEEN PENETRATED /I\

All your important files have been encrypted!

Your files are safe! Only modified. (RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE
WILL PERMANENTLY CORRUPT IT.

DO NOT MODIFY ENCRYPTED FILES.

DO NOT RENAME ENCRYPTED FILES.

No software available on internet can help you. We are the only ones able to

solve your problem.

We gathered highly confidential/personal data. These data are currently stored on

a private server. This server will be immediately destroyed after your payment.

If you decide to not pay, we will release your data to public or re-seller.

So you can expect your data to be publicly available in the near future..

We only seek money and our goal is not to damage your reputation or prevent

your business from running.

You will can send us 2-3 non-important files and we will decrypt it for free

to prove we are able to give your files back.

Contact us for price and get decryption software.

{{URL}}

* Note that this server is available via Tor browser only

Follow the instructions to open the link:

1. Type the addres "https://www.torproject.org" in your Internet browser. It opens the Tor site.
2. Press "Download Tor", then press "Download Tor Browser Bundle", install and run it.
3. Now you have Tor browser. In the Tor Browser open "{{URL}}".

4. Start a chat and follow the further instructions.

If you can not use the above link, use the email:

suppOrtdecryptiOn@protonmail.com

Make contact as soon as possible. Your private key (decryption key)

is only stored temporarily.

IF YOU DON'T CONTACT US WITHIN 72 HOURS, PRICE WILL BE HIGHER.

Bapwuanr ot 30 mas 2020:

Iloct B TBUTTEpPE >>

Pacmvipenue: .VinDizelPux

3amnmcka: Recovery_Instructions.html

Email: dec_helper@outlook.com, dec_helper@excic.com
Pesynwrarel anamusos: VI + HA + VMR + IA + AR
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https://twitter.com/raby_mr/status/1277868942015344640
https://www.virustotal.com/gui/file/58290a95e1795ec7312e4ce26bfff7e0fb7a620a3aac2627d3ae6c83f5a4bf60/detection
https://www.hybrid-analysis.com/sample/58290a95e1795ec7312e4ce26bfff7e0fb7a620a3aac2627d3ae6c83f5a4bf60/5efac3b37ad3d217d965906d
https://www.vmray.com/analyses/58290a95e179/report/overview.html
https://analyze.intezer.com/#/files/58290a95e1795ec7312e4ce26bfff7e0fb7a620a3aac2627d3ae6c83f5a4bf60
https://app.any.run/tasks/4df0221d-ea86-4e43-b5ba-45d98b253385

http://id-ransomware.blogspot.com /2019 /10/medusalocker-ransomware.html

VR PR AL IS

Bapuant ot 12 urons 2020 wiu paHbiie:

Iloct B TBUTTEpPE >>

Pacumpenue: .EG

3amnucka: Recovery_Instructions.html

Email: dec_helper@dremno.com, dec_helper@excic.com
Cymma: 1 BTC

BTC: 1BkmiGWPLum8MzusqZsq6Tn7v4oUjqPLjC
Tor-URL: hxxx://gvlay6udg53rxdi5.onion/***

TAHH PERRSL

BapwuasnT ot 29 urons 2020:

IToct B TBUTTEpE >>

Pacumpenue: .support
3anucka: Recovery_Instructions.html
Email: dec_restore@protonmail.com, decrestore@cock.li

Pesynwrartel aHanu3os: VT + AR
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WIH B FERSITRAL Iy

BapwuaHnr ot 29 urona 2020:

IToct B TBUTTEpPE >>

Pacmipenue: .deadfiles
3armicka: HOW_TO_RECOVER_DATA html

Email: rescuerr@protonmail.com, rescuer@cock.li

VUMUK FERSOMN AL IIF

Bapwuasr ot 8 centsiopsa 2020:

Iloct B TBUTTEpPE >>

Pacmmpenue: .networkmaze
3armucka: HOW_TO_RECOVER_DATA html
BapuanT ot 12 cenTa6psa 2020 v paHble:

Tonwk Ha opyme >>

Pacmmipenue: .spartanvladimir60@mail.ru

Email: spartanvladimir60@mail.ru

Cymma Bbikymna: $10000
Bapuasr ot 28 cenTsaops 2020:
Pacmvpenene: .Ir

Email: bitcoin@mobtouches.com
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bitcoin@sitesoutheat.com

Pesynwrartel aHamusos: VT + IA + AR

TR TERSTRAL I

Bapuanr ot 14 aeka6ps 2020 viu paHbiie:
Pacuipenue: .inprocess

Pacmmipenue: .ReadInstructions

3anmcka: Recovery_Instructions.txt
Bapuanr ot 27 siuBaps 2021:
Pacmvipenue: .divsouth

Email: support@welchallym.com, support@bigweatherg.com
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Bapwuanr ot 31 suBaps 2021:
Pacmvpenue: .ReadInstructions
3armcka: Recovery_Instructions.txt
Email: felleskatalogen@protonmail.com

Pesynwratel aHanu3os: VT + HA + TG
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» CopeprkaHue 3aricKu;

## YOUR NETWORK HAS BEEN COMPROMISED ##

All your important files have been encrypted!

Your files are safe! Only modified.

ANY ATTEMPT TO RESTORE A FILE WITH THIRD-PARTY SOFTWARE WILL PERMANENTLY
CORRUPT IT.

DO NOT MODIFY ENCRYPTED FILES.
DO NOT RENAME ENCRYPTED FILES.
No software available on internet can help you. We are the only ones able to solve your problem.

We gathered data from different segment of your network. These data are currently stored on a private server and

will be immediately destroyed after your payment.

If you decide to not pay, we will keep your data stored and contact press or re-seller or expose it on our partner's

website.
We only seek money and do not want to damage your reputation or prevent your business from running.
If you take wise choice to pay, all of this will be solved very soon and smoothly.

You will can send us 2-3 non-important files and we will decrypt it for free to prove we are able to give your files
back.

Contact us for price.

felleskatalogen@protonmail.com
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhRtH-oWGt8p7w-gxTM7F971GYit30Up4becGPbAhNd7JOviNlUS4uO3Oog851y0Zwfhk3Ay7pEnnwAbcfvsK5LtvQc0UxeebA0KIJqHryjK5bzUjUphtB7J-HZ2p5GM-mOKZt1TQMthVM/s1159/note-31-1-21.png
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Make contact as soon as possible.

If you don't contact us within 72 hours, price will be higher.
Bapuasnr ot 12-13 deBpans 2021:

Pacmmipenue: JockfilesCO

Pacumpenue: JockfilesKR

Email: helper@atacdi.com, helper@buildingwin.com
Recovery_Instructions.html

Pesynwrarel anamu3os: VT + VT

Bapuanr ot 6 mapTa 2021 (mpeArnosioxkutenbHOe poJCTBO):
Pacmvpenue: .1btc

[Mudpoanue: AES-256 + RSA-2048 + ChaCha

3armcka: '"HOW_TO_DECRYPT!!!.mht

Crincok daiino: README_LOCK.TXT

Email: cmd@jitjat.org, dirhelp@keemail.me

Pesynwrartel aHanu3os: VT + TG
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https://www.virustotal.com/gui/file/2c374ad55d30b475e761bacce9dd65b34b20705b787f35612b83d04fad34fab8/detection
https://www.virustotal.com/gui/file/047afef95d0db82439c20da0bcd544af6d4b670f1417d7a4d51c940588d5e74c/detection
https://www.virustotal.com/gui/file/f5fb7fa5231c18f0951c755c4cb0ec07b0889b5e320f42213cbf6bbbe499ad31/detection
https://tria.ge/210307-shwzbwnwz2
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjyA_1Y6bKUFnJIj8ZqzAFsjmJ0CLg-ESP0qBULxYx3yh1FnjBrECOvPzNLlMp9cbqBK69w2P7oXO-KnD-EiEQBx0Vzgt7UQxTMuiGL4wltd6_aPmwr6V1O6BwgG-gC2w7Vf399_o1gXd8/s1240/note1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjyA_1Y6bKUFnJIj8ZqzAFsjmJ0CLg-ESP0qBULxYx3yh1FnjBrECOvPzNLlMp9cbqBK69w2P7oXO-KnD-EiEQBx0Vzgt7UQxTMuiGL4wltd6_aPmwr6V1O6BwgG-gC2w7Vf399_o1gXd8/s1240/note1.png
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Bapwuanr ot 28 anpesnst 2021:
3armmicka: Recovery_Instructions.html
helper2@aveuva.com, helper2@biehes.com

Tor-URL: hxxx://gvlay6udg53rxdi5.onion/*
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEggEGcNxlmDlVerJ8zgk_t-7IfCtCJdc3xaOtLxdKNjmIAhe7ASuAXbA-nGI55ccIlpBPDriqufLb5E-boquIlp6N0Wz2pNZewTLcw0ia30pDDn_Rvyv8lwAU0tar5nC-fSDvQ6v6jG-Wo/s1056/files1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEggEGcNxlmDlVerJ8zgk_t-7IfCtCJdc3xaOtLxdKNjmIAhe7ASuAXbA-nGI55ccIlpBPDriqufLb5E-boquIlp6N0Wz2pNZewTLcw0ia30pDDn_Rvyv8lwAU0tar5nC-fSDvQ6v6jG-Wo/s1056/files1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqM45d10sUIgAoCORDReAHBjsHS2zw1y_t3nW1BZc1iIhLpN8N27iYdulHb0TS9zBkrvtMYqN4KZV_G16a01EzAXwtDe5YBmsYIRHcd6bFj_eNR__c4JWP0vOfMNioWnQVSmwltS28JnQ/s1262/note-28-4-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqM45d10sUIgAoCORDReAHBjsHS2zw1y_t3nW1BZc1iIhLpN8N27iYdulHb0TS9zBkrvtMYqN4KZV_G16a01EzAXwtDe5YBmsYIRHcd6bFj_eNR__c4JWP0vOfMNioWnQVSmwltS28JnQ/s1262/note-28-4-21.png
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Bapwuanr ot 30 mas 2021:

Pacimpenue: .Readinstruction

Email: ithelpconcilium@tutanota.com, nicolasmarvinlor@outlook.com
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BapuaHT ot 7 gekabps 2021:

Pacumenue: Jockfile

3armicka: HOW_TO_RECOVER_DATA html

Email: rapid@aaathats3as.com, rpd@keemail.me
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiE74YN4seKCGn-n8OaJfquMJJRlcnDYwtDXvopUxE0wBcT06lY3d8emKMKlsuNZA-zttkzuFJc-Sws0yH_wKcftKv6j1R5Lk-AoJWeT42biHdRHSv6xoylXE6EWihJ-lz8OzsPS_97mmc/s1276/site-note-28-4-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiE74YN4seKCGn-n8OaJfquMJJRlcnDYwtDXvopUxE0wBcT06lY3d8emKMKlsuNZA-zttkzuFJc-Sws0yH_wKcftKv6j1R5Lk-AoJWeT42biHdRHSv6xoylXE6EWihJ-lz8OzsPS_97mmc/s1276/site-note-28-4-21.png
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WEHIA PERAGRAL I

=== 2022 ===

Bapuanr ot 14 anpesns 2022:

Pacmmipenue: .stopfiles

3anucka: Recovery_Instructions.html

Pesynwrarel aHanu3os: VT + IA

OO6Hapy>XeHUs:

DrWeb -> Trojan.Encoder.35226

BitDefender -> Generic.Ransom.MedusaLocker.*
ESET-NOD32 -> A Variant Of Win32/Filecoder.MedusaL.ocker
Rising -> Ransom.MedusaL.ocker!1.C21A (CLOUD)
TrendMicro -> Ransom.Win32. MEDUSALOCKER.SMTH
BapuanT ot 8 urons 2022:

Pacmmpenne: .EMPg296L.CK

3armmcka: |_HOW_RECOVERY_FILES_!.HTML
Pesynbratel ananuza: VT + IA

=== 2022-2023 ===

Bapuantsl B FarAttack Ransomware

C xoH11a (HOsIOpB, Aekabpb 2022 wmn paHbie), BapuanTel ¢ MedusaLocker payload (T.H. Medusal.ocker3) cramm

HCII0/Ib30BaThCA B aTakax Far Attack Ransomware.

=== 2024 ===

Bapwuanr ot 5 mapta 2024:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhdREirYTXLqd-Fj5qKyKKjygL6HRdQeJNO8sjd2Gs-aUE2jDGHbhQSph6vSS03U_l-CjVEXmPdfGwwQJs-3auXSwurps4JL6ppXdWtw5hJuLTIY15TgeFoyqsufLqTrg5hnL0lOZfjG0I/s1523/note-7-12-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhdREirYTXLqd-Fj5qKyKKjygL6HRdQeJNO8sjd2Gs-aUE2jDGHbhQSph6vSS03U_l-CjVEXmPdfGwwQJs-3auXSwurps4JL6ppXdWtw5hJuLTIY15TgeFoyqsufLqTrg5hnL0lOZfjG0I/s1523/note-7-12-21.png
https://www.virustotal.com/gui/file/2ca49be7f3eac14dfbf086ad11ce1235079b4fa96b7d8634a53403cfcf592969/detection
https://analyze.intezer.com/analyses/4c6f9270-2eee-475c-a9bb-fbdf623dacdb
https://www.virustotal.com/gui/file/f6823fae9fda6c77a5ad839b842ba03472ab413f2310bea76017c0f016fd7a97/detection
https://analyze.intezer.com/analyses/e604609f-bb8a-4731-a453-08172fd7c338
https://id-ransomware.blogspot.com/2022/01/farattack-ransomware.html
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Pacmmipenue: .duralock05

3ammcka: HOW_TO_BACK_FILES.html

Email: assistant01@backup.capital, assistant01@decodezone.net
I0C: VT: MD5: 8648ba384a53b8509b642381a743f255
OO6HapyXeHHust:

DrWeb - Trojan.Encoder.38448

ESET-NOD32 - A Variant Of Win32/Filecoder.Medusal.ocker.
Malwarebytes - Ransom.Medusa

Microsoft - Ransom:Win32/MedusaLocker. AIMTB
TrendMicro - Ransom.Win32. MEDUSALOCKER.SMTH
Bapmuanr ot 5 mapta 2024:

Pacmvipenue: .genesis15

3ammucka: HOW_TO_BACK_FILES.html
assistant01@backup.capital, assistant01@decodezone.net
I0C: VI: MD5: 94ccc29e051d0099f99c5d3f2beedec?
OO6HapyXeHHust:

DrWeb - Trojan.Encoder.38448

ESET-NOD32 - A Variant Of Win32/Filecoder.Medusal.ocker.
Malwarebytes - Ransom.Medusa

Microsoft - Ransom:Win32/MedusaLocker.AIMTB

TrendMicro - Ransom.Win32.MEDUSALOCKER.SMTH

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Tweet on Twitter + Tweet + Tweet + myTweet
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https://www.virustotal.com/gui/file/91d225be3b1252c1454f8020ad4abea4a948d44b69ef15735aabcce06001c948/detection
https://www.virustotal.com/gui/file/09b1e725a155fad0c058b17557dcb9008632816db5151f2d417c8fc6b7b7a9de/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/GrujaRS/status/1183826580604440578
https://twitter.com/raby_mr/status/1185179674495741952
https://twitter.com/demonslay335/status/1183742307633455105
https://twitter.com/Amigo_A_/status/1189238281449422854
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ID Ransomware (ID as Medusalocker)
Write-up, Topic of Support
e Video review >>

Added later:
TAU Threat Analysis: Medusa Locker Ransomware (June 03, 2020)

*

*

Ett fel intraffade.

Det garinte att kora JavaScript.

- Buaeoo63op ot CyberSecurity GrujaRS

/f ™
¥
Thanks
. Thanks:
CyberSecurity GrujaRS, dnwls@719, Michael Gillespie

—

Andrew Ivanov (author)
Lawrence Abrams, MalwareHunterTeam, Vitali Kremez
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.
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https://www.bleepingcomputer.com/news/security/medusalocker-ransomware-wants-its-share-of-your-money/
https://www.bleepingcomputer.com/forums/t/706555/medusalocker-support-help-topic-encrypted-how-to-recover-datahtml/
https://www.youtube.com/watch?time_continue=1&v=Mw6A1mtMWwI
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgD2m5V8hbvjujrMvtso4nC5nF2aDMH3tUQppJzHVWDipGtOSh_kFb2AZPCY8-P4BEja_rSUqt7SD0GnmPNxM9khqtdR_o6cWNOAztbcPfmsIKTnb8maTpO2mPKLac6CVer4X0ExWl0Ahg/s1600/dob.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgD2m5V8hbvjujrMvtso4nC5nF2aDMH3tUQppJzHVWDipGtOSh_kFb2AZPCY8-P4BEja_rSUqt7SD0GnmPNxM9khqtdR_o6cWNOAztbcPfmsIKTnb8maTpO2mPKLac6CVer4X0ExWl0Ahg/s1600/dob.jpg
https://www.carbonblack.com/blog/tau-threat-analysis-medusa-locker-ransomware/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
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Source: http://id-ransomware.blogspot.com/2019/10/medusalocker-ransomware.html
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