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vSkimmer, Another POS malware
Archived: 2026-04-05 17:56:41 UTC

When i've view this post, content was already removed and member Banned.

W 1 Waak Ao

wSkimmer - FOS malware / track 2 grabber

il

vSkimmer - Virtual Skimmer

Functions:

- Track 2 grabber

- HTTP Loader (Download & Execute)
- Update bot itself

Working Modes:
- Online: If internet is reachable it will try to bypass firewalls and communicate to a the control panel.

- Offline: If internet is not reachable it wait for a specific pendrive/flashdrive plugged in and copy logs to it.

Server coded in PHP (can be modified on request to send logs to remote server, via smtp, etc.. )

Client coded in C++ no dependencies, 66kb, cryptable. (can be customized)
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Check if the file is executed from %APPDATA% if not add registry persistence, firewall rule, make a copy and execute the
copy:

Page 2 of 10


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgZMOAEdAVMW9nW76eXXVnRJ_2IGYAMYA2MssI4GDWt4qBAVcu0vxx1xllnxvEDmAetHiHojoAxprcYgHR2eRNIBhmbD8BZDzUrnDsVaI4_ppnp4l-DJzsa60zGsJRSxK0utVW-buw7d4zo/s1600/OpOZp.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgZMOAEdAVMW9nW76eXXVnRJ_2IGYAMYA2MssI4GDWt4qBAVcu0vxx1xllnxvEDmAetHiHojoAxprcYgHR2eRNIBhmbD8BZDzUrnDsVaI4_ppnp4l-DJzsa60zGsJRSxK0utVW-buw7d4zo/s1600/OpOZp.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjKiFCpg79tvzmQMqCqRLSKylN44EIgzjnIXX8kaQ3czyCVuAYs4Ti_oKOn6t7I96rie20MV9F-7gi419e925dOIqPJMbw6iOe4o1ud5XB5R0bUXrMDKk_y8b9SMGglNkxJY4_abO2Piwxg/s1600/ijnhI.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjKiFCpg79tvzmQMqCqRLSKylN44EIgzjnIXX8kaQ3czyCVuAYs4Ti_oKOn6t7I96rie20MV9F-7gi419e925dOIqPJMbw6iOe4o1ud5XB5R0bUXrMDKk_y8b9SMGglNkxJY4_abO2Piwxg/s1600/ijnhI.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhbu00kGiiEmNKlpxsO7CNXpQZyQnP_imyQdFEnBRDG5J_31AfZSHPlGAdlJsnlVT0xE43993sA_3ZQ9QeUD1MQqn3f5rrPlyousi0l2YbMIGPxGIDbjWxbsuFZQgkmUPpUJQH3vFvvj4bu/s1600/08-01-2013+15-12-02.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhbu00kGiiEmNKlpxsO7CNXpQZyQnP_imyQdFEnBRDG5J_31AfZSHPlGAdlJsnlVT0xE43993sA_3ZQ9QeUD1MQqn3f5rrPlyousi0l2YbMIGPxGIDbjWxbsuFZQgkmUPpUJQH3vFvvj4bu/s1600/08-01-2013+15-12-02.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhhm6zL6FDXZXH7kge_x9woaUwJKR0iC60oUYmV81l4mihVfJFjyj4qobiTHzavDHqle-EaI4EY6Se8lQ-cXrWgLqVphVx8RgbvB7LCzUjjQ5q-vL-bZvF3V-_tQf3JrFhQpxzoOobN5iFn/s1600/08-01-2013+15-53-07.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhhm6zL6FDXZXH7kge_x9woaUwJKR0iC60oUYmV81l4mihVfJFjyj4qobiTHzavDHqle-EaI4EY6Se8lQ-cXrWgLqVphVx8RgbvB7LCzUjjQ5q-vL-bZvF3V-_tQf3JrFhQpxzoOobN5iFn/s1600/08-01-2013+15-53-07.png

https://www.xylibox.com /2013 /01 /vskimmer.htm|

rEFathiHaseR

Shell wtwH

s | tProcesy

Detail of the registry persistence:

AL A

Firewall rule to allow the malware:

Create a mutex, thread and get host information:
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Check for process:

JE BHETSDE

- FI LER EAX, DWORD FTR S5: [EBF-185]
. FUSH 41004 RECII “carss.eHe™
dATTRG| . 5B PUSH ER
EB4AFTET | . EE R4ETOR00 | CALL @e4a5Fen auchoat . BO4ESFED
edaFTRL] . 59 FaR BCX
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Some are whitlisted: "System", smss.exe, csrss.exe, winlogon.exe, services.exe, lsass.exe, svchost.exe, spoolsv.exe,

wscntfy.exe, alg.exe, mscorsvw.exe, ctfmon.exe, explorer.exe:

Frocessd2iest

And when finally a process is found:

ha

Read the process and search for pattern:

ReadFreorisimary

Pk BT . TR

wrhbokbbvnenr
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If nothing found:

¥t o DM BER0E

Get infos, Base64 and call the gate via GET request:
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dns: 1» ip: 31.31.196.44 - adresse: WWW.POSTERMINALWORLD.LA

Parse the answer:
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Answer is reduced to first 3 letters and compared with 'dlx' (Download & Execute) and 'upd' (Update) if one of these are

found that mean the bad guys send us an order.

For example dlx:

Zhe | |Eveou el

Order is executed and a response is send to the server:

[ CAS4101E4 D=7 ISFACET (wsl2 A2, =endl

The part i love with pos malware:
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Or just a simple ";1234567891234567=12345678912345678900?" in a txt but it's more gangsta to swipe a card.
So the algo detect the pattern, the track?2 is encoded to base64

@4@1eEI|| v TI00 DR BB KT

eodateas|| . aarF HDR: ED3.EDT
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wosm1es | .. 7427 t T Go4oLms wach ot . 20401083

eosmienz|| . 4r DEC EDZ

eada1end|| . 74 18 T =T 04010 wuch ot 20401059

e aF 0EC ENT

el | ... T 3 T SHORT Pedeie et SR 1RDS

sl e | I POA ERE,ERY Cote B of fuitoh BEHBIRE

eHai0o | . E3ER IF VD R, EF

ER0i000) | . S 024 18| ROV OL, BYTE PTR [ [ERGH1102E9]

ERI0nH | . s e EVTE PR DS IE81+1 .80

woaiead] | . CLEB 06 EHA BB S

Stwck Sz LUDHLE C0D 1m0l (55, LRS- 1] “OBLEstod-BEar — S o bl - L wenod 1o are | 590 U AL Eoet e 12 b e o S e e

And sent to the panel:

Be4B3EE?|] » &7 PUEH EDI Flags
po4nsEES|| . FFBS 8BFTFFFIFUSH DNORD PTR =5: [EEF-8831 DaraSize
BE4LEIEEE|] . =0 PUSH ERK Dsts
BE4B3EEF|| - FFEE BLFEFFF| PUSH DWORD FTR £51[EBF-944] Socket
G34A3EFE|] . 53 PUSH E&X

D55 (804 101E4 1=7 | 9F4C27 (w=2_22. zend)

Rddress |ASCII dump
CEEREEEE]
BIETIED HTT

Now for the offline mode, get drive:

Page 7 of 10


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhfpG3sbUuJ-22D_DdmsyJ15Q5vJ8rGXVHB7BBXrRkEtrnvMTLgiTOYoryKvMEn-ZOoBPWBlSLI2ufAnr1Zx-44dOzBPpZ6rJ71MN0TWCw6TiJ68_-gkGXV_IRg-CPZVt5sG09fK_IZIvBY/s1600/09-01-2013+17-34-27.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhfpG3sbUuJ-22D_DdmsyJ15Q5vJ8rGXVHB7BBXrRkEtrnvMTLgiTOYoryKvMEn-ZOoBPWBlSLI2ufAnr1Zx-44dOzBPpZ6rJ71MN0TWCw6TiJ68_-gkGXV_IRg-CPZVt5sG09fK_IZIvBY/s1600/09-01-2013+17-34-27.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdvuLbosm4U0B-81bMINX3F-k01Gv6ljb4cBG5r4_IRUCzgWqXvjcM-4BlLIuXSWbh9hvu-1_IFjLfyTr_KVk80BrCRsxMw_w1bo17OUqhlaqJjrFUn7m-Ha001gap97LjTVQuNrgi8Vau/s1600/08-01-2013+20-18-05.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdvuLbosm4U0B-81bMINX3F-k01Gv6ljb4cBG5r4_IRUCzgWqXvjcM-4BlLIuXSWbh9hvu-1_IFjLfyTr_KVk80BrCRsxMw_w1bo17OUqhlaqJjrFUn7m-Ha001gap97LjTVQuNrgi8Vau/s1600/08-01-2013+20-18-05.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhzX53l6aL7xtSg2cl1SLBHSroiv-KvAuPyxHshWj3a6WBDlPD0y5XXEchQLwOlX3crOkD5rKg1u9gMu86AtNFJ-Bw2SYgyI8YWCD-oRRTIfD-BF9au8hhD58RVfK5DmvCK1x3hBZdlZGXc/s1600/08-01-2013+19-34-41.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhzX53l6aL7xtSg2cl1SLBHSroiv-KvAuPyxHshWj3a6WBDlPD0y5XXEchQLwOlX3crOkD5rKg1u9gMu86AtNFJ-Bw2SYgyI8YWCD-oRRTIfD-BF9au8hhD58RVfK5DmvCK1x3hBZdlZGXc/s1600/08-01-2013+19-34-41.png

https://www.xylibox.com /2013 /01 /vskimmer.htm|

Gerlogica lOr lveStr ingsh

Getle baTopef

wUEhERT D387 I0E

B E UG Lurd TaF ornit ianl

The flash drive must be named "KARTOXAO007" (dumps in russian)

Lecteurs de disques dur

@ EISCOTTE (1)

Périphériques utilisant des supports amovibles

Disquette 314 (A

@ KARTOXAOO7 (E:)

Create dmpz.log:

Leckeur DYD (D)

CreatefF LR

Now let's have a look on the panel:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi1kImuL6wgOvlncTebSkeIBkH4gac8cMWuESUjoZ1gaVF_aZ4EG073vRj9s1ZeWJ4YyKjsM4GaUZVdSOFvbckzT6MxxHvaSFE9efmpkEZK8ZDCd8e3dP0N6sMvbGKVUIR6Qqtp8y4g_8uh/s1600/08-01-2013+20-24-14.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi1kImuL6wgOvlncTebSkeIBkH4gac8cMWuESUjoZ1gaVF_aZ4EG073vRj9s1ZeWJ4YyKjsM4GaUZVdSOFvbckzT6MxxHvaSFE9efmpkEZK8ZDCd8e3dP0N6sMvbGKVUIR6Qqtp8y4g_8uh/s1600/08-01-2013+20-24-14.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEidfS12rQ2FvHJXjFep5Y_Kw2tG6foYdTG1bXXHPXyYVl7TqWr28Jsb9Yd6DLF8i4Mzq_uBad9bWk0agSJIqYwQCdxvo6mg7DkA7MpRYuF0aeyhaprdsbWaaZ2tIcUGwWRydP-kObddte-d/s1600/08-01-2013+20-37-43.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEidfS12rQ2FvHJXjFep5Y_Kw2tG6foYdTG1bXXHPXyYVl7TqWr28Jsb9Yd6DLF8i4Mzq_uBad9bWk0agSJIqYwQCdxvo6mg7DkA7MpRYuF0aeyhaprdsbWaaZ2tIcUGwWRydP-kObddte-d/s1600/08-01-2013+20-37-43.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-tFoDHJFMJkeVh4x_PCg9yTLgah55SgR_xFiFsMsJKyRBTI-97uVsqykHv0uwQIktKQpTXQKSmb11kjaB_kc_jYE0J41fzqThADfWS1mT2wDBvNHgP6-PCXpCx8b51wbS4SCV4w0_ZqUo/s1600/08-01-2013+20-41-47.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-tFoDHJFMJkeVh4x_PCg9yTLgah55SgR_xFiFsMsJKyRBTI-97uVsqykHv0uwQIktKQpTXQKSmb11kjaB_kc_jYE0J41fzqThADfWS1mT2wDBvNHgP6-PCXpCx8b51wbS4SCV4w0_ZqUo/s1600/08-01-2013+20-41-47.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqbJYZzmkJ3tGhU4uWu302CcO4rE6x8ck89EuBobNDxJGCtTIBKm8RATtTZKAiOrXBfjDNK3c8Lrh9Fahg3JDAvP8u-bxTiqQLAVvBGQQOwE8GcjVSoQigq35NXb-bZTpVD6Y1eFxdUDlA/s1600/08-01-2013+21-03-34.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqbJYZzmkJ3tGhU4uWu302CcO4rE6x8ck89EuBobNDxJGCtTIBKm8RATtTZKAiOrXBfjDNK3c8Lrh9Fahg3JDAvP8u-bxTiqQLAVvBGQQOwE8GcjVSoQigq35NXb-bZTpVD6Y1eFxdUDlA/s1600/08-01-2013+21-03-34.png
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T e S e [ R = L == 1 ERREEEE . ]

POS Terminals:

s s

=l T T [t o] 2 cun

Dump download:

Bomm o ml Yep {Administrateur) az z.1.12 =

B 4d450be25¢579caThod02a68d5468d73.0xt - Blac-notes =10l xl =

Fichiar Edition  Format  Affichage 7
TETETAULZ34 5671734567 BU1254 557 A000 =

B [ tatcalt -

Commands:

s s

R e S B Wt e L i 2w E——
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgeiOkLnNBG1oc8EleC-K8P3KakSNxHFJddmBbCMjrVS2Lg6XEJiaIDH3O1SzAGuamNniYN5RpqV6_7P9wzVO8IY6Ym7YWCqvRNoXcCbSbDCKiYoXDiwjt-W96kvksThnayeSC6jnbJ1-Rw/s1600/09-01-2013+18-00-31.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgeiOkLnNBG1oc8EleC-K8P3KakSNxHFJddmBbCMjrVS2Lg6XEJiaIDH3O1SzAGuamNniYN5RpqV6_7P9wzVO8IY6Ym7YWCqvRNoXcCbSbDCKiYoXDiwjt-W96kvksThnayeSC6jnbJ1-Rw/s1600/09-01-2013+18-00-31.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhlWbFL4WHrs2s92mwF_aYwQ84o35pO2O9ZQeoUBIcVHy1EStnp3QRCfIMric8eixmP-GtHWoFuobZMNNm7EDVKeM-G7k0LenIeIYrLuVxjxSU_cbi6E0zhNLQ2ec_7a2qWukJBU9QlKIvt/s1600/09-01-2013+18-01-28.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhlWbFL4WHrs2s92mwF_aYwQ84o35pO2O9ZQeoUBIcVHy1EStnp3QRCfIMric8eixmP-GtHWoFuobZMNNm7EDVKeM-G7k0LenIeIYrLuVxjxSU_cbi6E0zhNLQ2ec_7a2qWukJBU9QlKIvt/s1600/09-01-2013+18-01-28.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhaWLhe1ZhvOTauYVxhDehj4ggHAvdVsRvPb6te2wjjKTt5QXlWi_o3-girIIEDtlywp0rU-FNraOqE8PvnY325ofAuccV-EJ4Se6WmOlAGmSPBIE7lmDjy3cqfuqEFjqaXTJAk2nT15tgY/s1600/09-01-2013+18-05-32.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhaWLhe1ZhvOTauYVxhDehj4ggHAvdVsRvPb6te2wjjKTt5QXlWi_o3-girIIEDtlywp0rU-FNraOqE8PvnY325ofAuccV-EJ4Se6WmOlAGmSPBIE7lmDjy3cqfuqEFjqaXTJAk2nT15tgY/s1600/09-01-2013+18-05-32.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhmyIkIGB67Mj7yyG8y91fFGc-wf66m5xS1uMBNUkczzI4Oreu8MTXhp5EoE5J0gTmjTQ_7whxPUzR26mgHyuoWw7c4vnjrcNGVMiKsAvH8Ux12_utSHS_P-GwoQn8lX2yVwBeCGDA_be5U/s1600/09-01-2013+18-03-53.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhmyIkIGB67Mj7yyG8y91fFGc-wf66m5xS1uMBNUkczzI4Oreu8MTXhp5EoE5J0gTmjTQ_7whxPUzR26mgHyuoWw7c4vnjrcNGVMiKsAvH8Ux12_utSHS_P-GwoQn8lX2yVwBeCGDA_be5U/s1600/09-01-2013+18-03-53.jpg
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Settings:

| 5 = ko e o e el B wn e

Dumped.. :)

_ ' Doruments snd Settisgs’ X yitol e sy’ Ypos' ypos_good |, spi,_sdnsin S [T |
Fehir  Edbon  Affichags  Favorn  Cutl 7 | o |
theﬂeﬁr - ﬁ} - _":‘}."-mrmm i Dossers | [21]-

F-drm-rl_',-c MCsoecarvatans a7l St s b o B sVt gl avciren j o .

Barsbian dhes fckarrs & = _,_,_.-I _bewtnves _...-J 5w
£ Crimr un rourvma onser I I

& Fubler ce domier ux b e

. — P
5 Parteger on dossier I___JI hemplste _i e

e hena s rospmn
Auftres cmplacement s ¥ B « WP q.) :..: "
Laitails & T
i 2
Sample:
https://www.virustotal.com/file/bb12fc4943857d8b8df1ea67eecc60a8791257ac3bel2ae44634ee559da91bc0/analysis/135823759"
Unpack:

https://www.virustotal.com/file/4fba64ad3a7eldaf8ca2d65c3f9b03a49083b7af339b995422c01al1a96532ca3/analysis/1358238314
Thanks Zora for the sample :)

Source: https://www.xylibox.com/2013/01/vskimmer.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiZl10gLW-esRDClQ3CayMmGj_5__6kJey-5rV2waTN1-QFhYFZyUHJq_BAilQpXzxmf21m_QJ3cjq6KgjVMGBZi23iDQEqhXOPf4uLe0UCwAZQ6hSIELWcULZkg3Yr1E2vF62CwTmJNSPh/s1600/09-01-2013+18-04-27.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiZl10gLW-esRDClQ3CayMmGj_5__6kJey-5rV2waTN1-QFhYFZyUHJq_BAilQpXzxmf21m_QJ3cjq6KgjVMGBZi23iDQEqhXOPf4uLe0UCwAZQ6hSIELWcULZkg3Yr1E2vF62CwTmJNSPh/s1600/09-01-2013+18-04-27.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh1JSsCeUFMA1KlfkH_2PA9YDFXzhJZDubSElO_WbkREkN5EaA-9HGVt5w98OBm7AI95ukIJOWBN6hSv4nXyWR07SzcVWwqaOJQYNW_1AcDM0XChisXCB-DpBMCbOowdx9wnwYgYR1x9vgq/s1600/25-01-2013+20-28-22.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh1JSsCeUFMA1KlfkH_2PA9YDFXzhJZDubSElO_WbkREkN5EaA-9HGVt5w98OBm7AI95ukIJOWBN6hSv4nXyWR07SzcVWwqaOJQYNW_1AcDM0XChisXCB-DpBMCbOowdx9wnwYgYR1x9vgq/s1600/25-01-2013+20-28-22.png
https://www.virustotal.com/file/bb12fc4943857d8b8df1ea67eecc60a8791257ac3be12ae44634ee559da91bc0/analysis/1358237597/
https://www.virustotal.com/file/4fba64ad3a7e1daf8ca2d65c3f9b03a49083b7af339b995422c01a1a96532ca3/analysis/1358238314/

