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S1061 AbstractEmu

1]

AbstractEmu can grant itself contact list access.|

S0309 Adups

Adups transmitted contact lists.[2]
S1095 AhRat

AhRat can collect the device’s contact list.[3]

S0304 Android/Chuli.A

Android/Chuli.A stole contact list data stored both on the the phone and the SIM card 14l

S0292 AndroRAT

AndroRAT collects contact list information.[21[€]
S0422 Anubis

Anubis can steal the device’s contact list. 21
S0540 Asacub

Asacub can collect the device’s contact list.[8!

S1079 BOULDSPY

BOULDSPY can exfiltrate a device’s contacts.[2]

C0033 C0033

During C0033, PROMETHIUM used StrongPity. to collect the device’s contact list. 1%

S0480 Cerberus

Cerberus can obtain the device’s contact list.[11]

S0323 Charger
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Charger steals contacts from the victim user's device.[12]

S0425 Corona Updates

Corona Updates can collect device contacts.[131

S1243 DCHSpy

DCHSpy has accessed the device’s contact list.[14]

S0505 Desert Scorpion

Desert Scorpion can collect the device’s contact list.!112]

S0550 DoubleAgent

DoubleAgent has accessed the contact list.181

S0507 eSurv

eSurv can exfiltrate the device’s contact list.!l1Z]

S0522 Exobot

Exobot can access the device’s contact list.“—gl

S0405 Exodus

Exodus Two can download the address book.[12]

S1080 Fakecalls

Fakecalls can copy and exfiltrate a device’s contact list. 124

S0509 FakeSpy

FakeSpy can collect the device’s contact list.[24]

S0408 FlexiSpy,

FlexiSpy can collect device contacts.[22]

S1067 FluBot

FluBot has used the contact list to infect more devices 231124

50423 Ginp

Ginp can download the device’s contact list.[22]
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S1231 GodFather

GodFather has accessed the device’s contact list.[26)

S0535 Golden Cup

Golden Cup can collect the device’s contact list..221

S0551 GoldenEagle

GoldenEagle has collected a list of contacts. 16!

S0421 GolfSpy,

GolfSpy can obtain the device’s contact list.281

S0536 GPlayed

GPlayed can access the device’s contact list.[22]

S0406 Gustuff

Gustuff can collect the contact list.@

S0544 HenBox

HenBox can access the device’s contact list.[21]
S1128 HilalRAT

HilalRAT can retrieve a device’s contact list..321
S1077 Hornbill

[33]

Hornbill can collect device contacts.

S0463 INSOMNIA

INSOMNIA can collect the device’s contact list.[24]

S1185 LightSpy

LightSpy has accessed the device’s contact list [1221(361[371(38][39]

50485 Mandrake

Mandrake can access the device’s contact list.!40]

S0407 Monokle
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Monokle can retrieve the device's contact list.[41]

S0399 Pallas

Pallas accesses the device contact list.[42]

S0316 Pegasus for Android

Pegasus for Android accesses contact list information.[43]

S0289 Pegasus for iOS

Pegasus for iOS gathers contacts from the system by dumping the victim's address book.144]
S1126 Phenakite

Phenakite can exfiltrate the victim device’s contact list.[42]

S1241 RatMilad

RatMilad has accessed the device’s contact list.[4]

S0539 Red Alert 2.0

Red Alert 2.0 can collect the device’s contact list.[ﬂl
S0403 Riltok

Riltok can access and upload the device's contact list to the command and control server.[48]

S0411 Rotexy

Rotexy can access and upload the contacts list to the command and control server.[42]

S0549 SilkBean

SilkBean can access device contacts.!1€]
S1195 SpyC23

SpyC23 can exfiltrate the victim device’s contact list,[2010511(52]

S0324 SpyDealer

SpyDealer harvests contact lists from victims.[23]

S0305 SpyNote RAT

SpyNote RAT can view contacts.[34]
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S0328 Stealth Mango

Stealth Mango uploads contact lists for various third-party applications such as Yahoo, AIM, GoogleTalk, Skype,
QQ, and others.[22]

S$1082 Sunbird

Sunbird can exfiltrate a device's contacts.23]

S1069 TangleBot

TangleBot can request permission to view device contacts. 28]

S0558 Tiktok Pro

Tiktok Pro can access the device's contact list.[2Z]

S0506 ViperRAT

ViperRAT can collect the device’s contact list.281

G0112 Windshift

Windshift has included contact list exfiltration in the malicious apps deployed as part of Operation BULL.122
S0489 WolfRAT

WOIfRAT can collect the device’s contact list.[89!
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