
PyXie (Malware Family)

By Fraunhofer FKIE

Archived: 2026-04-02 10:39:13 UTC

PyXie

aka: PyXie RAT

Full-featured Python RAT compiled into an executable.

PyXie RAT functionality includes:

* Man-in-the-middle (MITM) Interception
* Web-injects

* Keylogging
* Credential harvesting
* Network Scanning

* Cookie theft
* Clearing logs

* Recording video
* Running arbitrary payloads
* Monitoring USB drives and exfiltrating data

* WebDav server
* Socks5 proxy

* Virtual Network Connection (VNC)
* Certificate theft
* Inventorying software

* Enumerating the domain with Sharphound
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There is no Yara-Signature yet.
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