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On twitter, a good analysis of the ransomware Clop has done. But nothing on the unpacking.

The packer has three stages.

The first stage is an allocation and dexoring of the overlay in the function FUN_00401000
local_c = (code *)VirtualAllocEx((HANDLE)Oxffffffff,(LPVOID)0x0,0x1c20,DAT_0043f0dc,0x40)

while (local_40 < 900) {

local 80 = DAT 00426260,

uVarl = *(int *)(&DAT_00426264 + local_40 * 4) - local_40 N DAT_00426260;
local_24 = local_24 + -0x438;

local_84 = (uVarl << 7 | uVarl >> 0x19) N DAT_00426260;

*(uint *)(local_c + local_40 * 4) = local_84;

local_40 = local 40 + 1;

}
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the dropper jump in the shellcode with:
00401317 call dword ptr ds:[440D04]

the second stage is the execution of the shell code in six steps:

Get Sebdraven’s stories in your inbox
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Remember me for faster sign in

The first step is to allocate a new page with Virtualloc.
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E04% 04 =ov cax,dword prr ss:febpes]
£D48 £ mov dword pre ss:febp-ia),eax
B4 1L push
4D E4 lea ecx drord prr ss:feop-1C0
51 push ecx
BBSS mov edi,dword prross:fenp-340
52 ush edx
EF55 CB d pre ssifebp-360
&) TESE ean, A
~ 75 Q5§ ne 3
~ EF 45030000 20 IR0EE4
> £B45 €8 Bov eax, dword pre ss:enp-18]
. £345 BB mov dword prr ss:febp-2E), cax
. £A @4 push 4
- BB D0I0O00D push 3000
. EB4D 08 mov eck,dword prrossifeopre)
- BBS1 0B BoY edx,dword ptrodsieokee]
. 52
* 6A 00
" FFS5 C4 [ebn-30)
M E945 ©0 bp-40, eax
. 37D €O o0 b= o, 9
. a5
a1k ~ E5 1Ea30000
-hn 4
»|oozB0zEE 68 D0T0C0H
o | BOZBOIED EB4S 0B mov eax,dword pir ssifebprel
Ll B 370 BE4E 10 Bov ecx,dword prrods;(eaxs-10]
- 373 51 push ecx
. 6A 90 ush o
3 FF55 €4 h e
HE 537 55 o =0
L]
. ~ 75 08 c::
. ~ E5 FOO20008 ap 3
» | nozBnzer €785 2BFFFFFF 0000004 mow
D03BO3 5 €785 ICFFFFFF 0000004 mov
DIZEO3E

- £8 1E
D0ZE0330 EB35 IEFFFFFF
343 B3CZ Q1

B335 2BFFFEFE

3E038E

eds,dword ptr ss:ifebp-De]
dx, 1

dword pir so:febp-nel, edx
EBES JCFFFEFF sty eax dwerd pte ss:fesp oAl
6300 01 add eax,1

EES ICFFFEFF =0y Qword pEr sstifebp-04), eax

ad 5! (1]

dwerd pir [ebp-3c]=[0023FRAD <avirtualallog:]=ckernel 3z, vircualalloc:

O03IEOIES
- -

Whowot | o2 | dpwes | feowes | Bhowos | Bwen [ eiteas | F seua |
Address | Wex ASCTI |
003C0000 |00 00 00 00|00 00 00 000D 00 OO0 00|00 00 00 O0| N
0030010 00 00 0D 00|00 00 00 00|00 0 OO 00 00 00 oD .
0030020 | 00 00 00 00|00 00 00 000D o0 OF 00|00 00 00 O
0030030 |00 00 00 00|00 O0 00 00|00 O0 OO0 00|00 00 0D OO .
Q03C0Q40 | 90 00 G 0|00 90 90 00|00 0D 00 0000 0O o0 DOl .
Q03C005n | a0 00 b0 00|00 00 00 00|60 0o 00 00|00 0O 00 ool .
SOICO0ED | a0 00 DO 03|00 90 00 00|00 OO 00 00|00 Ba 03 OBl
OO3CHATO | 00 00 00 00|00 OO0 00 00 |0D OO OO 00|00 GO 00 OO . .
OOICO0E0 | 00 00 00 00|00 00 00 0O |0D OO OO0 00|00 GO Ob OO . o

(] 0 00 00 00|00 00 00 00|00 O OO Q0|00 00 00 00| . .
O03CO0A0 | 00 00 00 00|00 OO0 00 000D o0 00 0000 00 oD OO . o
003C00B0 | 00 00 00 00|00 00 00 000D 0D OO 00|00 00 0D OO0 . |
D030 00 00|00 00 00 00 |0D OD 00 00|00 00 GD 00| . .
003C0000 | 00 00 00 0D |00 90 00 000D 00 Q00 00|00 00 0D OO ., .I
QO03CO0ER | 00 00 00 00|00 90 00 00|00 00 Q0 00|00 00 o0 o, .
QOICOOFD | G0 00 00 00|00 Q0 00 00 (00 OO OO Q0|00 G0 OO OO . |
Q03COLO0 (00 00 00 00|00 Of 00 00|03 00 00 00|00 0D 03 OO . .
003CO110| 00 00 60 60|00 00 G0 000D OO OO SOJ00 60 60 O8] . ... ... .. 1

The second step is decoded an compressed PE.
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5945 OC =0y dword pre sstfebpe2
78S I4FEFFEF 000000(=Ov dword prr =a:febp-DC
i

O GEE TEC0 0F TRUT edk,eax, 3
# | co3e0aan 3oz aor edx, edn

- B3 OE000000 v eex,

- FTFL div e

-

.

Z
g
|

BEYS I4FFFFFF mav edx dword pir ss:febp-ol]
8302 01 add edx,1
0 8995 24FFFFFF mov dword per ss:febp-ocll, edx
DO3E0437 8845 DC mov eax,dword pir ssifebp-zal
D3E0434 C1ES 02 shr eax,2
030430 3985 24FFFFFF emp dword ptr ss:febp-Dofcax
C0380443| + 73 63 jae 360448
# | o0IE0445 SEED Z4FFFEEE @y ecx dwerd pir 38:febo-0g
& | o03B044E BEEE CO By edx, dword pie 22ifebp-4
- SEO4EA mov qax, dword pre ds: [edxeec:
- BORE JOFEFFEF =y gword pre cs:ffebp-fof,eax
- : BEED 2OFFFFEF mov ecx, dword pir ssifebp
» | GO3E04LD JEED I4FFFRFF subr ecx,dwerd prr ss:febp-
| CO3E0463 B9ED JOFFFFFF mov dword pTr Ls:'ehp-itg. X
# | c0320463 | a&k! mov edx,dword prr ssifebps
- 8885 20FFFFFF mov eax,dword ptrossi
- 3342 0C ¥Or gax,dword ptr ds;
- 8385 20FFFFFF
- C185 20FFFFFF 07

0 0B
95 JOFFFFFF

5 Jareeeer
GERS J4PEFRFF
I

20 Ca
8895 2OFFFFFF
81

3

m
]
Gk

Ep— >3
003804AB] ]
OOIB04AL SE&D CO may ecx ,dwird ptr ssifebo-40]
COIBDHAF | 2l

54 OF add e, 5
85c0 TEST EAE,ERX

v Ph ok gﬂe spdscy

mp 3BO6E3

seanen

eax=5IA5
dward pEr [&0p-30]=[0012FEAC]~01262000

DOZBOSAE

|ﬁsml| oz | @oees | dhowes | sSowes | Bwona [ ieiems [ s |
Address | REx AscIT

O03CO000 | 80 36 SA 90) 35 03 66 02|04 03 71 FF|81 BS €2 MEZ.B.f.. .q¥. &
D0CO080| 04 40 €2 15|C3 OF 01 OF |05 OF IF BA|TC 01 B4 o
i T 1T

3

A

g

&

k4

a

2

H

H

A

3
2 RRITUS

i

i
LUSRIERnEE

The third step is a decompression of the payload without import table in 3B010.
The fourth step is reconstruction of the import table in 3B0910.
The fifth step is the wipe of the loader in memory.
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[ebp-5C3: "PE™

O0380410 iBﬂ !.EFI’FI'FF mov H:)(.m d per s 'EE-EGI
OD3E0S16 add ecx, i
OOIE0S1S sm i.cFFFI'Fl' mow dword ptr s:.lebp £4|.e:x
IIE0S1F EBESS EBAFFFFFF mov edx,dward Dtr
DOIE0E 25 EBBES ICFFFFFF mov eax,dword pir s W'El
QD3E05 26 3B42 50 o eu.mrd PEr ds: [edx+50
Q03805 2E ~ 73 QE Jar 38053
Q0380530 EB4D AC =ow EC’-MFH QEI'
O03B0533 0350 ICFFFFFF add ec ba-E
0360539 €601 00 moN m‘ g:r us' [c(:] 1]
ooinosic] -~ €0 B2
DOIBOS 33 £032 53 mow AN, 0w0rd prr dse [eduisa)
BOIBOS ST 50 push eax
GOIB0S 45 EE4D B mow ecx dword per ss:febp- 30
OOIEOE 4B £1 push ecx
DOIEDE 4L EEES DB mow edx,dword per ssilebp-22)
DOIB0S4F g2 h edx
Q03E0S50 EB EBO30000 % 380910
DQ03BO555 83C4 oC a L0
00380558 5845 DO mov eax,dword pre s
EB4D DB mov ok dword pir =
G348 Bl £cK, dwdrd ptr i
EO9SD GAFFFEFF Bov dwoed pre Sii|febi
EO¥E 64 BV fUX,Ow0rd PLF 53
OFBTaZ BOAZX EAX, prr ds E-:dk-u
S05D G4l mow ecx,Odword prr s
AL s01 lea edx,dword pcr d
£995 SOFFFFFF mov dword por ss:|lebp- £
tl'ls 1BFFFFFF 00000 mov dword prr soifebp-E
= mp 3B0SSC
SBIS 1BFFFI'FF m zax.dword per ss:letp-cc)
mav
et tu-.Mrd g iilltbﬁ-isl
b~ 0
ecxreaxs10]
-£5l

[ebn-2C]: "PE”
i: "PE~

g

828228888825838888
3228888888882382888
BEEEEEEEEEEE2EREEE
2222222282892 888
8Z232222288888888s

ZE55E22838888838388

@iouroz | 6oames

g

[ oD

00’
L]
L]
L]
b
o
i
a0
a0
a0
a0
L]
o0
L]
L]
L]
Lo
Ll

2385E222228888888
S58522228888885858

222882222883338888]

And the last stage is the copy of the real payload with the function 3B0910.
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0U3E0510 5B50 ICFFFFFF
00380516 531 01
003E0519 B950 ICFFFFFF
OUIG0RIF B0%5 G4FEFFEF
COIB0S 25 085 ICFEFEFF
OO3E042E 42 &
003B0S2E| ~ P3 GE
B03B0530 a0
00380533 0380 ACFFFFFF
00380539 £604 00

3505 ~ EB D2

2835 GAFFFEFF

COIE0544 £842 54
IIB0s4T 50
OIBN5AE ERAD DO

L R R R R R RS RSN ]

=0y ecx,dword ptr sacleop-£40
add ecx, 1

dword prr ss:feba-g+), ecx

d prr & B 5|

ssifenp-r
SN, dwdrd pTr dst[edx-i0
=av e.cmmrd m:r s:-
.nu:l ecx  dword

j me ptr dsk[e:xj
mp 3

mav edx..dword ptr ss.r'h ,
sov eax, dword pEr di:[edxesd

S0v edx,dword pre si:lebp-30]

push ecx
Sov edx,dword prr ss:lebp-ie]
push ed

.

Dp- 3
Dp-2
AN 3L

np-5
b~ £

WOV eCK,dword pIr sso
add acx,dword rods:

EAFFFFFF mav dword per :5.I=bn Sl ecx
5895 G4FFFFFF mov edk d =5 febp-oCl
00380560 OFBTAZ 14 moved eax, word prre ds: [edws
0380571 588D E4FFFFFF v ek pdvard
350577 EDS401 15 Tes eds dwdrd
DO3IB05TE E9%5 SOFFFFFF B0V dwdrd pEF 55
00150561 €785 LEFEFFFF 0000004 S0v tword pre 55
oolgosse| - ¥ 1=p J8050C
503805 & BREREFR mow eaw dword prre ss:gnp.ea'
G3B0593 £300 B add eax,1
O03E05 36 £585 1BFFFFFF mov dword prr ss:[febp- 6], ea
G03IB055C £BED EAFFFFFF mov ecx dword ptr sstfebp- o
OU3E0SAZ OFBTEL 06 movzx edx,word pir osifecxsd
ODIE0SAE 1995 1BFFFFFF cmp dword ptr ss: Bebo- 26, edx
3805 ~ D 4 joe 3805FA
DD3E0SAE $885 LBFFFFFF mov eax,dword ptr ss:febp-es)
0380584 €800 28 dmu) eax,ens, 25
0380587 EBED SOFEFFFF sov ecx dward prr s,.fcaa-aﬂl
COIR0SED BES401 10 v cd: mrd pEr ds: [ecxsenxr10]
COIR0SCE push
COIGOsC2 S08% LGFFFFFF

=0y m,mrd prr sstfebp-ne)
m

eex:“PE
[ebp=9C]: "PE™

eEXiTPE"

[ebp-5C]: "PE”

egx: "PE"

BEXI"PE"

febp-9c
Lebp-3C

[ebp-3C]: “PE”

febp-aC]: "PE"

QOIBQSIQ

GOERUEED

u
&
EERBRRERRE
BRESCUUSSGBIRIEEES

st R R

323;;;:5‘.‘:;83228383

is) prograd canns
t be eun, in o5
S, o

And jump in the new entrypoint in dword ptr [ebp-58]=[0012FB84]=m.00407BB3
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O EEEE EE4L BB WOV ean,dword pr ss:feca-s G
COIB0EIN 54 push &
| B0IB063L T mov ecxtword per ss:febp-Tof
o | po3ene3s 51 push ecx
| 030635 £B55 DB mov edw,dward per ssifebp-26]
o | co3z06ze 52 ush edx
o | co3goszs EB 52010000 * 3BOTOD
GOIE0E3E 304 0 add e:p,C
COIB0G4L 64341 00000000 mov eax,dword prr ;[0
©0IB0E4T 5038 FF eop byte per des[eax],FF
QOIEDGEA| v 74 @4 ie 3
COIR0GEC ) £nx, deord per oss [eax]
COIBOE4E| ~ KB F7 300647

SOICOLED 4141 00000000
OIBOLEE EOBS G4RRRERE
BOIBOLEE

el 4 [ebp=2c]: "PE™
per ssrfebn-2
pr :rs:kn'zs [ean+28]:L7Er\\Users) IEUser,\Deskooph\ m. exe”™

GOIBDELF 0348 28

BOIEOEED £84D AB ss1fenp-5 2], eck
COIEDEEE EEES AR per ssifiebp-5&)
OOIENEEE

GOIE0EES per ss:ilflebo-268
D0IBN66L

003B06ED

0w [
By £0x, deard

push ecx
3 ush FEEFEEFE
FFEE D4 h dward prr ss:febp-2C)
o | HONEOLES EBES =ov esp, ebp
o | cozsosss 1 eip
# | cozeocer €3 ﬁ
» | o3s0ses £ nt3

00 00 0004 00 00 OD) a0
s 04 64 00|40 04 6O G000 00 63 OO
a8 08 B0 0000 04 BB G000 04 5 OO
00 00 00 0000 00 OO OD|0& 04 00 OO
0E B4 05 CB| 21 BE 01 4C|CD 21 E4 68 LiLIiTh
8 €F €7 72|61 €D 20 63| 6L EE €E GF| 1S progran canma
74 72 75 GE|20 69 GE 20|44 4F 53 20|t be run in 005
0 OO 0D OA|24 00 0D DD/ 00 00 B0 O0|BOBE. .2 $usarnis
51 88 59 14 15 B3 59 14 15 BE 59 1A QETL..¥...Y.
A1 58 59 14 AL 14 Ak 14 BT BE 53 1A
AL 58 59 1A ZE D 5A 1B 07 EE 53 1A
o IE §E 59 1A ZE D6 5D 1B 04 BE 53 1A
0400000 | 1T §F 59 14| 1C FO LA 14 04 BE 53 1A
Q0400000 | 15 65 59 14 B2 06 5C 16| 1% BE 57 1A
Q BT 85 50 1A 62 O6 50 1014 85 59 2a
t 52 85 59 1A 60 00 00|00 00 00 00
Q 00 00 00 00$0 45 00 O0|<C 01 06 00| .. PE. L
20408129 | F2 | o0 00 2000 o9 o0 00lE0 00 02 OAIASET. oo Bl

Now you have the real malware clop for following the analysis of Minhee Lee

Source: https://medium.com/@Sebdraven/unpacking-clop-416b83718e0f
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