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Malware-Traffic-Analysis.net - 2017-07-04 - Java-based RAT
infection

Archived: 2026-04-05 16:41:27 UTC

NOTICE:

e The zip archives on this page have been updated, and they now use the new password scheme. For the new

password, see the "about" page of this website.
ASSOCIATED FILES:
e 2017-07-04-Java-based-RAT-email-and-malware.zip 1.5 MB (1,506,906 bytes)

e 2017-07-04-malspam-0433-UTC.eml (946,555 bytes)
e INVOICE LIST.jar (578,829 bytes)
e 0.325390945828089142947081810060995233.class (247,088 bytes)

EMAIL

SCREENSHOT:
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I
Unpaid Invoice List = Mozilla Thunderbird - | O

From Sales <sales@foodtech.ae=" ® SeEll %Reply AlL | ~ || = Forward || More ¥
Subject Unpaid Invoice List Date Tue, 04 Jul 2017 04:33 UTC

To undisclosed-recipients:; ./

GOOD DAY,

MY COLLEAGUE IS ON LEAVE, KINDLY COMFIRM THE ATTACHED INVOICE
TO ENABELE ME PROCEED FURTHER WITH THE PAYMENT.

Thanks and regards |

JEES GEORGE CHERIAN

Parts Sales Representative , Kuwait

Cummins Power Generation

General Transportation & Equipment Co. { GTE OLAYAN )
East Ahmadi Industrial Area , Block No. 7, Bldg. 135, 136
P.O. Box - 1096 ,Safat -13011, Kuwait .

Working hours Sunday to Thursday 8 00am to 5.00pm

Tel o +965-2398 9508/ 09/ 10  Ext.525

Fax : +965 - 2398 9545

Mobile : +065 - 65860004 | 60631415

Email . _jees@qgtekuwait.com | jeescummins@gmail.com
WEB - www : olayan.com

o i Hillllil'll
Onon

GENUINE : \ s
CGMNS  DON'T TAKE RISKS. k{ o

< (@ 1 attachment: INVOICE LIST jar 565 KE ¥ Save |~
J
] INVOICE LIST.jar

Shown above: Screenshot of the email.
EMAIL HEADER INFO:

e Received: from [162.144.89[.]1147] ([162.144.89[.]147:36560] helo=server.joshmachines[.]Jcom)
by [removed] (envelope-from <sales@foodtech[.]ae>)
[removed]; Tue, 04 Jul 2017 01:42:30 -0400

e Received: from [127.0.0.1] (port=45926 helo=harshangzaveri[.]Jcom)
by server.joshmachines|.]Jcom with esmtpa (Exim 4.89)
(envelope-from <sales@foodtech[.]ae>)

id 1dSFWO-0008CV-Tu; Tue, 04 Jul 2017 04:33:09 +0000

e MIME-Version: 1.0

e Date: Tue, 04 Jul 2017 04:33:08 +0000

e From: Sales <sales@foodtech[.]ae>

e To: undisclosed-recipients:;

e Subject: Unpaid Invoice List

e Reply-To: sales@foodtechl.]ae
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e Mail-Reply-To: sales@foodtechl.]ae
» Message-ID: <a01dfe55b97e7efd3c75d28a9286ec40@foodtech[.]ae>

e X-Sender: sales@foodtech[.]ae
e User-Agent: Roundcube Webmail/1.2.4

e Attachment: INVOICE LIST.jar

TRAFFIC
Date/Time Src port Dst port Info

2017-07-04 14:53:54 10.7.4.101 45215 191.101.22.49 3020 49215-+c1fs [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK PERM=
10.7.

2017-07-04

> Spurious Retr:

LA na 1 inmmme) 1m1 1Al 9 An =Tt Ta AOT

Shown above: Traffic from an infection filtered in Wireshark.
POST-INFECTION TRAFFIC:

e 191.101.22[.]49 port 3020 - attempted TCP connections, but RST from the server.

FILE HASHES

EMAIL ATTACHMENT:

e SHA?256 hash: 9863c850c213dee716dc5954bb0f28a1c480cf0435e93110824cb083fd4bdda5
File name: INVOICE LIST.jar
File size: 578,829 bytes

ARTIFACT FOUND IN USER'S APPDATA\LOCAL\TEMP DIRECTORY:

e SHA?256 hash: 97d585b6aff62fb4e43e7e6a5f816dcd7al4bel11a88b109a9ba9e8cd4c456eb9
File name: _0.325390945828089142947081810060995233.class
File size: 247,088 bytes

IMAGES
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) C:\Users\[username]\Desktop\INVOICE LIST.jar\ =B X |
=
| File Edit View Favorites Tools Help
INVOICE g = < wp = ¥ i
LISTjar Add Extract Test Copy Move Delete Info
3 @ C\Users\[username]\Desktop\INVOICE LIST jar\ -
Path Prefix Files Name Size  Packed Size Modified =l
1 | META-INF
117 | org 3
org\ 117 | tool
org\tool\, & 1bllbid19kcripn5ek8jjdiSrpg9n5n2902g21gi085gdmOggoSmevd;... 292 297 2017-07-03 09:19
org\tool\, & ldoccnkpfhea3ssoludOmvufcflbfdmvhjifdmShnga38at309hcl5adf.. 230 235 2017-07-03 09:19
org\tool\, &% lhei8itpfjpgl9iu0n91rfgbhp0s73mbsaraknnglhOeshgubiemvjm8hb... 360 365 2017-07-03 09:19
org\tool\, & Ljts4e77c2irb9lIrp32lpvafugegbecmicbl2k3ifamukg7sngbbrgldivi3.. 457 462 2017-07-03 09:19
org\tooly & 1lndcpdf4vaoigbvduni/vdpbmf3k0lebifglpfsp/nvedlal7 tiff 1238 1243 2017-07-03 09:19
org\tool\, & 1nh2c80t7dei7vhotksdr0177Ir8cha3gqgpvbd32ctgrf8vmbtmkss2u... 423 428 2017-07-03 09:19
org\tool\, & lptikcoaqg0443mbo52damloi52uStgrig39i9inrhkerdtsivu7ek2uijg... 186 191 2017-07-03 09:19
org\tool\, & lgfebbfedmbl5rls3419kiStptcuod7b42gb7ja8uklamsSvobms4gs... 481 486 2017-07-03 09:19
orghtooly &% 1gnull5v3g7ulbgdo56loinbilévbfgoc3lekt7In7rpuvrta3aspm6sfm... 635 640 2017-07-03 09:19
org\tooly & 1s01leg2ceavinehgqd)id3kgsadcbnjen8c3uvm48sgb7aklk3hbpnknf.. 223 228 2017-07-03 0919
org\tool\ & 1snb2j2j36fartmvt8g7bf8jSkdrnfafrrbSstgbjrtbs2rp8boi8hjdtmd40... 663 668 2017-07-03 09:19
org\tool\, & 1t60c2mfhjodncke2smsoovvdifacrr3fv8vi3ililcilfp7ulgocgkhbovce.. 276 281 2017-07-03 09:19
org\tool\, & 2p3hs7lggfsvb8pgmge3ljbrh385upt67dbl8p07914f9flgce.tiff 281 286 2017-07-03 09:19
org\tooly &% 3ai7ul3h37dakhbqub9ngk8nvgk5jganpr.tiff 1482 1487 2017-07-03 02:19
org\tooly &% 4b6br30ulnlcuf3r9lisginlinssbovfgvc8adsglohrglbl3hleenul2fd4.. 398 403 2017-07-03 09:19
org\tool\, & 5t5uelelt02d9gk90829cnfjhso7ccaburovnkgbmdg36tngbibtc3upl... 200 205 2017-07-03 0919 -
0 object(s) selected
Shown above: Contents of the email attachment.
ﬂ' Registry Editor |M
File Edit View Favorites Help
). RADAR = || Name Type Data
Run ||| ab)(Defaulty REG_SZ (value not set)

1

RunOnce - }:ijYBquapDJV REG_EXPAND _SZ "C\Users\[username]\AppData\Roaming\Oracle\bin\javaw.exe” -jar "C\Users\...

I [

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

Shown

"C:\Users\lusername\AppData\Roaming\Oracle\bin\javaw.exe" -jar
"C:\Users\[username\JrqSpnPnOHQ\NVIUHcqgzQys.QqggFf"

above: Windows registry change to make the malware persistent after a reboot.
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C:\Users\[username]\AppData\LocaI\Temp\_O‘32539094582808914294?081810060995233‘CI...| = = P |
File Edit View Favorites Tools Help
F i C\Users\[username]\AppData\Local\Temp'_0.3253%0945828089142947081810060985233.class\ -
Path Prefi Files N
af e 'ei’ ia:’e [ CAUsers\[username\AppData\Local\Temp\ 043802899560530064642915997021310270.class\. | = | =1 | % |
QA 1) Fjx File Edit View Favorites Tools Help
1 ) iQa > C\Users\[username]\AppData\Local\Temp\_0.43802899560530064642915997021310270.class\ -
1 | META- | Path Prefix Files Name Size Packed Size Modified =l
1 | operat 1 T
b 1 | VN QA 1 L Fx H
- | L B Randomly-named .class files
i
1
1 X 1 ). META-INF dropped to the user's
1 L4 i . =
o 1 Moisrdlional AppData\Local\Temp directory
drop.b{ | X\ 1 | VN
operation... JRat.cla 32 | w .
e o R both are the same file
wh manind | f, 1 Lz L4
wh, maning drop.box 352 357 2017-02-17 20:34
wh manint | operation... JRat.class 483 263 2017-02-17 20:34
wh maning | META-INF\ MANIFEST.MF 208 161 2017-02-17 20:34
wh manint | w\ manintheskymanintheskymanintheskymaninth... 1348 383 2017-02-17 20:34
wh manint | w\ manintheskymanintheskymanintheskymaninth... 1189 380 2017-02-17 20:34
wh manint | w\ manintheskymanintheskymanintheskymaninth... 1030 212 2017-02-17 20:34
wh manint | w\ manintheskymanintheskymanintheskymaninth... 957 390 2017-02-17 20:34
:"“ manindl |\ manintheskymanintheskymanintheskymaninth... 900 332 2017-02-17 20:34
= w\, manintheskymanintheskymanintheskymaninth... 4233 606 2017-02-17 20:34
Plebiediisieleared W\ manintheskymanintheskymanintheskymaninth.. 723 274 2017-02-17 2034
w\ manintheskymanintheskymanintheskymaninth... 474 189 2017-02-17 20:34
wh\ manintheskymanintheskymanintheskymaninth... 2707 617 2017-02-17 20:34
aad mamninthaclimnaninthaclaima aninth acka i amindh 1114 A0 N7 AT 1T MDA i
0 object(s) selected

Shown above: Two .class files with the same file hash found in the user's AppData\Local\Temp directory after

this infection.

Click here to return to the main page.
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